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CYBERSPACE 1T BIG PICTURE

Internet Attacks Are a Real and Growing
Problem

BY: L. GORDAMROVITZ, THE WALREHT
JOURNAL

12/15/2008

A recent report from the Center for Strategic
and International Studies concluded that
foreign governments and terrorists are
increasing their offensive cyber capabilities and
have succeeded in attacking tRentagon, the
State Department, the Commerce Department,
NASA and military computers as well as many
commercial computer systems. The report also
claims that the United States is more vulnerable
to cyber crimes because other nations
developed their infrasucture long after the
United States, and based their infrastructure on
secure, standardized sets of protocols. As many
experts agree, the article states that the United
States needs a publicly stated doctrine that
outlines U.S. cyber offensive capabibtignd
commits to taking action in response to cyber
attacks much like Cold War policies.
http://online.wsj.com/article/SB122930102219
005425.html

Modern Society Faces Growing Cyber
Terra Threat

BY: JOSEPH NYE, EATPMES

12/15/2008

The article discusses how cyber attacks and
threats will change warfare in the 21st century,
and how governments that were only
concerned about protecting their own
information technology infrastructure witllso
face significant social vulnerabilities from cyber
attacks. U.S. professionals in cyber defense sent
an open letter to President Bush in September
of last year which stated that U.S. critical
infrastructure including electrical power,
finance, teleconmunications, health care,
transportation, water and defense is vulnerable

G2 OedoSNJIFGGKO1a
NEazftdziSé¢ | OGAazya G2
The article also discusses how the lack of
attribution technologies makes addressing
cybessecurity issues more difficult. President
Bush has made some significant advances in
cybersecurity which will be continued by
Presidentelect Barack Obama who has already
called for new standards for security and critical
infrastructure.
http://www.taipeitimes.com/News/editorials/a
rchives/2008/12/15/2003431163

Feds to Toughen Rules on Fake IT
BY: ALICE LIPOWIEZDERAL COMPUTERKVEE
12/15/2008

Federal acquisition exetives have been
discussing how to tighten controls on IT
O2y (NI OG2NRQ 3Af 201 f
improve security and reduce counterfeit
products. John Slye of market research firm
Input said that securing the global supply chain

A4 GSEOSSHEy dfdA IBOISESE |

especially after recent incidents including the
C.LQ&a NBOSyYyili RA&aO2OSNE
Cisco Systems network components. Experts
agree that federal agencies must be able to
trace items back to their manufacturers, and
also suggest wre transparency in supply

chains.

http://www.fcw.com/print/22 _39/procurement
/154650-1.html

Leaders call for bolder security agenda

BY: WYATT KASH, GRNEIENT COMPUTER NEWS
12/12/2008

Melissa Hathaway, senior advisor and cyber
coordination executive for the Director of
National Intelligence, explains that cyber
attacks are increasing in both size and
sophistication, and says that we have weak
situational awareness and are facing

a dzLJLt
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adversaies with strong cyber capabilities.
Hathaway also said that insider threats to
government computer networks have increased
52 percent in the past 18 months, and
recommends development in education, private
sector collaboration, defense and risk
managemenin global supply chains. Bob
Gourley, chief technology officer of Crucial
Point LLC discusses how to use current
technologies to solve security issues.
Specifically, he recommends better utilizing
identity management, authentication, insider
threat analyss, and collaborative efforts.
http://www.gcn.com/online/voll _nol1/47732
1.html
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Social networking is next for cybercrime,

claims guru
BY: ULRIKA HEDQUISOMPUTER WORLD
12/16/2008

New Zealand rcryption guru Peter Gutmann
believes that social networking sites such as
Facebook and Myspace will be increasingly
vulnerable to cyber attacks because they can
easily and quickly spread viruses to many users.
Gutmann explains that personal information on
social networking sites will be accessible
forever, and criminals can locate personal
information in a matter of minutes. Gutmann is
currently researching the usability of security
software, and hopes to make the software
easier to use for average Internesers. He also
developed the Cryptlib security toolkit, which
makes encryption and authentication services
easier to add to security software.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=108456

Intelligent Software Solutions

ISS is a leading edge software solution provider for enterprise and system

data, services, and application challenges. ISS has built hundreds of

operationally deployed systems, in all domains ITAFrom Space t o
With solutions based upon modern, proven technology designed to

capitalize on dynamic service  -oriented constructs, ISS delivers innovative

C2, | SR, Intelligence, and cyber solutions that work today and in the

future. httEZ//WWW.iSSinC.Com .
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Open Letter From SESTA Calls For Tighter (2 aSOdzNRA (& ¢ (K leitralided A t A1
USB Security management, password protection and anti

BY: SESTA, DARK REGD malware programs.

12/15/2008 http://www.darkreading.com/storage/security/

The article includes a letter from SanDisk showArticle.jhtml?articlelD=212500393

Enterprise Solutions Technology Alliance which
calls for improved security for USB devices that
will not affect productivity or require a BY: DAVID NEAL, VNEINCOM

complete ban of USB use. SESTA briefly 12/05/2008

discusses the U.S. tili | NBE Qa NB OSy (i 1BR3$eCently ardonncédzhat the number of
implement a ban on the use of USB drives after security incidents had risen from 1.8 billion to

a malware infected device had infiltrated Army 2.5 billion over the past four months, based on
networks. The letter also states that USB drives  information from their managed secity

YIed 0SS dzaSR al FSf & (KNP seaiges ¢ustamérs. B KeBpRnse-ta theNRréaseK

Security attacks reach 2.5 billion per day
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in security incidents, IBM has announced
numerous new initiatives which will help clients
save costs and improve enterprise security. IBM
will introduce new identity and access
management services whichlihelp

companies better manage access to their
sensitive data and applications as well as offer
Experts: Enterprise architecture key to IT

security
BY: DOUG BEIZER, ARRIECOMPUTER WEEK

12/08/2008

While speaking at the Government Technology
Research Alliance symposium, National Institute
of Standards and Technology senior computer
scientist Ron Ross said that enterprise
architecture will be the mosmportant factor

in critical infrastructure protection. Scott
Bernard of the Federal Railroad Administration,
said that malware has become difficult to

New Toplevel Domain Plan Dangerous,

Too Costly, Criticsell ICANN
BY: CAROLYN DUFFREBAN, NETWORK WORLD
12/15/2008

The recent proposal to create hundreds of new
top-level domains has received harsh criticism
from corporations and individuals who are
concerned that the increase in competition in
the domain nane marketplace would raise
costs for businesses. The Internet Corporation
for Assigned Named and Numbers (ICANN)
argue that the new domains would provide
more innovation, choice and competition and
would support norEnglish languages. Critics
argue that tlere is no proof of the need for the
additional domains, and want adequate proof
to justify the expensive initiative. Others argue
that the proposed initiative would lead to
consumer confusion, weakened Internet
security, phishing and a devaluation of cunte
domains.
http://www.networkworld.com/news/2008/12
1508icann.html
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complementary financial assessments of

N

2NBIFYATFGA2YyEaQ AYFNIadGN

c

costs.
http://www.vnunet.com/vnunet/news/223210
4/ibm-boostssecurityservices

combat on government computers and that
many public and private operating
environments are already infeetl, which is an
increasing challenge for chief information
officers and chief architects. Ross said that a
well-architected system is much easier to
protect and emphasized the importance of
security experts knowing how systems work and
integrate together.
http://www.fcw.com/online/news/154590
1.html

Budgeting for Web Application Security
JEREMIAH GROSSMAR®BL

12/11/2008

Author, Grossman, discusses different
approaches to justifying security spending
which include: risk mitigation; due diligence;
incident response; regulatory compliance; and
competitive advantage. Grossman defines risk
mitigation justification as spending a certain
amount of money in order toeduce the risk of
financial loss by a certain percent. Due diligence
is defined as spending security money on a
certain product because it is considered a best
practice, and incident response justification
would be spending money on a certain product
in order to prevent an event such as a breach or
data leak from happening again. Regulatory
compliance justification is spending security
money on a product because it is required,
while competitive advantage justification is
described as spending security n@ynso that

the customer is happy.
http://jeremiahgrossman.blogspot.com/2008/1
2/budgetingfor-web-applicationsecurity.html

110 Royal Aberdeen,

CyberPro

Smithfield, VA 23430, ph.

National Security Cyberspace Institute

(757) 8713578

Page | 7



http://www.vnunet.com/vnunet/news/2232104/ibm-boosts-security-services
http://www.vnunet.com/vnunet/news/2232104/ibm-boosts-security-services
http://www.fcw.com/online/news/154590-1.html
http://www.fcw.com/online/news/154590-1.html
http://www.networkworld.com/news/2008/121508-icann.html
http://www.networkworld.com/news/2008/121508-icann.html
http://jeremiahgrossman.blogspot.com/2008/12/budgeting-for-web-application-security.html
http://jeremiahgrossman.blogspot.com/2008/12/budgeting-for-web-application-security.html

Volume 1, Edition 16
December 22 , 2008

s CyberPro
f::‘l:):?st:ace

Nscl Institute Keeping Cyber space Professionals Informed

information sharing to prepare for actual cyber
emergencies. The report also calls for strict
regulations and standards that would support a
more secure infrastructure, specifically by
requiring secure industry control systems in
order for organizations to receive federal
economic stimulus money. The rapalso
suggests implementing security guidelines for
purchasing IT products and made several
warnings about the vulnerabilities of current
U.S. network infrastructures.

fietc /By wiv NBr@ kv IS e ainghéws/2008/12
1108cybersecurity.html

Top execs would roll up slees to fight

cyber war, according to think tank study
BY: TIM GREENE, NEORK WORLD
12/11/2008

The Center for Strategic and International
Studies recently released the Security
Cyberspace for the 44th Presidency report,
which recommends that presidemlect Barack
Obama bring together leaders from energy,
finance, information technology and
I32BSNYYSyid (G2 aSNBS 2y
Committee for Secure Cyberspace. The
committee would work to develop trust and

High Tech Problem Solvers
www.gtri.gatech.edu

Georgia [F@[FD From accredited DoD enterprise systems to exploits for
Tech | Insiftute heterogeneous networks, GTRI is on the cutting edge of

cyberspace technologyTransferring knowledge from research
activities with the Georgia Tech Information Security Center, G
is able to bring together the best technologies, finding eatld
solutions for complex problems facing government and industry

Problem. Solved.

entire security budget on securirtige

perimeter rather than focusing on internal
networks. o R

RttE: VY. csGomifelcdiri/akinfem 70895/Y @ € 2
Seven_Deadly Sins_of Network Security

The Seven Deadly Sins of Network Security
BY: BILL BRENNER) CS

12/10/2008

¢CKS INIAOES ARSYGATFASaA
network security which are common in
corporations. First, many corporations fail to
properly analyze potential risks which can cause
companies to have a false sense of security.
Corporations commit anotherrsiby relying too
heavily on compliance, which may not always
completely protect data. Corporations also tend
to focus only on technological issues and lack
adgqyatevtraining for employees. A similar ] are the new weapons of mass destruction. The
GRSIFRE& aAye Aa 3INI ydAy@pof ékaindidafhe bledtddicidapsn2 U 2
manypeop S® huUKSNJ aaAyaé A y&dotzhSe losstofife dindcly, BuZhey are

Computer Malwaretheb S g W2 S| L2 Y
ald3a 5Sai0NHzOGA2YQ

BY: KIM ZETTER, BMI®ED NETWORK

12/10/2008

The Hoover Institution recently released a

report which claims that malware and botnets

keep up with security patches and failing to
maintain activity logs and network monitoring.
¢KS flraid GaRSIFIRfeé& aiys
too complicated, especially by spending the

still extremely dangerous because of their
ability to destroy livelihoods and entire

A écondnhieks. ATe Fepoft Sallstor Bbhgreds3cO dzNA &

address the issue of attribution, and requests
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that internet registrars reque users to provide private partnerships to specifically focus on key
factual registration information. The article infrastructures.
discusses additional recommendations from the  http://www.ft.com/cms/s/0/08f267f6-c543
report. 11dd-b516:000077b07658.html
http://blog.wired.com/27bstroke6/2008/12/cy
bersecurityc.html U.S. ECommerce Fraud Total Willit $4
Billion, Study Says
U.S. Role as Internet Hub Starts to Slip BY: TIM WILSON, DAREADING
BY: BOBBIE JOHNSDINE GUARDIAN 12/10/2008
12/08/2008 The annual Cybersource Survey e@dnmerce
According to a survey from communications Fraud reports that U.S. companies that offer
analysts TeleGeography Research, there has electronic commerce will lose $4 billion to
been rapid growth in Internet capacity in Latin online fraud this year. For the past three years,
America and Asia recently, whialy weaken thesecompanies have lost about 1.4 percent of
the United States dominance over the Internet. their total online revenue to fraud. Doug
The survey analyzed the size and capacity of the  Schwegman, director of market and customer
physical connections that make up the Internet intelligence for CyberSource, said that larger
YR F2dzy R GKId ! YSNX Ol Qénlind viedtRaht@sevbstériprotdcyed from
Internet traffic is declining due to technology fraud because they utilize fraud detémt tools
advancement irplaces like Africa and Asia. and review suspicious orders.
Experts agree that greater Internet capacity http://www.darkreading.com/security/attacks/
worldwide may lead to better overall security. showArticle.jhtml?articlelD=212400203
http://www.guardian.co.uk/technology/2008/d
ec/08/internet-usa Great Expectations for managing
Cylersecurity Resources
US Warned Over Cyber Attacks BY: M.E. KABAY, NEDRK WORLD
BY: DEMETRI SEVASTIAR FINANCIAL TIMES 12/09/2008
12/09/2008 A new contest, the Gordon Prize in managing
The Commission on Cyber Security for the 44th  Cybersecurity Resources, will offer participants
Presidency recently released a report which the opportunity to examine cybersecurity from

OFt £ SR O080SNJ &SOdNR (& & aobs pérdpectivésSandiopet to students,
AYLRNIFyYyG yIFdA2ylotthed SO daduilénd iftdrhatidn Se¥urtp gtofessibnals.

United States. The commission discussed many Part|c|pants must submit an essay on the top|c

recent cyber attacks in the United States 2F dalylk3IAay3a [/ &o6SNESOdN
including Chinese hackers that broke into one of the following perspectives: cybersecurity
Pentagon computers, and the State investment; capital vs. operating expenditures;
5SLI NIYSYyidQa NBOSYU RE Ugost beﬁéflthlﬁ%llys‘fs KoPmalgidg Ye¥ohirées; A 2 Y
recommends that Presiderglect Obama global resource allocation decisions; risk

should establish a White House Cyber security management; assessment of economic loss

office that would work with the National from data breaches; return assessment on
Security Council to expand efforts that began cybersecurity investments; and incorporation of
gAGK (KS . dzAK FRYAYyA&QD N%ybb?séi:t)’n@ pesoﬁr@a\é”e}}&%ﬂﬁﬁdf aros
National Cyber Security Initiative. The management account|ng Systm]

commission also recommends improving pab
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http://www.networkworld.com/newsletters/se
¢/2008/120808secl.html

Ethernet Encryption for Sensitive Data

BY: TRUDY WALSH, GRNMENT COMPUTER
NEWS

12/09/2008

SafeNet recently announced their new product,
an Ethernet Encryptor which will protect
sensitive information on Ethernet circuits. The
product is targeted at customers in
government, the financial sector and
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telecommunications and is Federal Information
Processing Standagcand Common Criteria
certified. SafeNet said that the encryptor could
be very beneficial to government agencies that
send large amounts of sensitive information
over Ethernet wireless area networks. SafeWay
also claims that the product Wiower
compliance costs with no increase in
bandwidth.

http://www.gcn.com/online/voll nol/47703
1.html

Cyber Assurance Department

ANCED ENGINEEF > & SCIENC

Our goal is to design, develop, evolve and
transition information technology solutions

deyalpp' b F ¥

]
evolve _f Yer,

transition .
. L ‘ »

and provide engineering services in

& response to cross-domain information

L B _' #  sharing, information assurance and cyber
r security requirements.

YT

Experts Recommend Ways to Improve
Intelligence Support to Critical

Infrastructure Protection Efforts

SIGNAL MAGAZINE

12/15/2008

¢CKS 1 C/ 9! LYGSNYyFGA2yL f
Committee recently released a white paper,
OFtft SR aLyGaSttAaSyoOS
Ly FNI & G NHzO G dzNB
some federal government actions in improving
information sharing. The white paper also
advises that there is much to be done, and says
that the fact that 85 percent of &

infrastructure is owned by the private sector is
a main challenge to coordinating government

efforts to improve security. The paper claims
that the federal intelligence community does
not usually provide support to organizations
outside of the governmentand is also
unfamiliar with private sector technology
stapdands/andypals ATReDHD s previously
evaluated some of these issues, but the results

{ dAavenoltieenishared With thekirdelligence
t N2 (SOl A coyraupity gltkougb khe whitepapera 3 K (i a

recommends that the intelligese community

dza S G KS 5 Ispegific plans feafevir NJ
to support infrastructure protection.
http://www.afcea.org/signal/articles/temjates
/200812SIGNAL Connections.asp?articleid=1790
&zoneid=246
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Cyber Event Draws Global Audience

BY: HENRY S. KENY&SNAL MAGAZINE
12/15/2008

The 2008 International Cyber Defense
Workshop, held at the University of Nebraska at
hYlFKFQa bSoNIFail
Information Assurance, brought together the
U.S. Defense Department and representatives
from 15 nations to work through cybersecuyrit
and cyberdefense scenarios with a focus on
improving information sharing internationally.
Participating nations represented Europe, Asia
and Latin America, and offered online
participation. Future workshops will address
language barrier, tim&one diffeence, and
registration issues.
http://www.afcea.org/signal/articles/templates
[200812SIGNALConnections.asp?articleid=1786
&zoneid=246

McCaincampaign sells unwiped Blackberry

for $20

BY: DAN GOODIN, TREEGISTER

12/12/2008

A Fox 5 reporter was able to purchase a
Blackberry mobile phone for $20 from the
McCain presidential campaign which reportedly
still contained contact information for more
than 50 people who were involved in the
campaign as well as emails from September to
the election in November. The article also
claims that laptops from the campaign were
sold for only $600, and may still contain
sensitive information.
http://www.thereqgister.co.uk/2008/12/12/mcc

ain_blackberry/

Adobe Admits New PDF Password
Protection Is Weaker

BY: JEREMY KIRK, NE®VS SERVICE

12/05/2008

Russian security firm Elcomsoft has claimed tha
the passworeprotection changes in Acrobat 9
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makes it easier to recover passwords. Adobe

made changes to the underlying algorithm for
Acrobat 9 which makes finding a password up
to 100 times faster than in Acrobat 8, despite

the encryption upgrades thakdobe has

Iy A @S Ninpldmentet. §ythéiSskLirfy BIdY, Adobe

acknowledged that passwords could be found
out more quickly than in Acrobat 8, but said

that changed were made to increase
performance. The article suggests that users
use a combination of upper and lowease

letters as well as special characters to make
passwords more secure.
http://www.newsnow.co.uk/A/3154993427?185
51&securitynews=Adobe%20Admits%20New%?2
OPDF%20Password%20Protection%201s%20We
aker

Security Expdg Howard A. Schmidt Jom

Solidcore Advisory Board
BY: SOLIDCORE, DREKDING
12/08/2008

Solidcore Systems, Inc. recently announced that
computer and cybersecuritgxpert Howard A.
Schmidt has joined the Solidcore advisory

board. Schmidt is currently the president and
CEO with R&H Security Consulting LLC, which he
founded in 2005. Schmidt has served as chief
security strategist for companies such as eBay
and Microsdt, and also was appointed by
President Bush as the vice chairman of the

t NEBAARSYyGQa / NAGAOL §
Board. Schmidt is also currently the
international president of the Information
Systems Security Association.
http://www.darkreading.com/internet/retail/sh
owAtrticle.jhtml;jsessionid=HJ4Q0YWZIERQQQS
NDLOSKHSCJUNN2JVN?articlelD=212300297

Ly WNT

110 Royal Aberdeen,

CyberPro

Smithfield,

National Security Cyberspace Institute

VA 23430, ph. (757) 8713578

Page | 11



http://www.afcea.org/signal/articles/templates/200812SIGNALConnections.asp?articleid=1786&zoneid=246
http://www.afcea.org/signal/articles/templates/200812SIGNALConnections.asp?articleid=1786&zoneid=246
http://www.afcea.org/signal/articles/templates/200812SIGNALConnections.asp?articleid=1786&zoneid=246
http://www.theregister.co.uk/2008/12/12/mccain_blackberry/
http://www.theregister.co.uk/2008/12/12/mccain_blackberry/
http://www.newsnow.co.uk/A/315499342?18551&securitynews=Adobe%20Admits%20New%20PDF%20Password%20Protection%20Is%20Weaker
http://www.newsnow.co.uk/A/315499342?18551&securitynews=Adobe%20Admits%20New%20PDF%20Password%20Protection%20Is%20Weaker
http://www.newsnow.co.uk/A/315499342?18551&securitynews=Adobe%20Admits%20New%20PDF%20Password%20Protection%20Is%20Weaker
http://www.newsnow.co.uk/A/315499342?18551&securitynews=Adobe%20Admits%20New%20PDF%20Password%20Protection%20Is%20Weaker
http://www.darkreading.com/internet/retail/showArticle.jhtml;jsessionid=HJ4Q0YWZIERQQQSNDLOSKHSCJUNN2JVN?articleID=212300297
http://www.darkreading.com/internet/retail/showArticle.jhtml;jsessionid=HJ4Q0YWZIERQQQSNDLOSKHSCJUNN2JVN?articleID=212300297
http://www.darkreading.com/internet/retail/showArticle.jhtml;jsessionid=HJ4Q0YWZIERQQQSNDLOSKHSCJUNN2JVN?articleID=212300297

_National
Security
Cyberspace

NSCl Institute

CyberPro

Volume 1, Edition 16
December 22 , 2008

Keeping Cyber space Professionals Informed

CYBER SPACE T PRESIDENT -ELECT OBAMA

Changes in store for government IT

BY: DOUG BEIZER, GRNMENT COMPUTER ISEW
12/15/2008

Amit Yoran, CEO of NetWitness and Richard
Burk, former chief architect at the Office of
Management and Budget, spoke at the
Government Technology Research Alliance
Symposium in Hershey, Pa. and said that the
new presidential administration will bring many
changes in technology development and
government IT. Burk and Yoran said that
technology development will most likely be
AyOf dzZRSR Ay GKS hol Yl
proposed economic stimulus package, and
predict that the new generation of workers that
are famliar with digital technologies will further
advance changes in government IT. Burk and
Yoran also believe that changes in government
IT will follow the model of private industry
technology evolution, and said that the
government should focus on providingrsices

to the public to improve security concerns

CRNAMA & NBAARY Q&Y 3

through openness, sharing and global
cooperation.

http://www.gcn.com/cgk
bin/udt/im.display.printable?client.id=gcn_daily
&story.id=47741

Cyber Security: Vigilance Comes First
PITTSBURGH TRIBWREYIEW

12/13/2008

The article discusses how the Obama
administration will need to address defense of
U.S. compter systems from cyber attacks

' YSNR QI v
A report recently released by the Center for
Strategic and International Studies recommends
that Presidertelect Obama introduce new
regulations to combat cyber crime and inope
computer network security. The study also
suggests current wiretap laws be weakened to
protect the privacy rights of American Internet
users.

http://www.pit tsburghlive.com/x/pittsburghtrib
/opinion/archive/print_602716.html

NORTHROP GRUMMAN

DEFINING THE FUTURE"

World-Class Cyber Solutions

® Proven, complete understanding of the entire cyber environment

® Combined experience and value of classified & unclassified domains

® Accessible, distributed world-class cyber integration capabilities

= High-performance computing centers, labs, test ranges, and R&D facilities

= Measurable, repeatable cost-effective application of technology

L
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Obama urged to get tough on cyber attacks
NEW SCIENTIST

12/09/2008

The Center for Strategic drnternational
Studies recently released a report that
concluded that the US Department of
Homeland Security has failed to protect
information from foreign attacks, and
recommends that the Obama administration
establish a new National Office for Cyberspac
to take over cybersecurity efforts. The research
group said that current internet security
measures are inadequate, the government has
not invested enough in international relations,
and that cyber attacks rank alongside terrorism
and weapons of mass desction as threats to
the United States. There is also a need for
established international cyber standards,
which would be developed by the national
Office for Cyberspace.
http://www.newscientist.com/article/dn16227
obamaurgedto-get-tough-on-cyber
attacks.html

McAfee: Obama Should Focus on
International Cooperation to Fight Cyber
crime

BY: BRIAN PRINCE HEN

12/09/2008

aO! TSS NBOSydlte
+SNBdza / @0SNI LI g¢
international cooperation and better defined
cyberlaws. McAfee also recommends that ISPs
do more to combat spammers and malware.
Pamela Warren of McAfee hopes that
Presidentelect Barack Obama will be able to
balance international cooperation and firm
cybercrime law enforcement. The Commission
on Cyber Security also recommends that Obama
should strengthen authentication and cyber
security legislation. Forrester Resda@nalyst
Jonathan Penn added that Obama should work
closely with network infrastructure providers,
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utility companies and higprofile firms to
develop a warning system for cybtireats.
http://www.eweek.com/c/a/Security/McAfee
ObamaShouldFocuson-Internationat
Cooperationto-FightCyberCrime/

CyberSecurity: A Hard Sell
BY: STEPHEN BAKERSIRESS WEEK
12/09/2008

A report recenty released by the Commission
on Cybersecurity outlines a defense plan which
O. Sami Saydjari, CEO of Cyber Defense Agency,
estimates will take five years and cost from $30
billion to $50 billion to implement. Saydjari
explains that although the first yeaf the plan
would be mostly research and outlining, the
following years would provide tens of
thousands of jobs and spending that could
stimulate the economy. Experts hope that
Presidentelect Obama will expand
cybersecurity efforts by supporting the
estadishment of industry standards, increasing
awareness and the appointment of a cyber
security chief.

http://www.b usinessweek.com/technology/con
tent/dec2008/tc2008128 182619.htm?chan=to
ptnews_top+news+index+

+temp news+%2B+analysis

NEt St aSBxpertk Sy d.8.hecHNIrMIergesurity
NJB LJ2 NJi agér[{;y\ OK Ol ffa

F2NJ oSGGSNI

BY: DEBORAH GAGHY SRANCISCO CHRORICL

12/09/2008

The Center for Strategic and International

{GdzRASa NBOSydte NBfSIFagr
/ @0SNELI OS F2NJ dKS nniK
which urged Presidertlect Obama to transfer
control of cyberspace from the Department of
Homeland Security to a new nationalio#f. The
report also recommends new laws which would
protect privacy rights, require identification of
devices and users on a network in organizations
critical to U.S. security, and secure software for
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all Internet users. The article outlines the main
recommendations that have been provided to
Obama including: committing to cyberspace
protection; the establishment of a National
Office for Cyberspace; encouraging information
sharing with the private sector; requiring
identify authentication online; and strealining
online crime laws in order to increase
investigation speed.

http://www.sfgate.com/cgt
bin/article.cqi?f=/c/a/2008/12/08/BUKT14K4D4
.DTL

How Obama Can Fix Cylseccurity

BY: ANDY GREENBHRIRBES

12/08/2008

A commission of IT security specialists recently
released their recommendations for President
elect Obama which included releasing more
details of the classified Cyber Security Initiative
and appointing a&ybersecurity chief that will
report to the president. James Lewis, director of
the Center for Strategic and International
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Assembling a CTO: Everyone has an
opinion

BY: JOHN MONROE, ERBL COMPUTER WEEK
12/08/2008

Federal computer week gathered opinions on

the role of the new CTO from three security

experts. Don Tapscott, dzi K2 NJ 2 F G2 A1 Qy2
| 2¢ alaa /2ttF02NIGA2Y /§KI
KFIa ada3SadSR GKFd hol YIIQa
focus on five priorities which include: ensuring

access; investing in the technology industry;

fostering collaboration; ensuring that

technology cotinues to serve people; and

overseeing the online transformation of the

government. French Caldwell, vice president of
DFNIySGzZ &FAR GKIFIG GKS /f¢ h
ONBIGS I a02YY2y | NOKAGYOi

investments and federal agencies. Caldwell also
warnsthat if the CTO is not given any budgetary
control, he will be largely ignored by federal
agencies. Dan Tynan of Computerworld
emphasized the importance of the CTO

{GdzRASAaQ O02YYAAadA2Yy I S Yddbeloping h Hdeesditdeciding on best

importance of transparency especially when
collaborating with the private sector. Three of
the experts on the commission are also serving
2y holYlFIQa (NIXyaArdAiAzy
http://www.forbes.com/technology/2008/12/0
8/obamacybersecluity-initiative-tech-security
cx_ag_1208security.html

technology upgrades. Tynan also recommends
that the CTO should work on developing a
security infrastructure for the government.

0 th:Mv®w.fow.com/print/22 38/features/154

5731.html

CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

52503 {KINBR
BY: WILLIAM JACKSG®VERNMENT COMPUTER
NEWS

12/15/2008

The U.S. Defense Department and other
agencies have formed a Defense Interest Group
which will providea forum for discussing best
practices in an effort to improve collaboration
between the DoD and security vendors. Bob
Natale, principal engineer at Mitre and-co

L y & S NB & (i chairman of DIG, explains that the group will be

valuable for the Defense Department by
improving returns on Department investments
as well as improving services to warfighters.
Experts also hope that the Group will allow the
Department to utilize more commercial
products and services and also develop a
standard framework for defining and discusgin
network management and operations.
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http://www.gcn.com/print/27 _29/47717 the release of the new Addonics NAS Adapter,

1.html which allows data transfer between a USB flash
drive and a netwdk without the physical use of

USB Flash Drive Network Weaponization the drive in a desktop or laptop computer, and

BY: JOHN SAWYER, BREADING explores what tools like the NAS Adapter could

12/12/2008 mean for the Department of Defense and other

The U.S. Department of Defense is$aeban organizations.

on USB flash drives and removable media last http://www.darkreading.com/blog/archives/20

month to prevent the spread of a virus through 08/12/usb_flash_drive.html

their computer networks. The article discusses

ManTech’s Cyber Solution Center Helps Combat Threats to
our National Infrastructure

International Corporation.

ManTech International Corporation is a leading provider
of innovative technologies and solutions for mission-critical
national security programs for the Intelligence Community; the
departments of Defense, State, Homeland Security and Justice; the
Space Community and other U.S. federal government customers.
It has recently established a Cyber Solution Center that marshals
expertise from across the company to help the U.S. government
and private industry fight the increasing threats to our IT and
communications infrastructure. ManTech has been providing
cyber operations services to the U.S. government and private
industry for 11 years and its cyber security professionals have
authored books and articles on honeypots (catching hackers),
service oriented architecture security and network security
monitoring. They have also taught for leading cyber security
Leading/ e Convergance of education providers such as SANS, Foundstone, USENIX, HTCIA
National Security and Technology ™ and Black Hat. For additional information on ManTech'’s Cyber
Solutions contact Mark Root at: mark.root@ManTech.com

Cyber Attack Linked to Company of Former flash drives and other portable media devices.

Russian Spies Homeland Security Secretary Michael Chertoff
BY: JENNIFER GRIFFOXNEWS said that Russia had used cyber attacks against
12/10/2008 Georgia during the recent conflict, and

The article states that the recent cyber attacks recommends that the U.S. determine when a
2y GKS ! o{® YAtAGlI NEBQA Qlbet adtackhisfcanSideredah ¥ct ddziias NJ
network was traced back to a company run by http://www.foxnews.com/politics/2008/12/10/
former Russian Federal Security Service spies. cyberattacklinked-companyrussianspies/

The attack prompted the Pentagon to ban USB

The panopticon economy which will become the Texas Cryptology @ent
BY: GREG M. SCHWAFRSEN ANTONIO CURREN The Center will gather billions of electronic
12/09/2008 communications to look for terrorist threats.
The National Security Agency is renovating a Former NSA Directdvlike Hayden said that his
former Sony microchip plant in San Antonio, goal for the center was to know SE I O f &
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