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The Cyber Innovation Center (CIC), Eighth Air Force (8AF) and Air Force Cyber Command (AFCYBER)
Provisional are co-sponsoring the 2008 Cyber Awareness Summit in Bossier City - Shreveport,
Louisiana on October 7-9, 2008. Cyber touches almost every aspect of our daily lives as it encom-
passes physical, logical and social networks. This Summit explores the "connectedness" that is
cyber and its transformative effect on critical infrastructure, business and society. The objectives
of the Cyber Awareness Summit are simple, but bold:

e Raise awareness about cyber related opportunities and concerns;

e Explore cyber’s transformative effect on society (business relationship and structures, social
networking, workforce development, education, and social engineering);

e Examine the resulting interdependencies created across government, industry and academia;
and,

e Provide a venue for social networking within the cyber community.

For more information visit www.cyberinnovationcenter.org
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** CYBEIRELATEDONFERENCES

Note: Dates and events change ofteRlease visit web sitéor details.

19-21 Aug 2008

LandWarNet: Providing & Enabling Joint Generating/Operating Force Network
Capabilities Broward County Convention Center, Ft. Lauderdale, FL
http://events.jspargo.com/lwn08/public/enter.aspx

1517 Sept 208

24th Annual Air & Space Conference and Technology Expositidashington D.C.,
http://www.afa.org

18-19 Sept 208

Current and Future Military Data Link§Vashington D.C.,
http://www.asdevents..com/event.asp?ID=257

22 Sept 2008

Net-Centric Operations Conferencélew Castle, N.Hhttp://herbb.hanscom.af.mil

2526 Sept2008

Electronic Warfare Operations and Systems 2008ndon UK
http://www.asdevents.com/event.asp?ID=241

29-30 Sept 2008

Airbone Networks ConferencalVashington D.C.,
http://www.asdevents.com/event.asp?ID=267

30 Sept; 2 Oct 208

National Security 2008Brussels, Belgiurhitp://www.asdevents.com/event.asp?ID=265

6-8 Oct 208 Strategic Space & Defens®west Center Omaha Convention Center and Arena, Omalt
NE,http://www.stratspace.org/
7-9 Oct 208 2008 Cyber Awareness Summitossier Citghreveport, LA,

http://www.cyberinnovationcenter.org/

16-17 Oct 208

8th AnnualC4ISR Integration Conferencbefense News Media Groufslington, Virginia,
http://www.dnmgconferences.com/07c4isr/index.php?content=home

14-17 Oct 2008

Global Fraud SummitSingaporehttp://www.globalfraudsummit.salvoglobal.com/

3-5 Nov 2008

Global MilSatCom 2008 Conference & Exhibitidfillennium Conference Centre, Londo
UK, www.smionline.co.uk/08globalmilsatcom20.asp

Please provide additions/updates/suggestions for the CYBER calendar of lesemnts
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Memo to Next President: How to Get
Cybersecurity Right

BY: BRUCE SCHNEVEIRED BLOG NETWORK
08/07/2008

Author Bruce Schneir discusses the plans
presented by Barack Obama and John McCain
concerning cybersecurity. Schneir writes that
although Obama has a plan for appointing
advisors, investing in education, establishing
standards, working with academia andiustry,

and spending money on enforcement, the
details of his plan are still vague. John McCain is
Fftaz &ag2NJAy3a 2V
Schneir also provides suggestions for
developing a plan for cybersecurity including
improving products and seices, securing
government networks, and investing in

research.
http://www.wired.com/politics/security/commentary/sec
uritymatters/2008/08/securitynatters 0807

The art of asymmetric warfare

BY: JASON BURKE, BDKAN.CO.UK

07/27/2008

In a report released by the International Crisis
Group focusing on Taliban propaganda
operations, a US military officer states that
almost every kinetic operation thahé Taliban
undertake is designed to influence public
attitudes or perceptions, while the US tends to
see information operations as supplementing
fighting operations. This strategy explains much
of the success of the Taliban in Afghanistan. The
report explans how the Taliban tends to project
itself as stronger than it is because they lack
power and control over territory, and has been

successful in swaying public opinion.
http://w ww.guardian.co.uk/commentisfree/2008/jul/27/a
fghanistan
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Cybercrime and Politics

BY: ZULFIKAR RAMZAHE|.P NET SECURITY
08/04/2008

As presidential candidates rely more heavily on
the Internet to communicate with voters, cyber
risks are becoming a greateoncern. Hackers
potentially have the ability to release false
information, defraud the public and invade
privacy. Malware is now available to organized
crime, foreign governments and malicious
organizations. There is also the risk of malicious
activity afecting electronic voting. Phishers

0 KS A atargetd the KerpEdwWedds GuNERIGNA208.( & ©

setting up fake websites that collect campaign
contributions and fake informational teliee

numbers, which charge the callers.
http://www.net -security.org/article.php?id=1162

CyberSecurity Focus on Today is on
Securing the Networks that our

Warfighters Depend on to Perform their
Missions

BY: ROBERT LENTZ|FARY INFORMATION
TECHNOLOGY

06/12/2008

This article eamines the challenges that the
Information Age have presented. Vulnerable
information is more than ever at the center of
network operations, and networks have
become a key source of national power. Cyber
Security has become a top priority for the
United Sates. The article discusses in detail the
initiatives included in the national Security
Presidential Directive 54 and Homeland Security

Presidential Directive 23.
http://www.mit -kmi.com/article.cm?DoclD=2512
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Cyber Security for the 44th Presidency
Group to Come Out of the Shadows at

Black Hat: U.S. cybersecurity director talks

Black Hat democracy, cyberjustice

BY: KELLY JACKSGBGHIS, DARK READING BY: ELLEN MESSMERTWORK WORLD

07/30/2008 08/08/2008

The Commission on Cyber Security for th8 44 Ly KA& 1Seéey23S aLISSOK | G

Presidency, a commission of experts and conference, Rod Beckstrom, director of the
policymakers spoke at Black Hat USA, and National Cyber Security Center expressed his
NBLEZ2NISR 2y GKS O2YYRA & aiktenyof b get INBNRANIBLE pojectKaimad afF | N
Tom Kellermann, one of the commissioners, improving cybersecurity such as analyzing how
explains that the United States is involved in a FdzyR4a &aK2dzZ R 0SS Fft204
cold cyber war, which he calls arérnational G2 GKS Hnny t NBAARSYGALI ] 9
and economic issue. The goal of the commission Friedrichs presented analy§ presidential

Aa (2 LINPOARS LISNELSOIAOSYRVRIEKSQaLREa Oa2A 6 R | MR
technology issues surrounding the protectionof OF YRARI 4SQa aArdSa Oz2yil
ONR GAOFEt Ay TN &G NHzO (G dzNB @ketabilities. Typos could also lead Internet
http://w ww.darkreading.com/document.asp?doc_id=1604 users to fake candidate Web sites which provide

28 false information and request donations.
http://www.networkworld.com/news/2008/080808&black

hat-daytwo.html

ITT

ITT is a vibrant part of the global economy. We are a high -
technology engineering and manufacturing company with
approximately 40,000 employees operating in 55 countries. Our
portfolio of businesses is aligned with enduring, global growth
drivers, and our  employees bring extraordinary focus to meeting
the needs of the people who buy and use our products and

YT

services in all the markets we serve.

visit htte://www.itt.com .

Beckstrom on cybersecurity

BY: WILLIAM JACKSG®VERNMENT COMPUTER
NEWS

08/08/2008

According to Rod Beckstrom, director of the
National Cyber Security Center, many of the
problems with cybersecurity are a result of a
lack of understanding of basic physics and
economics of computer networks. Beckstrom
emphasized the importance of informan
sharing and proposes cooperation between the
military, intelligence and civilian communities in
government. Beckstrom recommends fixing
flaws in the protocols that underlie current

For more information, please

networks as a top priority in working towards

cybersecurity.
http://www.gcn.com/online/voll no1/468491.html

Cyber attacks from China show computers
insecure, Pentagon says

BY: TONY CAPACCIGDBMBERG NEWS
08/07/2008

In a request sent to Congress on July 11, Depu
Defense Secretary Gordon England asked for
$1.8 billion to be moved to programs including
computer security. England spoke about the
recent attacks from China which exposed
vulnerabilities in Department of Defense
networks and systems, and urged the
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construction of more secure cyber systems.
Pentagon spokesman Stewart Upton said the
Pentagon is aware of the growing concern of
OdoSNJ FdGFOla 6KAOK
sophisticated, more targeted, and more
LINS @I f Syidé¢ o
http://www4.army.mil/news/standto.php?dte=20088-
07

Living with Insecurity

BY: BEN WORTHEN, TWE. L STREET JOURNAL
08/14/2008

lan Angell, a professor of information systems
at the London School of Economics advises
Internet users to continue to use the Internet as
they normally would, without considering every
potential security risk. Angell claims that
systems are so complex amdInerabilities so
common that it would be impossible to address
every security issue. Angell is personally more
worried that an unforeseen and catastrophic
accident could shut down the internet
completely, especially as systems become more
complex.

http://blogs.wsj.com/biztech/?mod=mod

Britain under attack from cyber foreign

security terrorists, report warns

BY: CHRISTOPHER HOBEEGRAPH.CO.UK
08/08/2008

The UK Cabinet Office published its first risk
NBE3IAalSNE
attacks on the transport network as the two
most likely risks facing the UK. British security
services chiefs have previously said that their
computer systems received attacks from China
and Russia, and the rep states that the UK is
ddzo6 2S04 (2

I OGAGAGE o8
http://www.telegraph.co.uk/news/uknews/2524971/Britai
n-under-attackfrom-cyberforeignsecurityterrorists-

report-warns.html
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BY: TIM WILSON, DAREADING
I NB0so7 @2 YAYy 3T daY2NB
WEYSa CAYOKI lFaaraidl yid

cybercrime division spoke about the current

cyber attacks against the U.S. in the annual
GaSStG GKS CSRa¢ aSaarzy
conference. Chinese hackers have been blamed
for accessing Congressional compuster June.
Government agencies must address many of

the same issues as the private sector because of
their reliance on private systems. Finch also
answered guestions about privacy issues and

legislation regarding cyberspace.
http://www.darkreading.com/document.asp?doc_id=1610
89&f src=darkreading_default

Interview of Mr. Joel Brenner, National

Counterintelligence Executive

THE OFFICE OF THEEITOR OF NATIONAL
INTELLIGENCE

08/07/2008

In an interview with CBS evening news Joel
Brenner, a National Counterintelligence
Executive answers questions regarding
information security. Question topics include
cyber risks associated with the Olympic Games,
Chinese intelligenceapabilities, and current
cyber attacks

http://www.dni.gov/interviews.htm

asS

Internet Vigilantes

STRATEGY PAGE

08/11/2008

The article discusses how Islamic radicals are
establishing a presence on social netiiag

G KA FmilitedryS @ S £ & sitgsFsuch as & ehtiok, yoBpread-nworist
F2NBA Iy Ay ilets ATRIgNGSINtagneEDefghaeiForde AJIDK) &

which is a voluntary organization with over

5000 members work to shut down pterrorist
IANRdzLJATZ 62NJ Ay3 Y2aidfe
groups existri China, India, Pakistan and the
United States, although JIDF is one of the
largest international organizations.
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http://www.strategypage.com/htmw/htiw/articles/20080 US Air Force Lets Web 2.0 Flourish Behind
811.asgx Wa||S

DHSi Gk 84 Ydoy 2y vSe W/ 85 5NI{ SOWRATe e "

center

BY: STEPHANIE CONDPCNT NEWS

07/31/2008

The Bush administration provided senators a

version of a censored letter, originally to the A o~y . x . <
. C2NOSQa YAa a)\z)/aCD wl yRe
Department of Homeland Security, in response A NJ racelleric for Knowledge

uz ljdsauAzya Homdlaid uKsS | Ia%agemeggreports that feedback from

Security committee about the new National service members has been positive and almost
Cyber Security Center. Officials still refuse to . np :
half of the people in the Air Force are registers

release mformatlon about the National Cyber

{SOdNRGE /SyidSNDa odzR3SESSHAY ﬁ yle @%%%[ﬁ"'tafyye&”“”e'

specific mission. Sen. Susan Collins explalns BZ‘Z?S hg\g[e ictures c;tﬁsilizﬁ%gr:agovxhae: q
increasing informatiorsharing would be postp ’

. data on service members in Irag.
beneficial not only to the department and http://www.networkworld.com/news/2008/071708us-

Congress, but also to the private and public air-force-letsweb.html?fsrc=rsssecurity
sectors. The letter to the DHS asked specifically
T2NJ GKS RSLI NIYSyidQa NEBI&k Mals aidCold WarY LINBKSy & A @S

New technologies including blogs, wikis and
personal profiles are all part of an initiative by

Air Force Knowledge Now (AFKN), a resource on
the DoD intranet, to better support the Air

National Security Initiative, as well as how the BY: KELLY JACKSGBGHIS, DARK READING
National Cyber Security Center will work with 08/01/2008

(KS 51{Qa 9AyaldSAy LINR IAEoWng tgtheACORMisSatRNITeiSearity
monitors the Internet and network disruptions. for the 44" Presidency, there is a cyberspace
http:/news.cnet.com/830113578 310004266 Cold War already in progress although the two
38.himé&tag=nefd.top specified countries wplved have not been

publicly named. The Commission is improving
policy, research and technology
recommendations for the next administration.
The Cyber Security Commission is also releasing
a major report on recommendations for fighting

Beijing Braces for Olympic Cyb¥var
BY: JAMES ROGERRIDREADING
08/04/2008

IT professionals are preparing for anticipated
attacks from cybercriminals and political cvbercrime
activists that are expected at the start of the hy _ c ' . N

. . . ttp://www.darkreading.com/blog.asp?blog_sectionid=34
Olympic Games. The Olyioprganizers store 2&doc_id=160639&WT svi=blogger2_2
information on 10,000 athletes, 70,04§0us
volunteers as well as credit card information for Senate Approves Bill to Fight CybErime

millions of visitors and spectators. The Wall BY: BRIAN KREBS, WINGTONPOST

Street Journal reported that U.S. government 07/31/2008

officials were still undecided about publicly The Senate passed legislation which updates
warning travelers of the danger of cyber U.S. computer crime laws. New legislation
attacks. eliminates the threshold which kept
http://www.darkreading.com/document.asp?doc_id=1606 prosecutors from bringing charges on illegal

42 activity that caused less than $5000 in damages.

The legislation also makes it a feloyinstall
spyware and keystrokmonitoring programs.
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Since the original bill was stalled in the House of
Representatives, the new provisions will be
added to The Former Vice President Protection
Act (H.R. 5938) until the measure goes back to

the House foreconsideration.
http://blog.washingtonpost.com/securityfix/2008/07/sena
te_approves bill to fight.html

| 2dzaS AviaSt LI ySt

cyber efrt

BY: JOHN BENNETTSBRAJOURNAL

07/29/2008

In a report released early this summer, the
House Permanent Select Committee on
Intelligence offered conditional support to

t NBAARSYI dzA KQa yS¢g
stating that a cyber security initige is a top
priority, but that details of the program remain
vague. The report states that until some of the
key issues are identified, debated and resolved,
the funding request is excessive. The committee
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also stated that they believe the federal
govermment is not currently prepared or
equipped to face the challenges of
implementing the initiative.
http://www.c4isrjournal.com/story.php?F=3649454

China hits back at U.S. senator's spying

. Claims . -
WO 2 YA 2Vhabideern e dzdb 2 ND & Q
08/01/2008
I KAYFQa C2NBAIY aiyAraidanNg I

the Chinese authorities are requiring hotel

chains to install Internet eavesdropping devices
o0& OFfftAy3a GKS OflFAYa a
Sam Brownback fitsnade the accusations

O & gy&indd ChiRa ARy dlafing the/Ghikesd G A 9S

government installed spy devices in hotels

where Olympic visitors would be staying.
http://www.networkworId.com/news/2008/080108
chinahits-backat-us.html

CISCO

Cisco (NASDAQ: CSCO) enables people to make powerful
connections -whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that

make networks possible  -providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP) -based networking technologies.

Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry -leading
prod ucts and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Application Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unif  ied Communications, Video
and Virtualization. For additional information:
WWW.CISC0.com

Cisco SYSTEMS

The Truth About Chinese Hackers

BY: BRUCE SCHNEHESCOVERY CHANNEL
Although popular media often suggests that
there is a coordinated attempt from the

Chinese government to hack into U.S. computer
systems, most hacker groups in China do not
seem to be working for the governmemilost
hackersare looking for fame and glorgr are
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simply trying to make a living. The Chinese
military does however know the leaders of the
hacker movement, and chooses to ignore the
hacker groups within their country. This could
actually be more dangerous than hacking
coordinated by the Chinesegernment since
without central political coordination, hackers
will take more risks and usually avoid political

fallout.
http://dsc.discovery.com/technology/myake/computer
hackerschina.html

[ KA Y | QW@arfaré Mil8iaN]

BY: SHANE HARRISE BTRATEGY NEWSPAPER
08/13/2008

Chinese hackers, who may be responsible for
two major U.S. power blackouts, have been
able to penetrée deeply into U.S. information
systems, stolen proprietary information and
gained access to electric power plants. Tim
Bennett, former president of the Cyber Security
Industry Alliance, believes that Chinese hackers
are to blame for the major power outage
although there has not been a formal U.S.
government assertion that China was to blame.
The article discusses both major outages in
detail and presents evidence that could trace

the blackouts back to Chinese hackers.
http://www.thestrategy.org.au/?module=displaystory&sto
ry_id=704

Al-Qaeda's Growing Online Offensive
BY: CRAIG WHITLOBKSHINGTON POST
06/24/2008
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of Pakistan, and have neatylletproof

network security.
http://www.washingtonpost.com/wp
dyn/content/article/2008/06/23/AR2008062302135.html

Defense Department broadens PKI policy
BY ELLEN MESSMER,WERK WORLD

07/31/2008

The US Department of Defense is expanding its
publickey-infrastructure policy, and will be able
to digitally sign and encrypt emails more
extensively with individuals outside of the
Department of Defense, foreiggovernment

allies and partners in industry. Common Access
Cards, which are currently used for security in
sensitive messages and authentication, will
expand by providing PKI interoperability among

federal civilian agencies.
http://www.networkworld.com/news/2008/073108
defensedepartmentpki-policy.html

Cooperation needed to fight cybercrime
BY: SHAUN WATERMAMNDDLE EAST TIMES
08/13/2008

Andy Purdy, a former U§berczar explains
that there is no adequate framework for
information sharing and collaboration between
the government and the private sector. Purdy
adrasSa GKIFIG Ad A&
2T O@oSNERLI OS¢ (2
framework, & well as work towards greater
international cooperation.

http://www.metimes.com/Security/2008/07/29/cooperati
on_needed to fight cybercrime/fcf8/

a6 KANRT 2y$ 27 GKS 02NLRSA. Akl § SR

fugitives announced in December that he would
entertain questions from people around the
globe as part of a propaganda coup from al
Qaeda. ARaeda has taken advantage of
television and the internet in recent yeatis
communicate with loyalists and potential
recruits. A new video is released every three or
four days on average. U.S. and European
intelligence officials explain that-glaeda has
established a secure base in ungoverned areas

BY: BOB BREWIN, GEAMEENTEXECUTIVE.COM
07/28/2008

The Defense Department has narrowed down
its search for the new Defense Information
Agency director to Maj. Gen. Carroll Pollett
from the Army, and Maj. Gen. William Lord
from the AirForce. Brewin believes that Pollett
will be chosen, due to an informal policy to
rotate the job among the military services. The
former DISA director, Lt. Gen. Charles Croom
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was from the Air Force, although Brewin
acknowledges that this is only his opinio
Brewin also writes about the need for a
headquarters for STRATCOM, based on the
Senate version of the fiscal 2009 Military
Construction and Veterans Affairs
appropriations bill, which reported that the
{¢ew! ¢/ ha Iv aAa Ay |
RAANBLI ANE D
http://www.govexec.com/story _page.cfm?filepath=/dailyf
£d/0708/072808whb.htm

China blamed for cybeterrorism

BY: ROBERT BLINCONJNET.COM

07/28/2008

I KA Yl Q&of cytdstdtraridddivas the

topic of much discussion at the International
Crime Science Conference in London, after the
GeAlGlrY wlkAyé Faidl O] a
traced back to servers in China, although the
Chinese government has not been officially
accused of coordinating the assault. During the
attacks, hackers gained access to many US
computer networks, including those at

Lockheed Martin and NASA.
http://www.vnunet.com/vnunet/news/2222622/china
blamedhackattacks

Reaching Out: Partnering with the Iraqi
Media

BY: LIEUTENANT COEORRANK B. DECARMAL
U.S. ARMY; MAJOR SFRKIVETT, U.S. ARMND
CAPTAIN MATTHEW L8HY, U.S. ARMY, NTARY
REVIEW

JULYAUGUST 2008

The United States media will attempt to
influence Iraqis by allowing the Iragis to
produce and report news stories, hopefully
eliminating culture and language barriers.
Hopefully, the news stories will improve public
spirit in Iraqg, and help the United Statgain
credibility, sway antcoalition critics, and
strengthen the resolve and commitment to
resist terrorism. The goal of the media is to
SYKIFyOS GKS LNIIjA LI Lz

a SWiEiNg
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coalition labor through stories of

reconstruction, partnership and progss.
http://usacac.army.mil/CAC/milreview/English/JulAug08/
DeCarvalhoEngJulAug08.pdf

War & Peace in the Digital Era: Digital
Natives, Serious Games, & the Walthe
aaras 27

BY: ROBERT STEEWK; S| DRAFT MONOBRA
06/2008

Robert Steele has been researching
opportunities for strategy, force structure and
interagency operations in the field of
information security for two decades. This is the
third monograph in &eries of three, in which
Steele explores the implications of the digital
era in modern warfare. Steele writes about
understanding cyber threats, devising

2 Y stritdgids, spémfwhg%@edéd KaPabilitids afiS NB

training military personnel.
http://www.oss.net/dynamaster/file_archive/080623/a59
2a68a131c0754037a7e3969fdcfb6/War%20and%20Peace
%20New%204.1%200f%2010%20e%202008.doc

Cyberspace Research

DHS awards $11.7 million for cyber

research
BY: ALICE LIPOWIEZDERAL COMPUTERKVEE
08/13/2008

The Homeland Security Department awarded
$11.7 million in grants for cybersecurity
research. The Science and Technology
Directorate made awards focusing on research
and development to 13 recipients from industry
and academia, which will develop technologies
FYR LN} OGAOSa G2
cybersecurity.
http://www.fcw.com/online/news/15349211.html

Visualization Tools Cut Through Security
Logjam

BY: ANDREW BRANINEOWORLD.COM
08/08/2008

New *e%hg}o&?%les va%cp Wege f%r%)rgtratfq:at

he Black"Hat conference can arge amount
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of data or complex logand generate visual ¢ NEcMgka Money on the Web, the Black Hat
information which may help security 21 e¢ G GKS .t 0O I
professionals. As network sizes continue to Researchers believe that even simple hacks can
increase, the amount of data that needs to be generate a large amount of money. Researchers
monitored and evaluated also grows, which can warn businesses to be aware ofen simple
overwhelm security professionals. Among new vulnerabilities in their systems. Grossman
tools introduced aBlack Hat, new security explained that business logic flaws are more

visualization tools were presented, allowing the popular than the more publicized crosie
dzASNJ I a@ASge 2F @A NI dzk f $chpting & SQR yrféckidddS bukthyeyidd Ndy S G ¢

quick visuals of critical infrastructure areas. generate as much attention. Grossman

http://www.pcworld.com/businesscenter/article/14 emphasizes the importance aédting systems

9604/visualization_tools_cut_through_security logj often and profiling to look for flaws.

am.htm| http://www.darkreading.com/document.asp?doc_id=1611
97

New Metric Routes Computer Attack ) )

BY: ERIC CHABROWRRELAX VIEW Experimental networking testbed gets

07/22/2008 bandwidth

Researchers at the National Instituté BY: WILLIAM JACKSGRVERNMENIJOMPUTER

Standards and Technology assigned a risk level ~ NEWS

to each system component by analyzing all of 07/30/2008 _ _

the paths that attackers can use to penetrate a The Global Environment for Network Innovation

ySie2Nl @ a!y ! Gdl 01 DNI (GRNDIsagesegrchipipchbeirg {updedby they
{SOdNRGe aSONROEé g a LINEHo9aFeignee Roypdafjop eentlyreceived g

11.3 Conference ondda and Application pledge of a 185bps circuit to support research
Security in London in July. The researchers used ~€fforts f“?m IntgrnetZ, a networking ewortium
attack graphs to find paths and discover that provides higfperformance networks for
software security weaknesses. education and research. The GENI project,
http://blog s.cioinsight.com/parallax_view/content/new_ hosted by BBN Technologies, gives researchers
metric_routes_computer_attack_1.html a place to experiment with network issues
without the requirements of actual users. GENI
ResearCherS: Thel’e'S GOld in Them Thar is being proposed as a I\MjResearch and
Hacks Equipment Facility Construction project through
BY: TIM WILSON, DARKEADING the NSF, and will conduct most of its research
08/08/2008 through subcontracts to academic and

WhiteHat CTP and founder Jeremiah Grossman  jhdustrial teams.

gave a fun presentation of how to make money hitp:/www.gen.com/online/voll_nol/46768Lhtml
fr2Y KFEO1Ay3 UKS 2S00 SYuAufSR aDSuU wAOK 2NJ5AS
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Cyberspace Education

Penn State Altoona Announces New

Information and Cyber Security Major
PENN STATE OFFICP@®EIC RELATIONS PRESS
RELEASE

07/22/2008

Penn State Altoona has announced that it will
offer a security and risk analysis baccalaureate
degree starting this fall semester. Courses
provide an overview of theories and
technologies associated with network seity,
cyber threat defense, information warfare, and
infrastructure protection. Within four years,
Penn State Altoona hopes to have 40 new
students entering the major as freshman each

year.
http://www.aa.psu.edu/

Georgia Cyberattack

Update: Estonia, Poland help Georagia fight

cyberattacks
BY: JEREMY KIRK, BOVER WORLD
08/12/2008

Two Estonian computer experts went to

Training Vital to Network Defense
BY: HENRY KENYORNRIL
08/2008

Advances in technology are causing an increase
in cyber threats from groups backed by
organized crime or natiostates. The U.S.
Defense Department is working to acquire new
defense technaigies as well as train personnel
to handle threats. The military is working
towards integrating cyber and physical
operations, and now include cyber simulations
in training and war games. Defense Department
networks are well defended compared to the
private sector, although many government
networks still have vulnerable internal

architectures.
http://www.afcea.org/signal/articles/templates/SIGNAL A
rticle_Template.asp?articleid=1665&zoneid=238

Russian hackers continue attacks on

Georgian sites
BY: PETER SVENSS®SOCIATED PRESS
08/12/2008

Despte the Russian order to stop hostilities

DS2NHAI (2 KSf LI {SSL) {K&airStCenfginNitied2thy/ ackérLchidiniie

running, and Poland has lent space from its own

to attack Georgian websites. The Web site of

LINBAARSY(GQa ¢SoLJ 3S T2 Nihdpsgided of Geoigia wasHoadéd with

updates. The cooperation between the
countries is an effort to stop Russihackers,
who have attacked Estonia, Lithuania and
Georgia over the last few years. Russia
announced on the 12that it would cease

operations in South Ossetia and Abkhazia.
http://www.computerworld.com/action/article.do?comm

traffic in an effort to overwhelm the site,

making the site inaccessible. Hackelso
FGdlr Ol SR GKS 2S5 aAaids 2
by replacing content with images that

compared Georgian president Mikhail

Saakashvilli to Adolf Hitler.

http://hosted.ap.org/dynamic/stories/T/ITEC_GEORGIA_IN
TERNET?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT

and=viewArticleBasic&articleld=9112399&source=rss_topi
cl7

&CTIME=20088-12-11-47-31

Cyberattacks on Georgia's sites continue

BY: BEN BAIN, FEDER®MPUTER WEEK

08/13/2008

DS2NBAI Qa AY FNI &iNUzOG dzN
cyberattacks despite a truce to stop the military
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conflict between Russia and Georgia. Georgia 6 Big Questions to Ask About the Russian
has been the victim cd number of virtual Georgian Cyberwar
attacks since the start of the recent military POPULAR MECHANICS
clashwith Russia. Targstof the attacks include 08/12/2008

DS2NHBAI Qa bl GA2y Il f Ddzl NFe articly Ilstd rédudnsetd sixigie§ions
5STSyasSs GKS ylIGA2yQa LPeBanhdSthelecdntRusiidningagionlofy” R
DS2NHAI Q& LI NI daythatShéii aADSHNBELB NI RS | NI A Ot S SEHYA
attacks are similar to attacks against Estonia in for invading Georgia, techniques for fighting in a

2007, and the attacks seemed to be aimed at cyberwar, options for defense, and the

disNHzLJG SR G KS DS2NBAI Y 32 0BMial of thr¢al to the Uitell SthtasiiTde § 2

disseminate information. article also provides a brief summary of what is

http://www.fcw.com/online/news/1534891.html happening currently in Georgia.
http://www.popularmechanics.com/blogs/technology ne

Cyber Thugs March Through Georgia ws/4277603.htm|

STRATEGY PAGE

08/13/2008 Cyberatacks knock out Georgia's Internet

In addition to invasio by Russian troops, presence

Georgia has been the victim of cyber attacks BY: GREGG KEIZERJPOTER WORLD

using the same techniques used in attacks 08/11/2008

against Estonia in 2007 which some believe Hackers, who are believed to be affiliated with a

came from Russia. Estonia concluded that Russian criminal network, hacked into Georgian

attacks were not carried out by the Russian Web sites, making some Georgian government

government, but ratler by Russian hackers on and commercial sites unavalile and hijacking

GKS 320SNYYSYyiQa oSKI f Fahes K&t AmMNEA resddrcBer 8he traicks the/ &

how virtual attacks are safer than physical Russian Business Network, a malware hosting

attacks, especially when the country being network, warns that some Georgian Web sites

attacked is a part of NATO. NATO currently does that appear to be functional may be fake, and

not have a comprehensive response plan to adlradSa GKFKd asSoOitazya 27F psS:

cyberatiacks. are keing rerouted through foreign servers and

http://www.strategypage.com/htmw/htiw/articles/20080 diverted to Russian servers.

813.aspx http://www.computerworld.com/action/article.do?comm

and=viewArticleBasic&articled®112201

Cyber Command

U.S. Air Force shakeap could affect Cyber for the command, and explained that he will
Command launch consider recommendations from a @y
BY:BETTINA H. CHAVANNEROSPACE DAILY & review he ordered as a consequence of the
DEFENSE REPORT mishandled nuclear weapons incident.
08/13/2008 http://www.aviationweek.com/aw/generic/channel_.jsp?c
Secretary of the Air Force Michael Donley hannel=aerospacedaily

announced in a Pentagon press conference that
he is working with new Chief of Staff Gen.
Norton Schwartz to address issues facing the
Cyber Command. Donley emphasized the
importance of developing a focused framewor
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Air Force Suspends Controversial Cyber

Command Service leaders mull future of Cyber

BY: NOAH SHACHTMAWRED BLOG NETWORK Command

08/13/2008 BY: DOUG BEIZER, ERAL COMPUTER WEEK
The Air Force has ordered the Cyber Command ~ 08/13/2008

to stop all activities. The Air Force éking time Tech. Sgt. Christopher DeWdit Barksdale Air
to rethink the size and functions of the Force Base, La. acknowledged that the
command. Cybersecurity specialist Richard cyberspace command program is currently

S22t A0OK ale&a GKS 1 AN cendgoreviey. Zhe agwirhiegobstaif and they R |
Ala NBazdNDSa¢ o06ST2NB O eeotaysfthe Air Forgeill gxaming yber
current AF cybermission. At a June conference, ~ Command capabilities and determine a course
G§KS O02YY!l y Rudidot agke cvarNAa O actiop. The current Cgp Command m,ission

exact mission for the command. Some define Aa 02 a2ZNHFYAI S UNFAY F
iKS YAaarzy I a aLNEBGSOGandyainaig fgecessdorybersp@re in supporok S
command, while others want the mission to be YAtAUFNE 2LISNIUAZYyE P ¢K
FAYSR Fid O2yGNBftAy3a OeéeBhNsgedind®7, ang was gxpeptedng fully
FGdrol1a FyR RSTSyasé o  operational by October.
http://blog.wired.com/defense/2008/08/aisforce- http://www.fcw.com/online/news/1534881.html

suspe.html

City of Hampton VA
The City of Hampton has an advanced technology culture built on the
foundation of personnel who live and work as an integral part of the

the city of community. Hampton and the surrounding region have an unmatched high
ﬁ/n/;w/z

technology defense industrial base and a skilled workforce with impressive
education and security credentials. These critical capabilities combined with
our world-class academic and government research centers, a strong pro-
military culture, and superior lifestyle make Hampton the ideal choice for
Cyberspace related activities. http://hamptoncyberspace.net

virginia

Cyberspace Hacks, Tactics, and Defense

Experts Accuse Bush Administration of of Commerce. This kind of system could run into
Foot-Dragging on DNS Security Hole issues with current paties.

BY: RYASINGLE. WIRED BLCETWORK http://blog.wired.com/27bstroke6/2008/08/experts
08/13/2008 | accuse.html

The Domain Name System continues to suffer _ -

from security weaknesses, partly due to Netw_ork Operatlons Mandate Critical
complicated internet governance policies which Considerations

make it difficult to upgrade the security of the BY: LT. GEN. HARRRADUEGE JR., SIGNA

LYGiSNySioa O2NB i1SOKy2ft 4% ¢KS LydaSNyS

Assigned Numbers Authority has been working Lt. Gen. Hay D. Raduege Jr. states that most

to design a system which signs rexmine files, organizations experience problems online by

but cannot implement a similar system for top y? U '; R R NJB 5} a 7\ VE' oKl u K'S ,

servers without approval from the Department bSu/ SYUuNROAUEGe ® ¢KS TAY
communications infrastructure, cybersecurity,
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information management,
organization/goverance, and
people/leadership. Lt. Gen. Raduege describes
in detail what each pillar is, and how
organizations can better address each area.
Raduege states that organizations will have
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optimal results by enforcing strong leadership
and network operations thaintegrate actions
from the Five Pillars of Netcentricity.

http://www.afcea.org/signal/article/templates/Signal _Art
icle_ Template.asp?articleid=1650&zoneid=200

Intelligent Software Solutions

ISS is a leading edge software solution provider for enterprise and system

l,'
ISSUs

capitalize on dynamic service

C2, ISR, Intelligence, and cyber solutions t

httE://www.issinc.com .

future.

Inside NSA Red Team Secret Ops With
D2JSNYyYSyidQa ¢2LJ
BY: GLENN DERENERBIAR MECHANICS
07/30/2008

Thearticle explores the National Security

I 3Sy0éQa NBR GSIY:
networks so they can be patched before they
are exploited. The red team also supports the
brGA2y It { SOdzNR (@
protect military computer netwdks. The red
GSIY LINRPOARSEA
which means they act like enemies trying to
gain unauthorized access. The flaws found by
the red team can then be patched to prevent

actual exploits from enemy hackers.
http://www.popularmechanics.com/technology/military |
aw/4270420.html

Intelligence Cell Defends Cyberspace
BY: MARYANN LAWLGRGNAL ONLINE
08/2008

The CybeiThreat Intelligence Cell, part of the
5" 9gnal Command under the U.S. Army
9dzNRB LIS YR g2N)] G2
network safe in Europe. Col. William H. Brady,
USA, established the CybEhreat Intelligence
/ Sttt FTFGSNI @AaAlGAY3
Warfare Center. Currently, the Cell is the only

data, services, and application challenges.

operationally deployed systems, in all domains
With solutions based upon modern, proven technology designed to

-oriented constructs, ISS delivers innovative

ISS has built hundreds of
ITAFrom Space t o

hat work today and in the

organization providing intelligence analysis at

F O 1 EUGRM, although within the last two years, five

combatant commands, two U.S. Navy fleets and
U.S. Air Force Europe has visited the cell to
observe.

& K A Olip:/mwiy.gfca orgsianbl/gtiges/tgmpfate S G &
rticleTemplate.asp?articleid=1663&zoneid=40
1 3§y oBlack Hat rs gxpose drtulization: ¢ o

OS security gaps

aF ROSNAE I NR| EfLLEy“éE@%"EEN\&{OR%‘@%@A O08a¢s

08/07/200

According to Christopher Hoff, chief security
architect at Unisys, infrastructure virtualization
will remove switching structures, but will not
improve performance or security. In his talk
GAGE SR a¢KS C2dzNJ | 2NESY QY
I L2 Ol f & LIBGisses the i8stied witR
virtualized security, where networks are
collapsed into a single tier. Hoff states that
capacity planning will be difficult to predict with
a virtualized network, and says that he is unsure
if a virtual firewall will work at all.d¥sh

1 S Slebedtdhdd JoanfPd RBitkowd disQidses

research that highlights the weaknesses of
current virtualization projects.

0 K S httl® . fet@ofRorld.dbrivriawd/asdlso70sblack

hat-securitygaps.html
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MIT Presentation on Subway Hack Leaks
Out

BY: TIM WILSON, DAREADING

08/12/2008

In an attempt to stop MIT students from
exposinga securityvulnerability, the
Massachusetts Bay Transit Authority sued the
students, forcing thento cancel a presentation
at Defcon in Las Vegas that would have
demonstrated how to generate fare cards. Early
reports indicated that the students neglected to
inform MBTA of the vulnerability before making
the disclosure; however, the students claim that

they made first contact with MBTA.
http://www.darkreading.com/document.asp?doc_id=1614
24

Weaponizing Google Gadgets

DARK READING

08/12/2008

Google gadgets allow hackers to embed any
kind of content including HTML, JavaScript,
ActiveX controls, and more which makes Google
gadgets more vulnerable to exploitation.

Google claims that since Google gadget is on a
separate domain, hackers cannot directly use
the flaw against Google. Howevaitfacks can
launch through phishing attacks, malware, and
port scanning, which allows hackers to attack
D223fS RANBOGT &
separation of the domains.

http://www.darkreading.com/document.asp?doc_id=1613
89

Google Gadgets an open door for attack
BY: SHAWNA MCALEARNEETWORK WORLD
08/08/2008

Robet Hansen, a founder of security
consultancy SecTheory outlined a flaw in
Google Gadgets during a Black Hat conference
presentaton. Hansen explained that hackers
can force Google Gadgets to install and then
phish usernames and passwords from victims.
Users who use Google and Gmail are especially
vulnerable, as the attack requires users to add
information. The impact of the vulnerdity is
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still minimal, but the researchers warn that the

risk of infection will continue to grow.
http://www.networkworld.com/news/2008/080808
googlegadgetsan-opendoor.html

Some AV Tools Detect Less Than Half of

Active Malware Attacks

BY: TIM WILSON, DAREADING

08/11/2008

Cyvellience conducted a study to find out
exactly how much malware is caudty

antivirus tools. Cyvellience put thousands of
malware attacks through six antivirus packages,
and found that none of the packages detected
more than 55% of the malware. One three of

the six tested systems detected more than half.
http://www.darkreading.com/document.asp?doc_id=1612
63

Leaks in Patch for Web Security Hole
BY: JOHN MARKOFF\NEORK TIMES
08/08/2008

tKS SYSNHSyOé FAE
Domain Name Systeralso contains
vulnerabilities which could be exploited by
cyber criminals. The flaw could redirect Internet
traffic to hackers, allowing the criminals to steal
personal information. Paul Mockapetris, the
software engineer who created the Domain

g2

RSa LI G §NapR Yystepayplajns thathe patch will buy

some time, but that attacks are still possible.
http://www.nytimes.com/2008/08/09/technology/09flaw.
html?_r=1&oref=slogin

Black Hattes say hackers can wreak havoc
on election

BY: BENJAMIN SPILINVREVIEW JOURNAL
08/08/2008

The article discusses the potential attacks that
could be used to alter election results. Even a
avyrtft GeLkR Ay
users to fake websitethat ask for donations,
provide false information or intercept
communications between campaign workers. In
a common scam, fake emails are sent to visitors
of the fake websites asking for donations.
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http://www.lvrj.com/business/26411964.html

Commercial Firm Warns of Threat to

Federal Computers
BY: MICHAEL A. ROBOW, SIGNAL
08/2008

Signal interviewed John Thompson, who
0SOIFYS {eYlyiSOQa

1999, who recently visiteWashington D.C. to
meet with the U.S. Defense Department and

civilian agencies about sensitive data breaches.

Symantec offers a variety of products including
antivirus programs, encryption technology, data
backup and email security which protect
computernetworks and critical information.
Since the 2002 Federal Information Security
Management Act, which requires federal
agencies to improve network security,
government compliance has been a primary

market for Symantec.
http://www.afcea.org/signal/articles/templates/Signal_Art
icle_Template.asp?articleid=1666&zoneid=238

Hackers mull physical attacks on a

networked world

BY: JORDAN ROBERT2QSOCIATED PRESS
08/08/2008

Hackers at the Defcon conference
demonstrated different techniques for

OKA S ¥ huSike
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infiltrating facilities. The increase of advanced

electronic devices, such as cell phones to digital

bugging devices, attacks are now cheaper and

more effectve than tradition computer attacks.

The presentation also showed inexpensive ways

to perform penetration testing and explored

theAdarSge,r of new deyvices being used in atta
g8 by B ic/stBrids TITES I BIdING YA

CILITIES?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT

&CTIME=20088-08-20-05-03

What to Do After a Breach

BY: KELLY JACKSABGHIS, DARK READING
08/11/2008

Although there are breach disclosure laws and
regulations for businesses who get hacked,
there is currently no requirement that
businesses have an actual response plan. Don
Blumenthal, senior principal with Global Cyber
Risk, LLC. says that many comiparare taking
the initiative and setting up breach response
plans to alert employees and inform law
enforcement agencies, although most
companies are reluctant to go public with

information about vulnerabilities or hacks.
http://www.darkreading.com/document.asp?doc_id=1612
86&f src=darkreading_default

Raytheon

Aspiring to be the most admired defense and aerospace
world -class people and technology

supplier through

systems
Raytheon is

a technology leader specializing in defense, homeland security,

and other government markets throughout the world. With a

history of innovation spanning more than 80 years, Raytheon
pro vides state -of-the -art electronics, mission systems
integration, and other capabilities in the areas of sensing;
effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.

Raylieo
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Naval Postgraduate School Wins Hacking
Contest

BY: JOHN SAWYER, BREADING

08/11/2008

The Capture the Flag competition, run by
Kenshoto, allows teams to compete by
FGarO1Ay3 GKS 20KSH§J GSI
into services that have been custenritten by
Kenshoto. The competition is a valuable training
exercise as it offers challenges in network
analysis, incident response, analysis of binaries,
intrusion detection, penetration testing,
vulnerability analysi, and exploit writing. This
8SIFNRa O2YLISiGAlGAzZzY AyOf
countries, including Spain and Korea.

http://www.darkreading.com/blog.asp?blog_sgonid=44
7&doc_id=161291&WT.svI=bloggerl 2

Surf Jacking: HTTPS Will Not Save You
BY: SANDRO GAUCIABNESECURITY
08/11/2008

The paper describes a security vulnerability that
can affect major websites due to hackers who
are able to hijack an HTBBssion despite
connections being encrypted. The paper
discusses in detail the components of the
vulnerability as well as a solution that has
already been successfully applied to two banks

who were found to be vulnerable.
http://www.net -security.org/article.php?id=1164

Cybereye | The Wall of Sheep

BY: WILLIAM JACKSG®VERNMENT COMPUTER
NEWS

08/11/2008

The Wall of Sheep, an Aires Security project was
I FSFGdz2NE 2F GKAA
Vegas. The project monitored the conference

for unsecured traffic, and found that even
FY2y3 | ONBGR GLINRYLF NRf
independent security researcheand
administrators from the highech industry and
I320SNYYSyidée &aSOdzNA G
project found that laptops were mostly secure,
and the devices that were most likely to be a
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security problem were interneénabled phones

and web browsinggmail tools.
http://www.gcn.com/online/voll no1/468661.html

Covert operation floats networksniffing
balloon

YYAFQBER SIS NP OTRR WORIO 1 A Y
08/10/2008

Rick Hill, a senior scientist at Beity Solutions
Inc., and a group of volunteers launched a
balloon above Las Vegas to search for
unsecured wireless networks. The balloon was
able to survey a 7-hile radius, and found that
abBuSaRhird & theynatworksi®ere 2 (G K S NJ
unencrypted.

http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleld=9112200

Frankly Speaking: Declare war on

unsecured WAFi
BY: FRANK HAYES, EOVER WQR
08/11/2008

Thieves responsible for data thefts at TJX,
OfficeMax, Barnes and Nobles, and others
hacked into networks through unsecured-Wi
access points and used software to transfer
credit card information to their own serves. The
thieves reportedlysold some of the numbers,
and used others to steal thousands of dollars
from ATMs. This group of thieves has been
identified, but while there are still unsecured
Wi-Fi connections to most corporate networks,

other hackers can repeat the attacks.
http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleld=323773

& S I NDBome foutériskllow isay. eiderfsT A y 3a A

BY: CLAIRE MCENTHHE DOMINION POST
08/04/2008

B DRNEeRABRIES LYGSNYySiQ
leaves home broadband users vulnerable. The
flaw allows hackers to redirect users who

A a requeshalspesifis doynart nemegouny website K S

they want. Symantec senior systems engineer
Rogan Mallon warns thattabugh users with
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domain name system software are more http://lwv.vw..marketwatch.com/news/story/scada
vulnerable, every Internet user is at risk. DNS securityincidentsbecome

more/story.aspx?guid=%7B4ED37412904ADGBEFA
4FF915D85A1A%7D&dist=hppr

software vendors are developing or have

released security patches.
http://www.stuff.co.nz/4642705a2&html

Black Hat Wish List
BY: JOHN SAWYER, OREADING

SCADA Security Incidents Will Become 08/13/2008

More Prevalent, According to Lumeta An increase in cyber attacks is anticipated
MARKETWATCH.COM following the Black Hat and DefCon
07/30/2008

conferences, due to the disclosure of new
research and technologies. These disclosures

: ) are valuable because they provide professionals
agencies, warns connecting SCADA systems to information on new tools and techaiies, but

TCP/IP networks may expose critical controls to the information can alsa help hackers exploit
aSOdNRUGe NRalad [dzYSul Qgqdhk R bricre btk Ylel & ofief sumntaly? © YNJ
Michael Markulec emphasized ti@portance of some of the Black Hat demonstration

of SCADA system security as they control some highlights.

of the most vulnerable infrastructure like gas http://www.darkreading.com/blogasp?blog_sectionid=44

pipelines, chemical plans and nuclear facilities. 7

Lumeta, a provider to Network Assurance
solutions for both industry and government

BAE SYSTEMS
BAE Systems is the premier global defense and aerospace

YN A AR P A B company delivering a full range of products and services for air,

land and naval forces, as well as advanced electr onics,
information technology solutions and customer support services.

[N

A Photo That Can Steal Your Facebook http://www.cio.com/article/440513/A Photo That Can S
Account teal Your Facebook Account

BY: ROBERT MCMILLANG NEWS SERVICE o . . . P A A .
07/31/2008 WIITOJUuUAYAAYQ UKNBIUSY
Researchers at the Black Hat conference BY: DAN GOORITHE REGISTER

07/31/2008
Increases in politically motivated computer
attacks, such as the attacks on Estonia, are

presented software that could steal online
credentials from popular websites such as
Facebook and Google. The newly developed i ) _
attacks use hybrid files that take over web likely according to a security researcher.

accounts of users who use infected web sites to ~ G€0rgia was the victim of cyber attacks in July,

upload images. A GIFAR file mixesaBtFJAR WhICh are thought to be_ln response to growing
file-types which opens and runs as an applet. tenS|o'n between'Georgla and Russia. Jose

Attackers are then able to run code in the Nazario, a security analyst for Arbor Networks,
GAOGAYQE ONRs&SNID ¢KS + gEanyinalthegisephoryoyrselinacker g 5 x g
on any photo uploading site. Presenters tools are making the attacks easier, and

explained that browser makers will have to because of the difficulty in determining where a

change software eventuallp ensure security cyber attack comes from, cybeounterstrikes
for users are not usually effective.
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http://www.theregister.co.uk/2008/07/31/nazario_hactivi
sm_analysis/

What a Botnet Looks Like

BY: SCOTT BERINATEO

05/06/2008

The link shows a graphic designed by researcher
David Vorel which maps out interconnected,
bot-infected IP addresses. The graphic includes
O2yiNBf&A G2 122Y AY
AYYSNI g2N] Ay3Jadé
http://www.csoonline.com/article/348317/What_a Botne
t Looks Like?contentld=348317&slug=&

Black Hat/DefCon: Welcome to the

funhouse
BY: ELLEN MESSMERTWORK WORLD
07/31/2008

The Black Hat conference allosveecurity
vendors to show simulated hacks, providing the
code to attendees to educate them on hacking
G§SOKYyAldzSad LGT A
security operations center presented a malware
Ottt SR WAYES
steals fies and turns the computers into spam
machines. Core Security Technologies also
presented, showing how to install a rootkit

which allows access to Cisco devices. Experts at
Black Hat also spoke about preventative

measures against vulnerabilities.
http://www.networkworld.com/news/2008/073108&black
hat.html

Hackers start DNS attacks, researcher says
BY: GREGG KEIZERMPOTER WORLD

07/30/2008

Hackers have developed a new exploit which
targets a flaw in the Domain Name System. HD
Moore, creator of the Metasploit penetration
testing framework, discovered a compromised
DNS server when his employees at
BreakingPoint Systems, Inc. realized they were
accessing a fake version of Google.cone Th
attack did not load malware and, according to
Moore, had zero impact other than generating

g KAOK AYRSESA DUFF@Ehio¥IDa
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ad revenue. Moore also stated that around 90%

of all DNS servers are unpatched.
http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleld=9111098

FBI warns of new Storm worm attack

BY: TODD WEISS, CQWIER WORLD

07/30/2008

The FBI issued warnings about a round of spam

|y Re-niafisEhalfsesdbte StoknBwormn2maiisS (i Q &

aCo.
02 YLl

O2y il Ay GKS LIKNI¥as
AYyTFSOU NBOALASY(GQa
software through a link. The Internet Crime
Complain Center (IC3), which serves as a
clearinghouse for reports of online fraud, also
issued a wening about the emails. IC3
provides information to law enforcement

agencies and tracks cybercrime trends.
http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleld=9111094

Y2 i f SQigco YnwshpsDbepling for hedltitdré NB Q &

security L
KFNR RNA
07/30/2008

Cisco has introduced a blueprint which will
address Payment Card Industry daturity for
the healthcare industry. The blueprint will serve
as a model for safeguarding patient financial
transactions data and personal information.
Cisco also announced that it is now a member
in the PCI Security Standards Council. Cisco
reported tha external data security attacks on
the healthcare industry have shown an 85%
increase between January 2007 and January

2008.

http://www.networkworld.com/news/2008/073008ciscc
healthcaresecurity.html

Hacking Without Exploits

BY: KELLY JACKONGINS, DARK READING
07/29/2008

Cybercriminals are increasingly designing hacks
using lowtech or even ndech techniques.
Jeremiah Grossman, CTO and founder of
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WhiteHat Secuty, explains that hacking
schemes are aimed at business logic flaws more
than ever, replacing more popular cresite
scripting and SQL injection threats. IDS systems
often do not detect these hacks, and firewalls
may not be able to block them. Grossman
presented his research on the rise of logic flaw

attacks on August 7 at Black Hat.
http://www.darkreading.com/document.asp?doc _id=1603
06&WT.svl=news1 1

Universities, ISPs nevargets of Cyber
warfare

CIOL.COM

07/29/2008

Cyberoam, a division of Elitecore Technologies
announced the release of the Q2 2008 email
threat trend report in collaboration with
Commtouch. The report states that around 10
million zombies were active in @2nding spam
and email based malware. Cyberoam currently
has one of the highest spamatching rates in
the industry, and analyzes large volumes of
Internet traffic in realtime, and offers users a
highly comprehensive level of protection from

spam, malwarend other Internet threats.
http://www.ciol.com/Technology/Security/News
Reports/UniversitieslSPsnew-targetsof-Cyber
warfare/29708108422/0/

DNS attack writer hit by web attack
BY: ROBERT MCMILLAECHWORLD
07/30/2008

HD Moore who created the Metasploit hacking
toolkit was attacked by hackers who

Volume 1, Edition 7
August 14 , 2008

Keeping Cyber space Professionals Informed

O2YLINRPYAASR az22NBQa
NBI {AYy3at2AyiQa
cachepoisoning attack on a DNS server that
was serving the Austin, Texas area. In this
particular attack, the hacker tricks a DNS server
into confusing malicious IP addresses with
legitimate domains such as Google.com.
Computer security experts warn that thige
of poisoning attack is easier than previously
thought.

http://www.techworld.com/news/index.cfm?RSS&NewsID
=102257

U.S. Fears Threat of Cyberspying at
Olympics

BY:SIOBHAN GORMAWALL STREET JOURNAL
07/17/2008

U.S. intelligence agencies are concerned about
the threat to U.S. laptops and cellphones for
U.S. business people and citizens who will visit
China for the Olympics. A warning was issued to
certain government and privatsecbr officials,
but was not made available to the public.
Threats include stealing information from
laptops at airports and hotels, loading spyware
on BlackBerry devices and using Bluetooth
technology to steal electronic information. The
warning was not madpublic because there

was no specific threat to point to, and such
notices are usually left to the State Department

to release.
http://online.wsj.com/public/article print/SB216256460
58760485.html
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The Real Dirt on Whitelisting
BY: KELLY JACKSQBGHNS, DARK READING
07/30/2008

Antivirus companies such as Symantec, McAfee
and Microsoft plan to add whitelisting
technology to their malware detection tools.
Whitelisting is quickly becoming a primary form
of defense for many organizations, and it is
predicted that most every machingill have
whitelisting security within two years. Greg
Hoglund, CEO for HBGary feels that whitelisting

is not that effective, as hackers can pick out
whitelisted processes and inject malware.
Skeptics of whitelisting explain that whitelisting
technology canot replace blacklisting
altogether unless organizations return to
whitelisting lockdown mode, where only
specific applications can run without adfts or
gadgets, which is unrealistic for most
organizations.

http://www.darkreading.com/document.asp?doc_id=1604
33
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