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**  CYBER-RELATED CONFERENCES **  

 
Note:  Dates and events change often.  Please visit web site for details. 
 
 

19-21 Aug 2008 LandWarNet: Providing & Enabling Joint Generating/Operating Force Network 
Capabilities, Broward County Convention Center, Ft. Lauderdale, FL, 
http://events.jspargo.com/lwn08/public/enter.aspx  

15-17 Sept 2008 24th Annual Air & Space Conference and Technology Exposition, Washington D.C., 
http://www.afa.org  

18-19 Sept 2008 Current and Future Military Data Links, Washington D.C., 
http://www.asdevents..com/event.asp?ID=257 

22 Sept 2008 Net-Centric Operations Conference, New Castle, N.H., http://herbb.hanscom.af.mil 

25-26 Sept 2008 Electronic Warfare Operations and Systems 2008, London UK, 
http://www.asdevents.com/event.asp?ID=241 

29-30 Sept 2008 Airbone Networks Conference, Washington D.C., 
http://www.asdevents.com/event.asp?ID=267 

30 Sept ς 2 Oct 2008 National Security 2008, Brussels, Belgium, http://www.asdevents.com/event.asp?ID=265 

6-8 Oct 2008 Strategic Space & Defense, Qwest Center Omaha Convention Center and Arena, Omaha, 
NE, http://www.stratspace.org/ 

7-9 Oct 2008 2008 Cyber Awareness Summit, Bossier City-Shreveport, LA, 
http://www.cyberinnovationcenter.org/  

16-17 Oct 2008 8th Annual C4ISR Integration Conference, Defense News Media Group, Arlington, Virginia, 
http://www.dnmgconferences.com/07c4isr/index.php?content=home 

14-17 Oct 2008 Global Fraud Summit, Singapore, http://www.globalfraudsummit.salvoglobal.com/  

3-5 Nov 2008 Global MilSatCom 2008 Conference & Exhibition, Millennium Conference Centre, London, 
UK, www.smi-online.co.uk/08globalmilsatcom20.asp  

 
Please provide additions/updates/suggestions for the CYBER calendar of events here. 
 
  

http://events.jspargo.com/lwn08/public/enter.aspx
http://www.afa.org/
http://www.asdevents.com/event.asp?ID=257
http://herbb.hanscom.af.mil/
http://www.asdevents.com/event.asp?ID=241
http://www.asdevents.com/event.asp?ID=267
http://www.asdevents.com/event.asp?ID=265
http://www.stratspace.org/
http://www.cyberinnovationcenter.org/
http://www.dnmgconferences.com/07c4isr/index.php?content=home
http://www.globalfraudsummit.salvoglobal.com/
http://www.smi-online.co.uk/08globalmilsatcom20.asp
mailto:cyberpro@nsci-va.org?subject=Cyberspace%20Event(s)
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*** OPEN - SOURCE MATERIAL ***  

Big Picture  

Memo to Next President: How to Get 
Cybersecurity Right 
BY: BRUCE SCHNEIER, WIRED BLOG NETWORK 
08/07/2008 

Author Bruce Schneir discusses the plans 
presented by Barack Obama and John McCain 
concerning cybersecurity. Schneir writes that 
although Obama has a plan for appointing 
advisors, investing in education, establishing 
standards, working with academia and industry, 
and spending money on enforcement, the 
details of his plan are still vague. John McCain is 
ŀƭǎƻ άǿƻǊƪƛƴƎ ƻƴ ǘƘŜ ƛǎǎǳŜǎέ ƻŦ ŎȅōŜǊǎŜŎǳǊƛǘȅΦ 
Schneir also provides suggestions for 
developing a plan for cybersecurity including 
improving products and services, securing 
government networks, and investing in 
research.  
http://www.wired.com/politics/security/commentary/sec
uritymatters/2008/08/securitymatters_0807 
 

The art of asymmetric warfare 
BY: JASON BURKE, GUARDIAN.CO.UK 
07/27/2008 

In a report released by the International Crisis 
Group focusing on Taliban propaganda 
operations, a US military officer states that 
almost every kinetic operation that the Taliban 
undertake is designed to influence public 
attitudes or perceptions, while the US tends to 
see information operations as supplementing 
fighting operations. This strategy explains much 
of the success of the Taliban in Afghanistan. The 
report explains how the Taliban tends to project 
itself as stronger than it is because they lack 
power and control over territory, and has been 
successful in swaying public opinion. 
http://w ww.guardian.co.uk/commentisfree/2008/jul/27/a
fghanistan 
 

Cybercrime and Politics 
BY: ZULFIKAR RAMZAN, HELP NET SECURITY 
08/04/2008 

As presidential candidates rely more heavily on 
the Internet to communicate with voters, cyber 
risks are becoming a greater concern. Hackers 
potentially have the ability to release false 
information, defraud the public and invade 
privacy. Malware is now available to organized 
crime, foreign governments and malicious 
organizations. There is also the risk of malicious 
activity affecting electronic voting. Phishers 
targeted the Kerry-Edwards campaign in 2004, 
setting up fake websites that collect campaign 
contributions and fake informational toll-free 
numbers, which charge the callers. 
http://www.net -security.org/article.php?id=1162 
 

Cyber-Security Focus on Today is on 
Securing the Networks that our 
Warfighters Depend on to Perform their 
Missions 
BY: ROBERT LENTZ, MILITARY INFORMATION 
TECHNOLOGY 
06/12/2008 

This article examines the challenges that the 
Information Age have presented. Vulnerable 
information is more than ever at the center of 
network operations, and networks have 
become a key source of national power. Cyber 
Security has become a top priority for the 
United States. The article discusses in detail the 
initiatives included in the national Security 
Presidential Directive 54 and Homeland Security 
Presidential Directive 23. 
http://www.mit -kmi.com/article.cfm?DocID=2512 
 

http://www.wired.com/politics/security/commentary/securitymatters/2008/08/securitymatters_0807
http://www.wired.com/politics/security/commentary/securitymatters/2008/08/securitymatters_0807
http://www.guardian.co.uk/commentisfree/2008/jul/27/afghanistan
http://www.guardian.co.uk/commentisfree/2008/jul/27/afghanistan
http://www.net-security.org/article.php?id=1162
http://www.mit-kmi.com/article.cfm?DocID=2512
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Cyber Security for the 44th Presidency 
Group to Come Out of the Shadows at 
Black Hat 
BY: KELLY JACKSON HIGGINS, DARK READING 
07/30/2008 

The Commission on Cyber Security for the 44th 
Presidency, a commission of experts and 
policymakers spoke at Black Hat USA, and 
ǊŜǇƻǊǘŜŘ ƻƴ ǘƘŜ ŎƻƳƳƛǎǎƛƻƴΩǎ ǇǊƻƎǊŜǎǎ ǘƘǳǎ ŦŀǊΦ 
Tom Kellermann, one of the commissioners, 
explains that the United States is involved in a 
cold cyber war, which he calls an international 
and economic issue. The goal of the commission 
ƛǎ ǘƻ ǇǊƻǾƛŘŜ ǇŜǊǎǇŜŎǘƛǾŜ ƻƴ ǘƘŜ άǇƻƭƛŎȅ ŀƴŘ 
technology issues surrounding the protection of 
ŎǊƛǘƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎέΦ 
http://w ww.darkreading.com/document.asp?doc_id=1604
28 

 
Black Hat: U.S. cybersecurity director talks 
democracy, cyberjustice 
BY: ELLEN MESSMER, NETWORK WORLD 
08/08/2008 

Lƴ Ƙƛǎ ƪŜȅƴƻǘŜ ǎǇŜŜŎƘ ŀǘ ǘƘƛǎ ȅŜŀǊΩǎ .ƭŀŎƪ Iŀǘ 
conference, Rod Beckstrom, director of the 
National Cyber Security Center expressed his 
intention to get involved with projects aimed at 
improving cybersecurity such as analyzing how 
ŦǳƴŘǎ ǎƘƻǳƭŘ ōŜ ŀƭƭƻŎŀǘŜŘΦ Lƴ Ƙƛǎ ǘŀƭƪΣ ά¢ƘǊŜŀǘǎ 
ǘƻ ǘƘŜ нллу tǊŜǎƛŘŜƴǘƛŀƭ 9ƭŜŎǘƛƻƴέΣ hƭƛǾŜǊ 
Friedrichs presented analysis of presidential 
ŎŀƴŘƛŘŀǘŜΩǎ ²Ŝō ǎƛǘŜǎ ŀƴŘ ŦƻǳƴŘ ǘƘŀǘ ōƻǘƘ 
ŎŀƴŘƛŘŀǘŜΩǎ ǎƛǘŜǎ ŎƻƴǘŀƛƴŜŘ ǎŜŎǳǊƛǘȅ 
vulnerabilities. Typos could also lead Internet 
users to fake candidate Web sites which provide 
false information and request donations.  
http://www.networkworld.com/news/2008/080808-black-
hat-day-two.html 

 

 

ITT  

ITT is a vibrant part of the global economy. We are a high -

technology engineering and manufacturing company with 

approximately 40,000 employees operating in 55 countries. Our 

portfolio of businesses is aligned with enduring, global growth 

drivers, and our employees bring extraordinary focus to meeting  

the needs of the people who buy and use our products and 

services  in all the markets we serve.  For more information, please 

visit http://www.itt.com  . 

 
Beckstrom on cybersecurity 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
08/08/2008 

According to Rod Beckstrom, director of the 
National Cyber Security Center, many of the 
problems with cybersecurity are a result of a 
lack of understanding of basic physics and 
economics of computer networks. Beckstrom 
emphasized the importance of information 
sharing and proposes cooperation between the 
military, intelligence and civilian communities in 
government. Beckstrom recommends fixing 
flaws in the protocols that underlie current 

networks as a top priority in working towards 
cybersecurity. 
http://www.gcn.com/online/vol1_no1/46849-1.html 
 

Cyber attacks from China show computers 
insecure, Pentagon says 
BY: TONY CAPACCIO, BLOOMBERG NEWS 
08/07/2008 

In a request sent to Congress on July 11, Deputy 
Defense Secretary Gordon England asked for 
$1.8 billion to be moved to programs including 
computer security. England spoke about the 
recent attacks from China which exposed 
vulnerabilities in Department of Defense 
networks and systems, and urged the 

http://www.darkreading.com/document.asp?doc_id=160428
http://www.darkreading.com/document.asp?doc_id=160428
http://www.networkworld.com/news/2008/080808-black-hat-day-two.html
http://www.networkworld.com/news/2008/080808-black-hat-day-two.html
http://www.itt.com/
http://www.gcn.com/online/vol1_no1/46849-1.html
http://www.itt.com/
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construction of more secure cyber systems. 
Pentagon spokesman Stewart Upton said the 
Pentagon is aware of the growing concern of 
ŎȅōŜǊ ŀǘǘŀŎƪǎ ǿƘƛŎƘ ŀǊŜ ōŜŎƻƳƛƴƎ άƳƻǊŜ 
sophisticated, more targeted, and more 
ǇǊŜǾŀƭŜƴǘέΦ 
http://www4.army.mil/news/standto.php?dte=2008-08-
07 
 

Living with Insecurity  
BY: BEN WORTHEN, THE WALL STREET JOURNAL 
08/14/2008 

Ian Angell, a professor of information systems 
at the London School of Economics advises 
Internet users to continue to use the Internet as 
they normally would, without considering every 
potential security risk. Angell claims that 
systems are so complex and vulnerabilities so 
common that it would be impossible to address 
every security issue. Angell is personally more 
worried that an unforeseen and catastrophic 
accident could shut down the internet 
completely, especially as systems become more 
complex.  
http://blogs.wsj.com/biztech/?mod=mod 
 

Britain under attack from cyber foreign 
security terrorists, report warns 
BY: CHRISTOPHER HOPE, TELEGRAPH.CO.UK 
08/08/2008 

The UK Cabinet Office published its first risk 
ǊŜƎƛǎǘŜǊΣ ǿƘƛŎƘ ƛŘŜƴǘƛŦƛŜŘ άŜ-ŜǎǇƛƻƴŀƎŜέ ŀƴŘ 
attacks on the transport network as the two 
most likely risks facing the UK. British security 
services chiefs have previously said that their 
computer systems received attacks from China 
and Russia, and the report states that the UK is 
ǎǳōƧŜŎǘ ǘƻ άƘƛƎƘ ƭŜǾŜƭǎ ƻŦ ŎƻǾŜǊǘ ƴƻƴ-military 
ŀŎǘƛǾƛǘȅ ōȅ ŦƻǊŜƛƎƴ ƛƴǘŜƭƭƛƎŜƴŎŜ ƻǊƎŀƴƛȊŀǘƛƻƴǎέΦ 
http://www.telegraph.co.uk/news/uknews/2524971/Britai
n-under-attack-from-cyber-foreign-security-terrorists-
report-warns.html 
 

CŜŘǎΥ CƻǊŜƛƎƴ !ǘǘŀŎƪŜǊǎ ΨYƴƻŎƪƛƴƎ ƻƴ hǳǊ 
5ƻƻǊ 9ǾŜǊȅ 5ŀȅΩ 
BY: TIM WILSON, DARK READING 
08/07/2008 

WŀƳŜǎ CƛƴŎƘΣ ŀǎǎƛǎǘŀƴǘ ŘƛǊŜŎǘƻǊ ƻŦ ǘƘŜ C.LΩǎ 
cybercrime division spoke about the current 
cyber attacks against the U.S. in the annual 
άaŜŜǘ ǘƘŜ CŜŘǎέ ǎŜǎǎƛƻƴ ƻŦ ǘƘŜ .ƭŀŎƪ Iŀǘ 
conference. Chinese hackers have been blamed 
for accessing Congressional computers in June. 
Government agencies must address many of 
the same issues as the private sector because of 
their reliance on private systems. Finch also 
answered questions about privacy issues and 
legislation regarding cyberspace. 
http://www.darkreading.com/document.asp?doc_id=1610
89&f_src=darkreading_default 
 

Interview of Mr. Joel Brenner, National 
Counterintelligence Executive 
THE OFFICE OF THE DIRECTOR OF NATIONAL 
INTELLIGENCE 
08/07/2008 

In an interview with CBS evening news Joel 
Brenner, a National Counterintelligence 
Executive answers questions regarding 
information security. Question topics include 
cyber risks associated with the Olympic Games, 
Chinese intelligence capabilities, and current 
cyber attacks. 
 http://www.dni.gov/interviews.htm 
 

Internet Vigilantes 
STRATEGY PAGE 
08/11/2008 

The article discusses how Islamic radicals are 
establishing a presence on social networking 
sites, such as Facebook, to spread pro-terrorist 
beliefs. The Jewish Internet Defense Force (JIDF) 
which is a voluntary organization with over 
5000 members work to shut down pro-terrorist 
ƎǊƻǳǇǎΣ ǿƻǊƪƛƴƎ Ƴƻǎǘƭȅ άƻŦŦ ǘƘŜ ǊŀŘŀǊέΦ {ƛƳƛƭŀǊ 
groups exist in China, India, Pakistan and the 
United States, although JIDF is one of the 
largest international organizations. 

http://www4.army.mil/news/standto.php?dte=2008-08-07
http://www4.army.mil/news/standto.php?dte=2008-08-07
http://blogs.wsj.com/biztech/?mod=mod
http://www.telegraph.co.uk/news/uknews/2524971/Britain-under-attack-from-cyber-foreign-security-terrorists-report-warns.html
http://www.telegraph.co.uk/news/uknews/2524971/Britain-under-attack-from-cyber-foreign-security-terrorists-report-warns.html
http://www.telegraph.co.uk/news/uknews/2524971/Britain-under-attack-from-cyber-foreign-security-terrorists-report-warns.html
http://www.darkreading.com/document.asp?doc_id=161089&f_src=darkreading_default
http://www.darkreading.com/document.asp?doc_id=161089&f_src=darkreading_default
http://www.dni.gov/interviews.htm
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http://www.strategypage.com/htmw/htiw/articles/20080
811.aspx 
 

DHS ǎǘŀȅǎ ƳǳƳ ƻƴ ƴŜǿ Ψ/ȅōŜǊ {ŜŎǳǊƛǘȅΩ 
center 
BY: STEPHANIE CONDON, CNT NEWS 
07/31/2008 

The Bush administration provided senators a 
version of a censored letter, originally to the 
Department of Homeland Security, in response 
ǘƻ ǉǳŜǎǘƛƻƴǎ ŦǊƻƳ ǘƘŜ {ŜƴŀǘŜΩǎ Homeland 
Security committee about the new National 
Cyber Security Center. Officials still refuse to 
release information about the National Cyber 
{ŜŎǳǊƛǘȅ /ŜƴǘŜǊΩǎ ōǳŘƎŜǘΣ ŎƻƴǘǊŀŎǘƻǊǎ ŀƴŘ 
specific mission. Sen. Susan Collins explains 
increasing information sharing would be 
beneficial not only to the department and 
Congress, but also to the private and public 
sectors. The letter to the DHS asked specifically 
ŦƻǊ ǘƘŜ ŘŜǇŀǊǘƳŜƴǘΩǎ ǊƻƭŜ ƛƴ ǘƘŜ /ƻƳǇǊŜƘŜƴǎƛǾŜ 
National Security Initiative, as well as how the 
National Cyber Security Center will work with 
ǘƘŜ 5I{Ωǎ 9ƛƴǎǘŜƛƴ ǇǊƻƎǊŀƳΣ ǿƘƛŎƘ ŎǳǊǊŜƴǘƭȅ 
monitors the Internet and network disruptions. 
http://news.cnet.com/8301-13578_3-10004266-
38.htm&tag=nefd.top 
 

Beijing Braces for Olympic Cyber-War 
BY: JAMES ROGERS, DARK READING 
08/04/2008 

IT professionals are preparing for anticipated 
attacks from cybercriminals and political 
activists that are expected at the start of the 
Olympic Games. The Olympic organizers store 
information on 10,000 athletes, 70,000-plus 
volunteers as well as credit card information for 
millions of visitors and spectators.  The Wall 
Street Journal reported that U.S. government 
officials were still undecided about publicly 
warning travelers of the danger of cyber 
attacks. 
http://www.darkreading.com/document.asp?doc_id=1606
42 
 

US Air Force Lets Web 2.0 Flourish Behind 
Walls 
BY: STEPHEN LAWSON, IDG NEWS SERVICE 
07/17/2008 

New technologies including blogs, wikis and 
personal profiles are all part of an initiative by 
Air Force Knowledge Now (AFKN), a resource on 
the DoD intranet, to better support the Air 
CƻǊŎŜΩǎ ƳƛǎǎƛƻƴǎΦ wŀƴŘȅ !ǘƪƛƴǎΣ ŘƛǊŜŎǘƻǊ ƻŦ ǘƘŜ 
!ƛǊ CƻǊŎŜΩǎ /Ŝnter of Excellence for Knowledge 
Management reports that feedback from 
service members has been positive and almost 
half of the people in the Air Force are registers 
users of AFKN. The blogs of military personnel 
have, however, become a security risk when 
users post pictures, sensitive information and 
data on service members in Iraq.  
http://www.networkworld.com/news/2008/071708-us-
air-force-lets-web.html?fsrc=rss-security 
 

Black Hats and Cold War 
BY: KELLY JACKSON HIGGINS, DARK READING 
08/01/2008 

According to the Commission on Cyber Security 
for the 44th Presidency, there is a cyberspace 
Cold War already in progress although the two 
specified countries involved have not been 
publicly named. The Commission is improving 
policy, research and technology 
recommendations for the next administration. 
The Cyber Security Commission is also releasing 
a major report on recommendations for fighting 
cybercrime.  
http://www.darkreading.com/blog.asp?blog_sectionid=34
2&doc_id=160639&WT.svl=blogger2_2 
 

Senate Approves Bill to Fight Cyber-Crime 
BY: BRIAN KREBS, WASHINGTON POST 
07/31/2008 

The Senate passed legislation which updates 
U.S. computer crime laws. New legislation 
eliminates the threshold which kept 
prosecutors from bringing charges on illegal 
activity that caused less than $5000 in damages. 
The legislation also makes it a felony to install 
spyware and keystroke-monitoring programs. 

http://www.strategypage.com/htmw/htiw/articles/20080811.aspx
http://www.strategypage.com/htmw/htiw/articles/20080811.aspx
http://news.cnet.com/8301-13578_3-10004266-38.htm&tag=nefd.top
http://news.cnet.com/8301-13578_3-10004266-38.htm&tag=nefd.top
http://www.darkreading.com/document.asp?doc_id=160642
http://www.darkreading.com/document.asp?doc_id=160642
http://www.networkworld.com/news/2008/071708-us-air-force-lets-web.html?fsrc=rss-security
http://www.networkworld.com/news/2008/071708-us-air-force-lets-web.html?fsrc=rss-security
http://www.darkreading.com/blog.asp?blog_sectionid=342&doc_id=160639&WT.svl=blogger2_2
http://www.darkreading.com/blog.asp?blog_sectionid=342&doc_id=160639&WT.svl=blogger2_2
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Since the original bill was stalled in the House of 
Representatives, the new provisions will be 
added to The Former Vice President Protection 
Act (H.R. 5938) until the measure goes back to 
the House for reconsideration. 
http://blog.washingtonpost.com/securityfix/2008/07/sena
te_approves_bill_to_fight.html 
 

IƻǳǎŜ ƛƴǘŜƭ ǇŀƴŜƭ ΨŎƻƴŘƛǘƛƻƴŀƭƭȅ ǎǳǇǇƻǊǘǎΩ 
cyber effort  
BY: JOHN BENNETT, C4ISR JOURNAL 
07/29/2008 

In a report released early this summer, the 
House Permanent Select Committee on 
Intelligence offered conditional support to 
tǊŜǎƛŘŜƴǘ .ǳǎƘΩǎ ƴŜǿ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ƛƴƛǘƛŀǘƛǾŜΣ 
stating that a cyber security initiative is a top 
priority, but that details of the program remain 
vague. The report states that until some of the 
key issues are identified, debated and resolved, 
the funding request is excessive. The committee 

also stated that they believe the federal 
government is not currently prepared or 
equipped to face the challenges of 
implementing the initiative. 
http://www.c4isrjournal.com/story.php?F=3649454 
 

China hits back at U.S. senator's spying 
claims 
BY STEVEN SCHWANKERT, IDG NEWS SERVICE 
08/01/2008  

/ƘƛƴŀΩǎ CƻǊŜƛƎƴ aƛƴƛǎǘǊȅ ŀŘŘǊŜǎǎŜŘ ŀŎŎǳǎŀǘƛƻƴ 
the Chinese authorities are requiring hotel 
chains to install Internet eavesdropping devices 
ōȅ ŎŀƭƭƛƴƎ ǘƘŜ ŎƭŀƛƳǎ άǳƴŦŀƛǊέΦ Yŀƴǎŀǎ {ŜƴŀǘƻǊ 
Sam Brownback first made the accusations 
against China in May, stating the Chinese 
government installed spy devices in hotels 
where Olympic visitors would be staying. 
http://www.networkwor ld.com/news/2008/080108-
china-hits-back-at-us.html 

 

 

CISCO  

Cisco (NASDAQ: CSCO) enables people to make powerful 

connections -whether in business, education, philanthropy, 

or creativity. Cisco hardware, software, and service 

offerings are used to create the Internet solutions that 

make networks possible -providing easy access to  

information anywhere, at any time.   Cisco was founded in 

1984 by a  small group of computer scientists from Stanford 

University. Since the company's inception, Cisco engineers 

have been leaders in the development of Internet Protocol 

(IP) -based networking technologies.  

Today, with more than 65,225 employees worldwide, this 

tradition of innovation continues with industry - leading 

prod ucts and solutions in the company's core development 

areas of routing and switching, as well as in advanced 

technologies such as:  Application Networking, Data Center, 

Digital Media, Radio over IP, Mobility, Security, Storage 

Networking, TelePresence, Unif ied Communications, Video 

and Virtualization.  For additional information: 

www.cisco.com  

 
The Truth About Chinese Hackers 
BY: BRUCE SCHNEIER, DISCOVERY CHANNEL 

Although popular media often suggests that 
there is a coordinated attempt from the 

Chinese government to hack into U.S. computer 
systems, most hacker groups in China do not 
seem to be working for the government. Most 
hackers are looking for fame and glory, or are 

http://blog.washingtonpost.com/securityfix/2008/07/senate_approves_bill_to_fight.html
http://blog.washingtonpost.com/securityfix/2008/07/senate_approves_bill_to_fight.html
http://www.c4isrjournal.com/story.php?F=3649454
http://www.networkworld.com/news/2008/080108-china-hits-back-at-us.html
http://www.networkworld.com/news/2008/080108-china-hits-back-at-us.html
http://www.cisco.com/
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simply trying to make a living. The Chinese 
military does however know the leaders of the 
hacker movement, and chooses to ignore the 
hacker groups within their country. This could 
actually be more dangerous than hacking 
coordinated by the Chinese government since 
without central political coordination, hackers 
will take more risks and usually avoid political 
fallout. 
http://dsc.discovery.com/technology/my-take/computer-
hackers-china.html 
 

/ƘƛƴŀΩǎ /ȅōŜǊ-Warfare Militia 
BY: SHANE HARRIS, THE STRATEGY NEWSPAPER 
08/13/2008 

Chinese hackers, who may be responsible for 
two major U.S. power blackouts, have been 
able to penetrate deeply into U.S. information 
systems, stolen proprietary information and 
gained access to electric power plants. Tim 
Bennett, former president of the Cyber Security 
Industry Alliance, believes that Chinese hackers 
are to blame for the major power outages, 
although there has not been a formal U.S. 
government assertion that China was to blame. 
The article discusses both major outages in 
detail and presents evidence that could trace 
the blackouts back to Chinese hackers. 
http://www.thestrategy.org.au/?module=displaystory&sto
ry_id=704 
 

Al-Qaeda's Growing Online Offensive 
BY: CRAIG WHITLOCK, WASHINGTON POST 
06/24/2008 

½ŀǿŀƘƛǊƛΣ ƻƴŜ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ Ƴƻǎǘ ǿŀƴǘŜŘ 
fugitives announced in December that he would 
entertain questions from people around the 
globe as part of a propaganda coup from al-
Qaeda. Al-Qaeda has taken advantage of 
television and the internet in recent years to 
communicate with loyalists and potential 
recruits. A new video is released every three or 
four days on average. U.S. and European 
intelligence officials explain that al-Qaeda has 
established a secure base in ungoverned areas 

of Pakistan, and have nearly bulletproof 
network security. 
http://www.washingtonpost.com/wp-
dyn/content/article/2008/06/23/AR2008062302135.html 
 

Defense Department broadens PKI policy  
BY ELLEN MESSMER, NETWORK WORLD 
07/31/2008 

The US Department of Defense is expanding its 
public-key-infrastructure policy, and will be able 
to digitally sign and encrypt emails more 
extensively with individuals outside of the 
Department of Defense, foreign government 
allies and partners in industry. Common Access 
Cards, which are currently used for security in 
sensitive messages and authentication, will 
expand by providing PKI interoperability among 
federal civilian agencies. 
http://www.networkworld.com/news/2008/073108-
defense-department-pki-policy.html 
 

Cooperation needed to fight cybercrime 
BY: SHAUN WATERMAN, MIDDLE EAST TIMES 
08/13/2008 

Andy Purdy, a former US cyber-czar explains 
that there is no adequate framework for 
information sharing and collaboration between 
the government and the private sector. Purdy 
ǎǘŀǘŜǎ ǘƘŀǘ ƛǘ ƛǎ άǾƛǘŀƭƭȅ ƛƳǇƻǊǘŀƴǘ ǘƻ ǘƘŜ ŦǳǘǳǊŜ 
ƻŦ ŎȅōŜǊǎǇŀŎŜέ ǘƻ ŘŜǾŜƭƻǇ ŀ ŎƻƭƭŀōƻǊŀǘƛƻƴ 
framework, as well as work towards greater 
international cooperation.  
http://www.metimes.com/Security/2008/07/29/cooperati
on_needed_to_fight_cybercrime/fcf8/ 
 

DISA Director Front-Runners 
BY: BOB BREWIN, GOVERNMENTEXECUTIVE.COM 
07/28/2008 

The Defense Department has narrowed down 
its search for the new Defense Information 
Agency director to Maj. Gen. Carroll Pollett 
from the Army, and Maj. Gen. William Lord 
from the Air Force. Brewin believes that Pollett 
will be chosen, due to an informal policy to 
rotate the job among the military services. The 
former DISA director, Lt. Gen. Charles Croom 

http://dsc.discovery.com/technology/my-take/computer-hackers-china.html
http://dsc.discovery.com/technology/my-take/computer-hackers-china.html
http://www.thestrategy.org.au/?module=displaystory&story_id=704
http://www.thestrategy.org.au/?module=displaystory&story_id=704
http://www.washingtonpost.com/wp-dyn/content/article/2008/06/23/AR2008062302135.html
http://www.washingtonpost.com/wp-dyn/content/article/2008/06/23/AR2008062302135.html
http://www.networkworld.com/news/2008/073108-defense-department-pki-policy.html
http://www.networkworld.com/news/2008/073108-defense-department-pki-policy.html
http://www.metimes.com/Security/2008/07/29/cooperation_needed_to_fight_cybercrime/fcf8/
http://www.metimes.com/Security/2008/07/29/cooperation_needed_to_fight_cybercrime/fcf8/
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was from the Air Force, although Brewin 
acknowledges that this is only his opinion. 
Brewin also writes about the need for a 
headquarters for STRATCOM, based  on the 
Senate version of the fiscal 2009 Military 
Construction and Veterans Affairs 
appropriations bill, which reported that the 
{¢w!¢/ha Iv άƛǎ ƛƴ ŀ ǎŜǾŜǊŜ ǎǘŀǘŜ ƻŦ 
ŘƛǎǊŜǇŀƛǊέΦ 
http://www.govexec.com/story_page.cfm?filepath=/dailyf
ed/0708/072808wb.htm 
 

China blamed for cyber-terrorism 
BY: ROBERT BLINCOE, VNUNET.COM 
07/28/2008 

/ƘƛƴŀΩǎ ǎǳǇǇƻǊǘ of cyber-terrorism was the 
topic of much discussion at the International 
Crime Science Conference in London, after the 
ά¢ƛǘŀƴ wŀƛƴέ ŀǘǘŀŎƪǎ ƻƴ ǘƘŜ ¦{ ŀƴŘ ǘƘŜ ¦Y ǿŜǊŜ 
traced back to servers in China, although the 
Chinese government has not been officially 
accused of coordinating the assault. During the 
attacks, hackers gained access to many US 
computer networks, including those at 
Lockheed Martin and NASA. 
http://www.vnunet.com/vnunet/news/2222622/china-
blamed-hack-attacks 
 

Reaching Out: Partnering with the Iraqi 
Media 
BY: LIEUTENANT COLONEL FRANK B. DECARVALHO, 
U.S. ARMY; MAJOR SPRING KIVETT, U.S. ARMY; AND 
CAPTAIN MATTHEW LINDSEY, U.S. ARMY, MILITARY 
REVIEW 
JULY-AUGUST 2008 

The United States media will attempt to 
influence Iraqis by allowing the Iraqis to 
produce and report news stories, hopefully 
eliminating culture and language barriers. 
Hopefully, the news stories will improve public 
spirit in Iraq, and help the United States gain 
credibility, sway anti-coalition critics, and 
strengthen the resolve and commitment to 
resist terrorism. The goal of the media is to 
ŜƴƘŀƴŎŜ ǘƘŜ LǊŀǉƛ ǇƻǇǳƭŀǘƛƻƴΩǎ ŀǿŀǊŜƴŜǎǎ ƻŦ 

coalition labor through stories of 
reconstruction, partnership and progress. 
http://usacac.army.mil/CAC/milreview/English/JulAug08/
DeCarvalhoEngJulAug08.pdf  
 

War & Peace in the Digital Era: Digital 
Natives, Serious Games, & the Way of the 
Wiki 
BY: ROBERT STEELE, AWC SSI DRAFT MONOGRAPH 
06/2008 

Robert Steele has been researching 
opportunities for strategy, force structure and 
interagency operations in the field of 
information security for two decades. This is the 
third monograph in a series of three, in which 
Steele explores the implications of the digital 
era in modern warfare. Steele writes about 
understanding cyber threats, devising 
strategies, specifying needed capabilities and 
training military personnel. 
http://www.oss.net/dynamaster/file_archive/080623/a59
aa68a131c0754037a7e3969fdcfb6/War%20and%20Peace
%20New%204.1%20of%2010%20June%202008.doc   

Cyberspace Research  

DHS awards $11.7 million for cyber 
research 
BY: ALICE LIPOWICZ, FEDERAL COMPUTER WEEK 
08/13/2008 

The Homeland Security Department awarded 
$11.7 million in grants for cybersecurity 
research. The Science and Technology 
Directorate made awards focusing on research 
and development to 13 recipients from industry 
and academia, which will develop technologies 
ŀƴŘ ǇǊŀŎǘƛŎŜǎ ǘƻ ǎǘǊŜƴƎǘƘŜƴ ǘƘŜ ƴŀǘƛƻƴΩǎ 
cybersecurity. 
http://www.fcw.com/online/news/153491-1.html 
 

Visualization Tools Cut Through Security 
Logjam  
BY: ANDREW BRANDT, INFOWORLD.COM 
08/08/2008 

New technologies which were demonstrated at 
the Black Hat conference can take large amount 

http://www.govexec.com/story_page.cfm?filepath=/dailyfed/0708/072808wb.htm
http://www.govexec.com/story_page.cfm?filepath=/dailyfed/0708/072808wb.htm
http://www.vnunet.com/vnunet/news/2222622/china-blamed-hack-attacks
http://www.vnunet.com/vnunet/news/2222622/china-blamed-hack-attacks
http://usacac.army.mil/CAC/milreview/English/JulAug08/DeCarvalhoEngJulAug08.pdf
http://usacac.army.mil/CAC/milreview/English/JulAug08/DeCarvalhoEngJulAug08.pdf
http://www.oss.net/dynamaster/file_archive/080623/a59aa68a131c0754037a7e3969fdcfb6/War%20and%20Peace%20New%204.1%20of%2010%20June%202008.doc
http://www.oss.net/dynamaster/file_archive/080623/a59aa68a131c0754037a7e3969fdcfb6/War%20and%20Peace%20New%204.1%20of%2010%20June%202008.doc
http://www.oss.net/dynamaster/file_archive/080623/a59aa68a131c0754037a7e3969fdcfb6/War%20and%20Peace%20New%204.1%20of%2010%20June%202008.doc
http://www.fcw.com/online/news/153491-1.html
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of data or complex logs and generate visual 
information which may help security 
professionals. As network sizes continue to 
increase, the amount of data that needs to be 
monitored and evaluated also grows, which can 
overwhelm security professionals. Among new 
tools introduced at Black Hat, new security 
visualization tools were presented, allowing the 
ǳǎŜǊ ŀ άǾƛŜǿ ƻŦ ǾƛǊǘǳŀƭƭȅ ǘƘŜ ŜƴǘƛǊŜ ƛƴǘŜǊƴŜǘέ ƻǊ 
quick visuals of critical infrastructure areas. 
http://www.pcworld.com/businesscenter/article/14
9604/visualization_tools_cut_through_security_logj
am.html 

 

New Metric Routes Computer Attack 
BY: ERIC CHABROW, PARALLAX VIEW 
07/22/2008 

Researchers at the National Institute of 
Standards and Technology assigned a risk level 
to each system component by analyzing all of 
the paths that attackers can use to penetrate a 
ƴŜǘǿƻǊƪΦ ά!ƴ !ǘǘŀŎƪ DǊŀǇƘ .ŀǎŜŘ tǊƻōŀōƛƭƛǎǘƛŎ 
{ŜŎǳǊƛǘȅ aŜǘǊƛŎέ ǿŀǎ ǇǊŜǎŜƴǘŜŘ ŀǘ ǘƘŜ LCLt ²D 
11.3 Conference on Data and Application 
Security in London in July. The researchers used 
attack graphs to find paths and discover 
software security weaknesses. 
http://blogs.cioinsight.com/parallax_view/content/new_
metric_routes_computer_attack_1.html 
 

Researchers: There's Gold in Them Thar 
Hacks 
BY: TIM WILSON, DARK READING 
08/08/2008 

WhiteHat CTP and founder Jeremiah Grossman 
gave a fun presentation of how to make money 
frƻƳ ƘŀŎƪƛƴƎ ǘƘŜ ²Ŝō ŜƴǘƛǘƭŜŘ άDŜǘ wƛŎƘ ƻǊ 5ƛŜ 

¢ǊȅƛƴΩ ς Make Money on the Web, the Black Hat 
²ŀȅέ ŀǘ ǘƘŜ .ƭŀŎƪ  Iŀǘ нллу ŎƻƴŦŜǊŜƴŎŜΦ 
Researchers believe that even simple hacks can 
generate a large amount of money. Researchers 
warn businesses to be aware of even simple 
vulnerabilities in their systems. Grossman 
explained that business logic flaws are more 
popular than the more publicized cross-site 
scripting and SQL infections, but they do not 
generate as much attention. Grossman 
emphasizes the importance of testing systems 
often and profiling to look for flaws.  
http://www.darkreading.com/document.asp?doc_id=1611
97 
 

Experimental networking testbed gets 
bandwidth 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
07/30/2008 

The Global Environment for Network Innovation 
(GENI) is a research project being funded by the 
National Science Foundation recently received a 
pledge of a 10-Gbps circuit to support research 
efforts from Internet2, a networking consortium 
that provides high-performance networks for 
education and research. The GENI project, 
hosted by BBN Technologies, gives researchers 
a place to experiment with network issues 
without the requirements of actual users. GENI 
is being proposed as a Major Research and 
Equipment Facility Construction project through 
the NSF, and will conduct most of its research 
through subcontracts to academic and 
industrial teams. 
http://www.gcn.com/online/vol1_no1/46768-1.html 

  

http://www.pcworld.com/businesscenter/article/149604/visualization_tools_cut_through_security_logjam.html
http://www.pcworld.com/businesscenter/article/149604/visualization_tools_cut_through_security_logjam.html
http://www.pcworld.com/businesscenter/article/149604/visualization_tools_cut_through_security_logjam.html
http://blogs.cioinsight.com/parallax_view/content/new_metric_routes_computer_attack_1.html
http://blogs.cioinsight.com/parallax_view/content/new_metric_routes_computer_attack_1.html
http://www.darkreading.com/document.asp?doc_id=161197
http://www.darkreading.com/document.asp?doc_id=161197
http://www.gcn.com/online/vol1_no1/46768-1.html


 

CyberPro  
Volume 1, Edition 7  

August 14 , 2008 

 

Keeping Cyber space  Professionals Informed  

 

1 1 0  R o y a l  A b e r d e e n  ̧   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 14  
 

Cyberspace Education  

Penn State Altoona Announces New 
Information and Cyber Security Major 
PENN STATE OFFICE OF PUBLIC RELATIONS PRESS 
RELEASE 
07/22/2008 

Penn State Altoona has announced that it will 
offer a security and risk analysis baccalaureate 
degree starting this fall semester. Courses 
provide an overview of theories and 
technologies associated with network security, 
cyber threat defense, information warfare, and 
infrastructure protection. Within four years, 
Penn State Altoona hopes to have 40 new 
students entering the major as freshman each 
year. 
http://www.aa.psu.edu/ 
 

Training Vital to Network Defense 
BY: HENRY KENYON, SIGNAL 
08/2008 

Advances in technology are causing an increase 
in cyber threats from groups backed by 
organized crime or nation-states. The U.S. 
Defense Department is working to acquire new 
defense technologies as well as train personnel 
to handle threats. The military is working 
towards integrating cyber and physical 
operations, and now include cyber simulations 
in training and war games. Defense Department 
networks are well defended compared to the 
private sector, although many government 
networks still have vulnerable internal 
architectures. 
http://www.afcea.org/signal/articles/templates/SIGNAL_A
rticle_Template.asp?articleid=1665&zoneid=238

 

Georgia Cyberattack  

Update: Estonia, Poland help Georgia fight 
cyberattacks 
BY: JEREMY KIRK, COMPUTER WORLD  
08/12/2008 

Two Estonian computer experts went to 
DŜƻǊƎƛŀ ǘƻ ƘŜƭǇ ƪŜŜǇ ǘƘŜ ŎƻǳƴǘǊȅΩǎ ƴŜǘǿƻǊƪǎ 
running, and Poland has lent space from its own 
ǇǊŜǎƛŘŜƴǘΩǎ ǿŜōǇŀƎŜ ŦƻǊ DŜƻǊƎƛŀ ǘƻ Ǉƻǎǘ 
updates. The cooperation between the 
countries is an effort to stop Russian hackers, 
who have attacked Estonia, Lithuania and 
Georgia over the last few years. Russia 
announced on the 12th that it would cease 
operations in South Ossetia and Abkhazia. 
http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleId=9112399&source=rss_topi
c17 
 

Russian hackers continue attacks on 
Georgian sites  
BY: PETER SVENSSON, ASSOCIATED PRESS 
08/12/2008 

Despite the Russian order to stop hostilities 
against Georgia on the 12th, hackers continue 
to attack Georgian websites. The Web site of 
the president of Georgia was flooded with 
traffic in an effort to overwhelm the site, 
making the site inaccessible. Hackers also 
ŀǘǘŀŎƪŜŘ ǘƘŜ ²Ŝō ǎƛǘŜ ƻŦ DŜƻǊƎƛŀΩǎ ǇŀǊƭƛŀƳŜƴǘ 
by replacing content with images that 
compared Georgian president Mikhail 
Saakashvilli to Adolf Hitler. 
http://hosted.ap.org/dynamic/stories/T/TEC_GEORGIA_IN
TERNET?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT
&CTIME=2008-08-12-11-47-31 
 

Cyberattacks on Georgia's sites continue 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
08/13/2008 

DŜƻǊƎƛŀΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŎƻƴǘƛƴǳŜŘ ǘƻ ǊŜŎŜƛǾŜ 
cyberattacks despite a truce to stop the military 

http://www.aa.psu.edu/
http://www.afcea.org/signal/articles/templates/SIGNAL_Article_Template.asp?articleid=1665&zoneid=238
http://www.afcea.org/signal/articles/templates/SIGNAL_Article_Template.asp?articleid=1665&zoneid=238
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9112399&source=rss_topic17
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9112399&source=rss_topic17
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9112399&source=rss_topic17
http://hosted.ap.org/dynamic/stories/T/TEC_GEORGIA_INTERNET?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT&CTIME=2008-08-12-11-47-31
http://hosted.ap.org/dynamic/stories/T/TEC_GEORGIA_INTERNET?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT&CTIME=2008-08-12-11-47-31
http://hosted.ap.org/dynamic/stories/T/TEC_GEORGIA_INTERNET?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT&CTIME=2008-08-12-11-47-31
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conflict between Russia and Georgia. Georgia 
has been the victim of a number of virtual 
attacks since the start of the recent military 
clash with Russia. Targets of the attacks include 
DŜƻǊƎƛŀΩǎ bŀǘƛƻƴŀƭ DǳŀǊŘ aƛƴƛǎǘǊȅ ƻŦ ǘƘŜ 
5ŜŦŜƴǎŜΣ ǘƘŜ ƴŀǘƛƻƴΩǎ ǇǊŜǎƛŘŜƴǘƛŀƭ ǎƛǘŜΣ ŀƴŘ 
DŜƻǊƎƛŀΩǎ ǇŀǊƭƛŀƳŜƴǘ ǎƛǘŜΦ 9ȄǇŜǊǘǎ say that the 
attacks are similar to attacks against Estonia in 
2007, and the attacks seemed to be aimed at 
disǊǳǇǘŜŘ ǘƘŜ DŜƻǊƎƛŀƴ ƎƻǾŜǊƴƳŜƴǘΩǎ ŀōƛƭƛǘȅ ǘƻ 
disseminate information.  
http://www.fcw.com/online/news/153489-1.html 
 

Cyber Thugs March Through Georgia 
STRATEGY PAGE 
08/13/2008 

In addition to invasion by Russian troops, 
Georgia has been the victim of cyber attacks 
using the same techniques used in attacks 
against Estonia in 2007 which some believe 
came from Russia. Estonia concluded that 
attacks were not carried out by the Russian 
government, but rather by Russian hackers on 
ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ōŜƘŀƭŦΦ ¢ƘŜ ŀǊǘƛŎƭŜ ŜȄǇƭŀƛƴǎ 
how virtual attacks are safer than physical 
attacks, especially when the country being 
attacked is a part of NATO. NATO currently does 
not have a comprehensive response plan to 
cyberattacks. 
http://www.strategypage.com/htmw/htiw/articles/20080
813.aspx 
 

6 Big Questions to Ask About the Russian-
Georgian Cyberwar  
POPULAR MECHANICS 
08/12/2008 

The article lists responses to six questions 
pertaining to the recent Russian invasion of 
DŜƻǊƎƛŀΦ ¢ƘŜ ŀǊǘƛŎƭŜ ŜȄŀƳƛƴŜǎ wǳǎǎƛŀΩǎ ǊŜŀǎƻƴǎ 
for invading Georgia, techniques for fighting in a 
cyberwar, options for defense, and the 
potential of threat to the United States. The 
article also provides a brief summary of what is 
happening currently in Georgia.   
http://www.popularmechanics.com/blogs/technology_ne
ws/4277603.html 
 

Cyberattacks knock out Georgia's Internet 
presence 
BY: GREGG KEIZER, COMPUTER WORLD 
08/11/2008 

Hackers, who are believed to be affiliated with a 
Russian criminal network, hacked into Georgian 
Web sites, making some Georgian government 
and commercial sites unavailable and hijacking 
others. Jart Armin a researcher who tracks the 
Russian Business Network, a malware hosting 
network, warns that some Georgian Web sites 
that appear to be functional may be fake, and 
ǎǘŀǘŜǎ ǘƘŀǘ ǎŜŎǘƛƻƴǎ ƻŦ DŜƻǊƎƛŀΩǎ ƛƴǘŜǊƴŜǘ ǘǊŀŦŦƛŎ 
are being rerouted through foreign servers and 
diverted to Russian servers. 
http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleId=9112201 

Cyber Command  

U.S. Air Force shake-up could affect Cyber 
Command launch 
BY: BETTINA H. CHAVANNE, AEROSPACE DAILY & 
DEFENSE REPORT 
08/13/2008 

Secretary of the Air Force Michael Donley 
announced in a Pentagon press conference that 
he is working with new Chief of Staff Gen. 
Norton Schwartz to address issues facing the 
Cyber Command. Donley emphasized the 
importance of developing a focused framework 

for the command, and explained that he will 
consider recommendations from a 60-day 
review he ordered as a consequence of the 
mishandled nuclear weapons incident. 
http://www.aviationweek.com/aw/generic/channel_.jsp?c
hannel=aerospacedaily 
 

http://www.fcw.com/online/news/153489-1.html
http://www.strategypage.com/htmw/htiw/articles/20080813.aspx
http://www.strategypage.com/htmw/htiw/articles/20080813.aspx
http://www.popularmechanics.com/blogs/technology_news/4277603.html
http://www.popularmechanics.com/blogs/technology_news/4277603.html
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9112201
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9112201
http://www.aviationweek.com/aw/generic/channel_.jsp?channel=aerospacedaily
http://www.aviationweek.com/aw/generic/channel_.jsp?channel=aerospacedaily
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Air Force Suspends Controversial Cyber 
Command 
BY: NOAH SHACHTMAN, WIRED BLOG NETWORK 
08/13/2008 

The Air Force has ordered the Cyber Command 
to stop all activities. The Air Force is taking time 
to rethink the size and functions of the 
command. Cybersecurity specialist Richard 
.ŜƧǘƭƛŎƘ ǎŀȅǎ ǘƘŜ !ƛǊ CƻǊŎŜ ǎƘƻǳƭŘ άŎƻƴǎƻƭƛŘŀǘŜ 
ƛǘǎ ǊŜǎƻǳǊŎŜǎέ ōŜŦƻǊŜ ǘǊȅƛƴƎ ǘƻ ŜȄǇŀƴŘ ǘƘŜ 
current AF cybermission. At a June conference, 
ǘƘŜ ŎƻƳƳŀƴŘΩǎ ƭŜŀŘŜǊǎ Ŏƻuld not agree on an 
exact mission for the command. Some define 
ǘƘŜ Ƴƛǎǎƛƻƴ ŀǎ άǇǊƻǘŜŎǘƛƻƴ ŀƴŘ ŘŜŦŜƴǎŜέ ƻŦ ǘƘŜ 
command, while others want the mission to be 
ŀƛƳŜŘ ŀǘ ŎƻƴǘǊƻƭƭƛƴƎ ŎȅōŜǊǎǇŀŎŜ άōƻǘƘ ŦƻǊ 
ŀǘǘŀŎƪǎ ŀƴŘ ŘŜŦŜƴǎŜέΦ 
http://blog.wired.com/defense/2008/08/air-force-
suspe.html 

 

Service leaders mull future of Cyber 
Command 
BY: DOUG BEIZER, FEDERAL COMPUTER WEEK 
08/13/2008 

Tech. Sgt. Christopher DeWitt at Barksdale Air 
Force Base, La. acknowledged that the 
cyberspace command program is currently 
under review. The new chief of staff and the 
secretary of the Air Force will examine Cyber 
Command capabilities and determine a course 
of action. The current Cyber Command mission 
ƛǎ ǘƻ άƻǊƎŀƴƛȊŜΣ ǘǊŀƛƴ ŀƴŘ ŜǉǳƛǇ ŦƻǊŎŜǎ ǘƻ ǳǎŜ 
and maintain access to cyberspace in support of 
ƳƛƭƛǘŀǊȅ ƻǇŜǊŀǘƛƻƴέΦ ¢ƘŜ ŎƻƳƳŀƴŘ ǿŀǎ 
established in 2007, and was expected to fully 
operational by October. 
http://www.fcw.com/online/news/153488-1.html 

 

 

City of Hampton VA  
The City of Hampton has an advanced technology culture built on the 
foundation of personnel who live and work as an integral part of the 
community. Hampton and the surrounding region have an unmatched high 
technology defense industrial base and a skilled workforce with impressive 
education and security credentials. These critical capabilities combined with 
our world-class academic and government research centers, a strong pro-
military culture, and superior lifestyle make Hampton the ideal choice for 
Cyberspace related activities.  http://hamptoncyberspace.net 

 

Cyberspace Hacks, Tactics, and Defense  

Experts Accuse Bush Administration of 
Foot-Dragging on DNS Security Hole  
BY: RYAN SINGLE, WIRED BLOG NETWORK 
08/13/2008 

The Domain Name System continues to suffer 
from security weaknesses, partly due to 
complicated internet governance policies which 
make it difficult to upgrade the security of the 
LƴǘŜǊƴŜǘΩǎ ŎƻǊŜ ǘŜŎƘƴƻƭƻƎȅΦ ¢ƘŜ LƴǘŜǊƴŜt 
Assigned Numbers Authority has been working 
to design a system which signs root-zone files, 
but cannot implement a similar system for top 
servers without approval from the Department 

of Commerce. This kind of system could run into 
issues with current policies. 
http://blog.wired.com/27bstroke6/2008/08/experts-
accuse.html 

 
Network Operations Mandate Critical 
Considerations 
BY: LT. GEN. HARRY D. RADUEGE JR., SIGNAL 
07/2008 

Lt. Gen. Harry D. Raduege Jr. states that most 
organizations experience problems online by 
ƴƻǘ ŀŘŘǊŜǎǎƛƴƎ ǿƘŀǘ ƘŜ Ŏŀƭƭǎ ǘƘŜ άCƛǾŜ tƛƭƭŀǊǎ ƻŦ 
bŜǘ/ŜƴǘǊƛŎƛǘȅέΦ ¢ƘŜ ŦƛǾŜ ǇƛƭƭŀǊǎ ŀǊŜ 
communications infrastructure, cybersecurity, 

http://blog.wired.com/defense/2008/08/air-force-suspe.html
http://blog.wired.com/defense/2008/08/air-force-suspe.html
http://www.fcw.com/online/news/153488-1.html
http://hamptoncyberspace.net/
http://blog.wired.com/27bstroke6/2008/08/experts-accuse.html
http://blog.wired.com/27bstroke6/2008/08/experts-accuse.html
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information management, 
organization/governance, and 
people/leadership. Lt. Gen. Raduege describes 
in detail what each pillar is, and how 
organizations can better address each area. 
Raduege states that organizations will have 

optimal results by enforcing strong leadership 
and network operations that integrate actions 
from the Five Pillars of Netcentricity. 
http://www.afcea.org/signal/articles/templates/Signal_Art
icle_Template.asp?articleid=1650&zoneid=200

 

 

 

Intelligent Software Solutions  

ISS is a leading edge software solution provider for enterprise and system 

data, services, and application challenges.  ISS has built hundreds of 

operationally deployed systems, in all domains ï ñFrom Space to MudòÊ. 

  With solutions based upon modern, proven technology designed to 

capitalize on dynamic service -oriented constructs, ISS delivers innovative 

C2, ISR, Intelligence, and cyber solutions t hat work today and in the 

future.   http://www.issinc.com . 

 
Inside NSA Red Team Secret Ops With 
DƻǾŜǊƴƳŜƴǘΩǎ ¢ƻǇ IŀŎƪŜǊǎ 
BY: GLENN DERENE, POPULAR MECHANICS 
07/30/2008 

The article explores the National Security 
!ƎŜƴŎȅΩǎ ǊŜŘ ǘŜŀƳΣ ǿƘƛŎƘ ŦƛƴŘ Ŧƭŀǿǎ ƛƴ ŎƭƛŜƴǘǎΩ 
networks so they can be patched before they 
are exploited. The red team also supports the 
bŀǘƛƻƴŀƭ {ŜŎǳǊƛǘȅ !ƎŜƴŎȅΩǎ ǇǊƛƳŀǊȅ ŦǳƴŎǘƛƻƴ ǘƻ 
protect military computer networks. The red 
ǘŜŀƳ ǇǊƻǾƛŘŜǎ άŀŘǾŜǊǎŀǊƛŀƭ ƴŜǘǿƻǊƪ ǎŜǊǾƛŎŜǎέΣ 
which means they act like enemies trying to 
gain unauthorized access. The flaws found by 
the red team can then be patched to prevent 
actual exploits from enemy hackers. 
http://www.popularmechanics.com/technology/military_l
aw/4270420.html 
 

Intelligence Cell Defends Cyberspace 
BY: MARYANN LAWLOR, SIGNAL ONLINE 
08/2008 

The Cyber-Threat Intelligence Cell, part of the 
5th Signal Command under the U.S. Army 
9ǳǊƻǇŜΣ ŀƴŘ ǿƻǊƪ ǘƻ ƪŜŜǇ ǘƘŜ ¦Φ{Φ !ǊƳȅΩǎ 
network safe in Europe. Col. William H. Brady, 
USA, established the Cyber-Threat Intelligence 
/Ŝƭƭ ŀŦǘŜǊ ǾƛǎƛǘƛƴƎ ǘƘŜ 9¦/haΩǎ bŜǘǿƻǊƪ 
Warfare Center. Currently, the Cell is the only 

organization providing intelligence analysis at 
EUCOM, although within the last two years, five 
combatant commands, two U.S. Navy fleets and 
U.S. Air Force Europe has visited the cell to 
observe. 
http://www.afcea.org/signal/articles/templates/SIGNAL_A
rticle_Template.asp?articleid=1663&zoneid=40 

 

Black Hat speakers expose virtualization, 
OS security gaps 
BY: ELLEN MESSMER, NETWORK WORLD 
08/07/2008 

According to Christopher Hoff, chief security 
architect at Unisys, infrastructure virtualization 
will remove switching structures, but will not 
improve performance or security. In his talk 
ǘƛǘƭŜŘ ά¢ƘŜ CƻǳǊ IƻǊǎŜƳŜƴ ƻŦ ǘƘŜ ±ƛǊǘǳŀƭƛȊŀǘƛƻƴ 
!ǇƻŎŀƭȅǇǎŜέΣ IƻŦŦ Řiscusses the issues with 
virtualized security, where networks are 
collapsed into a single tier. Hoff states that 
capacity planning will be difficult to predict with 
a virtualized network, and says that he is unsure 
if a virtual firewall will work at all. Polish 
researcher Joanna Rutkowska discusses 
research that highlights the weaknesses of 
current virtualization projects.  
http://www.networkworld.com/news/2008/080708-black-
hat-security-gaps.html 

 

http://www.afcea.org/signal/articles/templates/Signal_Article_Template.asp?articleid=1650&zoneid=200
http://www.afcea.org/signal/articles/templates/Signal_Article_Template.asp?articleid=1650&zoneid=200
http://www.issinc.com/
http://www.popularmechanics.com/technology/military_law/4270420.html
http://www.popularmechanics.com/technology/military_law/4270420.html
http://www.afcea.org/signal/articles/templates/SIGNAL_Article_Template.asp?articleid=1663&zoneid=40
http://www.afcea.org/signal/articles/templates/SIGNAL_Article_Template.asp?articleid=1663&zoneid=40
http://www.networkworld.com/news/2008/080708-black-hat-security-gaps.html
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MIT Presentation on Subway Hack Leaks 
Out 
BY: TIM WILSON, DARK READING 
08/12/2008 

In an attempt to stop MIT students from 
exposing a security vulnerability, the 
Massachusetts Bay Transit Authority sued the 
students, forcing them to cancel a presentation 
at Defcon in Las Vegas that would have 
demonstrated how to generate fare cards. Early 
reports indicated that the students neglected to 
inform MBTA of the vulnerability before making 
the disclosure; however, the students claim that 
they made first contact with MBTA.  
http://www.darkreading.com/document.asp?doc_id=1614
24 
 

Weaponizing Google Gadgets 
DARK READING 
08/12/2008 

Google gadgets allow hackers to embed any 
kind of content including HTML, JavaScript, 
ActiveX controls, and more which makes Google 
gadgets more vulnerable to exploitation. 
Google claims that since Google gadget is on a 
separate domain, hackers cannot directly use 
the flaw against Google. However, attacks can 
launch through phishing attacks, malware, and 
port scanning, which allows hackers to attack 
DƻƻƎƭŜ ŘƛǊŜŎǘƭȅ ŘŜǎǇƛǘŜ ǘƘŜ ōǊƻǿǎŜǊΩǎ 
separation of the domains. 
http://www.darkreading.com/document.asp?doc_id=1613
89 

 

Google Gadgets an open door for attack 
BY: SHAWNA MCALEARNEY, NETWORK WORLD 
08/08/2008 

Robet Hansen, a founder of security 
consultancy SecTheory outlined a flaw in 
Google Gadgets during a Black Hat conference 
presentation. Hansen explained that hackers 
can force Google Gadgets to install and then 
phish usernames and passwords from victims. 
Users who use Google and Gmail are especially 
vulnerable, as the attack requires users to add 
information. The impact of the vulnerability is 

still minimal, but the researchers warn that the 
risk of infection will continue to grow. 
http://www.networkworld.com/news/2008/080808-
google-gadgets-an-open-door.html 

 

Some AV Tools Detect Less Than Half of 
Active Malware Attacks 
BY: TIM WILSON, DARK READING 
08/11/2008 

Cyvellience conducted a study to find out 
exactly how much malware is caught by 
antivirus tools. Cyvellience put thousands of 
malware attacks through six antivirus packages, 
and found that none of the packages detected 
more than 55% of the malware. One three of 
the six tested systems detected more than half.  
http://www.darkreading.com/document.asp?doc_id=1612
63 

 

Leaks in Patch for Web Security Hole  
BY: JOHN MARKOFF, NEW YORK TIMES 
08/08/2008 

¢ƘŜ ŜƳŜǊƎŜƴŎȅ ŦƛȄ ǘƻ ǘƘŜ Ŧƭŀǿ ƛƴ ǘƘŜ LƴǘŜǊƴŜǘΩǎ 
Domain Name System, also contains 
vulnerabilities which could be exploited by 
cyber criminals. The flaw could redirect Internet 
traffic to hackers, allowing the criminals to steal 
personal information. Paul Mockapetris, the 
software engineer who created the Domain 
Name System explains that the patch will buy 
some time, but that attacks are still possible. 
http://www.nytimes.com/2008/08/09/technology/09flaw.
html?_r=1&oref=slogin 

 

Black Hatters say hackers can wreak havoc 
on election  
BY: BENJAMIN SPILLMAN, REVIEW JOURNAL 
08/08/2008 

The article discusses the potential attacks that 
could be used to alter election results. Even a 
ǎƳŀƭƭ ǘȅǇƻ ƛƴ ŀ ŎŀƴŘƛŘŀǘŜΩǎ ƴŀƳŜ ŎƻǳƭŘ ƭŜŀŘ 
users to fake websites that ask for donations, 
provide false information or intercept 
communications between campaign workers. In 
a common scam, fake emails are sent to visitors 
of the fake websites asking for donations. 

http://www.darkreading.com/document.asp?doc_id=161424
http://www.darkreading.com/document.asp?doc_id=161424
http://www.darkreading.com/document.asp?doc_id=161389
http://www.darkreading.com/document.asp?doc_id=161389
http://www.networkworld.com/news/2008/080808-google-gadgets-an-open-door.html
http://www.networkworld.com/news/2008/080808-google-gadgets-an-open-door.html
http://www.darkreading.com/document.asp?doc_id=161263
http://www.darkreading.com/document.asp?doc_id=161263
http://www.nytimes.com/2008/08/09/technology/09flaw.html?_r=1&oref=slogin
http://www.nytimes.com/2008/08/09/technology/09flaw.html?_r=1&oref=slogin
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http://www.lvrj.com/business/26411964.html 

 

Commercial Firm Warns of Threat to 
Federal Computers 
BY: MICHAEL A. ROBINSON, SIGNAL 

08/2008 

Signal interviewed John Thompson, who 
ōŜŎŀƳŜ {ȅƳŀƴǘŜŎΩǎ ŎƘƛŜŦ ŜȄŜŎǳǘƛǾŜ ƻŦŦƛŎŜǊ ƛƴ 
1999, who recently visited Washington D.C. to 
meet with the U.S. Defense Department and 
civilian agencies about sensitive data breaches. 
Symantec offers a variety of products including 
antivirus programs, encryption technology, data 
backup and e-mail security which protect 
computer networks and critical information. 
Since the 2002 Federal Information Security 
Management Act, which requires federal 
agencies to improve network security, 
government compliance has been a primary 
market for Symantec. 
http://www.afcea.org/signal/articles/templates/Signal_Art
icle_Template.asp?articleid=1666&zoneid=238 

 

Hackers mull physical attacks on a 
networked world  
BY: JORDAN ROBERTSON, ASSOCIATED PRESS 
08/08/2008 

Hackers at the Defcon conference 
demonstrated different techniques for 

infiltrating facilities. The increase of advanced 
electronic devices, such as cell phones to digital 
bugging devices, attacks are now cheaper and 
more effective than tradition computer attacks. 
The presentation also showed inexpensive ways 
to perform penetration testing and explored 
the danger of new devices being used in atta 
http://hosted.ap.org/dynamic/stories/T/TEC_HACKING_FA
CILITIES?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT
&CTIME=2008-08-08-20-05-03 

 
What to Do After a Breach 
BY: KELLY JACKSON HIGGINS, DARK READING 
08/11/2008 

Although there are breach disclosure laws and 
regulations for businesses who get hacked, 
there is currently no requirement that 
businesses have an actual response plan. Don 
Blumenthal, senior principal with Global Cyber 
Risk, LLC. says that many companies are taking 
the initiative and setting up breach response 
plans to alert employees and inform law 
enforcement agencies, although most 
companies are reluctant to go public with 
information about vulnerabilities or hacks. 
http://www.darkreading.com/document.asp?doc_id=1612
86&f_src=darkreading_default 

 

 

Raytheon  

Aspiring to be the most admired defense and aerospace systems 

supplier through  world -class people and technology  Raytheon is 

a technology leader specializing in defense, homeland security, 

and other government markets throughout the world. With a 

history of innovation spanning more than 80  years, Raytheon 

pro vides state -of - the -art electronics, mission systems 

integration, and other  capabilities in the areas of sensing; 

effects; command, control, communications and  intelligence 

systems, as well as a broad range of mission support services.  

 

http://www.lvrj.com/business/26411964.html
http://www.afcea.org/signal/articles/templates/Signal_Article_Template.asp?articleid=1666&zoneid=238
http://www.afcea.org/signal/articles/templates/Signal_Article_Template.asp?articleid=1666&zoneid=238
http://hosted.ap.org/dynamic/stories/T/TEC_HACKING_FACILITIES?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT&CTIME=2008-08-08-20-05-03
http://hosted.ap.org/dynamic/stories/T/TEC_HACKING_FACILITIES?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT&CTIME=2008-08-08-20-05-03
http://hosted.ap.org/dynamic/stories/T/TEC_HACKING_FACILITIES?SITE=AP&SECTION=HOME&TEMPLATE=DEFAULT&CTIME=2008-08-08-20-05-03
http://www.darkreading.com/document.asp?doc_id=161286&f_src=darkreading_default
http://www.darkreading.com/document.asp?doc_id=161286&f_src=darkreading_default
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Naval Postgraduate School Wins Hacking 
Contest 
BY: JOHN SAWYER, DARK READING 
08/11/2008 

The Capture the Flag competition, run by 
Kenshoto, allows teams to compete by 
ŀǘǘŀŎƪƛƴƎ ǘƘŜ ƻǘƘŜǊ ǘŜŀƳǎΩ ǎŜǊǾŜǊǎ ōȅ ƘŀŎƪƛƴg 
into services that have been custom-written by 
Kenshoto. The competition is a valuable training 
exercise as it offers challenges in network 
analysis, incident response, analysis of binaries, 
intrusion detection, penetration testing, 
vulnerability analysis, and exploit writing. This 
ȅŜŀǊΩǎ ŎƻƳǇŜǘƛǘƛƻƴ ƛƴŎƭǳŘŜŘ ǘŜŀƳǎ ŦǊƻƳ ƻǘƘŜǊ 
countries, including Spain and Korea. 
http://www.darkreading.com/blog.asp?blog_sectionid=44
7&doc_id=161291&WT.svl=blogger1_2 

 
Surf Jacking: HTTPS Will Not Save You 
BY: SANDRO GAUCI, ENABLESECURITY  
08/11/2008 

The paper describes a security vulnerability that 
can affect major websites due to hackers who 
are able to hijack an HTTP session despite 
connections being encrypted. The paper 
discusses in detail the components of the 
vulnerability as well as a solution that has 
already been successfully applied to two banks 
who were found to be vulnerable. 
http://www.net -security.org/article.php?id=1164 

 
Cybereye | The Wall of Sheep 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
08/11/2008 

The Wall of Sheep, an Aires Security project was 
ŀ ŦŜŀǘǳǊŜ ƻŦ ǘƘƛǎ ȅŜŀǊΩǎ .ƭŀŎƪ Iŀǘ .ǊƛŜŦƛƴƎǎ ƛƴ [ŀǎ 
Vegas. The project monitored the conference 
for unsecured traffic, and found that even 
ŀƳƻƴƎ ŀ ŎǊƻǿŘ άǇǊƛƳŀǊƛƭȅ ŎƻƳǇƻǎŜŘ ƻŦ 
independent security researchers and 
administrators from the high-tech industry and 
ƎƻǾŜǊƴƳŜƴǘέ ǎŜŎǳǊƛǘȅ ƛǎ ǎǳǊǇǊƛǎƛƴƎƭȅ ǿŜŀƪΦ ¢ƘŜ 
project found that laptops were mostly secure, 
and the devices that were most likely to be a 

security problem were internet-enabled phones 
and web browsing/email tools. 
http://www.gcn.com/online/vol1_no1/46860-1.html 

 
Covert operation floats network-sniffing 
balloon 
BY: ROBERT MCMILLAN, COMPUTER WORLD 
08/10/2008 

Rick Hill, a senior scientist at Tenacity Solutions 
Inc., and a group of volunteers launched a 
balloon above Las Vegas to search for 
unsecured wireless networks. The balloon was 
able to survey a 7.5-mile radius, and found that 
about a third of the networks were 
unencrypted. 
http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleId=9112200 

 
Frankly Speaking: Declare war on 
unsecured Wi-Fi 
BY: FRANK HAYES, COMPUTER WORLD 
08/11/2008 

Thieves responsible for data thefts at TJX, 
OfficeMax, Barnes and Nobles, and others 
hacked into networks through unsecured Wi-Fi 
access points and used software to transfer 
credit card information to their own serves. The 
thieves reportedly sold some of the numbers, 
and used others to steal thousands of dollars 
from ATMs. This group of thieves has been 
identified, but while there are still unsecured 
Wi-Fi connections to most corporate networks, 
other hackers can repeat the attacks. 
http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleId=323773 

 
Home router risk low, say experts 
BY: CLAIRE MCENTEE, THE DOMINION POST 
08/04/2008 

! Ŧƭŀǿ ƛƴ ǘƘŜ LƴǘŜǊƴŜǘΩǎ 5ƻƳŀƛƴ bŀƳŜ {ȅǎǘŜƳ 
leaves home broadband users vulnerable. The 
flaw allows hackers to redirect users who 
request a specific domain name to any website 
they want. Symantec senior systems engineer 
Rogan Mallon warns that although users with 

http://www.darkreading.com/blog.asp?blog_sectionid=447&doc_id=161291&WT.svl=blogger1_2
http://www.darkreading.com/blog.asp?blog_sectionid=447&doc_id=161291&WT.svl=blogger1_2
http://www.net-security.org/article.php?id=1164
http://www.gcn.com/online/vol1_no1/46860-1.html
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9112200
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9112200
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=323773
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=323773
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domain name system software are more 
vulnerable, every Internet user is at risk. DNS 
software vendors are developing or have 
released security patches. 
http://www.stuff.co.nz/4642705a28.html 
 
SCADA Security Incidents Will Become 
More Prevalent, According to Lumeta 
MARKETWATCH.COM 
07/30/2008 

Lumeta, a provider to Network Assurance 
solutions for both industry and government 
agencies, warns connecting SCADA systems to 
TCP/IP networks may expose critical controls to 
ǎŜŎǳǊƛǘȅ ǊƛǎƪǎΦ [ǳƳŜǘŀΩǎ ŎƘƛŜŦ ƻǇŜǊŀǘƛƴƎ ƻŦŦƛŎŜǊ 
Michael Markulec emphasized the importance 
of SCADA system security as they control some 
of the most vulnerable infrastructure like gas 
pipelines, chemical plans and nuclear facilities.  

http://www.marketwatch.com/news/story/scada-
security-incidents-become-
more/story.aspx?guid=%7B4ED374C5-1290-4AD0-8EFA-
4FF915D85A1A%7D&dist=hppr 

 
Black Hat Wish List 
BY: JOHN SAWYER, DARK READING 
08/13/2008 

An increase in cyber attacks is anticipated 
following the Black Hat and DefCon 
conferences, due to the disclosure of new 
research and technologies. These disclosures 
are valuable because they provide professionals 
information on new tools and techniques, but 
the information can also help hackers exploit 
systems. The article also gives a brief summary 
of some of the Black Hat demonstration 
highlights. 
http://www.darkreading.com/blog.asp?blog_sectionid=44
7 

 

 

BAE SYSTEMS  

BAE Systems is the premier global defense and aerospace 

company delivering a full range of products and services for air, 

land and naval forces, as well as advanced electr onics, 

information technology solutions and customer support services.  

 
A Photo That Can Steal Your Facebook 
Account 
BY: ROBERT MCMILLAN, IDG NEWS SERVICE 
07/31/2008 

Researchers at the Black Hat conference 
presented software that could steal online 
credentials from popular websites such as 
Facebook and Google. The newly developed 
attacks use hybrid files that take over web 
accounts of users who use infected web sites to 
upload images. A GIFAR file mixes GIF and JAR 
file-types which opens and runs as an applet. 
Attackers are then able to run code in the 
ǾƛŎǘƛƳΩǎ ōǊƻǿǎŜǊΦ ¢ƘŜ ŀǘǘŀŎƪǎ ǿƻǳƭŘ ōŜ ŜŦŦŜŎǘƛǾŜ 
on any photo uploading site. Presenters 
explained that browser makers will have to 
change software eventually to ensure security 
for users. 

http://www.cio.com/article/440513/A_Photo_That_Can_S
teal_Your_Facebook_Account 

 
ΨIŀŎƪǘƛǾƛǎƳΩ ǘƘǊŜŀǘŜƴǎ ǿƻǊƭŘ ƻŦ ƴŀǘƛƻƴǎ 
BY: DAN GOODIN, THE REGISTER 
07/31/2008 

Increases in politically motivated computer 
attacks, such as the attacks on Estonia, are 
likely according to a security researcher. 
Georgia was the victim of cyber attacks in July, 
which are thought to be in response to growing 
tension between Georgia and Russia. Jose 
Nazario, a security analyst for Arbor Networks, 
explains that the rise of do-it-yourself hacker 
tools are making the attacks easier, and 
because of the difficulty in determining where a 
cyber attack comes from, cyber counter-strikes 
are not usually effective. 

http://www.stuff.co.nz/4642705a28.html
http://www.marketwatch.com/news/story/scada-security-incidents-become-more/story.aspx?guid=%7B4ED374C5-1290-4AD0-8EFA-4FF915D85A1A%7D&dist=hppr
http://www.marketwatch.com/news/story/scada-security-incidents-become-more/story.aspx?guid=%7B4ED374C5-1290-4AD0-8EFA-4FF915D85A1A%7D&dist=hppr
http://www.marketwatch.com/news/story/scada-security-incidents-become-more/story.aspx?guid=%7B4ED374C5-1290-4AD0-8EFA-4FF915D85A1A%7D&dist=hppr
http://www.marketwatch.com/news/story/scada-security-incidents-become-more/story.aspx?guid=%7B4ED374C5-1290-4AD0-8EFA-4FF915D85A1A%7D&dist=hppr
http://www.darkreading.com/blog.asp?blog_sectionid=447
http://www.darkreading.com/blog.asp?blog_sectionid=447
http://www.cio.com/article/440513/A_Photo_That_Can_Steal_Your_Facebook_Account
http://www.cio.com/article/440513/A_Photo_That_Can_Steal_Your_Facebook_Account
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http://www.theregister.co.uk/2008/07/31/nazario_hactivi
sm_analysis/ 

 
What a Botnet Looks Like 
BY: SCOTT BERINATO, CSO 
05/06/2008 

The link shows a graphic designed by researcher 
David Vorel which maps out interconnected, 
bot-infected IP addresses. The graphic includes 
ŎƻƴǘǊƻƭǎ ǘƻ ȊƻƻƳ ƛƴ ŀƴŘ άŜȄǇƭƻǊŜ ǘƘŜ ōƻǘƴŜǘΩǎ 
ƛƴƴŜǊ ǿƻǊƪƛƴƎǎΦέ 
http://www.csoonline.com/article/348317/What_a_Botne
t_Looks_Like?contentId=348317&slug=& 

 
Black Hat/DefCon: Welcome to the 
funhouse 
BY: ELLEN MESSMER, NETWORK WORLD 
07/31/2008 

The Black Hat conference allowed security 
vendors to show simulated hacks, providing the 
code to attendees to educate them on hacking 
ǘŜŎƘƴƛǉǳŜǎΦ LǘȊƛƪ YƻǘƭŜǊΣ ƳŀƴŀƎŜǊ ƻŦ wŀŘǿŀǊŜΩǎ 
security operations center presented a malware 
ŎŀƭƭŜŘ WƛƴȄΣ ǿƘƛŎƘ ƛƴŘŜȄŜǎ ŀ ǾƛŎǘƛƳΩǎ ƘŀǊŘ ŘǊƛǾŜΣ 
steals files and turns the computers into spam 
machines. Core Security Technologies also 
presented, showing how to install a rootkit 
which allows access to Cisco devices. Experts at 
Black Hat also spoke about preventative 
measures against vulnerabilities. 
http://www.networkworld.com/news/2008/073108-black-
hat.html 

 
Hackers start DNS attacks, researcher says 
BY: GREGG KEIZER, COMPUTER WORLD 
07/30/2008 

Hackers have developed a new exploit which 
targets a flaw in the Domain Name System. HD 
Moore, creator of the Metasploit penetration-
testing framework, discovered a compromised 
DNS server when his employees at 
BreakingPoint Systems, Inc. realized they were 
accessing a fake version of Google.com. The 
attack did not load malware and, according to 
Moore, had zero impact other than generating 

ad revenue. Moore also stated that around 90% 
of all DNS servers are unpatched. 
http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleId=9111098 

 
FBI warns of new Storm worm attack 
BY: TODD WEISS, COMPUTER WORLD 
07/30/2008 

The FBI issued warnings about a round of spam 
e-mails that spread the Storm worm. E-mails 
Ŏƻƴǘŀƛƴ ǘƘŜ ǇƘǊŀǎŜ άCΦ.ΦLΦ ǾǎΦ ŦŀŎŜōƻƻƪέ ŀƴŘ 
ƛƴŦŜŎǘ ǊŜŎƛǇƛŜƴǘΩǎ ŎƻƳǇǳǘŜǊǎ ǿƛǘƘ ƳŀƭƛŎƛƻǳǎ 
software through a link. The Internet Crime 
Complain Center (IC3), which serves as a 
clearinghouse for reports of online fraud, also 
issued a warning about the e-mails. IC3 
provides information to law enforcement 
agencies and tracks cybercrime trends. 
http://www.computerworld.com/action/article.do?comm
and=viewArticleBasic&articleId=9111094 

 
Cisco unwraps blueprint for healthcare 
security 
BY JIM DUFFY, NETWORK WORLD 
07/30/2008 

Cisco has introduced a blueprint which will 
address Payment Card Industry data security for 
the healthcare industry. The blueprint will serve 
as a model for safeguarding patient financial 
transactions data and personal information. 
Cisco also announced that it is now a member 
in the PCI Security Standards Council. Cisco 
reported that external data security attacks on 
the healthcare industry have shown an 85% 
increase between January 2007 and January 
2008. 
http://www.networkworld.com/news/2008/073008-cisco-
healthcare-security.html 

 
Hacking Without Exploits 
BY: KELLY JACKON HIGGINS, DARK READING 
07/29/2008 

Cybercriminals are increasingly designing hacks 
using low-tech or even no-tech techniques. 
Jeremiah Grossman, CTO and founder of 

http://www.theregister.co.uk/2008/07/31/nazario_hactivism_analysis/
http://www.theregister.co.uk/2008/07/31/nazario_hactivism_analysis/
http://www.csoonline.com/article/348317/What_a_Botnet_Looks_Like?contentId=348317&slug=&
http://www.csoonline.com/article/348317/What_a_Botnet_Looks_Like?contentId=348317&slug=&
http://www.networkworld.com/news/2008/073108-black-hat.html
http://www.networkworld.com/news/2008/073108-black-hat.html
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9111098
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9111098
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9111094
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9111094
http://www.networkworld.com/news/2008/073008-cisco-healthcare-security.html
http://www.networkworld.com/news/2008/073008-cisco-healthcare-security.html
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WhiteHat Security, explains that hacking 
schemes are aimed at business logic flaws more 
than ever, replacing more popular cross-site 
scripting and SQL injection threats. IDS systems 
often do not detect these hacks, and firewalls 
may not be able to block them. Grossman 
presented his research on the rise of logic flaw 
attacks on August 7 at Black Hat. 
http://www.darkreading.com/document.asp?doc_id=1603
06&WT.svl=news1_1 

 
Universities, ISPs new targets of Cyber 
warfare 
CIOL.COM 
07/29/2008 

Cyberoam, a division of Elitecore Technologies 
announced the release of the Q2 2008 email 
threat trend report in collaboration with 
Commtouch. The report states that around 10 
million zombies were active in Q2 sending spam 
and email based malware. Cyberoam currently 
has one of the highest spam-catching rates in 
the industry, and analyzes large volumes of 
Internet traffic in real-time, and offers users a 
highly comprehensive level of protection from 
spam, malware and other Internet threats. 
http://www.ciol.com/Technology/Security/News-
Reports/Universities,-ISPs-new-targets-of-Cyber-
warfare/29708108422/0/ 

 
DNS attack writer hit by web attack 
BY: ROBERT MCMILLAN, TECHWORLD 
07/30/2008 

HD Moore who created the Metasploit hacking 
toolkit was attacked by hackers who 

ŎƻƳǇǊƻƳƛǎŜŘ aƻƻǊŜΩǎ ŎƻƳǇŀƴȅΣ 
.ǊŜŀƪƛƴƎtƻƛƴǘΩǎ ǎŜǊǾŜǊǎΦ IŀŎƪŜǊǎ ƭŀǳƴŎƘŜŘ ŀ 
cache poisoning attack on a DNS server that 
was serving the Austin, Texas area. In this 
particular attack, the hacker tricks a DNS server 
into confusing malicious IP addresses with 
legitimate domains such as Google.com. 
Computer security experts warn that this type 
of poisoning attack is easier than previously 
thought. 
http://www.techworld.com/news/index.cfm?RSS&NewsID
=102257 

 
U.S. Fears Threat of Cyberspying at 
Olympics 
BY: SIOBHAN GORMAN, WALL STREET JOURNAL 
07/17/2008 

U.S. intelligence agencies are concerned about 
the threat to U.S. laptops and cellphones for 
U.S. business people and citizens who will visit 
China for the Olympics. A warning was issued to 
certain government and private-sector officials, 
but was not made available to the public. 
Threats include stealing information from 
laptops at airports and hotels, loading spyware 
on BlackBerry devices and using Bluetooth 
technology to steal electronic information. The 
warning was not made public because there 
was no specific threat to point to, and such 
notices are usually left to the State Department 
to release. 
http://online.wsj.com/public/article_print/SB1216256460
58760485.html 

http://www.darkreading.com/document.asp?doc_id=160306&WT.svl=news1_1
http://www.darkreading.com/document.asp?doc_id=160306&WT.svl=news1_1
http://www.ciol.com/Technology/Security/News-Reports/Universities,-ISPs-new-targets-of-Cyber-warfare/29708108422/0/
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The Real Dirt on Whitelisting 
BY: KELLY JACKSON HIGGINS, DARK READING 
07/30/2008 

Antivirus companies such as Symantec, McAfee 
and Microsoft plan to add whitelisting 
technology to their malware detection tools. 
Whitelisting is quickly becoming a primary form 
of defense for many organizations, and it is 
predicted that most every machine will have 
whitelisting security within two years. Greg 
Hoglund, CEO for HBGary feels that whitelisting 

is not that effective, as hackers can pick out 
whitelisted processes and inject malware. 
Skeptics of whitelisting explain that whitelisting 
technology cannot replace blacklisting 
altogether unless organizations return to 
whitelisting lockdown mode, where only 
specific applications can run without add-ins or 
gadgets, which is unrealistic for most 
organizations. 
http://www.darkreading.com/document.asp?doc_id=1604
33 
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