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THIS WEEKIN CYBER PRO

BYLINDSAY TRIMBINATIONAL SECURCMBERSPACE INSTITINTE

The featured article for this edition o€yberPravas written bythe U.S. Air For&@Colonel Glenn
Zimmermanand discussesomputea network defensdpage §. Zimmerman explains that although the
fundamental concepts of network security are still valid, it is important to move foraadiake
proactive steps towardyberspacesecurity.

The Obama administration igking steps tanove forward by placing more eiphasis on cyber defense.
Cybersecurity recently became its own Department of Defense comifparg: 13 and The Washington
Postreports thatthe new cyber command woujdin the offensive andiefensve capabilities of the
military and the National Security Agen@age 14. Thesesteps for improved security coul@tome at
a better time; Kevin Coleman, security expert with the Technolytics Institute, hdg e that the
United States will soon be in a cyber arms race with Qlpiage 19. Coleman believes that the United
States is not adeaqiely prepared for cyber attacks, especiallyen competing withChind2 increased
cyberespionage efforts and new technologies.

o0Cyber Breaches: Worse than You Taiplge 24 discussed 7 significant security breaches in the past
two yearshighlighted in a recentlyeleased report by the Center for Strategic and International Studies
After spending two years on the underground Dark Market forum, FBI Agent J. Keitlsk¥lidam

expert on cyber attack strategg. In an interviewpage 23, Mularski explainghat he could see
connections to organized crime from the hackers on the forum. His penetration of the Dark Market
forum led toseveral arrests in September 20@&¢e 23.

Anewbill has beerintroducedthat would give President Barack Obama the autlyao shut down
networks in case of eyber attackSenatorslay Rockefeller (/.Va.) and Olympia Snowe-lRiine)
proposedthis Cybersecurity Act of 20@Bage 29.

In this edition of CyberPro, we are introducingew ¢Education & Trainirigsection to highlight cyber
related training opportunities. Opage9, Global Knowledge highlights three courses thatfadus on
the Departmen of Defense Information Assurance Certification and Accreditation Process.

For a list of upcomigconferences, sepage31l; for trainingopportunities, segpage 32
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CYBER DEFENSE T W HERE DO WE GO FROMH ERE?

BY COLONEL GLENNMHERMAN, CISSP

Theviews expressed in this article are those of the author and do not re *J’ 4
the official policy or position of the. & government, Department of
Defenseor the United States Air Forgeolonel Glenn Zimmerman is an Ai
National Guard Officer on active guwith the U.S. Air Force. He is a
recognized sbjed matter expert regardingyber and a featured presest k X
at venues around the globkle has held a variety of positions in Network
Operations and Security both in and outside of the militacjuding:
director of the Air National Guard (ANG) Network Operations and Secu
Center (NOSCPystems Manager in thé. S Distict Court, and Senior
Infrastructure and Security Consultant with Siemens Business Services
While Director of the ANG NOSC, he was handpicked to be part of the
Cyberspace Task Force where he worked to establish the foundation forthe

Air Force way lzead incyberspace opettions, doctrineand policy He holds 14 current Information
Technology certifiations in specializations ranging from operating system and network design to
security analysis.

Over the pastL5years, we have withessed an eviacreasing upward trend in both the variety and
guantity of network attacks, intrusionand attempts to dmage, degrader otherwise adversely impact

the legitimate use and operation of privgtpublic, commercial and government systeitVhile the

nature of the offensive actions has evolved and adapted to greater levels of flexibility and sophistication,
the majority of defensive responses have languished with only incremental and reactive development.

LG KIFI&d 0SSy alFAR Ay @FNA2dza TFT2N)a GXAYyalyade
expecting a different result each timegInfortunately, much of current cyber defise has fallen into this
trap. For purposes of this discussion, | will focus only on the computer network defense aspect of cyber
and not assaults or disruptions to other portions of the electromagnetic spectrum.

While maicious actors avail themselves of the latest weaponized tools to employ against our systems,
we seem to be mired in a signatuEased, whitelist/blackliscomplianceheavy, regulatondriven,
defensive model which consistently demonstrates its ineffectdss in combating these threats.

PFGSNILEE GKA&A GAYSE 6Ké KIFE@SyQl GKS Ohamsif Saa
made ou systems significantly safe¥¥hy are our presumably statef-the-art systems so vulnerablet
penetration anddegradationVhile the tactical level specifics vary across a broad spectrum based on
operating systems, applications, hardware platforms, etc., there are some fundamental underpinnings
which drive much of the futility we see on a regular basis in the atjmral defense of our networks and
critical data.
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First among these is an overreliance and misplaced faith in an administratively burdensoypiéanoe

based security modet: KS 2 @SN} NOKAY3 SYLKIF&Aa 2F aFNIYSs2N
Assuraige Certification and Accreditation Process) drive organizations to a regulatory approach to
securityq if one can show every process and checklist item is accounted for, by association, the syste
and applications are securénfortunately, this approactsimore prone to ensuring the paperwork is in
order rather thansecuring the systems at rigkhecklists and processes have a place in network defense
and information security, but they are only two of several tools which must be employed to be effective.
[ A1S6AaST GKS RSLISYRSYyOS 2y &adzOK | O2YLX Al yOS 2 R
panaceadr all system vulnerabilitie®Nothing cauld be further from the truthHow does someone

GLI GOKé F2 NJ I afilitydaytti] itys2xplgite dHawk nyuhNatency can one safely deathwi

until the patch is releasedPhese windows of opportunity work strictly on behal the intruder or
attacker.Nonumber of regulations or aftethe-fact patching is going to dissuade or deter those

determined to compomise our systems.

Qx
™M=

Second is the insidious and counterproductive trend toward locking down our systems more tightly to
preventincursions or exfiltrationsAs additional onerous restrictions are introduced, we create more
K2t Sa Ay 2 dzNg ALI2TAFOADENR: f(éK NERSOCHIBNAGIK S ddzy 2 FFAOA L £ € NE
can actudly get their work accomplished@he philosophy ofiess is moréwhen applied to system

access often carries with it the unintended consequence of less productivity atrie aahigher cost.

If this approach is completely successful, we will eventually create completely secure networks and
systems which no one uses because they are so restratisidhave no productive valu@ne can liken

this approach to holding a palmfaf sand and slowly clogirthe hand to secure the sandt a crucial

point, the pressure on the sand retains it completely in the palm of the hand; add more pressure and it
begins to sgeeze out between the fingerSqueeze even harder and mosdast.Smilarly, excessively
restrictive seurity policies can become seléfeating as motivated and creative employees develop
workarounds to circumvent excessive control.

So, the question becomeés K| &G OFy S R2 (KIFG A& RARIGARDYI FTNHRY
systems more secure and yet enable them to retain the value which drove their creation in the first
place?

We need to truly understand what happs on and within our systemSituational awareness or

visibility into network functions andaffic is always chapioned as critical to securitfaut how many
organizations have performed a complete baseline monitoring priefii@ll their networks, systemsnd
applications for normal, holiday and surge periods such asaéryear finarcial closeuts?Very few, if
any, have invested the time and resources to do so and yet this level of understanding would permit
early detection of anomalous behaviors throughout the system. It would also reveal other potential
issues while establishing a vectoratiribution andnecessary corrective actions other words, it

would permit proactive rather than reactive mitigation of many threats and reduce reliance on after
the-fact patching as a first line of defense

We also need to leverage the intellectuaptal within each organizatiorSimply put, the IT or IA
department does not possess a monopoly on good ideas tept@nd secure the enterprisgVe must
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AyOf dzZRS GKS daLIR oSN dzaASNEE FY2y3a (GKS NBALISOmAGS
solutions which meet the needs of the usexs well as improve securitorked correctly, the two

concepts need not become mutually exclusive, but rather can serve as a foundation for improving user
education and transforming them from the eobf bystander to stakeholderThis transition to an active
participant has the potential to change cyber defense from an IT issue to a personal one as the impacts
(both positive and negative) resolve to the individual rather than the organization.

Finally, we muséstablish and maintain transparency of communication between our pebath

internal and externbto our particular system(syVith the high degree of interconnectivity necessary to
conduct operations at all levels, it is imperative we not continueltdNI G S | & G O tXA&y RS
but rather as collaborative partners who, working together, can improve the functionality and security

2F 2dNJ LRNIA2Yy 2F GKS ANRR FyR 2dzNJ LI NGYSNEQ |

There are those who will decry and rail against theedghasgs of the compliance model, but practical
experience has indicated it demonstrates marginal, if any, effectiveness in its role of establishing secure
and usab¢ networks and network systemRegulations, standard processes and checklists will still be
necessary and are even encouraged, thety are not the end solutiorinstead, they are fundamental
components of a larger and more inslue approach to cyber defensé&/e can continue to do what has

been done before and see it fail again, or we can acknowldédg time to move forward and embrace a
more realistic and pragmatic approach to securing our respective corners of cyberspace.
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EDUCATION & TRAINING

New Global Knowledge training solutions help you secure your network

Learn what it takes to secur@yr network.Global Knowledge l l‘;_‘

now offersthe latest EADS security courses that will help you ‘[ —

understand the Department of Defense Information Assurance ! —

Certification and Accreditation Process (DIACAP) aawell o

familiarize you with the concepts of vulnduitity assessment h

and management by using vulnerability assessment tools £J lﬂbal K-nD""ﬁ"'F]'EdgE -
currently being used on both commercial and DoD networks.

For a complete course outline, click on the course tiblelow:

Network Vulnerability Assessment Tools

DIACAP Certification and Accreditation Process

DIACAP Certification and Accreditation ProceSgecutive Overview

Coming Soon

Global Knowledgwill soon be offering Advanced Cyber Network Defense Trainingcdinise is

designed to train the network defender on advanced tactics, techniques, and procedures of Cyber
Network Defense (CND) pertaining to threats, vulnerabilities, and exploits and how to detect, recognize,
identify, mitigate, and report them.

Many of these courses are certified to Committee on National Security Systems (CNSS)
Standards.For more information or to schedule a coursall1-877-333-8326.

About Global Knowledge

Global Knowledge is the worldwide leaadn IT and business training/e deliver via traimmg centers,
private facilitiesand the internet, enabling ouwsustomers to choose when, wheamd how they want to
receive training programs and learning servic@sr core training is foaed on Cisco, Microsoft, Nortel
and Projet ManagementOur IT courses include networking, programgyioperating systems, security
and telephony. Our business training courses feature prajentagement, professional skidisd

business process curriculum, including ITIL. Our more than 700escgpan foundational and

specialized training and certifications. We offer multiple procurement options, including our own GSA
schedule.

For more informationvisitwww.globalknowledge.com

For a list of cyberspaceelated training courses, sepage 32
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CYBERSPACE T BIG PICTUR E

Is the U.S. Ready for Government various departments and possibly outside
sponsored Cyberattacks? contractors will work together to mitigate the
BY: ELLEN MESSMERTWORK WORLD attacks and warned against waiting until attacks
05/14/2009 occur instead of dealing with cyberreats

This article discusses the definition of a proactively.

cyberattack, what makes an attack an att o http://fcw.com/Articles/2009/05/06/cyber

OBO0SNBINE (GKS | yAGSR { (attackraspondeashx A ieé (2 NBEO23y
cyberattacks, and how the U.S. would consider

using cyber weapons offensively. The article _Policy Issues Surround 8D 2 QG a 2 dzy

taz2z RAaOdzaasSa UKS O o SHyberdtthkst NI OSe LI NU A Odzt |

between the U.S., Russia and China, and BY: SCOTT BRADNERVIEBUTERWORLD

whether cyber offensiveapabilities are 05/05/2009

comparable to weapons of mass destruction. The National Research Council (NRC) of the

http://www.networkworld.com/news/2009/05 National Academies of Science has published a

1409cyberwarreadiness.html?hpgl=bn report on the policy issues of the United States
mounting cyberattacks on groups of

Coordinated Efforts Needetb Fight cyberterrorists or on countries. The report,

BY: DOUG BEIZER, EEAL COMPUTER WEEK Regarding U.S. Acquisition and Use of o

05/06/2009 /| @0 SN UGulOl /1Ll oAt AUASTEZE

Eric Cole, director of cyber security oversightat ~ person committee and presents 22 findings and
the Energy Department says cyber attacks can makes 12 specific recommendations and is

be launched by any adversary with a computer available on the Web.

and an internet connection and that such http://www.computerworld.com/action/article.
attacks are happening "nonstop." Cole do?command=viewArticleBasic&articleld=9132
recommends that agencies have a plan for how 575

High Tech Problem Solvers
www.gtri.gatech.edu

- Reses From accredited DoBnterprise systems to exploits for
Gec-i-regclg h heterogeneous networks, GTRI is on the cutting edge of

cyberspace technologylransferring knowledge from research
activities with the Georgia Tech Information Security Center, G
is able to bring together the best¢anologies, finding reakorld
solutions for complex problems facing government and industry

Problem. Solved.
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CYBERSPACE T U.S. GOVERNMENT

INSA Endorses U.S. Cyber Security Review  U.S. Air Traffic Control Vulnerable, Audit
BY: AHARON ETENGAEFDAILY Finds

05/05/2009 ' _ _ BY: JEREMY KIRK,H\EORLD
The Intelligence and National Security Alliance 05/08/2009

recently released a report that said that INSA is During a U.S. Department of Transportation
GKAIKE S adZdl2 NIADS 2F (&bt peddtRton tes&if found 163 Hgtisk
commissionedask to condugt a comprehensive vulnerabilities in 70 web applications. A high
OBO0OSNJ aSOdzNAU&é NBUYAS g DE risk Kilberabillbyfis'chatadtediz2d as one where

recommended that a cyber security official be _the entire infected computer can be controlled
FLILRZAYUGSR 02 aOf I NATe U an aN&KerSEhare were théudaddy of btlyeR
responsibilities of relevant government mediumrisk and lowrisk vuherabilities found.

' 3SYyOASadé CAyLltfes OKShuphinR tdhwolemn¥némaeRaEm?R K I
the Unted States and other nations work to fix SS&NewsID=115545

DNSrelated vulnerabilities.
http://www.tgdaily.com/content/view/42318/1

NSA Director Calls for a Cyberspace

08/ Monroe Doctrine
BY: BOB BREWIN, NERV
Mark Weatherford: U.S. Must Protect 05/06/2009
Critical Infrastructure From Cyberhreats NSA Director Lt. 5. Keith Alexander recently
BY: JIM MCKAY, GOMEFENT TECHNOLOGY aLR1S G F 1 2dzas ' NYSR {15 N
05/14/2009 and Unconventional Threats Subcogmmittee

al N1 2SFGKSNF2NRY | F (A7 2dihg dndishid Rk etitedShiddptdud &

a

b GK2ZNNRGE S 220 AY LINE U mfdl dedfarbd & Biforts doGhtedfere with

infrastructure from cybeti KNB I 0 aZ € | Y RyeddinR S YA 3 LIK S NB yidizya aof a

released his ambitiousybersecurity plans for 2dzNJ LIS OS +FyR alFFfSieoé {l2Yy

California so that other states might increase issuing a Monroe Doctrine for cyberspace

their cybersecurity efforts. Weatherford says g2dZ R 08 AYSTFSOGADS vy

that he hopes to develop a standard af23lys y28 a4GNFGS3IA0 MR

methodology of testing the security of Aftergood, director of the Project on

computing platforms. _ Governmen Secrecy at the Federation of

http://www.govtech.com/gt/articles/6837097?u American Scientists, says that a similar doctrine

tm_source=rss&utm_medium=link may indicate how seriously the U.S. is taking
cybersecurity.

http://www.nextgov.com/nextgov/ng 200905
6 4087.php?oref=rss
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U.S. CYBER LEADERSHIP DEBATE

Do We Really Need a Cybersecurity Czar? Obama Aides Debate Role of Proposed

BY: DENIS FISHER, THREAFPO Cyber Czar

05/12/2009 _ o BY: ELLEN NAKASHBVSPENCER S. HSU,
This article discusses the benefits of appointing WASHINGTON POST

a cyber czar. Security expert Bruce Schneier 05/13/2009

alea GKFG aKS aSSa y2 | R@miyfaiyl imefigedcd ang hovedyseurigyy S
LISNR2Y 2NJ I 3SyoOe (2 Nlzyoffidididat bof@ezidy that Président

Schneier also said that not only shoute: tNSA Obama establish a cyber czar under the
not have cyber authority, but that no one National Security Council, although some argue
should. He also questions the authority that a that the new official, who would be a deputy

O@0SNJ OTIINJ g2dz2f R KI @S3 dassistaityoIhe prasidedt, shaBliNdisa ngport to
R2Say Qi KI @S 0dzZRISEI NB thakatoRaNGedn@miCoundil.tThelapSiied O y

R2 Aa |al yAOSt e ¢ O 0 SNJ O I NJ ¢ 2 dzf -Bettifgl S & NI |
http://www.threatpost.com/blogs/dowe- authority for protecting both publicand
really-need-cybersecurityczar private-sector computer network® A

December report from the Center for Strategic
Expert: White House Needs Cybersecurity and International Studies said that not only
Coordinator should Obama appnt a cyber assistant, but
BY: DOUG BEIZER, HEAL COMPUTER WEEK that he should set up a National Office for
05/06/2009 Cyberspace to oversee the intelligence
Since thechallenge of securing government O2YYdzyAleéQa FyR |1 2YStly {
networks from cyber attacks has become so 5SLI NIYSyidQa Oe&oSNJ 2 LISNIYIA:
large, some White House officials are administration is stilteviewingthe 60-day
considering establishing a Cybersecurity federal cybersecurity réew, and has not

Coordinator role to set policies and ensure that announced formal plans for a cyber advisor yet.
agencies carry out those policies with regard to http://www.washingtonpost.com/wp
cybesecurity. When President Barack Obama dyn/content/article/2009/05/12/AR200905120

took office, 14 White House offices had 1743 pf.html

authority of some part of cybersecurity and

some effortswould be required to "clean up the DHS Losing Lead Cyber Role

mess that grew over timé saidJames Lewis, BY: COLIN CLARK . [RDZZ

director of the Technology and Publicliep 05/18/2009 ’

Program at the Center for Strategic and The Department of Homeland Security will lose
International. While the cleanp takes place, its cyber leadership role due to the et
however, agencies can do a loton theirownto  announcement that the Obama administration
secure their networks and data, he said, adding il appoint a cyber czar to lead cybersecurity
that basic security measures can eliminate efforts. Experts also expect the head of the NSA
about 80 percent of existy vulnerabilities. to be awarded a fourth star and become the
http.//fcw.com/Articles/2009/05/06/cyber combatant commander that would be
securitycoordinator.aspx responsible for cyber warfare.

http://www.dodbuzz.com/2009/05/18/dhs
losinglead-cyberrole/
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hol YIEQ& / KEffSyasS Ay [recooniemaEios, @& official would be
BY: RICHARD A. CLBR#UFFINGTON POST responsible for reporting to thengsident or
05/08/2009 Congress on cybersecurity and that Obama
This article discusses the recommendations that  would be ignoring Isi campaign promise to
have been made to President Obama about create a cyberecurity office to lead
creating a White House office that would direct government efforts.
government and private sector cyberseity http://www.huffingtonpost.com/richarda-

efforts. Economic advisor Larry Summers says clarke/obamaschallengein-

QKIG ONBFiGAy3d adzOK |y 2dheh®Sowendfl R aAYLR2as
intrusive and costly regulation on industry, and

would stifle innovatio®@¢ ! dzi K2 NJ wiA OKF NR / £ NJ S

saysthatiho I YI G 1S8a& {dzZYYSN&EQ

ManTech’s Cyber Solution Center Helps Combat Threats to
our National Infrastructure

International Corporation.

ManTech International Corporation is a leading provider
of innovative technologies and solutions for mission-critical
national security programs for the Intelligence Community; the
departments of Defense, State, Homeland Security and Justice; the
Space Community and other U.S. federal government customers.
It has recently established a Cyber Solution Center that marshals
expertise from across the company to help the U.S. government
and private industry fight the increasing threats to our IT and
communications infrastructure. ManTech has been providing
cyber operations services to the U.S. government and private
industry for 11 years and its cyber security professionals have
authored books and articles on honeypots (catching hackers),
service oriented architecture security and network security
monitoring. They have also taught for leading cyber security
LeadingHie Contatance of education providers su;h as SANS, Foqndstone, USENIX, HTCIA
National Security and Technology ™ and Black Hat. For additional information on ManTech'’s Cyber
Solutions contact Mark Root at: mark.root@ManTech.com

CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

Waaqing War on Cyber Threats security efforts through appointed leaders and
BY: MAX HUANG, HE\IPT SECURITY common policies. Companies must also design
05/18/2009 infrastructure that is flexible, able to grow and
The Obama administration recently mead cost effective.

cybersecurity its own Department of Defense http://www.net -

command, and experts recommend that security.org/aricle.php?id=1234

odzaiySaasSa Gr1S GKS tSIR 2F (GKS 3I208SNYyYSyiQa
actions by involving all employees in

cybersecurity, setting security priorities to make

the most of strained budgets, and coandiing
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CyberCommand May Help Protect Civilian Cyber Attack Could Bring.8 Military
Networks Response
BY: ELLEN NAKASHIMASHINGTON POST BY: ROBERT LEMOS REGISTER
05/06/2009 05/13/2009

The Pentagon is considering the creation of a
new cybercommand that would oversee
I32OSNYYSyid STFF2NIa (2
computer netvorks and would also assist in
protecting the civilian government networks,
the head of the National Security Agency said
yesterday. The new command would be
headquartered at Fort Meade and its focus

g2dzf R 0SS G2 0SG3GSN LINE ( $hauid beijdngd irtod Eingle Yommand i 2

computersby joining the offensive and
defensive capabilities of the military and the
National Security Agency. As proposed by the
Pentagon, the command would fall under the
U.S. Strategic Command, which is tasked with
defending against attacks on vital interests.
http://www.washingtonpost.com/wp
dyn/content/technology/

DoD Offers More Details of How Cyber

Command Would Work
BY: JASON MILLERDEREAL NEWS RADIO
05/06/2009

This article provides some details about the
5STSyasS 5SLIJ NaraoRuyand) a
which would operate under U.S. Strategic
Command. Many expect Lt. Gen. Keith

l f SEFYRSNE (GKS bliAazy
director, to be the head of the new command.
The NSA will not be put in charge of
cybersecurity efforts, but will work clolsewith
the new cyber command on cyber efforts.
Lawmakers report that they are working on
legislation that would define the responsibilities
and powers of the new command.

http://www .federalnewsradio.com/index.php?
nid=35&sid=1669746

In a recent press briefing, U.S. Air Force General
Kevin Chilton said that a cyber attack on the
LIMkRedl Staxés calulé @sullid af caniiehtiNdIQ &
military response from the U.S., and that
Gt Syidl 32y | ROA&a2NRE ¢ 2 d
physical attack on any force that attacks the
United States through the InterngtChilton
Ffa2 alAR GKIFIG GKS t Sy
Q

he estimates would need 2,000 to 4,000 new
employees. PresiderBarackObama and
Defense Secretary Robert Gates have not yet
announced what type of organization the U.S.
military would pursue in the cyber domain.
http://www.theregister.co.uk/2009/05/13/us_c
yber_attack response/

StratCom Wants DoD Cyber Units Joined
BY: BRUGROLFSEN, AIR FORGES
05/10/2009
Air Force Gen. Kevin Chilton recently spoke
about his recommendations for a joint cyber
command, and said that he believes the

y S gomigadd should be a part of Strategic
Command which would unite the Department
of Homeland 8curity and the Defense

I t DepagtdeninGhiifan also Saglyhathagkers are
attempting to infiltrate Defense Department
computers thousands of times a day, and that
the goal of the attacks was espionage, not
shutting the systems down.
http://www.airforcetimes.com/news/2009/05/
airforce_space _commander_050809/
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Hard Drive Purchased on eBay contained Defense Budget to Aid IT, Cybersecurity
the Launch Procedures for U.S. Military Air Firms
Defense System BY: KAREN JACOBS/THRS
SECURITY PARK 05/08/2009
05/11/2009 The Olama administration recently asked
A canputer hard drive that was recently Congress for $663.8 billion for the Pentagon
purchased on eBay reportedly contained GKAOK g2dz R do2f aidSNI FdafJRA"
AYTF2NXIEGA2Y | o2dz2i [ 201 K&He, marlitandind gissemipateyintetligemee, v 3
a document detailing test launch procedures and provide more battlefield coverage by

YR o0fdzSLINAyGa 2F TLOAfdMIXISHY SR BSHEI ¢ a0SKADER S Y84
LISNE2Y | f RIGF®¢ ath OKI St defense @nalyktwih Morgan ieRdarysays that
¢SOKYy2t23ASaQ aSyA2N JAi@dpanigstha arkdsvelgping tachmdlagiesi K | G

the report is worrying because it may not be the  that will help warfighters stand to gain the most

only hard drive that contains dangerous from the budget increases, while projects from

information. Callahan also says that U.S. 2U0KSNJ O2YLJ yAsa dKIFU KI a
IJ2PSNYYSyil |3SyOrASa GaKRABRIKZYSOH ScNBEAGNY 2§ o Mt
crushing hard drives once théyave been http://www.reuters.com/article/reutersEdge/id

NEY2OSR FTNRBY 2FFAOS t/ &aWSTRE54741520090508
http://www.securitypark.co.uk/security article
263064.html

CYBERSECURITY
AU SYMPOSIUM

Embracing Change Today to Meet the Threats of Tomorrow
www.afceadc.org/cybersecurity
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General Calls for New Thinking on

Cyberspace
BY: CHUCK PAONE, ATRRCE LINK

05/12/2009

Maj. Gen. William Lord, commander of Air
ForceCyber Command (Provisional), recently
spoke at the Hanscom Representatives
Association meeting, and told the industry
based audience that the cyber arena is creating
new business opportunities and some
challenges. General Lord also said that existing
lawsoften make it difficult for U.S. cyber
experts to conduct investigations or launch an
attack. Technology that cannot keep up with
the latest exploits is also making it more
difficult to stay ahead of the hackers. Air Force
cyber officials are calling fouicker response
times to intrusions and attacks and the
development of offensive cyber capabilities.
http://www.af.mil/news/story.asp?id=1231488
76

Lackland Chosen as Cyber Numbered Air

Force Headquarters
U.S. AIR FORCE
05/15/2009

Air Force officials recently announced that
Lackland Air Force Base in Texas wouldbe t
location of the 2 Air Force, a new
headquarters focused on cyber operations. Air
Force survey teams evaluated six possible
locations for the headquarters by assessing
St OK
factors including mission synergy, ghmity to

other cyber operational missions and access to
scientific and technical expertise. Each base was
also evaluated on communication and

bandwidth capabilities, infrastructure, security
and transportation.
http://www.af.mil/news/story.asp?id=1231494
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Expert: Even Routine Work Poses Cyber

Threat

BY: ERIHOLMES, AIR FORQEES

05/12/2009

Security experts say that even routine daily
business could put sensitive Air Force
information at risk despite aggressive security
efforts. Peter Brookes, cyber and national
security expert with the Heritage Foundation
explains that the military stores valuable
information on systems like NIPRNet, the Non
Secure Internet Protocol Router Network which
are still connected to the Internet, making the
systems vulnerable to attacks.
http://www.airforcetimes.com/news/2009/05/
airforce_cyber_security 051209/

The Lockdown

STRATEGY PAGE

05/07/2009

This article discusses how the U.S. Air Force and
Microsoft have developed a stomized version

2F GUKS 2AyR2ga 2LISNIGAY
over 600 operating system setting shut down or
modified so that hackers have a harder time
penetrating air force network securitythe
customized system does not allow admin
passwords to be the sae as lower level

passwords, and requires users to create new
passwords everg0days. The Air Force will also
KIgdS | aft201SR R2gy 02y
Windows 7, which is to be released this year.

Atp: WWIR Stratg Ko &0 RLTo M/ Rtmyg

Navy to Test How Network Outages Affect
NMCI

BY: JOAB JACKSONSENESE SYSTEMS
05/13/2009

The Navy is testing a new servitteg Common
Operational Riture (COP), which will identify
specific mission areas atmtlividuals that have
been affected by a network service disruption.
The new service will be used by the Navy to
show how network outages have an effect on
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mission readiness. Personnel wik@receive American man as part of his-abme consulting
alerts that warn them when an activity may business from Neember 2004 to February
impact them. 2008. Fondren reportedly provided the man
http://defensesystems.com/articles/2009/05/1 with information about a joint U.SChina naval
2/navy-cop.aspx exercise, U.8China military meetings, and a
DoD draft report on China.
Thompson Files: Electroniwar Alert http://www.darkreading.com/insiderthreat/sec
BY: LOREB. THOMPSON, SPACARN urity/government/showArticle.jhtml?article|D=
05/18/2009 217500189
This article discusses how cyber capabilities
188 G2 6AYyYyAy3a I 6 N & A Pefeinde Netwofke Biddth Beveals | 35 ¢
and how combat relies on technologies such as Weaknesses in Federal Info Security
sensors, networks, navigation aids and smart BY: JILL R. AITOREBXTGOV
bombs. The article also claims tlithe Navy is 05/14/2009
the only service branch that has made cyber Tom Kllermann, vice president of security

capabilities a priority, and that there is a lack of awareness at Core Security Technologies,
I 02KSNByYyG LIy F2N YSdstussésthe Fedeitdebl®f cénfiddrdial N2 y A O

warfare need® € documents by a Pentagon official to a Chinese
http://www.spacewar.com/reports/Thompson_ operative, and says that there should be strict
Files Electronigvar_alert 999.html security controls in place that limit cgimg of

classified information, and that employee logs
DoD Official Charged With Handing Over should be reviewed for activities on the
Classified Data to China systems. The Pentagon official, James Wilbur
BY: KELLY JACKSGBGHNS, DARK READING Fondren Jr., worked from both a classified and
05/14/2009 unclassified computer and had a Top Secret
James Wilbur Fondren Jdgputy director for Clearance. Fondren is aigad with espionage
the U.S. Pacific Command (@M) Washington conspiracy for providing a Chinese operative
Liaison Office, has been charged with espionage  with Defense Department documents and other
conspiracy for providing classified information information from classified online systems.
and documents to the Chinese government. http://www.nextgov.com/nextgov/ng_200951
Fondren sold information to a Taiwanese 4 7707.php

You need to focus on dozens of tasks each second in order to keep information operations at full speed. Being concerned about the
security of your information shouldn't be one of them. Whether your mission is to secure information from a crime scene or prevent
network intrusions, ITT makes it our mission to relieve that concern. We provide the most comprehensive suite of tools available to ensure

that your information arrives at its destination, without compromising data integrity and timeliness. Learn more at aes.itt.com.

In the world of information security, second place

is not an option.
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CYBER SPACE T DEPARTMENT OF HOMELAND SECURITY (DHS)

Special Report: DHS Focuses Cyber
Research on Commercial Market

BY: JASON MILLERDEEAL NEWS RADIO
05/14/2009
DHS Scigb S
Research and Development Center is funding
companies including Telcordia, Ironkey and
Secure 64 which work to make the Internet
Y2NB aSOdz2NBo 52 dz3
director, says that DHS is working with the
companiego perform research and
development, but also to help them move their
services into the marketplace.
http://www.federalnewsradio.com/index.php?
nid=35&sid=1675637

More Money and &iff a Must for DHS to

Take Lead Role for Cybersecurity

BY: JILL R. AITOREBXTGOV

05/13/2009

The article reports that the Homeland Security
Department will begin to have an increasing
role in cybersecurity, and Homeland Security
Secretary Janet Napolitarsays that the
RSLI NI YSy i
cybersecuritgp dames Lewis, director of the
technology and public policy program at the
Center for Strategic and Internationalites,
says that DHS has only otierd of the
resources it will neecand that DHS must
receive proper funding and staff.
http://www.nextgov.com/nextgov/ng_ 2009051

3_8393.php

Information-Sharing Platform Hacked
BY: BEN BAIN, FEDER®MPUTER WEEK
05/13/2009

Harry McDavidchief information officer for the
I 2YSttFtyR { SOdz2NR G @

5SLI NIYSyidQa

Operations Coordination and Plannjrgnfirms
that hackers were able to gain access to the
Homeland Security Information Network, which
allows DHS to share sengéibut unclassified

YR ¢SOKy2f 238 Qainfériadiod With StalelaNdlacal authorities. The

hackers used the HSIN account of a federal
employee or contractor to get into the system,
and accessed administrative informatiench

a I dz3 K asielEphdn&rtimbiedsl nd e at@ésses of

state andfederal employees. A DHS
investigation says that no malicious code or
applications were left behind, and DHS is
awarding a $62 million contract to upgrade
HSIN to a new platform offering improved
security.
http://fcw.com/Articles/2009/05/13/WebDHS
HSINintrusion-hack.aspx

DHS Asks for Nearly $1 Billion to Protect

Critical Networks, Systems

BY: JILL R. AITOREXTGOV

05/07/2009

DHS recently requested a 15 percent increase i
funding for 2010 that would go to defending

g-MoDfocus 6 & i K SU.§. 2rijfical infrastructursuch aghe electrical

grid and financial sector as well as other
cybersecurity projects for protecting
government systems. A large portion of the
money would go to the Office of Insaucture
Protection, and other funds would go to the
Office of Cyber Security and Communications
which includes the national Communications
System, the Office of Emergency
Communications and the National Cyber
Security Division.
http://www.nextgov.com/nextgov/ng_2009050
7_9685.php
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