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THIS W EEK IN CYBER PRO  

BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
The featured article for this edition of CyberPro was written by the U.S. Air ForceΩs Colonel Glenn 
Zimmerman and discusses computer network defense (page 6). Zimmerman explains that although the 
fundamental concepts of network security are still valid, it is important to move forward and take 
proactive steps toward cyberspace security. 
 
The Obama administration is taking steps to move forward by placing more emphasis on cyber defense. 
Cybersecurity recently became its own Department of Defense command (page 13) and The Washington 
Post reports that the new cyber command would join the offensive and defensive capabilities of the 
military and the National Security Agency (page 14). These steps for improved security couldnΩt come at 
a better time; Kevin Coleman, security expert with the Technolytics Institute, has predicted that the 
United States will soon be in a cyber arms race with China (page 19). Coleman believes that the United 
States is not adequately prepared for cyber attacks, especially when competing with ChinaΩs increased 
cyber-espionage efforts and new technologies. 
 
άCyber Breaches: Worse than You Thinkέ (page 24) discusses 17 significant security breaches in the past 
two years highlighted in a recently-released report by the Center for Strategic and International Studies. 
After spending two years on the underground Dark Market forum, FBI Agent J. Keith Mularski is an 
expert on cyber attack strategies. In an interview (page 23), Mularski explains that he could see 
connections to organized crime from the hackers on the forum. His penetration of the Dark Market 
forum led to several arrests in September 2008 (page 24). 
 
A new bill has been introduced that would give President Barack Obama the authority to shut down 
networks in case of a cyber attack. Senators Jay Rockefeller (D-W.Va.) and Olympia Snowe (R-Maine) 
proposed this Cybersecurity Act of 2009 (page 29). 
 
In this edition of CyberPro, we are introducing a new άEducation & Trainingέ section to highlight cyber-
related training opportunities. On page 9, Global Knowledge highlights three courses that will focus on 
the Department of Defense Information Assurance Certification and Accreditation Process.  
 
For a list of upcoming conferences, see page 31; for training opportunities, see page 32. 
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CYBER DEFENSE ï W HERE DO WE GO FROM H ERE? 

BY COLONEL GLENN ZIMMERMAN, CISSP 

 
The views expressed in this article are those of the author and do not reflect 
the official policy or position of the U.S. government, Department of 
Defense or the United States Air Force. Colonel Glenn Zimmerman is an Air 
National Guard Officer on active duty with the U.S. Air Force. He is a 
recognized subject matter expert regarding cyber and a featured presenter 
at venues around the globe. He has held a variety of positions in Network 
Operations and Security both in and outside of the military including: 
director of the Air National Guard (ANG) Network Operations and Security 
Center (NOSC), Systems Manager in the U.S. District Court, and Senior 
Infrastructure and Security Consultant with Siemens Business Services. 
While Director of the ANG NOSC, he was handpicked to be part of the USAF 
Cyberspace Task Force where he worked to establish the foundation for the 
Air Force way ahead in cyberspace operations, doctrine and policy. He holds 14 current Information 
Technology certifications in specializations ranging from operating system and network design to 
security analysis.   
 
Over the past 15 years, we have witnessed an ever-increasing upward trend in both the variety and 
quantity of network attacks, intrusions and attempts to damage, degrade or otherwise adversely impact 
the legitimate use and operation of private, public, commercial and government systems. While the 
nature of the offensive actions has evolved and adapted to greater levels of flexibility and sophistication, 
the majority of defensive responses have languished with only incremental and reactive development.   
 
Lǘ Ƙŀǎ ōŜŜƴ ǎŀƛŘ ƛƴ ǾŀǊƛƻǳǎ ŦƻǊƳǎ  άΧƛƴǎŀƴƛǘȅ ƛǎ ǘƘŜ ŀŎǘ ƻŦ ŘƻƛƴƎ ǘƘŜ ǎŀƳŜ ǘƘƛƴƎ ƻǾŜǊ ŀƴŘ ƻǾŜǊ ŀƎŀƛƴ ǿƘƛƭŜ 
expecting a different result each timeΦέ Unfortunately, much of current cyber defense has fallen into this 
trap. For purposes of this discussion, I will focus only on the computer network defense aspect of cyber 
and not assaults or disruptions to other portions of the electromagnetic spectrum.  
 
While malicious actors avail themselves of the latest weaponized tools to employ against our systems, 
we seem to be mired in a signature-based, whitelist/blacklist, compliance-heavy, regulatory-driven, 
defensive model which consistently demonstrates its ineffectiveness in combating these threats. 
 
!ŦǘŜǊ ŀƭƭ ǘƘƛǎ ǘƛƳŜΣ ǿƘȅ ƘŀǾŜƴΩǘ ǘƘŜ ŎƻǳƴǘƭŜǎǎ Ƴƛƭƭƛƻƴǎ ƻŦ ŘƻƭƭŀǊǎ ƛƴ ǎƻŦǘǿŀǊŜ ǎƻƭǳǘƛƻƴǎ ŀƴŘ Ƴŀƴ-hours 
made our systems significantly safer? Why are our presumably state-of-the-art systems so vulnerable to 
penetration and degradation? While the tactical level specifics vary across a broad spectrum based on 
operating systems, applications, hardware platforms, etc., there are some fundamental underpinnings 
which drive much of the futility we see on a regular basis in the operational defense of our networks and 
critical data. 
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First among these is an overreliance and misplaced faith in an administratively burdensome compliance-
based security model. ¢ƘŜ ƻǾŜǊŀǊŎƘƛƴƎ ŜƳǇƘŀǎƛǎ ƻŦ άŦǊŀƳŜǿƻǊƪǎέ ǎǳŎƘ ŀǎ 5L!/!t ό5ƻ5 LƴŦƻǊƳŀǘƛƻƴ 
Assurance Certification and Accreditation Process) drive organizations to a regulatory approach to 
security ς if one can show every process and checklist item is accounted for, by association, the system 
and applications are secure. Unfortunately, this approach is more prone to ensuring the paperwork is in 
order rather than securing the systems at risk. Checklists and processes have a place in network defense 
and information security, but they are only two of several tools which must be employed to be effective.  
[ƛƪŜǿƛǎŜΣ ǘƘŜ ŘŜǇŜƴŘŜƴŎŜ ƻƴ ǎǳŎƘ ŀ ŎƻƳǇƭƛŀƴŎŜ ƳƻŘŜƭ ŘǊƛǾŜǎ ǘƘŜ άǇŀǘŎƘέ ƳŜƴǘŀƭƛǘȅ ŀǎ ōŜƛƴƎ ǘƘŜ 
panacea for all system vulnerabilities. Nothing could be further from the truth. How does someone 
άǇŀǘŎƘέ ŦƻǊ ŀƴ ǳƴƪƴƻǿƴ ǾǳƭƴŜǊability until it is exploited? How much latency can one safely deal with 
until the patch is released? These windows of opportunity work strictly on behalf of the intruder or 
attacker. No number of regulations or after-the-fact patching is going to dissuade or deter those 
determined to compromise our systems.   
 
Second is the insidious and counterproductive trend toward locking down our systems more tightly to 
prevent incursions or exfiltrations. As additional onerous restrictions are introduced, we create more 
ƘƻƭŜǎ ƛƴ ƻǳǊ άƻŦŦƛŎƛŀƭέ ǎŜŎǳǊƛǘȅ ǇƻǎǘǳǊŜ ǘƘǊƻǳƎƘ ǘƘŜ άǳƴƻŦŦƛŎƛŀƭέ ŎǊŜŀǘƛƻƴ ƻŦ ǿƻǊƪŀǊƻǳƴŘǎ ǎƻ ŜƳǇƭƻȅŜŜǎ 
can actually get their work accomplished. The philosophy of άless is moreέ when applied to system 
access often carries with it the unintended consequence of less productivity at the same or higher cost.  
If this approach is completely successful, we will eventually create completely secure networks and 
systems which no one uses because they are so restrictive and have no productive value. One can liken 
this approach to holding a palmful of sand and slowly closing the hand to secure the sand. At a crucial 
point, the pressure on the sand retains it completely in the palm of the hand; add more pressure and it 
begins to squeeze out between the fingers. Squeeze even harder and more is lost. Similarly, excessively 
restrictive security policies can become self-defeating as motivated and creative employees develop 
workarounds to circumvent excessive control.   
 
So, the question becomes άǿƘŀǘ Ŏŀƴ ǿŜ Řƻ ǘƘŀǘ ƛǎ ŘƛŦŦŜǊŜƴǘ ŦǊƻƳ ǿƘŀǘ ǿŜΩǾŜ ŘƻƴŜ ōŜŦƻǊŜ to make our 
systems more secure and yet enable them to retain the value which drove their creation in the first 
place?έ   
 
We need to truly understand what happens on and within our systems. Situational awareness or 
visibility into network functions and traffic is always championed as critical to security. But how many 
organizations have performed a complete baseline monitoring profile for all their networks, systems and 
applications for normal, holiday and surge periods such as end-of-year financial closeouts? Very few, if 
any, have invested the time and resources to do so and yet this level of understanding would permit 
early detection of anomalous behaviors throughout the system. It would also reveal other potential 
issues while establishing a vector to attribution and necessary corrective actions. In other words, it 
would permit proactive rather than reactive mitigation of many threats and reduce reliance on after-
the-fact patching as a first line of defense 
 
We also need to leverage the intellectual capital within each organization. Simply put, the IT or IA 
department does not possess a monopoly on good ideas to protect and secure the enterprise. We must 
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ƛƴŎƭǳŘŜ ǘƘŜ άǇƻǿŜǊ ǳǎŜǊǎέ ŀƳƻƴƎ ǘƘŜ ǊŜǎǇŜŎǘƛǾŜ ŀƎŜƴŎƛŜǎ ŀƴŘ ōǳǎƛƴŜǎǎ ǳƴƛǘǎ ŀƴŘ ŎƻƭƭŀōƻǊŀǘƛǾŜƭȅ ŘŜǾŜƭƻp 
solutions which meet the needs of the users as well as improve security. Worked correctly, the two 
concepts need not become mutually exclusive, but rather can serve as a foundation for improving user 
education and transforming them from the role of bystander to stakeholder. This transition to an active 
participant has the potential to change cyber defense from an IT issue to a personal one as the impacts 
(both positive and negative) resolve to the individual rather than the organization. 
 
Finally, we must establish and maintain transparency of communication between our peers ς both 
internal and external to our particular system(s). With the high degree of interconnectivity necessary to 
conduct operations at all levels, it is imperative we not continue to oǇŜǊŀǘŜ ŀǎ άŎȅƭƛƴŘŜǊǎ ƻŦ ŜȄŎŜƭƭŜƴŎŜΣέ 
but rather as collaborative partners who, working together, can improve the functionality and security 
ƻŦ ƻǳǊ ǇƻǊǘƛƻƴ ƻŦ ǘƘŜ ƎǊƛŘ ŀƴŘ ƻǳǊ ǇŀǊǘƴŜǊǎΩ ŀǎ ǿŜƭƭΦ 
 
There are those who will decry and rail against the de-emphasis of the compliance model, but practical 
experience has indicated it demonstrates marginal, if any, effectiveness in its role of establishing secure 
and usable networks and network systems. Regulations, standard processes and checklists will still be 
necessary and are even encouraged, but they are not the end solution. Instead, they are fundamental 
components of a larger and more inclusive approach to cyber defense. We can continue to do what has 
been done before and see it fail again, or we can acknowledge it is time to move forward and embrace a 
more realistic and pragmatic approach to securing our respective corners of cyberspace. 
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EDUCATION &  TRAINING  

New Global Knowledge training solutions help you secure your network 
 
Learn what it takes to secure your network. Global Knowledge 
now offers the latest EADS security courses that will help you 
understand the Department of Defense Information Assurance 
Certification and Accreditation Process (DIACAP) as well as 
familiarize you with the concepts of vulnerability assessment 
and management by using vulnerability assessment tools 
currently being used on both commercial and DoD networks. 
For a complete course outline, click on the course titles below:   

Network Vulnerability Assessment Tools 

DIACAP Certification and Accreditation Process 

DIACAP Certification and Accreditation Process ς Executive Overview 
 
Coming Soon 
Global Knowledge will soon be offering Advanced Cyber Network Defense Training. This course is 
designed to train the network defender on advanced tactics, techniques, and procedures of Cyber 
Network Defense (CND) pertaining to threats, vulnerabilities, and exploits and how to detect, recognize, 
identify, mitigate, and report them.  

 
Many of these courses are certified to Committee on National Security Systems (CNSS) 
Standards.  For more information or to schedule a course, call 1-877-333-8326.  
 
 

About Global Knowledge  
Global Knowledge is the worldwide leader in IT and business training. We deliver via training centers, 
private facilities and the internet, enabling our customers to choose when, where and how they want to 
receive training programs and learning services. Our core training is focused on Cisco, Microsoft, Nortel 
and Project Management. Our IT courses include networking, programming, operating systems, security 
and telephony. Our business training courses feature project management, professional skills and 
business process curriculum, including ITIL. Our more than 700 courses span foundational and 
specialized training and certifications. We offer multiple procurement options, including our own GSA 
schedule.  
For more information, visit www.globalknowledge.com .  
 
For a list of cyberspace-related training courses, see page 32. 

 

http://www.globalknowledge.com/training/olm/go.asp?find=CyberPronv&country=United+States
http://www.globalknowledge.com/training/olm/go.asp?find=CyberPronv&country=United+States
http://www.globalknowledge.com/training/olm/go.asp?find=CyberPronv&country=United+States
http://www.globalknowledge.com/training/olm/go.asp?find=CyberProDIACAPEO&country=United+States
http://www.globalknowledge.com/training/olm/go.asp?find=CyberProGKHome&country=United+States
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CYBER SPACE ï B IG P ICTUR E

Is the U.S. Ready for Government-
sponsored Cyberattacks? 
BY: ELLEN MESSMER, NETWORK WORLD 
05/14/2009 

This article discusses the definition of a 
cyberattack, what makes an attack an act of 
ŎȅōŜǊǿŀǊΣ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎΩ ŀōƛƭƛǘȅ ǘƻ ǊŜŎƻƎƴƛȊŜ 
cyberattacks, and how the U.S. would consider 
using cyber weapons offensively. The article 
ŀƭǎƻ ŘƛǎŎǳǎǎŜǎ ǘƘŜ ŎȅōŜǊ άŀǊƳǎ ǊŀŎŜέ ǇŀǊǘƛŎǳƭŀǊƭȅ 
between the U.S., Russia and China, and 
whether cyber offensive capabilities are 
comparable to weapons of mass destruction. 
http://www.networkworld.com/news/2009/05
1409-cyberwar-readiness.html?hpg1=bn 

 
Coordinated Efforts Needed to Fight 
Cyberattacks 
BY: DOUG BEIZER, FEDERAL COMPUTER WEEK 
05/06/2009 

Eric Cole, director of cyber security oversight at 
the Energy Department says cyber attacks can 
be launched by any adversary with a computer 
and an internet connection and that such 
attacks are happening "nonstop." Cole 
recommends that agencies have a plan for how 

various departments and possibly outside 
contractors will work together to mitigate the 
attacks and warned against waiting until attacks 
occur instead of dealing with cyber threats 
proactively. 
http://fcw.com/Articles/2009/05/06/cyber-
attack-response.aspx 
 

Policy Issues Surround U.S. DƻǾΩǘ aƻǳƴǘƛƴƎ 
Cyberattacks 
BY: SCOTT BRADNER, COMPUTERWORLD 
05/05/2009 

The National Research Council (NRC) of the 
National Academies of Science has published a 
report on the policy issues of the United States 
mounting cyberattacks on groups of 
cyberterrorists or on countries.  The report, 
ǘƛǘƭŜŘ ά¢ŜŎƘƴƻƭƻƎȅΣ tƻƭƛŎȅΣ [ŀǿΣ ŀƴŘ Ethics 
Regarding U.S. Acquisition and Use of 
/ȅōŜǊŀǘǘŀŎƪ /ŀǇŀōƛƭƛǘƛŜǎΣέ ƛǎ ǘƘŜ ǇǊƻŘǳŎǘ ƻŦ ŀ мп-
person committee and presents 22 findings and 
makes 12 specific recommendations and is 
available on the Web. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9132
575 

 
 

 

High Tech Problem Solvers  
www.gtri.gatech.edu 
From accredited DoD enterprise systems to exploits for 
heterogeneous networks, GTRI is on the cutting edge of 
cyberspace technology.  Transferring knowledge from research 
activities with the Georgia Tech Information Security Center, GTRI 
is able to bring together the best technologies, finding real-world 
solutions for complex problems facing government and industry.  

 

 
  

http://www.networkworld.com/news/2009/051409-cyberwar-readiness.html?hpg1=bn
http://www.networkworld.com/news/2009/051409-cyberwar-readiness.html?hpg1=bn
http://fcw.com/Articles/2009/05/06/cyber-attack-response.aspx
http://fcw.com/Articles/2009/05/06/cyber-attack-response.aspx
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9132575
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9132575
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9132575
http://www.gtri.gatech.edu/
http://www.gtri.gatech.edu/
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CYBER SPACE ï U.S.  GOVERNMENT

INSA Endorses U.S. Cyber Security Review 
BY: AHARON ETENGOFF, TG DAILY 
05/05/2009 

The Intelligence and National Security Alliance 
recently released a report that said that INSA is 
άƘƛƎƘƭȅ ǎǳǇǇƻǊǘƛǾŜ ƻŦ ǘƘŜ ǇǊŜǎƛŘŜƴǘƛŀƭƭȅ-
commissioned task to conduct a comprehensive 
ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ǊŜǾƛŜǿΦέ ¢ƘŜ Lb{! ŀƭǎƻ 
recommended that a cyber security official be 
ŀǇǇƻƛƴǘŜŘ ǘƻ άŎƭŀǊƛŦȅ ǘƘŜ ǊƻƭŜǎΣ Ƴƛǎǎƛƻƴ ŀƴŘ 
responsibilities of relevant government 
ŀƎŜƴŎƛŜǎΦέ CƛƴŀƭƭȅΣ ǘƘŜ ǊŜǇƻǊǘ ǊŜŎƻƳƳŜƴŘǎ ǘƘŀǘ 
the United States and other nations work to fix 
DNS-related vulnerabilities. 
http://www.tgdaily.com/content/view/42318/1
08/ 

 
Mark Weatherford: U.S. Must Protect 
Critical Infrastructure From Cyber-Threats 
BY: JIM MCKAY, GOVERNMENT TECHNOLOGY 
05/14/2009 

aŀǊƪ ²ŜŀǘƘŜǊŦƻǊŘΣ /ŀƭƛŦƻǊƴƛŀΩǎ ŎƘƛŜŦ ǎŜŎǳǊƛǘȅ 
information officer, says that the nation is doing 
ŀ άƘƻǊǊƛōƭŜ Ƨƻō ƛƴ ǇǊƻǘŜŎǘƛƴƎ ŎǊƛǘƛŎŀƭ 
infrastructure from cyber-ǘƘǊŜŀǘǎΣέ ŀƴŘ Ƙŀǎ 
released his ambitious cybersecurity plans for 
California so that other states might increase 
their cybersecurity efforts. Weatherford says 
that he hopes to develop a standard 
methodology of testing the security of 
computing platforms.  
http://www.govtech.com/gt/articles/683709?u
tm_source=rss&utm_medium=link 

 

U.S. Air Traffic Control Vulnerable, Audit 
Finds 
BY: JEREMY KIRK, TECHWORLD 
05/08/2009 

During a U.S. Department of Transportation 
audit, penetration testers found 763 high-risk 
vulnerabilities in 70 web applications. A high-
risk vulnerability is characterized as one where 
the entire infected computer can be controlled 
by an attacker. There were thousands of other 
medium-risk and low-risk vulnerabilities found. 
http://www.techworld.com/news/index.cfm?R
SS&NewsID=115545 

 
NSA Director Calls for a Cyberspace 
Monroe Doctrine 
BY: BOB BREWIN, NEXTGOV 
05/06/2009 

NSA Director Lt. Gen. Keith Alexander recently 
ǎǇƻƪŜ ŀǘ ŀ IƻǳǎŜ !ǊƳŜŘ {ŜǊǾƛŎŜǎΩ ¢ŜǊǊƻǊƛǎƳ 
and Unconventional Threats Subcommittee 
meeting and said that the United States needs a 
cyber policy similar to the Monroe Doctrine 
which declared all efforts to interfere with 
Western IŜƳƛǎǇƘŜǊŜ ƴŀǘƛƻƴǎ άŀǎ ŘŀƴƎŜǊƻǳǎ ǘƻ 
ƻǳǊ ǇŜŀŎŜ ŀƴŘ ǎŀŦŜǘȅΦέ {ƻƳŜ ōŜƭƛŜǾŜ ǘƘŀǘ 
issuing a Monroe Doctrine for cyberspace 
ǿƻǳƭŘ ōŜ ƛƴŜŦŦŜŎǘƛǾŜ ŀƴŘ ǿƻǳƭŘ ƻƴƭȅ ōŜ άŀ 
ǎƭƻƎŀƴΣ ƴƻǘ ǎǘǊŀǘŜƎƛŎ ǘƘƻǳƎƘǘΣέ ŀƭǘƘƻǳƎƘ {ǘŜǾŜƴ 
Aftergood, director of the Project on 
Government Secrecy at the Federation of 
American Scientists, says that a similar doctrine 
may indicate how seriously the U.S. is taking 
cybersecurity. 
http://www.nextgov.com/nextgov/ng_2009050
6_4087.php?oref=rss 

 
 

http://www.tgdaily.com/content/view/42318/108/
http://www.tgdaily.com/content/view/42318/108/
http://www.govtech.com/gt/articles/683709?utm_source=rss&utm_medium=link
http://www.govtech.com/gt/articles/683709?utm_source=rss&utm_medium=link
http://www.techworld.com/news/index.cfm?RSS&NewsID=115545
http://www.techworld.com/news/index.cfm?RSS&NewsID=115545
http://www.nextgov.com/nextgov/ng_20090506_4087.php?oref=rss
http://www.nextgov.com/nextgov/ng_20090506_4087.php?oref=rss
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U.S.  CYBER LEADERSHIP DEBATE  

Do We Really Need a Cybersecurity Czar? 
BY: DENNIS FISHER, THREATPOST 
05/12/2009 

This article discusses the benefits of appointing 
a cyber czar. Security expert Bruce Schneier 
ǎŀȅǎ ǘƘŀǘ άƘŜ ǎŜŜǎ ƴƻ ŀŘǾŀƴǘŀƎŜ ǘƻ ƴŀƳƛƴƎ ƻƴŜ 
ǇŜǊǎƻƴ ƻǊ ŀƎŜƴŎȅ ǘƻ Ǌǳƴ ŎȅōŜǊǎŜŎǳǊƛǘȅΦέ 
Schneier also said that not only should the NSA 
not have cyber authority, but that no one 
should. He also questions the authority that a 
ŎȅōŜǊ ŎȊŀǊ ǿƻǳƭŘ ƘŀǾŜΣ ǎŀȅƛƴƎ άǘƘŜ ǇŜǊǎƻƴ 
ŘƻŜǎƴΩǘ ƘŀǾŜ ōǳŘƎŜǘŀǊȅ ŀǳǘƘƻǊƛǘȅΦ !ƭƭ ǘƘŜȅ Ŏŀƴ 
Řƻ ƛǎ ŀǎƪ ƴƛŎŜƭȅΦέ 
http://www.threatpost.com/blogs/do-we-
really-need-cybersecurity-czar 
 

Expert: White House Needs Cybersecurity 
Coordinator 
BY: DOUG BEIZER, FEDERAL COMPUTER WEEK 
05/06/2009 

Since the challenge of securing government 
networks from cyber attacks has become so 
large, some White House officials are 
considering establishing a Cybersecurity 
Coordinator role to set policies and ensure that 
agencies carry out those policies with regard to 
cybersecurity.  When President Barack Obama 
took office, 14 White House offices had 
authority of some part of cybersecurity and 
some efforts would be required to "clean up the 
mess that grew over time," said James Lewis, 
director of the Technology and Public Policy 
Program at the Center for Strategic and 
International.  While the clean-up takes place, 
however, agencies can do a lot on their own to 
secure their networks and data, he said, adding 
that basic security measures can eliminate 
about 80 percent of existing vulnerabilities. 
http://fcw.com/Articles/2009/05/06/cyber-
security-coordinator.aspx 

 

Obama Aides Debate Role of Proposed 
Cyber Czar 
BY: ELLEN NAKASHIMA & SPENCER S. HSU, 
WASHINGTON POST 
05/13/2009 

Top military, intelligence and homeland security 
officials are recommending that President 
Obama establish a cyber czar under the 
National Security Council, although some argue 
that the new official, who would be a deputy 
assistant to the president, should also report to 
the National Economic Council. The appointed 
ŎȅōŜǊ ŎȊŀǊ ǿƻǳƭŘ ƘŀǾŜ άōǊƻŀŘ ǇƻƭƛŎȅ-setting 
authority for protecting both public- and 
private-sector computer networksΦέ A 
December report from the Center for Strategic 
and International Studies said that not only 
should Obama appoint a cyber assistant, but 
that he should set up a National Office for 
Cyberspace to oversee the intelligence 
ŎƻƳƳǳƴƛǘȅΩǎ ŀƴŘ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅ 
5ŜǇŀǊǘƳŜƴǘΩǎ ŎȅōŜǊ ƻǇŜǊŀǘƛƻƴǎΦ ¢ƘŜ hōŀƳŀ 
administration is still reviewing the 60-day 
federal cybersecurity review, and has not 
announced formal plans for a cyber advisor yet. 
http://www.washingtonpost.com/wp-
dyn/content/article/2009/05/12/AR200905120
1743_pf.html 

 
DHS Losing Lead Cyber Role 
BY: COLIN CLARK, DOD BUZZ 
05/18/2009 

The Department of Homeland Security will lose 
its cyber leadership role due to the recent 
announcement that the Obama administration 
will appoint a cyber czar to lead cybersecurity 
efforts. Experts also expect the head of the NSA 
to be awarded a fourth star and become the 
combatant commander that would be 
responsible for cyber warfare. 
http://www.dodbuzz.com/2009/05/18/dhs-
losing-lead-cyber-role/ 

http://www.threatpost.com/blogs/do-we-really-need-cybersecurity-czar
http://www.threatpost.com/blogs/do-we-really-need-cybersecurity-czar
http://fcw.com/Articles/2009/05/06/cyber-security-coordinator.aspx
http://fcw.com/Articles/2009/05/06/cyber-security-coordinator.aspx
http://www.washingtonpost.com/wp-dyn/content/article/2009/05/12/AR2009051201743_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/05/12/AR2009051201743_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/05/12/AR2009051201743_pf.html
http://www.dodbuzz.com/2009/05/18/dhs-losing-lead-cyber-role/
http://www.dodbuzz.com/2009/05/18/dhs-losing-lead-cyber-role/
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hōŀƳŀΩǎ /ƘŀƭƭŜƴƎŜ ƛƴ /ȅōŜǊǎǇŀŎŜ 
BY: RICHARD A. CLARKE, HUFFINGTON POST 
05/08/2009 

This article discusses the recommendations that 
have been made to President Obama about 
creating a White House office that would direct 
government and private sector cybersecurity 
efforts. Economic advisor Larry Summers says 
ǘƘŀǘ ŎǊŜŀǘƛƴƎ ǎǳŎƘ ŀƴ ƻŦŦƛŎŜ ǿƻǳƭŘ άƛƳǇƻǎŜ 
intrusive and costly regulation on industry, and 
would stifle innovationΦέ !ǳǘƘƻǊ wƛŎƘŀǊŘ /ƭŀǊƪŜ 
says that if hōŀƳŀ ǘŀƪŜǎ {ǳƳƳŜǊǎΩ 

recommendations, no one official would be 
responsible for reporting to the president or 
Congress on cybersecurity and that Obama 
would be ignoring his campaign promise to 
create a cyber security office to lead 
government efforts. 
http://www.huffingtonpost.com/richard-a-
clarke/obamas-challenge-in-
cyber_b_199926.html 
 
 

 

 
 

CYBER SPACE ï DEPARTMENT OF DEFENSE (D OD)  

Waging War on Cyber Threats 
BY: MAX HUANG, HELP NET SECURITY 
05/18/2009 

The Obama administration recently made 
cybersecurity its own Department of Defense 
command, and experts recommend that 
ōǳǎƛƴŜǎǎŜǎ ǘŀƪŜ ǘƘŜ ƭŜŀŘ ƻŦ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ 
actions by involving all employees in 
cybersecurity, setting security priorities to make 
the most of strained budgets, and coordinating 

security efforts through appointed leaders and 
common policies. Companies must also design 
infrastructure that is flexible, able to grow and 
cost effective. 
http://www.net -
security.org/article.php?id=1234 

http://www.huffingtonpost.com/richard-a-clarke/obamas-challenge-in-cyber_b_199926.html
http://www.huffingtonpost.com/richard-a-clarke/obamas-challenge-in-cyber_b_199926.html
http://www.huffingtonpost.com/richard-a-clarke/obamas-challenge-in-cyber_b_199926.html
http://www.net-security.org/article.php?id=1234
http://www.net-security.org/article.php?id=1234
http://www.mantech.com/
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Cyber-Command May Help Protect Civilian 
Networks 
BY: ELLEN NAKASHIMA, WASHINGTON POST 
05/06/2009 

The Pentagon is considering the creation of a 
new cyber-command that would oversee 
ƎƻǾŜǊƴƳŜƴǘ ŜŦŦƻǊǘǎ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ƳƛƭƛǘŀǊȅΩǎ 
computer networks and would also assist in 
protecting the civilian government networks, 
the head of the National Security Agency said 
yesterday. The new command would be 
headquartered at Fort Meade and its focus 
ǿƻǳƭŘ ōŜ ǘƻ ōŜǘǘŜǊ ǇǊƻǘŜŎǘ ǘƘŜ ¦Φ{Φ ƳƛƭƛǘŀǊȅΩǎ 
computers by joining the offensive and 
defensive capabilities of the military and the 
National Security Agency. As proposed by the 
Pentagon, the command would fall under the 
U.S. Strategic Command, which is tasked with 
defending against attacks on vital interests. 
http://www.washingtonpost.com/wp-
dyn/content/technology/ 

 

DoD Offers More Details of How Cyber 
Command Would Work 
BY: JASON MILLER, FEDERAL NEWS RADIO 
05/06/2009 

This article provides some details about the 
5ŜŦŜƴǎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ƴŜǿ Ŏȅber command, 
which would operate under U.S. Strategic 
Command. Many expect Lt. Gen. Keith 
!ƭŜȄŀƴŘŜǊΣ ǘƘŜ bŀǘƛƻƴŀƭ {ŜŎǳǊƛǘȅ !ƎŜƴŎȅΩǎ 
director, to be the head of the new command. 
The NSA will not be put in charge of 
cybersecurity efforts, but will work closely with 
the new cyber command on cyber efforts. 
Lawmakers report that they are working on 
legislation that would define the responsibilities 
and powers of the new command. 
http://www .federalnewsradio.com/index.php?
nid=35&sid=1669746 

 

Cyber Attack Could Bring U.S. Military 
Response 
BY: ROBERT LEMOS, THE REGISTER 
05/13/2009 

In a recent press briefing, U.S. Air Force General 
Kevin Chilton said that a cyber attack on the 
United States could result in a conventional 
military response from the U.S., and that 
άtŜƴǘŀƎƻƴ ŀŘǾƛǎƻǊǎ ǿƻǳƭŘ ƴƻǘ ǊǳƭŜ ƻǳǘ ŀ 
physical attack on any force that attacks the 
United States through the Internet.έ Chilton 
ŀƭǎƻ ǎŀƛŘ ǘƘŀǘ ǘƘŜ tŜƴǘŀƎƻƴΩǎ ŎȅōŜǊ ŎƻƳƳŀƴŘǎ 
should be joined into a single command which 
he estimates would need 2,000 to 4,000 new 
employees. President Barack Obama and 
Defense Secretary Robert Gates have not yet 
announced what type of organization the U.S. 
military would pursue in the cyber domain. 
http://www.theregister.co.uk/2009/05/13/us_c
yber_attack_response/ 
 

StratCom Wants DoD Cyber Units Joined 
BY: BRUCE ROLFSEN, AIR FORCE TIMES 
05/10/2009 

Air Force Gen. Kevin Chilton recently spoke 
about his recommendations for a joint cyber 
command, and said that he believes the 
command should be a part of Strategic 
Command which would unite the Department 
of Homeland Security and the Defense 
Department. Chilton also said that hackers are 
attempting to infiltrate Defense Department 
computers thousands of times a day, and that 
the goal of the attacks was espionage, not 
shutting the systems down. 
http://www.airforcetimes.com/news/2009/05/
airforce_space_commander_050809/ 
 
 

http://www.washingtonpost.com/wp-dyn/content/technology/
http://www.washingtonpost.com/wp-dyn/content/technology/
http://www.federalnewsradio.com/index.php?nid=35&sid=1669746
http://www.federalnewsradio.com/index.php?nid=35&sid=1669746
http://www.theregister.co.uk/2009/05/13/us_cyber_attack_response/
http://www.theregister.co.uk/2009/05/13/us_cyber_attack_response/
http://www.airforcetimes.com/news/2009/05/airforce_space_commander_050809/
http://www.airforcetimes.com/news/2009/05/airforce_space_commander_050809/
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Hard Drive Purchased on eBay contained 
the Launch Procedures for U.S. Military Air 
Defense System 
SECURITY PARK 
05/11/2009 

A computer hard drive that was recently 
purchased on eBay reportedly contained 
ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ [ƻŎƪƘŜŜŘ aŀǊǘƛƴΣ άƛƴŎƭǳŘƛƴƎ 
a document detailing test launch procedures 
ŀƴŘ ōƭǳŜǇǊƛƴǘǎ ƻŦ ŦŀŎƛƭƛǘƛŜǎ ŀǎ ǿŜƭƭ ŀǎ ŜƳǇƭƻȅŜŜǎΩ 
ǇŜǊǎƻƴŀƭ ŘŀǘŀΦέ aƛŎƘŀŜƭ /ŀƭƭŀƘŀƴΣ /ǊŜŘŀƴt 
¢ŜŎƘƴƻƭƻƎƛŜǎΩ ǎŜƴƛƻǊ ǾƛŎŜ ǇǊŜǎƛŘŜƴǘΣ ǎŀȅǎ ǘƘŀǘ 
the report is worrying because it may not be the 
only hard drive that contains dangerous 
information. Callahan also says that U.S. 
ƎƻǾŜǊƴƳŜƴǘ ŀƎŜƴŎƛŜǎ άǎƘƻǳƭŘ ƘŀǾŜ ŀ ǇƻƭƛŎȅ ƻŦ 
crushing hard drives once they have been 
ǊŜƳƻǾŜŘ ŦǊƻƳ ƻŦŦƛŎŜ t/ǎΦέ 
http://www.securitypark.co.uk/security_article
263064.html 
 

Defense Budget to Aid IT, Cybersecurity 
Firms 
BY: KAREN JACOBS, REUTERS 
05/08/2009 

The Obama administration recently asked 
Congress for $663.8 billion for the Pentagon 
ǿƘƛŎƘ ǿƻǳƭŘ άōƻƭǎǘŜǊ ŦǳƴŘƛƴƎ ŦƻǊ ǎȅǎǘŜƳǎ ǘƘŀǘ 
gather, monitor and disseminate intelligence, 
and provide more battlefield coverage by 
ǳƴƳŀƴƴŜŘ ŀŜǊƛŀƭ ǾŜƘƛŎƭŜǎΦέ .Ǌƛŀƴ wǳǘǘŜƴōǳǊΣ 
defense analyst with Morgan Keegan says that 
companies that are developing technologies 
that will help warfighters stand to gain the most 
from the budget increases, while projects from 
ƻǘƘŜǊ ŎƻƳǇŀƴƛŜǎ ǘƘŀǘ ƘŀŘ άƘƛƎƘ Ŏƻǎǘǎ ŀƴŘ 
ǉǳŜǎǘƛƻƴŀōƭŜ ǊŜǘǳǊƴǎέ ǿƛƭƭ ōŜ cut. 
http://www.reuters.com/article/reutersEdge/id
USTRE54741520090508 

 
 

 

  

http://www.securitypark.co.uk/security_article263064.html
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General Calls for New Thinking on 
Cyberspace 
BY: CHUCK PAONE, AIR FORCE LINK 
05/12/2009 

Maj. Gen. William Lord, commander of Air 
Force Cyber Command (Provisional), recently 
spoke at the Hanscom Representatives 
Association meeting, and told the industry-
based audience that the cyber arena is creating 
new business opportunities and some 
challenges. General Lord also said that existing 
laws often make it difficult for U.S. cyber 
experts to conduct investigations or launch an 
attack. Technology that cannot keep up with 
the latest exploits is also making it more 
difficult to stay ahead of the hackers. Air Force 
cyber officials are calling for quicker response 
times to intrusions and attacks and the 
development of offensive cyber capabilities. 
http://www.af.mil/news/story.asp?id=1231488
76 

 

Lackland Chosen as Cyber Numbered Air 
Force Headquarters 
U.S. AIR FORCE 
05/15/2009 

Air Force officials recently announced that 
Lackland Air Force Base in Texas would be the 
location of the 24th Air Force, a new 
headquarters focused on cyber operations. Air 
Force survey teams evaluated six possible 
locations for the headquarters by assessing 
ŜŀŎƘ ōŀǎŜǎΩ ŎŀǇŀōƛƭƛǘƛŜǎ ŀƴŘ ƻǘƘŜǊ ƛƳǇƻǊǘŀƴǘ 
factors including mission synergy, proximity to 
other cyber operational missions and access to 
scientific and technical expertise. Each base was 
also evaluated on communication and 
bandwidth capabilities, infrastructure, security 
and transportation. 
http://www.af.mil/news/story.asp?id=1231494
60 
 

Expert: Even Routine Work Poses Cyber 
Threat 
BY: ERIK HOLMES, AIR FORCE TIMES 
05/12/2009 

Security experts say that even routine daily 
business could put sensitive Air Force 
information at risk despite aggressive security 
efforts. Peter Brookes, cyber and national 
security expert with the Heritage Foundation, 
explains that the military stores valuable 
information on systems like NIPRNet, the Non-
Secure Internet Protocol Router Network which 
are still connected to the Internet, making the 
systems vulnerable to attacks. 
http://www.airforcetimes.com/news/2009/05/
airforce_cyber_security_051209/ 
 

The Lockdown 
STRATEGY PAGE 
05/07/2009 

This article discusses how the U.S. Air Force and 
Microsoft have developed a customized version 
ƻŦ ǘƘŜ ²ƛƴŘƻǿǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ ǘƘŀǘ άƘŀǎ 
over 600 operating system setting shut down or 
modified so that hackers have a harder time 
penetrating air force network securityΦέ The 
customized system does not allow admin 
passwords to be the same as lower level 
passwords, and requires users to create new 
passwords every 60 days. The Air Force will also 
ƘŀǾŜ ŀ άƭƻŎƪŜŘ Řƻǿƴ ŎƻƴŦƛƎǳǊŀǘƛƻƴέ ƻŦ 
Windows 7, which is to be released this year.  
http://www.strategypage.com/htmw/htiw/artic
les/20090507.aspx 
 

Navy to Test How Network Outages Affect 
NMCI 
BY: JOAB JACKSON, DEFENSE SYSTEMS 
05/13/2009 

The Navy is testing a new service, the Common 
Operational Picture (COP), which will identify 
specific mission areas and individuals that have 
been affected by a network service disruption. 
The new service will be used by the Navy to 
show how network outages have an effect on 

http://www.af.mil/news/story.asp?id=123148876
http://www.af.mil/news/story.asp?id=123148876
http://www.af.mil/news/story.asp?id=123149460
http://www.af.mil/news/story.asp?id=123149460
http://www.airforcetimes.com/news/2009/05/airforce_cyber_security_051209/
http://www.airforcetimes.com/news/2009/05/airforce_cyber_security_051209/
http://www.strategypage.com/htmw/htiw/articles/20090507.aspx
http://www.strategypage.com/htmw/htiw/articles/20090507.aspx
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mission readiness. Personnel will also receive 
alerts that warn them when an activity may 
impact them.  
http://defensesystems.com/articles/2009/05/1
2/navy-cop.aspx 

 
Thompson Files: Electronic-war Alert 
BY: LOREN B. THOMPSON, SPACE WAR 
05/18/2009 

This article discusses how cyber capabilities are 
ƪŜȅ ǘƻ ǿƛƴƴƛƴƎ ŀ ǿŀǊ άƛƴ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀƎŜέ 
and how combat relies on technologies such as 
sensors, networks, navigation aids and smart 
bombs. The article also claims that the Navy is 
the only service branch that has made cyber 
capabilities a priority, and that there is a lack of 
ŀ άŎƻƘŜǊŜƴǘ Ǉƭŀƴ ŦƻǊ ƳŜŜǘƛƴƎ ŦǳǘǳǊŜ ŜƭŜŎǘǊƻƴƛŎ 
warfare needsΦέ 
http://www.spacewar.com/reports/Thompson_
Files_Electronic-war_alert_999.html 
 

DoD Official Charged With Handing Over 
Classified Data to China 
BY: KELLY JACKSON HIGGINS, DARK READING 
05/14/2009 

James Wilbur Fondren Jr., deputy director for 
the U.S. Pacific Command (PACOM) Washington 
Liaison Office, has been charged with espionage 
conspiracy for providing classified information 
and documents to the Chinese government. 
Fondren sold information to a Taiwanese-

American man as part of his at-home consulting 
business from November 2004 to February 
2008. Fondren reportedly provided the man 
with information about a joint U.S.-China naval 
exercise, U.S.-China military meetings, and a 
DoD draft report on China. 
http://www.darkreading.com/insiderthreat/sec
urity/government/showArticle.jhtml?articleID=
217500189 
 

Defense Networks Breach Reveals 
Weaknesses in Federal Info Security 
BY: JILL R. AITORO, NEXTGOV 
05/14/2009 

Tom Kellermann, vice president of security 
awareness at Core Security Technologies, 
discusses the recent leak of confidential 
documents by a Pentagon official to a Chinese 
operative, and says that there should be strict 
security controls in place that limit copying of 
classified information, and that employee logs 
should be reviewed for activities on the 
systems. The Pentagon official, James Wilbur 
Fondren Jr., worked from both a classified and 
unclassified computer and had a Top Secret 
Clearance. Fondren is charged with espionage 
conspiracy for providing a Chinese operative 
with Defense Department documents and other 
information from classified online systems. 
http://www.nextgov.com/nextgov/ng_2009051
4_7707.php 
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CYBER SPACE ï DEPARTMENT OF HOMELAND SECURITY  (DHS)  

Special Report: DHS Focuses Cyber 
Research on Commercial Market 
BY: JASON MILLER, FEDERAL NEWS RADIO 
05/14/2009 

DHS ScienŎŜ ŀƴŘ ¢ŜŎƘƴƻƭƻƎȅΩǎ /ȅōŜǊǎŜŎǳǊƛǘȅ 
Research and Development Center is funding 
companies including Telcordia, Ironkey and 
Secure 64 which work to make the Internet 
ƳƻǊŜ ǎŜŎǳǊŜΦ 5ƻǳƎ aŀǳƎƘŀƴΣ ǘƘŜ ǇǊƻƎǊŀƳΩǎ 
director, says that DHS is working with the 
companies to perform research and 
development, but also to help them move their 
services into the marketplace.  
http://www.federalnewsradio.com/index.php?
nid=35&sid=1675637 
 

More Money and Staff a Must for DHS to 
Take Lead Role for Cybersecurity 
BY: JILL R. AITORO, NEXTGOV 
05/13/2009 

The article reports that the Homeland Security 
Department will begin to have an increasing 
role in cybersecurity, and Homeland Security 
Secretary Janet Napolitano says that the 
ŘŜǇŀǊǘƳŜƴǘ ǿƛƭƭ ōŜ άǘƘŜ ƴƻƴ-DoD locus for 
cybersecurityΦέ James Lewis, director of the 
technology and public policy program at the 
Center for Strategic and International Studies, 
says that DHS has only one-third of the 
resources it will need, and that DHS must 
receive proper funding and staff. 
http://www.nextgov.com/nextgov/ng_2009051
3_8393.php 
 

Information-Sharing Platform Hacked 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
05/13/2009 

Harry McDavid, chief information officer for the 
IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅ 5ŜǇŀǊǘƳŜƴǘΩǎ hŦŦƛŎŜ ƻŦ 

Operations Coordination and Planning, confirms 
that hackers were able to gain access to the 
Homeland Security Information Network, which 
allows DHS to share sensitive but unclassified 
information with state and local authorities. The 
hackers used the HSIN account of a federal 
employee or contractor to get into the system, 
and accessed administrative information such 
as telephone numbers and e-mail addresses of 
state and federal employees. A DHS 
investigation says that no malicious code or 
applications were left behind, and DHS is 
awarding a $62 million contract to upgrade 
HSIN to a new platform offering improved 
security. 
http://fcw.com/Articles/2009/05/13/Web-DHS-
HSIN-intrusion-hack.aspx 
 

DHS Asks for Nearly $1 Billion to Protect 
Critical Networks, Systems 
BY: JILL R. AITORO, NEXTGOV 
05/07/2009 

DHS recently requested a 15 percent increase in 
funding for 2010 that would go to defending 
U.S. critical infrastructure such as the electrical 
grid and financial sector as well as other 
cybersecurity projects for protecting 
government systems. A large portion of the 
money would go to the Office of Infrastructure 
Protection, and other funds would go to the 
Office of Cyber Security and Communications, 
which includes the national Communications 
System, the Office of Emergency 
Communications and the National Cyber 
Security Division. 
http://www.nextgov.com/nextgov/ng_2009050
7_9685.php 
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