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BYLINDSAY TRIMBINATIONAL SECURCMBERSPACE INSTITINTE

[Fad 6SS1Z tNBaAaARSyYyd .IFNFX¥O1l hol Yl | yyegapstiR (K
that will facilitate information sharing and develop incident response capability for the government and
private sector fjage 1. Since the announcement, experts have discussed the obstacles ahead for the
person who is nantkthe cyber czar, including organizational and technical challenges. Rand Beers, the
Y2YAYSS F2N) dzy RSNESONBGFNE 2F (KS 5SLI NIYSyd 2
t NEINF Ya 5ANBOG2NI ST al AR NBOSydfB8éUKY(GIO8 &SNK
that there will be no reorganization of the department as a result of the new cyber coordimge (

18).

An article fromthe Belfast Telegnah (page B) discusses recent examples of cyber terrorisid cites

recent attacks on the U.S. power grid as an example. Our feature article this week also examines cyber
terrorism (age 7. Julian Charvat, cyber terrorism coudigector at the Centre of Excellence Defence
Against Terrorism inkara, Turkey, explains how terrorists use the Internet in their campajgms
NBONHZA G NI RAOFIEfATS IyR OFNNE 2dzi FdGFO1ad /Kl
LINPOfSYE YR LRaAAGA GKIFIG 60SGGSNI dzyRSNREGI yYRAY 3
future cyber terrorist attacks.

The FBI and U.S. Marshals office networks are back online after being temporarily disconnected
following a network secitly breach. A computer viruspossibly the Neeris worminfected both

' 3Sy OA S a Qag¥ 290t kds dl deeid reported recently that attacks on the U.S. financial sector
KFE@3S 02ai | ®{ & oA & 207K dR2R NS Ruiliet#pRigd YeIAide thaii theT N2
hol YF FTRYAYA&AUNI GA2yQa FAAO0Ft Hnaandpobieseat@ dybes A €
infrastructure security.

National seurity issues and obstacles will be discussed at an upco@yhgrsecurity Symposiufpage
110 d | 2a0SR 6@ GKS I N¥SR C2NOSa /2YYdzyAOlFGA2Yya
will be heldJune 25 in Washington, DC, and will bring together government, industry and academia
members For a complete list of upcoming cybeslated conferences, sgeage 37 Cyberrelated

training courses are listl onpage 38and business development opportunities can be foungage 40

9yez2a G(KAa «L£PbdPrRda SRAGA2Y 27
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CYBER TERRORISM T A NEW MEDIUM FOR AN OL D PROBLEM

BYJULIAN CHARVAT, CER'DF EXCELLENCEREE AGAINST TERBMRI

Since the horrific events of 9/11,
terrorism has become one of the
most evidentthreats to society.

It is, however, nothing new and
has been a problem for many
centuries dating back to the
Roman Empirand beyondlt is
something we all know about,
yet surprisingly there iso
international definition of
GOGSNNRNRAYE | YR
G/ 806 SNJ ¢ SNNE NR
debate.Generally it is agreed
terrorism is an act of violence, or
threat of violence, to intimidate
people or governments to act in
a way they would not freely do
s0.Can this be done using an
electronic medium in the fan of
Cyber Terrorism?

There is little doubt that
terrorists use the Intawet to
conduct their campaignst we
first consider why terrorism
occurs, then it will help us to
understand the threat and
conduct a better threat analysis,
and therefore better déend
against it.

There are generally four main lllustrations by Kenny Callicuttyww.callicuttart.com
motivations for a terrorist
organizationThey will have an
aim and a specific outcome in mind, whichlaffect how they chose to operate and whaey are
more likely to target. Singlissue terrorists will attack specific targets who they perceive are involved,
however tentatively, with thessue they are fighting againdthis could be abortion or animaghts as
an example. While generally mainstream legitimate political campaigners, the extreme elements of such
groups have been knowt tresort to terrorist violenceldeological terroristare those political
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extremistsc from both the left and right; who use terrorism tdurther a political ideology. The Red
Brigades of the 19&ls a classic examplBationatSepaatism is the third motivationThis will usually

be an ethnic group seeking an independent sovereign state or for their region to be wededther
country where their étnic group is in the majoritythe LTTE and Real IRA are current examples of such
groups. Finallg G KSNB | NB { felbians This & a highly dorBeRtiods dssué as there is no
major religion whicltondones omlccepts terrorismThere are also examples of this spanning most
major reigions and several cults, toth.is important to divorce the terrorist from the mainstream

religion they are abusing in name; any such association creates a schism that thettesitoeisploit.

Terrorists can use the Internet asrajor part of their campaign$t provides many new and uké tools
for them to plan, finance, research andntrol their activitiesMany innocent websites which provide a
public service can be used by the teisbrgroups to their advantagdraditionally, a terrorist would
have to conduct a reconnaissance dhgget, physically going to the site and habe trisk of detection.
Programswhich offer satellite mapping, for instance, candxloited by a terrorist grouplhey can use
the Internet for gathering funds; spammaails and the

like can be a viable medim for this.There is also a r N

wealth of technical information and training material that A a

can6§ LI2AGSR 068 F G SNNENRZG %N?Eﬁrﬁh ?26}\3 i K &
to terroris ey have a essage

to get the latest andbest information on, say, bomb

making using high street materiel. Command and Contrpl well as a bomb, the Internet doe:
of the terrorist cells is also greatly imgyred by using the \ provide some n eJ
Internet. Emails are instant and to avoid an electronic

signature, the terrorists can all know the name and login

of an account, saving messages as drafts aading them from the draft boxthis avoids the electronic
signature of actuly sending themSymbols can also be altered oerbsites to give hidden orderén
attack can be set with the attackersihg told to monitor a websiteA minor symbol on that site could
be reversed on the daye attack is ordered, a detail that is likely to be missed by any security force
monitoring the site.

—

Well, terrorists use the Internet, whichould hardly surprise anyonklany would argue that these are
traditional methods using new technology;satelite image is a map and messages casdrg in many
glredad | 26SPHSNE | éemarkts tedorisin dhey hawe blddssage Rnelf as a bomb,
the Internet does provide some new opportunities.

Most official organiations have websites aralsimple web defacement attack could provide
propaganda for the terroristf they can put a false message on agownent or international

organiation site this could help with their recruitment or tgain sympathy for their caus€hey may

also chooséo provide false information; if they can hack into and deface an information sitaultl

cause widespread panidn example would be a spurious headline on a security information or news
site claiming a major chemical leak in a large metropolitan argimgi people to flee immediatelyAs

well as the public danger of a mass panic move, there could also be severe economic damage to the
GF NBESG FNBFQa SO2y2Yeo
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The Internet also provides a new oppanity in recruiting and radicalizing potential terrodsForum

sites and chat rooms are used extensively by people who are trying to discoveataut their views

and ideasOnce someone has posted a message that indicates they could have the same views and
motivations as the terraost, a groomer from the aniation may begin contact. This would promote

0KS GK2dAKG LINRPOSaa 2F GKS GFNBSG (2 dzyRSNEGIF Y u
The terrorists will be patient and pa lot of effort into radicalimg a young mind towards énteNNE NA& & (i Q
way of thinkingNot only can this recruit potential terrorists, it can create support.

As developed societies become more cyber reliant there is an

increased opportunity for the terrorist group to target the

infrastructure of communication anbusiness by Distributed

Denial of Service (DDoS). With the use of BOTNi€lyscan

OK21S I GINBSGiQa AyTFT2NXlowAa2y aeéli
their Internet capabilityTraditionally, terrorists have targeted the

financial sector to damage the gowvienent or state they are

terrorizing. This was done before the age of Internet banking; the
.A&aK2LJQ& DIFGS I yR .ondonishovedaisOK I yiH S
as a tacticWelktargeted DDoS could block a banking system and

cause billions bdollars damage toraeconomyA symbolic

national industry could provide the terrorist with a propaganda

I {\ coup if they could stop business for a period.

Perhaps the most severe threat a cyber terrorist could pose is
with the Supervisory Control and @afcquisition (SCADA)stems.These systems control the hoto-
hour running of an increasing number of induat@nd public infrastructureddany power plants, water
management or @ffic control systems use therif.they can be broken into, then it is possible a
terrorist cauld take control and cause a catastrophic failure resulting in explosion, release of poisons or
pollutants or halt a transportatiosystem.Although not terrorist reléed, a hacker broke into a sege
control system in Maroochy Shire, Queemslaafter beng refused a jobHe rekased millions of lérs of
raw sewage into the water systerkle had been employed by the company that installed the system so
had insider knowledge. This highlights anotpesblem that terrorists pose:hey are patient and could
install a sleeper cell into a plant or company and workrtivay into a position of trusgairingaccess to
these systems and bypasgany security.

Terrorism is eveevolving, and the terrorists are intelligeand committed to their cause. Many
organiations have time, expéise and plenty of resource#s with conentional terrorism, sound

defens and prevention will stop most attempts, and a thorough contingency plan will help mitigate any
effect that a terorist cyber attack may hav€yber terorism differs from ordinary cyber crime and
hacktivism; it is done for a purpose andiwa specific outcome in mindVhereas a hacker is pushing his
or her personal limits to see what they can do, and a criminal will be out for profit, the terrorist is
looking for propaganda or to damage a siiedarget or infrastructureThisis where the key to this

defene lies;itA & 0 S& 2y R Yy 2 N¥and mustOeirciSaliR a HRIBHE Seyudity plaithose
running official, business or SCADA IT infuastire must assess where the terrorist would benefit from
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attacking them and ensurat is included in the plart must also include the keaspect of any cyber
systemc the person on the keyboardlerrorists have time and belief to infiltrate slowlyttineg staff
and ensuring no one person can contaokey system is common senBesgruntled or dismissed staff
may also be a concern.

%, S
Gp S\

Cyber terrorism is not a new entity; it ismaw medium for an old problenT.he defeise must include
traditional security as well aslectronic measuredJnderstanding the threat and analyg how it
applies to your systerwill help to target your defense&ensible caution will mitigate cyber terrorism
without a scaremonger overreaction, which would be a terroristory in itself.

Julian Charvat is the Cyber Terrorism Course Director at the Centre of Excellence Defence Against
Terrorism in Ankara, Turke¥or more information, visiwww.coedat.nato.int
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SYMPOSIUM SHOWCASES C  YBERSECURITY GOALS , OBSTACLES

COURTESY OF THE ARMERCES COMMUNIONS AND ELECTRONIGS{ h/ L! ¢ LhWIER 5/ [ 1]

¢KS I N¥Y¥SR C2NOSa /2YYdzyAOFGA2ya YR 9f S@édfiNBy A O
association focused on providing an ethical forum in which government, industry addra@ can

exchange informatioand work togeher to promote rational security, is holding its 1st Annual
Cybersecurity Symposiudune 25Located at the Capital Hilton, 1001 16th Street NW, Washington, DC
O02NYySNI 2F mMcilK g9 Y {0z (GKS O2y TSNBYy Ofbraaing f f

/ KFyaS ¢2RlFIe G2 aSSi (GKS ¢KNBIFGa 2F ¢2Y2NNRGOD

Specifically, the conference will showcase the elevation

of cybersecurity to th®©bama & YA YA a INNHL G A 2 Yy Q
ng Chan technology priorityg layingthe groundwork fordefense,
reats ol civilian, stateand local government agencies, as well as

industry, academia and nonprofit organizations tasked

with addressing the emerging prioritie¥he

Cybersecurity Symposium will provide a platform for
government and milary officials to share their current goals, requirements and challenges with regards
to cybersecurity and address the unpredictable landscape that lies ahead.

Expectingnore than600 attendees, the Cybersecurity Symposium will provide @é&ylleducatnal
program, including:

A A robust discussion around Federal Information Security Management Act (FISMA) 2.0, with
perspectives from the Office of Management and Budget (OMB) and current Chief
Information Security Officers (CISO) who are excited abouthihlenges they are facing
and the opportunity to make a differencAdditionally, the FISMA 2.0 discussion will
incorporate advocates of change from The Hill that share the goal of taking us beyond
compliance to a space where we can begin to addres<lreaige

A A discussion of the operational aspects of the new Certification & Accreditation (C&A)
process (now Standard Authorization Process) with a panel of Chief Information Officers
(ClO) from defense and civilian agencies, as well as the Office ofrfatoDDf National
Intelligence (ODNI). This session will also highlight agency success stories and the very real
challenges and opportunities that are faced by both civilian government and military alike

A An overview of the changes in the DepartmentofD8y 4 SQ& 65250 SYSNHA
leadership, with perspectivdsom each of the srvices

A An update on the Comprehensive National Cybersecurity Initiative (@NCle progress
that the administration has made in the first five montQdoward a morecomprehensive
strategy and leadershigbuilding on and amplifying the previoaR YA YA A G NI A 2y Q
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The impressive linap of confirmed keynote speakers includes:

A LTG Keith B. Alexander.3JArmy ¢ Director, National Security Agency; Chief Caintr
Security Service; Commander Joint Force Component Comgidativork Warfare

A w!5a aAiAOKI St | d8 NawgAttiBgEAssisthid? Segratary! Cyber Security and
Communications, U.S. Department of Homeland Security; Assistant Deputy Director, Joint
Interagency Task Force, ODNI

A Mr. Steven E. Thompson, Director for Cybersecurity, National Security Council

For additional information on the AFCEA DC Cybersecurity Symposium and the updated agenda, or to
register for the event, visiwww.afceadc.org/cybersecurity
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