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THIS W EEK IN CYBER PRO  

BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
[ŀǎǘ ǿŜŜƪΣ tǊŜǎƛŘŜƴǘ .ŀǊŀŎƪ hōŀƳŀ ŀƴƴƻǳƴŎŜŘ ǘƘŜ ŎǊŜŀǘƛƻƴ ƻŦ ŀ ƴŜǿ άŎȅōŜǊ ŎȊŀǊέ Ǉƻǎƛǘƛƻƴ ς a position 
that will facilitate information sharing and develop incident response capability for the government and 
private sector (page 16). Since the announcement, experts have discussed the obstacles ahead for the 
person who is named the cyber czar, including organizational and technical challenges. Rand Beers, the 
ƴƻƳƛƴŜŜ ŦƻǊ ǳƴŘŜǊǎŜŎǊŜǘŀǊȅ ƻŦ ǘƘŜ 5ŜǇŀǊǘƳŜƴǘ ƻŦ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅΩǎ bŀǘƛƻƴŀƭ tǊƻǘŜŎǘƛƻƴ ŀƴŘ 
tǊƻƎǊŀƳǎ 5ƛǊŜŎǘƻǊŀǘŜΣ ǎŀƛŘ ǊŜŎŜƴǘƭȅ ǘƘŀǘ ǘƘŜ ƴŜǿ ŎȊŀǊ άǿƛƭƭ ƴƻǘ ǳƴŘŜǊŎǳǘ 5I{Ω ǊƻƭŜέ ƛƴ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀƴŘ 
that there will be no reorganization of the department as a result of the new cyber coordinator (page 
18). 
 
An article from the Belfast Telegraph (page 13) discusses recent examples of cyber terrorism, and cites 
recent attacks on the U.S. power grid as an example. Our feature article this week also examines cyber 
terrorism (page 7). Julian Charvat, cyber terrorism course director at the Centre of Excellence Defence 
Against Terrorism in Ankara, Turkey, explains how terrorists use the Internet in their campaigns ς to 
ǊŜŎǊǳƛǘΣ ǊŀŘƛŎŀƭƛȊŜ ŀƴŘ ŎŀǊǊȅ ƻǳǘ ŀǘǘŀŎƪǎΦ /ƘŀǊǾŀǘ ŘŜǎŎǊƛōŜǎ ŎȅōŜǊ ǘŜǊǊƻǊƛǎƳ ŀǎ ŀ άƴŜǿ ƳŜŘƛǳƳ ŦƻǊ ŀƴ ƻƭŘ 
ǇǊƻōƭŜƳέ ŀƴŘ Ǉƻǎƛǘǎ ǘƘŀǘ ōŜǘǘŜǊ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ǘƘŜ ǇǊŜǎŜƴǘ ǘƘǊŜŀǘ ǿƛƭƭ ƘŜƭǇ ǘƻ ōŜǘǘŜǊ ŘŜŦŜƴŘ ŀƎŀƛƴǎǘ 
future cyber terrorist attacks. 
 
The FBI and U.S. Marshals office networks are back online after being temporarily disconnected 
following a network security breach. A computer virus ς possibly the Neeris worm ς infected both 
ŀƎŜƴŎƛŜǎΩ ƳŀŎƘƛƴŜǎ όpage 29). It has also been reported recently that attacks on the U.S. financial sector 
ƘŀǾŜ Ŏƻǎǘ ¦Φ{Φ ōŀƴƪǎ άƘǳƴŘǊŜŘǎ ƻŦ Ƴƛƭƭƛƻƴǎ ƻŦ ŘƻƭƭŀǊǎΦέ ! ǊŜǇƻǊǘ ŦǊƻƳ Reuters (page 28) explains that the 
hōŀƳŀ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ ŦƛǎŎŀƭ нлмл ōǳŘƎŜǘ ǿƛƭƭ ƛƴŎƭǳŘŜ Ϸорр Ƴƛƭƭƛƻƴ ŦƻǊ ǇǊƛǾŀǘŜ- and public-sector cyber 
infrastructure security. 
 
National security issues and obstacles will be discussed at an upcoming Cybersecurity Symposium (page 
11ύΦ IƻǎǘŜŘ ōȅ ǘƘŜ !ǊƳŜŘ CƻǊŎŜǎ /ƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ 9ƭŜŎǘǊƻƴƛŎǎ !ǎǎƻŎƛŀǘƛƻƴΩǎ 5/ /ƘŀǇǘŜǊΣ ǘƘƛǎ ŜǾŜƴǘ 
will be held June 25 in Washington, DC, and will bring together government, industry and academia 
members. For a complete list of upcoming cyber-related conferences, see page 37. Cyber-related 
training courses are listed on page 38 and business development opportunities can be found on page 40. 
 
9ƴƧƻȅ ǘƘƛǎ ǿŜŜƪΩǎ ŜŘƛǘƛƻƴ ƻŦ CyberPro! 
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CYBER TERRORISM  ï A  NEW MEDIUM FOR AN OL D PROBLEM  

BY JULIAN CHARVAT, CENTRE OF EXCELLENCE DEFENCE AGAINST TERRORISM   
 
Since the horrific events of 9/11, 
terrorism has become one of the 
most evident threats to society. 
It is, however, nothing new and 
has been a problem for many 
centuries dating back to the 
Roman Empire and beyond. It is 
something we all know about, 
yet surprisingly there is no 
international definition of 
άǘŜǊǊƻǊƛǎƳέ ŀƴŘ ǘƘŜ ǎǳōƧŜŎǘ ƻŦ 
ά/ȅōŜǊ ¢ŜǊǊƻǊƛǎƳέ ƛǎ ƻƴŜ ƻŦ ƳǳŎƘ 
debate. Generally it is agreed 
terrorism is an act of violence, or 
threat of violence, to intimidate 
people or governments to act in 
a way they would not freely do 
so. Can this be done using an 
electronic medium in the form of 
Cyber Terrorism? 
 
There is little doubt that 
terrorists use the Internet to 
conduct their campaigns. If we 
first consider why terrorism 
occurs, then it will help us to 
understand the threat and 
conduct a better threat analysis, 
and therefore better defend 
against it. 
 
There are generally four main 
motivations for a terrorist 
organization. They will have an 
aim and a specific outcome in mind, which will affect how they choose to operate and who they are 
more likely to target. Single-issue terrorists will attack specific targets who they perceive are involved, 
however tentatively, with the issue they are fighting against. This could be abortion or animal rights as 
an example. While generally mainstream legitimate political campaigners, the extreme elements of such 
groups have been known to resort to terrorist violence. Ideological terrorists are those political 

Illustrations by Kenny Callicutt, www.callicuttart.com.  

http://www.callicuttart.com/
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extremists ς from both the left and right ς who use terrorism to further a political ideology. The Red 
Brigades of the 1970s is a classic example. National-Separatism is the third motivation. This will usually 
be an ethnic group seeking an independent sovereign state or for their region to be ceded to another 
country where their ethnic group is in the majority. The LTTE and Real IRA are current examples of such 
groups. FinallyΣ ǘƘŜǊŜ ŀǊŜ ǘƘƻǎŜ ƳƻǘƛǾŀǘŜŘ ōȅ άreligion.έ This is a highly contentious issue as there is no 
major religion which condones or accepts terrorism. There are also examples of this spanning most 
major religions and several cults, too. It is important to divorce the terrorist from the mainstream 
religion they are abusing in name; any such association creates a schism that the terrorist will exploit. 
 
Terrorists can use the Internet as a major part of their campaigns. It provides many new and useful tools 
for them to plan, finance, research and control their activities. Many innocent websites which provide a 
public service can be used by the terrorist groups to their advantage. Traditionally, a terrorist would 
have to conduct a reconnaissance of a target, physically going to the site and have the risk of detection. 
Programs which offer satellite mapping, for instance, can be exploited by a terrorist group. They can use 
the Internet for gathering funds; spam e-mails and the 
like can be a viable medium for this. There is also a 
wealth of technical information and training material that 
can ōŜ ǇƻǎǘŜŘ ōȅ ŀ ǘŜǊǊƻǊƛǎǘ ƻǊƎŀƴƛȊŀǘƛƻƴ ŦƻǊ ǘƘŜƛǊ άŎŜƭƭǎέ 
to get the latest and best information on, say, bomb-
making using high street materiel.  Command and Control 
of the terrorist cells is also greatly improved by using the 
Internet. E-mails are instant and to avoid an electronic 
signature, the terrorists can all know the name and login 
of an account, saving messages as drafts and reading them from the draft box. This avoids the electronic 
signature of actually sending them. Symbols can also be altered on websites to give hidden orders. An 
attack can be set with the attackers being told to monitor a website. A minor symbol on that site could 
be reversed on the day the attack is ordered, a detail that is likely to be missed by any security force 
monitoring the site. 
 
Well, terrorists use the Internet, which should hardly surprise anyone. Many would argue that these are 
traditional methods using new technology; a satellite image is a map and messages can be sent in many 
ǿŀȅǎΦ IƻǿŜǾŜǊΣ ŀǎ ǘƘŜǊŜ ƛǎ ŀ άǇƻƭƛǘƛŎŀƭέ element to terrorism, they have a message as well as a bomb, 
the Internet does provide some new opportunities.     
 
Most official organizations have websites and a simple web defacement attack could provide 
propaganda for the terrorist. If they can put a false message on a government or international 
organization site, this could help with their recruitment or to gain sympathy for their cause. They may 
also choose to provide false information; if they can hack into and deface an information site it could 
cause widespread panic. An example would be a spurious headline on a security information or news 
site claiming a major chemical leak in a large metropolitan area urging people to flee immediately. As 
well as the public danger of a mass panic move, there could also be severe economic damage to the 
ǘŀǊƎŜǘ ŀǊŜŀΩǎ ŜŎƻƴƻƳȅΦ   
 

ñéas there is a ópoliticalô element 

to terrorism, they have a message as 

well as a bomb, the Internet does 

provide some new opportunities.ò 
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The Internet also provides a new opportunity in recruiting and radicalizing potential terrorists. Forum 
sites and chat rooms are used extensively by people who are trying to discover more about their views 
and ideas. Once someone has posted a message that indicates they could have the same views and 
motivations as the terrorist, a groomer from the organization may begin contact. This would promote 
ǘƘŜ ǘƘƻǳƎƘǘ ǇǊƻŎŜǎǎ ƻŦ ǘƘŜ ǘŀǊƎŜǘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ǘŜǊǊƻǊƛǎǘǎΩ ƎǊƛŜǾŀƴŎŜ ŀƴŘ ŀǘǘǊŀŎǘ ǘƘŜƳ ǘƻ ǘƘŜ ƎǊƻǳǇΦ  
The terrorists will be patient and put a lot of effort into radicalizing a young mind towards the teǊǊƻǊƛǎǘǎΩ 
way of thinking. Not only can this recruit potential terrorists, it can create support. 
 

As developed societies become more cyber reliant there is an 
increased opportunity for the terrorist group to target the 
infrastructure of communication and business by Distributed 
Denial of Service (DDoS). With the use of BOTNETs, they can 
ŎƘƻƪŜ ŀ ǘŀǊƎŜǘΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳǎ ǘƻ ŜŦŦŜŎǘƛǾŜƭȅ ōǊƛƴƎ Řown 
their Internet capability. Traditionally, terrorists have targeted the 
financial sector to damage the government or state they are 
terrorizing. This was done before the age of Internet banking; the 
.ƛǎƘƻǇΩǎ DŀǘŜ ŀƴŘ .ŀƭǘƛŎ 9ȄŎƘŀƴƎŜ ŀǘǘŀŎƪǎ ƛƴ [ondon showed this 
as a tactic. Well-targeted DDoS could block a banking system and 
cause billions of dollars damage to an economy. A symbolic 
national industry could provide the terrorist with a propaganda 
coup if they could stop business for a period. 
 
Perhaps the most severe threat a cyber terrorist could pose is 

with the Supervisory Control and Data Acquisition (SCADA) systems. These systems control the hour-to-
hour running of an increasing number of industrial and public infrastructures. Many power plants, water 
management or traffic control systems use them. If they can be broken into, then it is possible a 
terrorist could take control and cause a catastrophic failure resulting in explosion, release of poisons or 
pollutants or halt a transportation system. Although not terrorist related, a hacker broke into a sewage 
control system in Maroochy Shire, Queensland, after being refused a job. He released millions of liters of 
raw sewage into the water system. He had been employed by the company that installed the system so 
had insider knowledge.  This highlights another problem that terrorists pose: they are patient and could 
install a sleeper cell into a plant or company and work their way into a position of trust, gaining access to 
these systems and bypassing any security. 
 
Terrorism is ever-evolving, and the terrorists are intelligent and committed to their cause. Many 
organizations have time, expertise and plenty of resources. As with conventional terrorism, sound 
defense and prevention will stop most attempts, and a thorough contingency plan will help mitigate any 
effect that a terrorist cyber attack may have. Cyber terrorism differs from ordinary cyber crime and 
hacktivism; it is done for a purpose and with a specific outcome in mind. Whereas a hacker is pushing his 
or her personal limits to see what they can do, and a criminal will be out for profit, the terrorist is 
looking for propaganda or to damage a specific target or infrastructure. This is where the key to this 
defense lies; it ƛǎ ōŜȅƻƴŘ ƴƻǊƳŀƭ ΨŎȅōŜǊΩ ŘŜŦŜƴǎe and must be included in a holistic security plan. Those 
running official, business or SCADA IT infrastructure must assess where the terrorist would benefit from 



 
Volume 2, Edition  11 

June 4 , 2009 

CyberPro  

 

Keeping Cyberspace Professionals Informed     

 

1 1 0  R o y a l  A b e r d e e n  ̧   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 10  

 

attacking them and ensure that is included in the plan. It must also include the key aspect of any cyber 
system ς the person on the keyboard. Terrorists have time and belief to infiltrate slowly; vetting staff 
and ensuring no one person can control a key system is common sense. Disgruntled or dismissed staff 
may also be a concern. 
 
Cyber terrorism is not a new entity; it is a new medium for an old problem. The defense must include 
traditional security as well as electronic measures. Understanding the threat and analyzing how it 
applies to your system will help to target your defense. Sensible caution will mitigate cyber terrorism 
without a scaremonger overreaction, which would be a terrorist victory in itself. 
 
Julian Charvat is the Cyber Terrorism Course Director at the Centre of Excellence Defence Against 
Terrorism in Ankara, Turkey.  For more information, visit www.coedat.nato.int.  

 

 

 

 

  

http://www.coedat.nato.int/
http://www.nsci-va.org/CyberProNewsletter.htm
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SYMPOSIUM SHOWCASES C YBERSECURITY GOALS ,  OBSTACLES

COURTESY OF THE ARMED FORCES COMMUNICATIONS AND ELECTRONICS !{{h/L!¢LhbΩ{ 5/ /I!PTER 

 
¢ƘŜ !ǊƳŜŘ CƻǊŎŜǎ /ƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ 9ƭŜŎǘǊƻƴƛŎǎ !ǎǎƻŎƛŀǘƛƻƴΩǎ 5/ /ƘŀǇǘŜǊ ό!C/9! 5/ύΣ ŀ ƴƻƴ-profit 
association focused on providing an ethical forum in which government, industry and academia can 
exchange information and work together to promote national security, is holding its 1st Annual 
Cybersecurity Symposium June 25. Located at the Capital Hilton, 1001 16th Street NW, Washington, DC 
όŎƻǊƴŜǊ ƻŦ мсǘƘ ϧ Y {ǘΦύΣ ǘƘŜ ŎƻƴŦŜǊŜƴŎŜ ǿƛƭƭ ǇǊƻǾƛŘŜ ŜŘǳŎŀǘƛƻƴŀƭ ǇǊŜǎŜƴǘŀǘƛƻƴǎ ǘƘŀǘ ŦƻŎǳǎ ƻƴ ά9mbracing 
/ƘŀƴƎŜ ¢ƻŘŀȅ ǘƻ aŜŜǘ ǘƘŜ ¢ƘǊŜŀǘǎ ƻŦ ¢ƻƳƻǊǊƻǿΦ έ 
 

Specifically, the conference will showcase the elevation 
of cybersecurity to the Obama aŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ No. 1 
technology priority ς laying the groundwork for defense, 
civilian, state and local government agencies, as well as 
industry, academia and nonprofit organizations tasked 
with addressing the emerging priorities. The 
Cybersecurity Symposium will provide a platform for 

government and military officials to share their current goals, requirements and challenges with regards 
to cybersecurity and address the unpredictable landscape that lies ahead. 
 
Expecting more than 600 attendees, the Cybersecurity Symposium will provide a full-day educational 
program, including: 
 

Á A robust discussion around Federal Information Security Management Act (FISMA) 2.0, with 
perspectives from the Office of Management and Budget (OMB) and current Chief 
Information Security Officers (CISO)  who are excited about the challenges they are facing 
and the opportunity to make a difference. Additionally, the FISMA 2.0 discussion will 
incorporate advocates of change from The Hill that share the goal of taking us beyond 
compliance to a space where we can begin to address real change 

Á A discussion of the operational aspects of the new Certification & Accreditation (C&A) 
process (now Standard Authorization Process) with a panel of Chief Information Officers 
(CIO) from defense and civilian agencies, as well as the Office of the Director of National 
Intelligence (ODNI).  This session will also highlight agency success stories and the very real 
challenges and opportunities that are faced by both civilian government and military alike 

Á An overview of the changes in the Department of DeŦŜƴǎŜΩǎ ό5ƻ5ύ ŜƳŜǊƎƛƴƎ ŎȅōŜǊǎŜŎǳǊƛǘȅ 
leadership, with perspectives from each of the services 

Á An update on the Comprehensive National Cybersecurity Initiative (CNCI) and the progress 
that the administration has made in the first five months ς toward a more comprehensive 
strategy and leadership ς building on and amplifying the previous aŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ ŜŦŦƻǊǘǎ  

 
  

ñEmbracing Change Today to Meet 

the Threats of Tomorrowò 
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The impressive line-up of confirmed keynote speakers includes: 
 

Á LTG Keith B. Alexander, U.S. Army ς Director, National Security Agency; Chief Central 
Security Service; Commander Joint Force Component Command ς Network Warfare 

Á w!5a aƛŎƘŀŜƭ !Φ άaƛƪŜέ .ǊƻǿƴΣ ¦.S. Navy ς Acting Assistant Secretary, Cyber Security and 
Communications, U.S. Department of Homeland Security; Assistant Deputy Director, Joint 
Interagency Task Force, ODNI 

Á Mr. Steven E. Thompson, Director for Cybersecurity, National Security Council 
 
For additional information on the AFCEA DC Cybersecurity Symposium and the updated agenda, or to 
register for the event, visit: www.afceadc.org/cybersecurity. 
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