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THIS WEEKIN CYBERPRO

BYJIM ED CROUCNATIONAL SECURCVBERSPACE INSTITIMNTE

We kick off this edition of th€yberPravith a Senior Leader Pspective from General Roger Brady,
Commander, U.S. Air Forces in Eur(sge §d Ly NBaLRyasS G2 ljdsSaildazy
¢CNAYOofSS DSYSNIf . NIReé RAadOdzaasSa !'{! cCco9Qahdy3az
various commands integrate vertically and horizontally within the DoD and NATO structures.

a
A

If you maintain an account on sites such as Facebook, Linkedln, Myspace, or Twitter, you should pay
FGadSydAazy (2 a{S@Sy 5SI RNAgpaEigrsy K S{ BOMITL t K D@
the newsletter. Also in this section is a story on comments recently made by Amit Yoran, former director
2F GKS 51 { /2@0SNASOdZNA{(& RAODAAAAYWS O2KD | dilANIAA (&
sophisticated and focused cyber threggsge 1).

Ly GKS at NBAARSYG holYlFéE aSOGA2YS D2NR2Y [/ NB DA

never monitor privatesector networks while also provity the U.S. with an adequate level of cyber

security(page 14.

¢ KS &5 2 5(pagel5ffariiskLoy the standup of the new Cyber Commamzduding concerns
shared by some that this move will make DoD the dominant player in cybersecurity and will create a turf
battle beween the Defense Department and the Department of Homeland Security.

G/ &0 SNRLISING (pand BV OFf dzZRSa | ad2NER o2dzi GKS | yAd
0KS 3I20SNYYSyiQa OeoSNBESOdINAGE LRftAOE gdd R AY
from its Cyber Security Operations Centre at Cheltenham, En(pane 2).

We hope you find this edition of the CyberPro informative and useful. As always, we welcome your
feedback on ways to improve our product.

—_—)

¢

f dz




“ Security
Cyberspace ) .
Nscl Institute Keeping Cyber space Professionals Informed

i CyberPro e 2 2 2000

SENIOR LEADER PERSPECTIVE : GENERAL ROGER A. BRADY

b{/ LQ&a& [ A yeRently hter¢idhkd\Gerieral Roger A. Brady,
commander, U.S. Air Forces in Europe; commander, Air Component = ‘
Command, Ramstein Air Base, Germany; and director, Joint Air Pow ** {;i”-, ;

Competency Center, Ramstein AB. He has reigilityor Air Force * 4
activities in a theater spanning three continents, covering more than 2
million square miles, 92 countries and territories, and possessirg ong
F2AdNI K 2F GKS 62 NI RAKAINRLIETF {K2
Gross Domestic Product

- e

NSCIZ KIG A& ! {!C9Qa&a NBflIGA2YyAKALI G2 20KSNJ5SLI NIJfSYy
cyberspace operations?

GEN. ROGER BRAIN cyberspace domain dictates that a myriad of organizations integrate laterally
and vertically to meet the commogoal of protecting our cybepsce domainWithin this paradigm,
USAFE is responsible for ensuring the security and integrity of our portion of the Net.

NSCI: You became USAFE commander at the beginning of last year. Have there bespeaifig cyber
sucaasSa aiayoS GKSy (KIFaG @2dzQR tA1S (2 KAIKEAIKIPEK

BRADY: Yes, since | became the USAFE commander, we have had several key cyber successes in the
MAJCOMOne significant cyber success has been our deployment of the Host Based Security System
(HBSS)'heHBS$s a suite of inkgrated applications providingtrusionprevention, intrusion detection

and firewall capabilitiesSThe HBSS suite may be installed on any astwlient, with configuration and
management of the HBSS suite octgrat a centralized locain. Our particular HBSS implementation
encompassed the entire USAFE NIPRNet, witte than 30,000 workstations arsgtvers receiving the

HBSS suit& his initiative dramatically improved the security of our networks, establishing a new level of
situational awareness and threat mitigation.

Another recent cyber success that | am prouavas our USAFE Information Assurance (IA) campaign.
This IA campaign was an aggressivaviék focused effort on raising the awareness of network users
and preparing thento better defend cyberspace. The campaign included Armed Forces Network
commercials and radispots, base newspaper articlaad structured exerces such as phishing
scenariosThe effectiveness of the campaign was illustrated by the requests from ogfegrcaes during
the May 09 Security Solutions Conference for ldysroducts.
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NSCI: From a USAFE perspective, can you discuss a few of the key challenges regarding cyberspace
operations?

BRADY: Since the cyber domain is a very dynamic environment, wéoneslre that we are postured
correctly to defend this domain much like othguerational domains such as air and spaldee right

peope with the right skills, tooland leadership need to be aligned logically to respond to cyber threats
quickly and deisively.With the inception of our newestiumbered Air Forcehis concept has become a
reality, and we have a criticphrt of that mission in USAREis critical for all MAJCOMSs, not just USAFE,
to work side by side to ensure that the mission of thevr@yber NAF, 24th Air Force, is accomplished
every day.

NSCIYou are also the commander of the NATO Allied Air Component Command. Does this include any
cyber collaboration with NATO similar to the Afiorce mission (e.g. air, spaaad cyberspace)? If ip
who is responsible for coordinating cyber issues with NATO?

BRADY: The Cooperative Cyber Defense Center of Excellence (CCD CoE) was formally &saablished
14, 2008jn orderto enhance N ¢ h Qa O@& 6 S NJ R Sogafeyia Bllind,[Estinia, Aikedel 8 ©
an international effort that currently includes Estonia, Latvia, Lithuania, Geynitaly, the Slovak
Republicand Spain as sponsoring natioffhieUnited Statedas already stated our intent to join this
organization and we are in the procas coordinating this effortWe fully support the cyber
collaborative effort by providing 8ight, subject matter expertisend assistance to NATO on various
aspects of cyber defense.

NSCIDoes the Joint Air Power Competence Centre include any cybes foésponsibilities?

. w!'5. Y ¢KS W2Ayid ! A NSJARPGCSddrent 200 LidShiér WIS, is ivBking NB Q

with the national and NATO authoriSen the cyber implications to airand spadé. t / / Q& ST T2 Nj

at the operations and stratgc level as it relates to our program of work. Its role is to loothér into
the future to frame the challenges and preparewwe might address them as atiance.

NSCI: Are you planning any cybelated organizational changes within USAFE as autesf the
recent decisions to standp a cyber NAF within the Air Force and a Suhified Command for cyber
under USSTRATCOM?

BRADY: There are no organizational changes within USAFE that are the direct result of the Cyber NAF;
however, we were already tking at streamlining processes and using more reachback support to meet
Program Budget Decision (PBRD fequirementsUnits that will provide that reachback capability will

be aligned undr the new Cyber NAF, 24th ABur current framework is Hine with the aforementioned
organizational changes.

NSCI: Since you took command, have there been any USAFE exercises that focused on cyberspace
capabilities or were adjusted to include that aspect? Can you discuss any upcoming exercises or
training activitiesthat USAFE has planned in 2009 that aim to improve cyberspace capabilities?

BRADY: There have been no speci8ABE exercises that focused ghar, but it has become an
integral part of our exercises. Austere Chaljer2009 was a EUCOM exerdseertify its conponents

Q)¢
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as a Joint Task Fordauringthis exercise, there was heavyber involvementEach component under

EUCOM created a cyber playbook that furthered our efforts to stangattieater tactics, technigues

and procedures (TTP) related to €ybletwork Defense, ultimately improving command and control
relationships and ensuring and maintaining cyber network readiness.

The Cyber Playbook is a thréered approach to providing Cyber Network Defense.
A Tier 1 (top tier) requires TTPs at the emese level that are aimed at synchronizing information
flow and actions from external organizations through the COCOM and out to the components
A Tier 2 (middle tier) is focused on specific actions required on the networks to prevent cyber
events and readp indications and warings of cyber events that occur
A Tier 3 (bottom tier) focuses on how divisissectionsand individuals will work ia diminished
cyber environment

NSCI: What kinds of opportunities do you see for interaction with industry partnetsaining for
OeoSNJI RSFSyasS yR 2FFSyaSK I NB G(GKS&S LJ NIySNEK
European and African theaters?

.w! 5, Y {1 C9Qa Odz2NNBy (i g ¥Ftied2aD 8570 inigagivére & 837¢ (1 S NI/ |
initiative is designed to train our.8 Armed Forces in specific cyb@peration core competenciegVith
respect to USAFE, the DoD 8570 effort has incorporated indpattgers to provide instructaeted

classes and handm training to our cyber forces his traning has led USAFE to meet its goals of
certifying personnel in A+, Security+ and CIS&®ee USAFE has met our internal DoD 8570 goals, we
will look at future training opportunities and exercises with industry partners.

NSCI: What have cyber operatioimssupport of USAFRICOM looked like so far? What do you think
they will entail in the future?

BRADYPresently, both the cyber operations supporting USAFRICOM air component forces and the
cyber operations supporting USAfeEces have been very simildrhis similarity is primarily due to the

L d{ & | leffalt 16 2eNAI Manage all network users anesources (AFNetOps) by consolidating
manyU.S. Air Force network systems and servitass initiative has allowed USAFE to standardize or
& G S Y Ldiut-cyib8rperations, giving both our emders and cyber operators the same cyber
environmer, regardless of their physical or geographic locatidence, all aspects of cyber opetats,
including offense, defensand support, can be managed in the safaghion.

b{/ LY L& GKSNB lIyeiKAy3d StasS &2dz2QrR tA1S {2 I RR

BRADY:: Cyberspaiseabsolugly critical to our operationdNe do not operate withouit and every
individual must be aware of the responsibility to ensure we can operate in this critical domain.
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CYBERSPACE 1 BIG PICTURE

NATO Hawks are Circling as the Web
Readies for Tighter Surveillance

BY: MISHA GLENNYETGUARDIAN

06/30/2009

Since both the UK and the U.S. have announced
formal cybersecurity plans, experts expect a
cold war of the Web that W include Russia,
China, Israel and India. Experts also say that
Internet surveillance, which is already advanced
in countries like Iran, China and Russia, will

increase for Western countries as well.
http://www.taipeitimes.com/News/editorials/archives/20
09/06/30/2003447431

The New Global Cyber Cold War

BY: REUVEN COHENTEZER
06/26/2009

The article says that the recent announcement
2T GKS yS¢g | {

/ e Unided// h a

States within a broader group of countries

pitted against one another in what can only be
RSAaONAROSR a I WwWDf20l ¢
also announced the formation of a cyber

command last week.
http://virtualization.ulitzer.com/node/1016703

What Rules Apply in Cybewars?

BY: ALKA MARWAHA BBEWS

06/24/2009

Journalist Cyrus Farivar says that cyber warfare
needs to be better defined, and that a better
definition of cyberwarfare woual help when
relating cyber attacks to NATO. Farivar also says
that current legal and political frameworks
worldwide have not caught up with

technological realities.
http://news.bbc.co.uk/2/hi/technology/8114444.stm
gL I OSa UK
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