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THIS WEEKIN CYBER PRO

BYLINDSAY TRIMBINATIONAL SECURCVBERSPACE INSTITINTE

Recentcyber attacks on U.S. and South Korgamernmentwebsites have grabbed the attention of the
news mediaand publidn the last two weeks, ith blame for the attacks shifting among multiple

nations. North Korea was the initial suspguage27) and other analystpointed to South Korea as

planning the attackpage29). More recent reports(page29) identified a master commanénd-control

server in Englandut the owner of that server said the master is locate®liami, Fla (page 27. The
distributed denial of service attack affected U.S. websites for the Department of Transportation, Federal
Trade Commission, th&/ashington Postthe New York Stock Exchange, the Department of Defense, the
White House, the Department of State, the SecrewiBerand the Department of Homeland Security
(page25). South Korean websites affected include the Shinhan Bank, the Korea Exchange Bank and the
{2dzi K Y2NBIy LINH&B). RE Nichadel Mullem, dhaiinén ofithe Joint Chiefs of Staff,
sadthati KS | Gil O01a oAttt KIJEASHYI ERNADERS SORYRYYNDA MJ
(page 26. Ourcoverage of theyber atcknews reports begision page25.

The decision to use National Security Agency technology to monitor Internet traffic to government
systems a program called Einsteingghas raised debate over Internet privacyttie United States. In
May, President Barack Obama said that this new initiative would not compromise online ppagey (
15). Although the program will use NSA technology, the Department of Homeland Security will have
control. Officials have stressed that the Einstein 3 program will be used for monitoring and prevention
not reading personal-eails page 20.

Ly dzLJO2YAYy 3 AYF2NXIGAZ2Y &S 0OdzNR ledkerOhoe 116 Aifit Yabed, K|
chaiman and CEO of Netwitness aiodmer director for the USCERT, will give the keynote speech at
Hacker Halted USA 2009. The conference will be Sept. 20 to 25 in Miami, Fla.

Our featre article this weekpage §RA 4 OdziaSa GKS |1 mbm a{éAyS Cf dz
organizations can prepare fora®Y SNHSYy O0S Ay GKS FfdzQa SFFSOiGaod
take as well as ways for and&partment to prepareequipment for an increase in telecommutiniyfter

reading it, decide ifourorganization is prepared fdahe effectsofi KA a &SI NR& Ffdz aSI §2

R >

<,
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THE PRUDENT CIO AND THE PANDEMIC

BYDR. JAMES KASPRAWKTIONAL DEFENSEVIERE'Y
& DR. MARY ANNE NXQVESTERN CAROLWUMNAVERSITY

What steps should a prudent IT
manager take to meet the present
threat of a swine flu pandemic?

It is difficult to assess the risks of a
pandemic by traditional risk
assessment methodologies, ifily
because newhemerging viruses have
GadNy §S3ASae 27F
change unpredictably to adapt to new| /
environments and meet new <&
conditions. Because pandemic risks ajg
SO uncertain, a manager may hesitate
to waste time and money preparing
for suchthreats, especially when other
needs are so certain and so pressing.
And then there is the risk to the
YFEyF3ISNDa NB Lzl
GAYSa OFry KS 2N a
maintain credibility for the time when
a real wolf shows up. Finally, there is
the unusual nature of the pandemic
threat and the measures to be taken
F3rAyad Ade 2SS Ol
disease by the usual continuity of
operations measures: crowding peopl
into bunkers, backing up files
designating alternate sites.

lllustration by Kenny Callicuttyww.callicuttart.com

Managers arrently have a window
of opportunity in which to prepare

for the effects of the latest viral threagi KS | mbwm a{ 6AYyS Cfdz GANHzZ P LY

disappear in warm weather and-emerge in the late fall through winter months. When they return,
they haveoften mutated and sometimes reappear in a more virulent and dangerous form.
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¢CKS FlY2dza a{ LIl yArAaK Cfdz OANHz 2F mdbdmy FANROG al20
returned months later in a second wave, killing more tB&rmilion people worladvide. The current

strain of Swine Flu worries health authorities because it is pieced together from portions of several

other viruses found in pigs, birds and humans, and is highly unpredictable. Even more disturbing, it

shows one of the idtinctive characteristics of its deadly cousin, the Spanish Flu: it affects those with

very healthy immune systems worse than children or elderly victims. The Centers for Disease Control
(CDGreports that the average age of HIN1 patients is 12 yeardotdhose patients who are affected

So severely as to require hospitalization are on average 20 years of age.

Are there any lowkey, lowcost preparations which a CIO or IT manager can take to prepare for such an
uncertain, but peentially catastrophicthreat?To begin with, pandemics have precursors that warn of

0KS 2y O02YAy3a RIEYISNW ! @GANHzZA R2SayQd (NI @St GK 7
infect small numbers of people weeks or months ahead of the large mass of the populati

observant manager will therefore have time to implement aiseéng pandemic response plan.

Swine Flihas spread rapidly, but the infection itself has a relatively low mortality rate, cambpsto
our annual mfluenza epidemics. If the mortalitate from this unpredictable virus increases in the fall
and early winter, this would be a serious indicator of danger to come.

Pandemics affect peoplaside and outside the organizatioiiey individualg from the head of the
organization, down thragh the manager of network operatiorts, the guard at the front desg maybe
unpredictably absent for long or intermittent periods. When a family is hit by an infectious disease, one
member after another may be affected in a series of illnesses. Ifitkaess requires quarantine or

home confinement, an employee might be absent for weeks.

In addition, local governments have considerable power over employee availability, and the effects of
the pandemic will not be geogragfally uniform at any one timé&Vhile one nation may ground all

airline traffic within its territory, another mayave no limitations on commerc®hile a major city may

be open for business, all schools in the suburbs could be closed. In some jurisdictions, nursery and elder
care may b unavailable, or mass transportation systems may be shut down. Local health officials
generally have the authority to forbicatherings in churches, theaters and busines&s®n stores and
restaurants could be closed.

The CIO and his ber IT persnnel have some special responsibilities during a pandemic. Health

authorities call for social distancing as one of the key pubfipaonses to a serious pandenfsncial

distancing calls for fighting contagion by limiting physical contacts between peistms minimum

essential interactions. For example, gatherings such as meetings and conferences would be avoided.

Most scenarios for social distancing are heavily dependent upon IT technology in all of its forms:

computers, telephones, teleconferencingdamternet communications. During a pandemic, an

2NHIF yATFGA2yQa L¢ LISNE2YYSt YR AYFNI &iNHzOG dzNB QY I
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By all accounts, threats of a serious Swine Flu pandemic are four to six months out. What should a
prudent CIO be doing now?

Dust off the Plans

The pandemic plan provides for an orderly continuatibrrganizational functions iemergency
conditions of contagion. Who declares that an emergency exists for the organization and when it is
over? For pandemics, these determinatianay not be easy or simple. Which countermeasures should
be taken at different stages? Areyoperations to be suspendedme emergency data in the plg
contact information, names ansuppliersg should be updated now, and kept up date over the next
few months.How will the organization put out news td aiembers of the organization®ill there be a
special website, use @ftelephone notification systemr mass anailings?

At this stage, someone in the organization must be designated to monitadgmaic information and
preparations. This includes checking the websites for the World Health Organization and the Centers for
Disease Control. Find out if local health and civic authorities have websites or other standard channels
to distribute informatian in an emergencyGet key phone numbers. Until there are further

developments, monitoring efforts will require only a few hours each week for one person.

Policies

Emergency policies should be developed now for quick implementation as required. Thizatigan
should consider how best to suppainployees and their familiesVill the organization continue to pay
an employee who has no sick leave? If not, employees will be tempted to conceal their illnesses and
come in to work because they need the mon8ick employees should be discouraged from coming to
the central worksite; by health screening at the door, if necessary. At some point, management may
prohibit nonessential meetings, discontinue gmtraininganddiscourage travel by airline¥he

Internet contains dozens of websites listing policies to be considered and emplaced for pandemic
emergencies, including ficies on absenteeism, overtinad hazardous duty pay. The CDC, for
SEIFYLX S KIFI&a LRaGSR || 4. dAaAyS&aal &l yRSYAO Ly Tt dzfJyl
www.pandemicflu.gov/plan/businesschecklist.html

Succession

Key individuals and their potential successors must be named. In the Information Technology
Department,successors shddibe two, threeor more people deep. Succession plans should not only
include the IT manager, but all individuals whose absence would seriously disrupt the business
operations of the greateorganization.This includes the man with the keys, the ladyhessential
security clearancesr the only one authorized and enabled to make payments to suppliers.

But a succession plas not simply a piece of papdtach designated successor needs to have sufficient
training and access to the resources requireditothe job: the keg, the combination to the safe and
possession of a company credit card. To maintain a sufficient level of IT skills during a pandemic, many
people may have to be crossained. Now is the time for that training.
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Maintenance and Supply

Just as no human being should be a single point of failure for the IT department, there should be extra
consideration given to the supply, repamdareplacement of IT equipmeriuring a pandemic, there

may be delays in suppldistribution or deliveryA relatively small float of spare equipment, especially

of key components, will go far tansure the continued operation of your systems.

If the organization plans to let its employees telework during a pandemic, it may need a different mix of
equipmentand supplies from normal operations. Individuals should check the usability of their personal
telework equipment. Whenever possible, buy IT equipment and supplies you were going to get anyway
G just stock the items a few months in advance.

In addition, yu might want some support items needed in a pandemic: trashbags, cleaning equipment,
rubber gloves and sanitary wipes. These items are inexpensive, and most can be used for other purpose
if not needed for an emergency. Note that when the World Healtre®@ation announced the

emergence of Swine Flu, some health items, like face masks and sanitary wipes, disappeared from the
shelves of the large retailers for almost a week. It may also be useful to make extra keys, credit cards
and access badges for an ergency and store these in a secure place.

There are some sites, such as central computenTs, network operations centeend data storage

facilities which must remain operational ever2ify t & | G | 2 dVorkersimighit koyhdth SO
the worksie scattered over shifts in a 2#bur period, or do support work frondecentralized locations.
Commonlyused equipment or surfaces would be decontaminated with wipes and cleaning materials.

How do such workers, and their teleworking customers obtain needgglies and maintain their

equipment and services av an extended period of timel2ogistics support must include pre

determined quantities of spare computers, cell phones, Internet access cards, external access to intranet
files, etc., to support remotavorkers. Transportation may be a separate problem.

The Supply Chain

That brings us into consideration of all the people outside the organization who support it with their
supplies and services. Long before a pandemic, the CIO needs to determine theesbusd
dependability of current suppliers and service providers, including Internet service providers, wireless
and othe telecommunications services.

Should there be some guaranteed service level agreement? What assurance do we have that our
organiation will have priority service when every customell Wwave urgent requirements3hould we
contract with secondary suppliers?

Remember also that employees working from home also have ISPs and service pr&¥idald.you
worry about thesen a pandenic, there may be many, many employees simultaneously working from
home ¢ a workload that our telecommunications systems were not designed to support.
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Communicate

Finally, this is the time to brief all employees on how the organization plans to mepatitemic

challenge, and how it will support its employees and their families. At this stage, we are concerned only
with the succssion plans of the organizati@md the general concept of operation during a pandemic.
There will be time later, if requiredip train on medical precautions and details of policies. Now we are
concerned with mobilizingthe NB I y A T I G A 2 y Q &nd KhdaWihg/ftheiNd®rifidenetldDé &
support for the tasks that may lie ahead.
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HACKER HALTED HOSTS | MPRESSIVE SPEAKER LINE -UP

Former Directorof the USCERT todynote at Hacker Halted USA 2009

Hacker Halted USA 2008 leading information security conference hosted byd®@ncil, announced
July 15hat Amit Yoran will béhe keynote peaker for the caferenceSept. 20 to 25 in Miami, &l

Since 2006Yoran has served as theairman and CEO of Netwitness. He was formerlydttector of

the USCERT and National Cyber Security Division of the Department of Homeland Security, and has
served as CEO andwsbr to IrQ-Tel, the venture capital arm of the CIA. He is currently a member of
the Commission on Cybersecurity fresident Barack Obama

Amit Yoran joins an impressipeesenters) fugicgndprisingworld-renowned security experts who will
discusdhe latest information security trends, present some of the best practiceluncover the latest
vulnerabilities and exploits. Some of the presenters include:

Howard Schmidt Ira Winkler
David Litchfield Ari Takanen
Herbert H. Thompson Jeff Bardin
Michael Malin Greg Hoglund
Ron Gula G. Mark Hardy
Mark Harris Trey Ford
Edward Haletky Gunter Ollman
James Aquilina Erik Laykin
Chet Ratcliffe Jayson E Street
Daniel V Hoffman Ariel Silverstone

G 2 A U Kan @mgz€sKive list of speakers making up a world class agenda, and being held at an exciting
venue in Miami, Hacker Halted USA 2009 is poised to be the perfect platform for information security
professionals globally to enhance knowledge and exchangesy&swvell as netwonkith peers within

the community¢ said Jay Bavisi, dounder and president of ECouncil.

About Hacker Halted USA 2009

Hacker Halted USA 20@9a complete and comprehensive information secwranference hosted by
ECCouncil, a global leading certification body. The event wiBéet. 20 to 25 at the Hilton Miami
Downtown.Most registered participants of the conference will be entitled to attend one of three
specially customized security trag workshogworth $599, at no additional coSep. 25. Refer to
event website for more details.

In addition, E€ouncilis offering a heavily subsidized rate for gdivernment and military personnahd
a discount for alCyberPrsubscribersVisit he registrationwebsiteto find out more about this offer.
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Secuity Technologis, Sophos, Codenomicon, Cengage ayiglgress, among others.

Since 2004, the global series of Hacker Halted has been successfully organized in many cities including
Myrtle Beach, Dubai, Singapore, Kuala Lumpur, Taipei and Tokyo. Otheslatgedsto host the event in

2009 are Seoul, Hyderabad and Kuala Lumpur. The objective of the Hacker Halted conference series is t
raise international awareness towards increased education and ethics in Information Security

For more information, contadteonard Chin, conference director,labnard@eccouncil.orgr visit
www.hackerhalted.com

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578
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