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THIS W EEK IN CYBER PRO  

BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
As the LƴǘŜǊƴŜǘ ŎƻƴǘƛƴǳŜǎ ǘƻ ŜȄǇŀƴŘΣ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ άŎȅōŜǊ ŘƛǇƭƻƳŀŎȅέ ƛǎ ƛƴŎǊŜŀǎƛƴƎ ǿƻǊƭŘǿƛŘŜΦ ! 
tŜƻǇƭŜΩǎ 5ŀƛƭȅ hƴƭƛƴŜ article (page 10) discusses the conveniences and challenges of cyber diplomacy 
and highlights the difficulties of governing the Internet with its blurred boundaries. The International 
Multilateral Partnership Against Cyber Threats (IMPACT) and the International Telecommunication 
¦ƴƛƻƴ ŀǊŜ ŎŀƭƭƛƴƎ ŦƻǊ άŎƻƴŎŜǊǘŜŘ ōƻǊŘŜǊƭŜǎǎ ŎƻƻǇŜǊŀǘƛƻƴέ ǘƻ ŎƻƳōŀǘ ŎȅōŜǊŀǘǘŀŎƪǎ (page 21). IMPACTΩǎ 
chairman is pushing for this global partnership and said that defense against cyberattacks will be a 
complex process ƻŦ άƳŀƴȅ ŘƛŦŦŜǊŜƴǘ ŀŎǘƻǊǎΣ ƎŜƻƎǊŀǇƘƛŎŀƭ ƭƻŎŀǘƛƻƴǎΣ ƧǳǊƛǎŘƛŎǘƛƻƴǎ ŀƴŘ ƭŀǿǎΦέ 
 
The U.S. government is struggling to recruit a talented cyber workforce. Some experts recommend that 
the new cybersecurity coordinator develop an overall blueprint for meeting cybersecurity job needs 
(page 12). The Scholarship for Service Program currently recruits approximately 120 new cyber 
employees for federal agencies each year. AcŎƻǊŘƛƴƎ ǘƻ ±ŀƴ IƛǘŎƘΣ ǘƘŜ WǳǎǘƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ŎƘƛŜŦ 
information officer, that program will expand to approximately 1,000 new hires per year (page 13). The 
Department of Defense is planning to recruit 10,000 workers for cyber security positions (page 17). To 
do this, the DoD is partnering with the Center for Strategic and International Studies, the SANS Institute 
and several universities. The group will host cybersecurity competitions to find potential applicants 
(page 39). However, 5ŜŦŜƴǎŜ ¢ŜŎƘΩǎ Kevin Coleman says it will be difficult to fill the position of federal 
cyber czar due to the power struggle inherent in the position (page 16). Coleman writes that the czar will 
ƘŀǾŜ άǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǿƛǘƘƻǳǘ ǘƘŜ ŀǳǘƘƻǊƛǘȅ ƴŜŎŜǎǎŀǊȅέ ǘƻ ŎƻƴǘǊƻƭ ŎȅōŜǊǎŜŎǳǊƛǘȅΦ 
 
A new Congressional bill ς the Intelligence Authorization Act for Fiscal Year 2010 ς requires the 
president to report to Congress about legal, privacy and operational issues of each new cybersecurity 
program. Agencies would also have to report to Congress following cybersecurity reviews (page 40). 
 
¢Ƙƛǎ ǿŜŜƪΩǎ ŦŜŀǘǳǊŜ ŀǊǘƛŎƭŜ (page 7) takes a look at a specific kind of intelligence ς wiretapping. Author 
9Ř DǳƴŘǊǳƳ ŘƛǎŎǳǎǎŜǎ ǿƘŀǘ ƘŜ Ŏŀƭƭǎ άŘŜŀŦ ƭƛǎǘŜƴƛƴƎέ ŀƴŘ ŜȄǇƭŀƛƴǎ Ƙƻǿ ƴŜǿ ƳŜŀƴǎ ƻŦ ŎȅōŜǊ 
communications have made surveillance more complex. He also explains how new technology will affect 
future wiretapping legislation. 
 
9ƴƧƻȅ ǘƘƛǎ ǿŜŜƪΩǎ ŜŘƛǘƛƻƴ ƻŦ CyberPro! 
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W ILL óDEAF L ISTENING ô TECHNOLOGY CHANGE W IRETAPPING LEGISLATION ? 

BY ED GUNDRUM, PRESIDIO NETWORKED SOLUTIONS 

 

A Long History of Listening to Conversations 
As long as there have been private conversations, people have tried to eavesdrop on them. Ancient 
Anglo-Saxons who hid in the eavesdrip of another's home to listen in were punished when caught. 
When conversations moved to the telephone, unregulated wiretapping enabled law enforcement 
officials to listen in on any conversation they wanted to. Today, wiretapping legislation helps protect the 
privacy of individuals by requiring court-ordered subpoenas that specify the conditions under which a 
wiretap may occur, including who can be listened to, for how long and what information must be heard 
within a specified time period in order for the wiretap to continue.    
 

Wiretapping in Cyberspace 
The advent of cyberspace has introduced a variety of new Internet Protocol communications including 
VoIP, e-mails, instant messages, blogs and social networking. These new means of communication have 
added complexity to surveillance because they may use open public networks that are less definable, 
accessible and traceable for law enforcement officials than were the traditional hard-wired telco 
switching technologies. Blogging and social networking added yet another layer of complexity due to 
their use of complex Web site http protocols. Pervasive IP communications ς such as Blackberries ς 
provide users with IP communications access wherever they travel and therefore create moving targets.  
 
Additionally, each communication record itself has become more complex, with only 30 percent of the 
volume of some IP communications pertaining to the actual content and associated attributes, while the 
remaining 70 percent may consist of redundant packet level data, duplicate header information and 
Internet housekeeping protocols like Domain Name System (DNS).      
 

 ΨDeaf ListeninƎΩ Technologies Offer New Wiretapping Capabilities 
ά5ŜŀŦ [ƛǎǘŜƴƛƴƎέ ƛǎ ŀ ǘŜǊƳ L ǳǎŜ ǘƻ ŘŜǎŎǊƛōŜ ŀǇǇƭƛŎŀǘƛƻƴǎ ǘƘŀǘ ǇǊƻǾƛŘŜ ǘƘŜ ŀōƛƭƛǘȅ ŦƻǊ ƳŀŎƘƛƴŜǎ ǘƻ ŎŀǇǘǳǊŜ 
IP communications in near real time, screen them for specific content and take action on matches and 
non-matches without human intervention.   
 
Decomposing and converting the complex IP network traffic into more concise and flexible formats such 
as document-oriented XML enables simple, fast and comprehensive Google-like searches, even with files 
containing millions of records and occupying peta bytes of storage. By indexing every word within each 
IP communication, particular keywords or phrases within the content may be searched. IP attributes 
associated with the each communication (i.e. άFrom:Σέ ά¢ƻΥΣέ ά5ŀǘŜΥΣέ ά¢ƛƳŜΥΣέ etc.) further identify  the 
communicator and sources. Removing the unnecessary networking άƧǳƴƪέ ǘƘŀǘ ŀŎŎƻƳǇŀƴƛŜǎ ŜŀŎƘ Lt 
communication and focusing on the content and IP attributes during the conversion to XML allows the 
overall volume of the IP record to shrink by as much as 80 percent depending on the type of 
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communication. This significant size reduction makes it cheaper to store and preserve files for a longer 
period of time for so that historical investigations may be conducted.       
    
Conversations that match the search criteria may either be made available for viewing or subjected to 
additional qualification criteria. Conversations that do not match pre-approved selection criteria can be 
automatically deleted before they are made available to humans. 
 

LŦ ŀ ¢ǊŜŜ Cŀƭƭǎ ƛƴ ǘƘŜ CƻǊŜǎǘΧΦ 
GŜƻǊƎŜ .ŜǊƪŜƭŜȅΣ ǘƘŜ ƎǊŜŀǘ ǇƘƛƭƻǎƻǇƘŜǊ ǿƘƻ ŎǊŜŀǘŜŘ ǘƘŜ ǘƘŜƻǊȅ ƻŦ άƛƳƳŀǘŜǊƛŀƭƛǎƳΣέ or objects ceasing 
to exist once there was nobody around to perceive them, would have probably expressed this high tech 
version of his 250-year-old theory as:  άIf a machine records a tree falling in the woods, and that 
recording is deleted prior to any human hearing it, did the falling tree actually make a noise when it hit 
the ground?έ Similarly in our wiretapping scenario: If a machine listens to a conversation for specific 
keywords, none are found and the record is deleted before a human sees or hears it, were ǘƘŀǘ ǇŜǊǎƻƴΩǎ 
privacy rights infringed upon? 
 

How Technology May Influence Wiretapping Legislation      
A successful wiretap requires first that suspicion is aroused, a legal subpoena is created and the 
instructions within that subpoena must then be strictly implemented. While lawmaking officials will 
ŀƭǿŀȅǎ ǊŜǉǳƛǊŜ άƧǳǎǘ ŎŀǳǎŜέ ŦƻǊ ǘƘŜ ƛǎǎǳŀƴŎŜ ƻŦ ŀ ǎǳōǇŜƻƴŀΣ ά5ŜŀŦ [ƛǎǘŜƴƛƴƎέ ǘŜŎƘƴƻƭƻƎƛŜǎ Ƴŀȅ 
eventually influence the conditions under which a wiretap may proceed.     
 
For example, instead of terminating a wiretap because certain keywords were not heard within a 
specified amount of time into the wiretap, perhaps new legislation will permit machines to listen to the 
entire conversation and selectively frame only those portions that pertain to the subpoena. The 
subpoenas may also include a wider group of suspects because the new wiretapping technology can 
automatically delete irrelevant conversations before any humans hear them, and therefore the risk of 
ǾƛƻƭŀǘƛƴƎ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ǇǊƛǾŀŎȅ rights are greatly reduced. Finally, the technology may influence the 
types of communications that may be tapped, including e-mails, Internet searches, VoIP, blogs and 
social networking. ά5ŜŀŦ [ƛǎǘŜƴƛƴƎέ ǘŜŎƘƴƻƭƻƎȅ ƛǎ ǊŜŀŘȅ ǘƻŘŀȅ ǘƻ ƘŜƭǇ ƳŜŜǘ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ƻŦ ǘǊŀŎƪƛƴƎ Lt 
communications and to influence new wiretapping legislation. George Berkeley would have certainly 
enjoyed participating in a debate about how this technology should affect wiretapping legislation.   
 

About the Author 
Ed Gundrum is senior manager for Sentry Managed Services at Presidio Networked Solutions and a security 
subject matter expert for ENISA. He is the former EVP for Dejavu Technologies, Inc., a network eforensics and 
security vulnerability assessment products company. Gundrum is also the former EMC Director of Telco, 
Media and Entertainment Solutions and Marketing, where he was responsible for the development, sales and 
marketing of a leading terrorist tracking solution. He holds a bachelor of arts in computer science from the 
State University of New York and a ƳŀǎǘŜǊΩǎ ƻŦ ōǳǎƛƴŜǎǎ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ƛƴ Ƴanagement science from 
Rochester Institute of Technology. He can be reached at ed_gundrum@comcast.net.  
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EDUCATION &  TRAINING

Wireshark Network Protocol Analyzer Training 
 
²ƛǊŜǎƘŀǊƪ ƛǎ ǘƘŜ ǿƻǊƭŘΩǎ ŦƻǊŜƳƻǎǘ ƴŜǘǿƻǊƪ ǇǊƻǘƻŎƻƭ ŀƴŀƭȅȊŜǊΦ  Lƴ ŦŀŎǘΣ 
more than 500,000 people download it each month.    
 

Would you like to learn more about this protocol analyzer and 
how to get the most from its features?  
 
Global Knowledge can help.  We are the exclusive Wireshark University 
training provider in the United States.  
 
We offer Wireshark training courses with hands-on lab exercises and 
real-world case studies to help you learn the features of this analyzer 
and how to effectively analyze, troubleshoot and secure your TCP/IP 
network using Wireshark.   
 
Analyzing TCP/IP Networks with Wireshark ς Course Code 9872 
Troubleshooting and Securing TCP/IP Networks with Wireshark ς 
Course Code 9873 
 
For more information or to schedule a course, call 1-877-333-8326.  
 

About Global Knowledge  
Global Knowledge is the worldwide leader in IT and business training. 
We deliver via training centers, private facilities and the Internet, 
enabling our customers to choose when, where and how they want to 
receive training programs and learning services. Our core training is 
focused on Cisco, Microsoft, Nortel and Project Management. Our IT 
courses include networking, programming, operating systems, security 
and telephony. Our business training courses feature project 
management, professional skills and business process curriculum, 
including ITIL. Our more than 700 courses span foundational and 
specialized training and certifications. We offer multiple procurement 
options, including our own GSA schedule.  
For more information, visit www.globalknowledge.com.  
 
For a list of cyberspace-related training courses, see page 42. 

http://www.globalknowledge.com/training/olm/go.asp?find=CyberProJuly23_WS9872&country=United+States
http://www.globalknowledge.com/training/olm/go.asp?find=CyberPro_July23_WS9873&country=United+States
http://www.globalknowledge.com/training/olm/go.asp?find=CyberPro_July23_WS9873&country=United+States
http://www.globalknowledge.com/training/olm/go.asp?find=CyberProGKHome&country=United+States
http://www.globalknowledge.com/training/olm/go.asp?find=CP_Banner_611&country=United+States
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CYBER SPACE ï B IG P ICTUR E

Ψ/ȅōŜǊ 5ƛǇƭƻƳŀŎȅΩ .ǊƻŀŘŜƴǎ ¦Φ{Φ /ƻƴŎŜǇǘ 
of Diplomacy 
t9ht[9Ω{ 5!L[¸ ONLINE 
07/13/2009 

Under the Obama administration, the U.S. 
authorities and academics have developed a 
more straightforward interpretation of the 
άŎȅōŜǊ ŘƛǇƭƻƳŀŎȅέ ŎƻƴŎŜǇǘΦ hƴ aŀǊŎƘ нлΣ 
President Barack Obama delivered a video 
speech to the Iranian people expressing his 
hope that a constructive relationship could be 
established between the two countries. Alec 
Ross, a senior technical advisor for the Obama 
administration and senior innovation advisor for 
the U.S. State Department, had advocated the 
maximum use of advanced communication 
methods to engage in diplomatic activities, 
ŎŀƭƭƛƴƎ ƛǘ ŀ άнмǎǘ ŎŜƴǘǳǊȅ ǎǘŀǘŜ ŎŀǇŀŎƛǘȅΦέ 
http://english.people.com.cn/90001/90780/913
43/6699006.html 
 

Information Age Changes World Diplomacy 
t9ht[9Ω{ 5!L[¸ hb[LbE 
07/13/2009 

This article discusses how the expansion of the 
Internet has allowed citizens to play a larger 
ǇŀǊǘ ƛƴ άŘƛǇƭƻƳŀǘƛŎ ŘŜŎƛǎƛƻƴ ƳŀƪƛƴƎέ ǘƘǊƻǳƎƘ 
άŎȅōŜǊ ŘƛǇƭƻƳŀŎȅέ which refers to international 
ōƻŘƛŜǎ ŀƴŘ ŎƛǘƛȊŜƴǎ άŜƴƎŀƎƛƴƎ ƛƴ ŎƻƳƳǳƴƛŎŀǘƛƻƴ 
and interaction through the Internet to protect 
and promote their own interestsΦέ Cyber-
diplomacy is considered convenient because of 
the use of the Internet to quickly send 
information which is no longer controlled by 
one person or the minority. There are also 
challenges to cyber-diplomacy because Web 
sites are easily attacked and vulnerable. The 
article also discusses how it is difficult to govern 

the Internet ōŜŎŀǳǎŜ ƛǘ άōƭǳǊǎ ǘƘŜ ōƻǳƴŘŀǊƛŜǎ ƻŦ 
domestic and international politicsΦέ 
http://english.people.com.cn/90001/90780/913
43/6699007.html 

 
Sen. Bond: Cyberattack More Devastating 
than Nuclear Bomb 
BY: RONALD KESSLER, NEWSMAX.COM 
07/15/2009 

Sen. Kit Bond, vice chairman of the Senate 
Select Committee on Intelligence, says that a 
ŎȅōŜǊŀǘǘŀŎƪ ŎƻǳƭŘ ōŜ ƳƻǊŜ άŘŜǾŀǎǘŀǘƛƴƎ 
ŜŎƻƴƻƳƛŎŀƭƭȅέ ǘƘŀƴ ŀ ƴǳŎƭŜŀǊ ŀǘǘŀŎƪΣ ōŜŎŀǳǎŜ ƛǘ 
could crush the U.S. economy, which the world 
economy depends on. A large cyberattack could 
even cause deaths by crippling air traffic control 
or taking over the food supply, electrical power, 
head and air conditioning services. Bond also 
says that there should not be a federal 
cyberczar, but that cybersecurity oversight 
should go to an existing or new agency that 
reports to Congress so that the Senate would 
have confirmation authority. 
http:// www.newsmax.com/kessler/kit_bond_cy
berattacks/2009/07/15/235753.html 
 
 

Cyber Warfare ς An Emerging Non-
traditional Security Topic 
t9ht[9Ω{ 5!L[¸ hb[LbE 
07/13/2009 

Network warfare has become an important 
topic in the field of non-traditional security 
while the development of Web sites such as 
Facebook, MySpace and Twitter complicates 
the current security situation. With such an 
enormous amount of data released on the 
Internet every day, it is extremely difficult to 

http://english.people.com.cn/90001/90780/91343/6699006.html
http://english.people.com.cn/90001/90780/91343/6699006.html
http://english.people.com.cn/90001/90780/91343/6699007.html
http://english.people.com.cn/90001/90780/91343/6699007.html
http://www.newsmax.com/kessler/kit_bond_cyberattacks/2009/07/15/235753.html
http://www.newsmax.com/kessler/kit_bond_cyberattacks/2009/07/15/235753.html
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find out which information serves to connect 
members of terrorist organizations. 
http://english.people.com.cn/90001/90780/913
43/6699026.html 
 

New Chief Defends U.S. Base for Agency 
that Manages Web 
BY: ERIC PFANNER, NEW YORK TIMES 
07/13/2009 

Rod Beckstrom recently took over as the head 
of the Internet Corporation for Assigned Names 
and Numbers (ICANN) and says that America is 
still the best guardian of ICANN, which handles 
the allocation of domain suffixes like .com and 
.org. Viviane Reding, European Union media 
and telecommunications commissioner, says 
that the United States should not be in charge 
of an Internet function that is used by people 
worldwide, and instead calls for the creation of 
ŀ άD-мн ŦƻǊ LƴǘŜǊƴŜǘ ƎƻǾŜǊƴŀƴŎŜέ ǘo oversee 
ICANN as well as an independent and 
international tribunal which would review 
ICANN decisions. ICANN is planning on adding 
new address suffixes next year, which the group 
ǎŀȅǎ ǿƛƭƭ άƘŜƭǇ ŀŎŎƻƳƳƻŘŀǘŜ ǘƘŜ ƛƴǘŜǊƴŀǘƛƻƴŀƭ 
diversification of the InternetΦέ  
http://www.nytimes.com/2009/07/13/technolo
gy/internet/13iht-
icann13.html?_r=2&ref=technology 
 

Another High-Profile Hack, DDoS Probe 
Goes Global 
BY: NANCY WEIL, COMPUTERWORLD 
07/17/2009 

This article provides links to some of the recent 
cybersecurity articles that are making headlines. 
One of the most prominent news stories was 
ŀōƻǳǘ ǘƘŜ ǊŜŎŜƴǘ ƘŀŎƪ ƻŦ ŀ ¢ǿƛǘǘŜǊ ŜƳǇƭƻȅŜŜΩǎ 

e-mail, which allowed the hacker access to 
confidential documents which the hacker gave 
to bloggers and online sites. The article also 
includes links to news about Microsoft and 
Yahoo making a search ad deal, reports of 
quarterly financial information from various IT 
bellwethers, and the development of a worm 
that spreads on mobile devices. Other articles 
ŘƛǎŎǳǎǎ Ƙƻǿ /ƘƛƴŀΩǎ LƴǘŜǊƴŜǘ ǳǎŜǊǎ ƴƻǿ 
outnumber the U.S. population, and a survey 
that says that almost six in 10 companies are 
not planning on moving to Microsoft Windows 
7. 
http://www.computerworld.com/s/article/9135
644/Another_high_profile_hack_DDOS_probe_
goes_global?taxonomyId=17 
 

Everyone Needs to Learn About Cyber 
Warfare 
BY: AUSTIN HILL, EAST VALLEY TRIBUNE 
07/11/2009 

Brett Scott, the owner of Internet security firm 
Live Square Security, says that more than 100 
countries are developing cyber capabilities that 
could target American banking institutions, 
public utility companies and government 
databases. Scott also identified North Korea and 
China as two of our greatest threats in 
cyberwar. North Korea is known for their 
nuclear capability development, and is also not 
particularly technologically sophisticated, but 
Scott explains that they are networking 
constantly with other nations that could help in 
attacks. The article recommends that everyone 
should be more informed on cybersecurity as 
cyberwar will likely be in the news more often. 
http://www.eastvalleytribune.com/story/14159
0

 
 
 

  

http://english.people.com.cn/90001/90780/91343/6699026.html
http://english.people.com.cn/90001/90780/91343/6699026.html
http://www.nytimes.com/2009/07/13/technology/internet/13iht-icann13.html?_r=2&ref=technology
http://www.nytimes.com/2009/07/13/technology/internet/13iht-icann13.html?_r=2&ref=technology
http://www.nytimes.com/2009/07/13/technology/internet/13iht-icann13.html?_r=2&ref=technology
http://www.computerworld.com/s/article/9135644/Another_high_profile_hack_DDOS_probe_goes_global?taxonomyId=17
http://www.computerworld.com/s/article/9135644/Another_high_profile_hack_DDOS_probe_goes_global?taxonomyId=17
http://www.computerworld.com/s/article/9135644/Another_high_profile_hack_DDOS_probe_goes_global?taxonomyId=17
http://www.eastvalleytribune.com/story/141590
http://www.eastvalleytribune.com/story/141590
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CYBER SPACE ï U.S.  GOVERNMENT   

U.S. Set to Hike Aid Aimed at Iranians 
BY: FARAH STOCKMAN, BOSTON GLOBE 
07/26/2009 

The Obama administration is expected to 
dramatically increase funding that goes to 
helping Iranian citizens work around 
government controls on the Internet. The 
Iranian government has blocked opposition 
Web sites and reformist blogs using 
sophisticated technology, and even spies on 
activists who use the Internet. The U.S. funding, 
which supports countries that block free speech 
on the Internet, is expected to double from $15 
million in 2009 to $30 million next year. Some 
Congress members question the increase, 
saying that Obama will be antagonizing the 
Iranian regime, who has said in the past that the 
United States is trȅƛƴƎ ǘƻ άŜƴƎƛƴŜŜǊ ŀ ǊŜǾƻƭǳǘƛƻƴ 
inside its bordersΦέ Another issue is that the 
funding can also be used to hide Internet 
criminal and terrorist networks, and could make 
regimes work harder to better censor and spy 
on the Internet. 
http://www.boston.com/news/nation/washingt
on/articles/2009/07/26/us_to_increase_fundin
g_for_hackivists_aiding_iranians/ 

Cyber Insecurity 
BY: BRITTANY BALLENSTEDT, NEXTGOV.COM 
07/22/2009 

This article discusses challenges that the federal 
government is addressing in recruiting 
cybersecurity workers, ƛƴŎƭǳŘƛƴƎ άƴŜǿ ǘŀƭŜƴǘ 
that is inadequate, fragmented governance and 
uncoordinated leadership that hinders the 
ability to meet federal cybersecurity workforce 
needs, complicated processes and rules that 
hamper recruitment and retention efforts, and 
a disconnect between the front-line hiring 
ƳŀƴŀƎŜǊǎ ŀƴŘ ƎƻǾŜǊƴƳŜƴǘΩǎ ƘǳƳŀƴ ǊŜǎƻǳǊŎŜǎ 
specialistsΦέ A recent report from the 
Partnership for Public Service says that the 
federal cybersecurity coordinator, when 
appointed, should develop a government 
blueprint for meeting cybersecurity job needs 
and that Congress should provide funding to 
train cybersecurity workers. 
http://wiredworkplace.nextgov.com/2009/07/c
yber_insecurity.php 

 
 
 

  

http://www.boston.com/news/nation/washington/articles/2009/07/26/us_to_increase_funding_for_hackivists_aiding_iranians/
http://www.boston.com/news/nation/washington/articles/2009/07/26/us_to_increase_funding_for_hackivists_aiding_iranians/
http://www.boston.com/news/nation/washington/articles/2009/07/26/us_to_increase_funding_for_hackivists_aiding_iranians/
http://wiredworkplace.nextgov.com/2009/07/cyber_insecurity.php
http://wiredworkplace.nextgov.com/2009/07/cyber_insecurity.php
http://aes.itt.com/
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Feds Need Help Hiring Cyber Workforce 
BY: ALICE LIPOWICZ, FEDERAL COMPUTER WEEK 
07/22/2009 

±ŀƴ IƛǘŎƘΣ ǘƘŜ WǳǎǘƛŎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ ŎƘƛŜŦ 
information officer, says that the Scholarship 
for Service Program, which currently recruits 
around 120 new cyber employees to federal 
agencies each year, will expand to about 1,000 
per year. Max Stier, president of the 
Partnership for Public Service, says that new 
cyber talent is still inadequate to deal with 
federal cybersecurity needs, and that 
άŦǊŀƎƳŜƴǘŜŘ ŀƴŘ ǳƴŎƻƻǊŘƛƴŀǘŜŘ ŦŜŘŜǊŀƭ 
lŜŀŘŜǊǎƘƛǇέ ƳŀƪŜǎ ŦŜŘŜǊŀƭ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŜǾŜƴ 
more difficult. Hitch is confident that the 
federal government could easily hire 1,000 
cyber employees annually, and Ron Sanders, 
chief human capital officer at the Office of the 
Director of National Intelligence, claims that the 
intelligence community alone has more than 
1,000 open cybersecurity positions. 
http://fcw.com/Articles/2009/07/22/Feds-
need-help-hiring-cyber-workforce.aspx 
 

U.S. Must Attract More Cyber-Security 
Pros, Report Finds 
BY: BRIAN PRINCE, EWEEK.COM 
07/22/2009 

A report from the Partnership for Public Service 
and consulting firm Booz Allen Hamilton calls on 
Congress to improve training programs for new 
cybersecurity workers. The report says that out 
of 18 federal agencies that were surveyed, only 
40 percent of CIOs, CISOs and IT hiring 
managers were satisfied with the quality of 
federal cybersecurity applicants. The report 
recommends the development of a team within 
the U.S. Office of Personnel Management that 
would help to find cybersecurity talent and 
recruit them to government jobs. Also, the 
report recommends creating training programs 
that could help prepare ŀ άfederal cybersecurity 
work forceΦέ 

http://www.eweek.com/c/a/Security/US-Must-
Attract-More-CyberSecurity-Pros-Report-Finds-
142826/ 
 

Report Finds Government Vulnerable to 
Cyber Attacks 
BY: PAM BENSON, CNN.COM 
07/22/2009 

The Partnership for Public Service and Booz 
Allen Hamilton studied 18 federal agencies and 
found that workers are not adequately trained 
to protect computer systems from cyber 
ŀǘǘŀŎƪǎΦ ¢ƘŜ ǊŜǇƻǊǘΣ ŎŀƭƭŜŘ ά/ȅōŜǊ Lb-SecurityΣέ 
ǎŀȅǎ ǘƘŀǘ ǘƘŜ ŦŜŘŜǊŀƭ ƎƻǾŜǊƴƳŜƴǘ ƛǎ άǳƴŀōƭŜ ǘƻ 
ŎƻƳōŀǘ ǘƘŜǎŜ ǘƘǊŜŀǘǎέ ŀƴŘ ǘƘŀǘ ǘƘŜǊŜ ƴŜŜŘǎ ǘƻ 
be better coordination of leadership over cyber 
security workers and a better hiring process as 
well as an agreement between hiring managers 
and human resources specialists on the quality 
of IT candidates. The report also says that the 
White House could reach out to universities and 
the private sector to encourage Americans to 
develop better technological skills, and also asks 
the Office of Personnel and Management to 
create a cybersecurity career path and expedite 
security clearances. 
http://www.cnn.com/2009/POLITICS/07/22/cyb
er.security/ 
 

Lawmakers: Electric Utilities Ignore Cyber 
Warnings 
BY: GRANT GROSS, COMPUTERWORLD 
07/21/2009 

U.S. Rep. Yvette Clarke (D-N.Y.) says that the 
electric industry has resisted adopting federal 
cybersecurity standards, and is even avoiding 
self-regulatory efforts by not designating their 
facilities as critical assets. Clarke also said that 
the U.S. electric grid is a primary target for 
enemies, and that lawmakers have given 
warnings to the electric industry for years about 
cyber attacks. Steven Naumann, vice president 
of wholesale market development at Exelon, an 
electric utility, says that the industry has been 

http://fcw.com/Articles/2009/07/22/Feds-need-help-hiring-cyber-workforce.aspx
http://fcw.com/Articles/2009/07/22/Feds-need-help-hiring-cyber-workforce.aspx
http://www.eweek.com/c/a/Security/US-Must-Attract-More-CyberSecurity-Pros-Report-Finds-142826/
http://www.eweek.com/c/a/Security/US-Must-Attract-More-CyberSecurity-Pros-Report-Finds-142826/
http://www.eweek.com/c/a/Security/US-Must-Attract-More-CyberSecurity-Pros-Report-Finds-142826/
http://www.cnn.com/2009/POLITICS/07/22/cyber.security/
http://www.cnn.com/2009/POLITICS/07/22/cyber.security/
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working to improve cybersecurity, but that they 
need better information about how to protect 
themselves. Other lawmakers, such as Rep. 
Bennie Thompson (D-Miss.), say that the 
electrical grid will only become more vulnerable 
as its controls move on to Internet Protocol 
networks. 
http://www.computerworld.com/s/article/9135
753/Lawmakers_Electric_utilities_ignore_cyber
_warnings 
 

Cybersecurity: Senate Bill Would Make 
International Cooperation a Priority 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
07/14/2009 

A new Senate bill, introduced by Sen. Kirsten 
Gillibrand (D-N.Y.), says that the secretary of 
state should work with other governments to 
άŘŜǾŜƭƻǇ ŎƻƻǇŜǊŀǘƛǾŜ ŀŎǘƛǾƛǘƛŜǎΤ ŜƴŎƻǳǊŀƎŜ 
international cooperation for improving 
cybersecurity; and develop safeguards for 
privacy, freedom of speech and commercial 
transactionsΦέ The bill would also require the 
secretary to submit reports to Congress that 
detail the progress of those efforts.  
http://www.fcw.com/Articles/2009/07/14/Web
-Senate-bill-cybersecurity-international-
cooperation.aspx 
 

CIP Standards May Not be Enough to 
Secure Electric Grid 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
07/09/2009 

Industry regulators will begin compliance audits 
this month on new reliability standards for the 
ƴŀǘƛƻƴΩǎ ŜƭŜŎǘǊƛŎ ǇƻǿŜǊ ŘƛǎǘǊƛōǳǘƛƻƴ ǎȅǎǘŜƳΦ WƻŜ 
McClelland, director of the Office of Electric 
Reliability at the Federal Energy Regulatory 
/ƻƳƳƛǎǎƛƻƴ ǎŀȅǎ ǘƘŀǘ ƛǘΩǎ ŀ ōƛƎ ǎǘŜǇ ǘƻǿŀǊŘǎ 
implementing critical infrastructure protection 
standards, which the U.S. power grid has never 
had. Other security experts say that the 
ǎǘŀƴŘŀǊŘǎ άŘƻ ƴƻǘ Ǝƻ ŦŀǊ ŜƴƻǳƎƘέ ǘƻ ŜƴǎǳǊŜ 

ǎŜŎǳǊƛǘȅ ōŜŎŀǳǎŜ ǘƘŜȅ άŦƻŎǳǎ ƭŀǊƎŜƭȅ ƻƴ 
ǊŜƭƛŀōƛƭƛǘȅ ǊŀǘƘŜǊ ǘƘŀƴ ƴŜǘǿƻǊƪ ƛƴǘŜƎǊƛǘȅΦέ Lƴ 
addition to the new regulations, two bills have 
been introduced in the House which would 
ƛƳǇǊƻǾŜ ǎŜŎǳǊƛǘȅ ǊŜƎǳƭŀǘƛƻƴ ƻŦ ǘƘŜ ƴŀǘƛƻƴΩǎ 
power grid by expanding federal regulation and 
enhancing research on security threats to the 
system. 
http://gcn.com/Articles/2009/07/13/Update1-
smart-grid-reliability-standards.aspx?Page=1 
 

OMB Eyes New Metrics for Security at 
Federal Agencies 
BY: JAIKUMAR VIJAYAN, COMPUTERWORLD 
07/21/2009 

Federal CIO Vivek Kundra reports that the 
White House Office of Management and Budget 
(OMB) is looking into new metrics that would 
measure the readiness of government agencies 
to deal with cyber threats. Kundra says that 
current metrics focus too much on compliance 
with the Federal Information Security Act, and 
ǘƘŀǘ ǘƘŜ ƴŜǿ ƳŜǘǊƛŎǎ ǿƻǳƭŘ ǎƘƻǿ ǘƘŜ ŀƎŜƴŎƛŜǎΩ 
ŎǳǊǊŜƴǘ άǎŜŎǳǊƛǘȅ ǇƻǎǘǳǊŜǎέ ŀƴŘ ǇƻǎǎƛōƭŜ 
vulnerabilities. A recent evaluation by the 
Government Accountability Office (GAO) said 
that there weǊŜ άǇŜǊǎƛǎǘŜƴǘ ǿŜŀƪƴŜǎǎŜǎ ƛƴ ǘƘŜ 
information security controls deployed by the 
government agencies covered by FISMAΣέ and 
that many security vulnerabilities have not yet 
been addressed. The GAO report also discussed 
ǘƘŜ ha.Ωǎ ŀƴƴǳŀƭ ǊŜǇƻǊǘƛƴƎ ƛƴǎǘructions to 
agencies, which the D!h ǎŀȅǎ ŀǊŜ άǳƴŎƭŜŀǊ ŀƴŘ 
insufficientΦέ 
http://www.computerworld.com/s/article/9135
733/OMB_eyes_new_metrics_for_security_at_f
ederal_agencies 
 

Agencies Riddled with Security Holes, GAO 
Says 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
07/17/2009 

The Government Accountability Office recently 
released a report that said that major federal 

http://www.computerworld.com/s/article/9135753/Lawmakers_Electric_utilities_ignore_cyber_warnings
http://www.computerworld.com/s/article/9135753/Lawmakers_Electric_utilities_ignore_cyber_warnings
http://www.computerworld.com/s/article/9135753/Lawmakers_Electric_utilities_ignore_cyber_warnings
http://www.fcw.com/Articles/2009/07/14/Web-Senate-bill-cybersecurity-international-cooperation.aspx
http://www.fcw.com/Articles/2009/07/14/Web-Senate-bill-cybersecurity-international-cooperation.aspx
http://www.fcw.com/Articles/2009/07/14/Web-Senate-bill-cybersecurity-international-cooperation.aspx
http://gcn.com/Articles/2009/07/13/Update1-smart-grid-reliability-standards.aspx?Page=1
http://gcn.com/Articles/2009/07/13/Update1-smart-grid-reliability-standards.aspx?Page=1
http://www.computerworld.com/s/article/9135733/OMB_eyes_new_metrics_for_security_at_federal_agencies
http://www.computerworld.com/s/article/9135733/OMB_eyes_new_metrics_for_security_at_federal_agencies
http://www.computerworld.com/s/article/9135733/OMB_eyes_new_metrics_for_security_at_federal_agencies
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agencies still have insufficient information 
ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎ ǿƘƛŎƘ άŜȄǇƻǎŜ ǎŜƴǎƛǘƛǾŜ Řŀǘŀ 
to significant riskΦέ The report identified 
problems with access controls, configuration 
management controls and continuity of 
operations planning. GAO also said that OMB 
annual reporting instructions for FISMA reports 
were unclear and that OMB ŘƛŘƴΩǘ ŀƭǿŀȅǎ 
provide key information about problems in its 
report to Congress. The article says that OMB 
should update, clarify and improve reporting 
instructions to inspectors general and include a 
report to Congress that summarizes findings 
from annual independent evaluations in 
information security practices. 
http://fcw.com/Articles/2009/07/17/Web-GAO-
FISMA-info-security.aspx 
 

U.S. Dept. of Energy Builds Attack Defense 
Network 
BY: TIM GREENE, NETWORK WORLD 
07/16/2009 

The U.S. Department of Energy is beginning to 
deploy the Federated Model for Cyber Security, 
which uses attack data from intrusion detection 
systems at DoE sites to flag attacks and build a 

database of attack information that can be used 
ǘƻ άŦŀŎƛƭƛǘŀǘŜ ŦŀǎǘŜǊ ǊŜǎǇƻƴǎŜ ǘƛƳŜǎΦέ Gene 
Rackow, a cyber security engineer, says that the 
information could be used to reconfigure 
firewalls at other sites to block traffic from IP 
addresses that are known to be part of previous 
attacks. The database will include information 
on attacks like IP addresses, domain names, e-
mail addresses and URLs. 
http://www.netwo rkworld.com/news/2009/07
1609-argonne-security.html 
 

White House Bans Staffers From Twitter 
UPI.COM 
07/26/2009 

U.S. Press Secretary Robert Gibbs recently said 
that White House staffers are now blocked from 
using Twitter at work, although he said that he 
ŘƻŜǎƴΩǘ ƪƴƻǿ ǿƘȅ ǘƘŜ ŎƘƛŜŦ ŜȄŜŎǳǘƛǾŜΩǎ ƻŦŦƛŎŜǎ 
blocked the site. President Barack Obama 
reportedly posts updates from two Twitter 
sites: @WhiteHouse and @BarackObama. 
http://www.upi.com/Odd_News/2009/07/26/
White-House-bans-staffers-from-Twitter/UPI-
20091248622276/ 

 

http://fcw.com/Articles/2009/07/17/Web-GAO-FISMA-info-security.aspx
http://fcw.com/Articles/2009/07/17/Web-GAO-FISMA-info-security.aspx
http://www.networkworld.com/news/2009/071609-argonne-security.html
http://www.networkworld.com/news/2009/071609-argonne-security.html
http://www.upi.com/Odd_News/2009/07/26/White-House-bans-staffers-from-Twitter/UPI-20091248622276/
http://www.upi.com/Odd_News/2009/07/26/White-House-bans-staffers-from-Twitter/UPI-20091248622276/
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U.S.  CYBER LEADERSHIP DEBATE  

5ƻƴΩǘ ²ŀǎǘŜ ¢ƛƳŜ ²ŀƛǘƛƴƎ ŦƻǊ /ȅōŜǊ /ȊŀǊ 
BY: KAREN EVANS, GOVERNMENT INFORMATION 
SECURITY 
07/15/2009 

Agency CIOs and CISOs should not wait for the 
appointment of a cybersecurity coordinator to 
begin work on improving cybersecurity, because 
even with the appointment of a federal 
coordinator, the agencies will still be 
ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ǇǊƻǾƛŘƛƴƎ ǘƘŜ άƻǇŜǊŀǘƛƻƴŀƭ 
muscle to safeguard the ƎƻǾŜǊƴƳŜƴǘΩǎ 
information assetsΦέ Departmental and agency 
managers will be impacted by cybersecurity 
policies that result from the appointment of a 
coordinator, but their duties will not change so 
much as how they share responsibilities and 
services will. The appointment of a federal 
cybersecurity coordinator will, hopefully, 
include providing more resources which would 
help make managing and securing government 
networks more efficient. 
http://blogs.govinfosecurity.com/posts.php?po
stID=244 
 

Cyber Czar Job Goes Begging 
BY: COLIN CLARK, DOD BUZZ 
07/20/2009 

This article discusses a recent article at Defense 
Tech by Kevin Coleman, who says that it will be 
difficult to find a taker for the position of the 
federal cyber czar. The job will be difficult given 
the fact that the recently appointed heads of 
Cyber Command, the Department of Homeland 
Security and the National Security Agency will 

all have some part in controlling the people and 
tasks relating to federal cybersecurity. Kevin 
Coleman writes that the position has remained 
unfilled because the czar will have cybersecurity 
άǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǿƛǘƘƻǳǘ ǘƘŜ ŀǳǘƘƻǊƛǘȅ ƴŜŎŜǎǎŀǊȅ 
ǘƻ ƳŀƪŜ ƛǘ ƘŀǇǇŜƴέ ŀƴŘΣ ǿƛǘƘ ǘƘŜ Ƨƻō ƻŦ 
securing government systems and private 
ƛƴŦƻǊƳŀǘƛƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ƛǘ ǿƛƭƭ ōŜ άƴŜŀǊƭȅ 
impossible to be successfulΦέ 
http://www.dodbuzz.com/2009/07/20/cyber-
czar-job-goes-begging/ 
 

Software [In]security: Moving U.S. 
Cybersecurity Beyond Cyberplatitudes 
BY: GARY MCGRAW, INFORMIT 
07/16/2009 

This article summarizes the Obama 
ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ сл-day federal cybersecurity 
review, which calls for the appointment of a 
cybersecurity coordinator and says that the 
government should create a threat-sharing plan 
and a centralized organization to execute 
threat-sharing. Also, the government should 
ǇǳǊŎƘŀǎŜ ǎǘǊŀǘŜƎƛŜǎ ǘƘŀǘ άǇǳǘ ǇǊŜǎǎǳǊŜ ƻƴ 
vendors to properly address security in 
commercial (private sector) products and 
services.έ The article also discusses what the 
federal government can do to push 
improvements in Internet security and what the 
U.S. government should not do in the name of 
increasing cybersecurity. 
http://www.informit.com/articles/article.aspx?
p=1379758 
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CYBER SPACE ï DEPARTMENT OF DEFENSE (D OD)  

Cyber Warfare ς New Military Situation in 
War Against Terror 
t9ht[9Ω{ 5!L[¸ hb[LbE 
07/13/2009 

The Internet provides like-minded people with 
opportunities to communicate with each other 
including terrorist organizations that publicize 
their views, make recruitments and raise funds 
Ǿƛŀ ǘƘŜ LƴǘŜǊƴŜǘΦ Lƴ ǘƘŜ άǾƛǊǘǳŀƭ ǘǊaining baseΣέ 
through various free cyber courses, terrorist 
organizations train terrorists how to make and 
use bombs as well as how to launch surprise 
attacks. Confronted with cyber aggression by 
the Taliban and terrorist organizations, U.S. 
forces in Afghanistan and Iraq have fought back 
using cyber warfare by taking advantage of blog 
and video Web sites such as Facebook, YouTube 
and Twitter to show development and release 
latest news of the war. 
http://english.people.com.cn/90001/90780/913
43/6699021.html 

 

New Command Does Not Signal a 
Significant Shift in Cybersecurity Strategy 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
07/13/2009 

The creation of the new Cyber Command that 
was announced last month may mean more of 
an organizational change in the Defense 
Department than an operational change, and 
may not indicate a significant change in the 
ƴŀǘƛƻƴΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƻǇŜǊŀǘƛƻƴǎΦ hǇŜǊŀǘƛƻƴŀƭ 
responsibilities for securing information 
infrastructures have not changed much since 
cybersecurity has become a national security 
priority with the National Security Agency still in 
ŎƘŀǊƎŜ ƻŦ ǘƘŜ ƴŀǘƛƻƴΩǎ Řƻǘ-mil networks and the 
private-sector taking responsibility of other 
domains. The establishment of the new 
Cybercom will not change this, although the 

NSA will provide expertise to DHS and the U.S. 
Computer Emergency Readiness Team.  
http://gcn.com/Articles/2009/07/13/Cybereye-
Cyber-Command-DOD-NSA-policy.aspx 

 

U.S. Recruiting Cyber Patriots to Defend 
the Interwebs 
BY: KIT EATIN, FAST COMPANY 
07/24/2009 

The Department of Defense is reportedly 
planning on recruiting 10,000 workers to cyber 
security posts. DoD has said that they are 
looking specifically for young Americans with 
the technical skills to work as cyber researchers 
and warriors. The new recruitment program, 
which includes involvement from the Center for 
Strategic and International Studies as well as 
academics and industry, will find workers 
through cybersecurity competitions, such as the 
CyberPatriot Defense competition which runs in 
high schools through the Air Force Association. 
DoD is offering a $1 million prize to contestants 
of the DC3 Digital Forensics Challenge, and 
another competition, NetWars, allows 
ǇŀǊǘƛŎƛǇŀƴǘǎ ǘƻ ǾƛǊǘǳŀƭƭȅ ƘŀŎƪ ŜŀŎƘ ƻǘƘŜǊǎΩ 
systems in a custom OS.  
http://www.fastcompany.com/blog/kit-
eaton/technomix/us-recruit-cyber-warrior-top-
guns-defend-internets 

 

Military Blocking of Web Sites Not Uniform 
BY: SANDRA JONTZ, STARS AND STRIPES 
07/17/2009 

This article discusses how bans on social 
networking sites like Facebook and MySpace 
are different for different military bases. The 
Army ordered network managers to unblock 
some social Web sites at 81 U.S. locations in 
June, although there are still no plans to 
unblock social networking sites at U.S. military 
locations in Europe. In May 2007, the Defense 
Department blocked 13 sites that they believed 

http://english.people.com.cn/90001/90780/91343/6699021.html
http://english.people.com.cn/90001/90780/91343/6699021.html
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http://gcn.com/Articles/2009/07/13/Cybereye-Cyber-Command-DOD-NSA-policy.aspx
http://www.fastcompany.com/blog/kit-eaton/technomix/us-recruit-cyber-warrior-top-guns-defend-internets
http://www.fastcompany.com/blog/kit-eaton/technomix/us-recruit-cyber-warrior-top-guns-defend-internets
http://www.fastcompany.com/blog/kit-eaton/technomix/us-recruit-cyber-warrior-top-guns-defend-internets
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could be dangerous, including Myspace, 
YouTube and e-mail sites, although popular 
social networking sites Facebook, Twitter and 
Flickr did not make that list of dangerous sites.  
http://www.stripes.com/article.asp?section=10
4&article=63760 

 

DoD on the Hunt for Security Solutions 
BY: BEN BAIN & DOUG BEIZER, FEDERAL COMPUTER 
WEEK 
07/16/2009 

The Department of Defense is asking for input 
from industry on two potential initiatives that 
would help to improve the security of the 
ŘŜǇŀǊǘƳŜƴǘΩǎ ǎȅǎǘŜƳǎΦ hƴŜ ƛƴƛǘƛŀǘƛǾŜ ƭƻƻƪǎ ŀǘ 
how virtualization technology could make 
security easier, while the other would identify 
ways to deal with distributed denial-of-service 
attacks. The Defense Industrial Base Cyber 
Security/Information Assurance Task Force will 
review submissions and determine whether 
virtualization could be used to secure the 
ŘŜǇŀǊǘƳŜƴǘΩǎ ǎȅǎǘŜƳǎΣ ǿƘƛƭŜ 5L{! Ƙŀǎ ǎŀƛŘ ǘƘŀǘ 
it is interested in a tool that could report on 
distributed denial-of-service attacks within five 
minutes of the start of the attack. Submissions 
must include information on tƘŜ ǎƻƭǳǘƛƻƴǎΩ 
ŎŀǇŀōƛƭƛǘƛŜǎ ŦƻǊ άŘŜǘŜŎǘƛƻƴΣ ƳƛǘƛƎŀǘƛƻƴΣ 
ƳƻƴƛǘƻǊƛƴƎΣ ƭƻƎƎƛƴƎΣ ǊŜǇƻǊǘƛƴƎ ŀƴŘ ŀƭŜǊǘƛƴƎέ ŀǎ 
ǿŜƭƭ ŀǎ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ άǎŜŎǳǊƛǘȅΣ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΣ 
architectures, and cost and schedule 
estimatesΦέ 
http://fcw.com/Articles/2009/07/20/WEEK-
DOD-security-solutions.aspx 

 

DoD Seeks Defense Against Denial-of-
Service Attacks 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
07/13/2009 

A new request for information is asking for 
commercial products that could help detect and 
mitigate distributed-denial-of-service attacks. 
The Defense Information Systems Agency is 
asking for solutions that would provide 

monitoring of agency networks, and that could 
alert them in the case of suspicious activity and 
provide options for mitigating attacks. The RFI 
said that DISA wants incidents to be reported 
within five minutes from the start of the attack, 
and that can also monitor all inbound and 
outbound traffic at 11 worldwide Internet-to-
NIPRnet access points.  
http://fcw.com/Articles/2009/07/13/Defense-
Department-denial-of-service-RFI.aspx 

 

How Many Computer Centers? 
BY: BOB BREWIN, NEXTGOV 
07/16/2009 

The Senate Armed Services Committee has 
decided to cut $75 million from the computing 
budget of the Army, Navy and Air Force to force 
them to look into using Defense Information 
Systems Agency computing services and 
eliminate wasteful service-specific computing 
services activities. The committee claims that 
the three services having separate computing 
ŎŜƴǘŜǊǎ Ƙŀǎ ƭŜŘ ǘƻ άǳƴŎƻƻǊŘƛƴŀǘŜŘΣ ŘŜǇŀǊǘƳŜƴǘ-
wide deployment of servers, mainframes, data 
warehouses, Web sites and other computing 
ǎŜǊǾƛŎŜǎέ ǿƘƛŎƘ Ƙŀǎ ŎŀǳǎŜŘ ƛƴŜŦŦƛŎƛŜƴǘ ǳǘƛlization 
of computing infrastructure. 
http://whatsbrewin.nextgov.com/2009/07/how
_many_computer_centers.php 

 

General Pleased with Pace of Cyber Unit 
Standup 
BY: ERIK HOLMES, AIR FORCE TIMES 
07/11/2009 

The 24th Air Force, focused on the cyber 
mission, is moving toward its official standup, 
about a month away.  Brig. Gen. Robert 
Rego, mobilization assistant to the director of 
air, space and nuclear operations at Space 
/ƻƳƳŀƴŘΩǎ ƘŜŀŘǉǳŀǊǘŜǊǎ ŀǘ tŜǘŜǊǎƻƴ !ƛǊ CƻǊŎŜ 
Base, is overseeing the transition.  He gave Air 
Force Times an update on the standup, 
addressing issues such as progress made to 
date, anticipated reporting structure for the 

http://www.stripes.com/article.asp?section=104&article=63760
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new organization and the relationship between 
the 24th Air Force and the new U.S. Cyber 
Command. 
http://aimpoints.hq.af.mil/display.cfm?id=3450
1 

 

Air Force Network Operations Begins 
Migration to Centralized E-mail, Network 
Services 
BY: TECH. SGT. AMAANI LYLE, U.S. AIR FORCE 
07/16/2009 

Air Force Chief of Staff Gen. Norton Schwartz 
ǊŜŎŜƴǘƭȅ ƎǊŀƴǘŜŘ άǘƘŜ !ƛǊ CƻǊŎŜ bŜǘǿƻǊƪ 
Operations commander centralized order-issue 
authority over the operation, defense, 
maintenance and control of Air Force 
networksΦέ The Air Force is also in the process 
of establishing a user directory and e-mail 
service that will be used by all Air Force 
network users in an attempt to centralize 
services and improve security and efficiency on 
the Air Force Global Information Grid. Airmen 
will now have one single e-mail address for the 
duration of their careers, regardless of what 
base or organization they are assigned to, and 
will be able to log-on to any connected Air 

Force computer without having to re-register 
when they relocate to a new base. 
http://www.af.mil/news/story.asp?id=1231589
58 

 

Army Tries Doctrine Wikis 
BY: COLIN CLARK, DOD BUZZ 
07/16/2009 

While the intelligence community has been 
using wikis for years, the Army is reportedly 
ƴƻǿ ǳǎƛƴƎ ǿƛƪƛǎ ŀƴŘ ŀƭǎƻ ŎǊŜŀǘƛƴƎ άǿƛƪƛ ǇŀƎŜǎέ 
based on the Wikipedia online reference site. 
The Army is hoping to decrease the number of 
doctrine manuals from 550 to just below 100, 
and make them available on Wiki pages that 
can be accessed after logging in with your AKO 
account. Service members can even update the 
pages with their own experiences and practices, 
although pages will be monitored and edited by 
a subject matter expert. Lt. Gen. William 
Caldwell says that they want to combine the 
άŜȄǇŜǊǘƛǎŜ ƻŦ ǘƘŜ ǎƻƭŘƛŜǊǎέ ǿƛǘƘ ƛƴǇǳǘ ŦǊƻƳ 
subject matter experts to provide soldiers with 
the most updated information.  
http://www.dodbuzz.com/2009/07/16/army-
tries-doctrine-wikis/ 

 

 

 

 

High Tech Problem Solvers  
www.gtri.gatech.edu 

From accredited DoD enterprise systems to exploits for 
heterogeneous networks, GTRI is on the cutting edge of 
cyberspace technology.  Transferring knowledge from 
research activities with the Georgia Tech Information Security 
Center, GTRI is able to bring together the best technologies, 
finding real-world solutions for complex problems facing 
government and industry.  
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