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THIS WEEKIN CYBER PRO

BYLINDSAY TRIMBINATIONAL SECURCVBERSPACE INSTITINTE

AstheL Yy i SNy S O2yiAydzSa (2 SELIYRI (GKS AYLRNIIFyO
t S2 L) SQa dbticlé @dage 1hdiséudses$he conveniences and challenges of cyber diplomacy
and highlights the difficulties of governing the Internet with its blurred boundaries. The International
Multilateral Partnership Against Cyber ThrefitddPACTaNd the International Telecommigation

'YA2Y INB OFffAy3a F2NJ aO02yOSNI SR @madRIMRAGEIE O2
chairmanis pushing for this global partnership and said that defense against cyberattacks will
complexpreess2 ¥ a Yl ye RAFTFSNBydG | OG2NARX IS23IANI LIKAOI

The U.S. government is struggling to recruit a talented cyber workforce. Some experts recommend that
the new cybersecurity coordinator develop an overall blueprinti@eting cybersecurity job needs

(page 12. The Scholarship for Service Program currently recruits approximately 120 new cyber
employees for federal agencies eachyeaO&NRAY 3 G2 Iy | AG0KZI GKS wd
information officer, that program will expand to approximately 1,000 new hires per paaie(13. The
Department of Defense is planning to recruit 10,000 workers foecgbcurity positiongpage 17. To

do this, the DaD is partnering withe Center for Strategic and International Studies, the SANS Institute
and several universities. The group will host cybersecurity competitifisd potential applicants

(page 39. However,5 S ¥ S y & Kevih Salekanays it will be difficult to fill the position of federal
cyber czar due to the power struggle inherent in the positigage 16. Coleman writes that the czar will
KIS aNBalLRyaAoAfAlde gAl0K2dzi GKS FdziK2NAGe ySO

A new Congressional bilthe Intelligence Authorization Act for Fiscal Year 2Qi@quiresthe
presidentto report to Congress about legal, privacy and operational issues ofreacltybersecurity
program. Agencies would also have to report to Congress following cybersecurity revéegsi).

¢t KAAa ¢SS1 Qa(paé&)takazbBok ht HEAiOKNG of intelligence wiretapping. Author

9R DdzyRNMzY RAaOdzaasSa o¢oKIG KS OFrftfa aRSFT fAads
communications have made surveillarmoere complexHe also explainsow new technology will affect
future wiretapping legislation.

gye28 (KAa @CPdPRE SRAGAZY 27

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National  Security Cyberspace Institute Page | 6

LIS

d A

%



Volume 2, Edition 15

"Nifhr;;l CyberPrO July 30, 2009
i

Nscl Institute Keeping Cyber space Professionals Informed

WiLL 6 BAF LISTENING OTECHNOLOGY CHANGE W IRETAPPING LEGISLATION ?

BY ED GUNDRURNRESIDIO NETWORKEDWH IONS

A Long History of Listening to Conversations

As long as there have been private conversatipesple hae tried to eavesdrop on thenAncient
AngloSaxons who hid in the eavesdrip of another's home to ligtemere punished when caught.

When convesations moved to the telephonenregulated wiretapping enabled law enforcement
officials to listenn on ary conversation they wanted td@.oday, wiretapping legislation helps protect the
privacy of individuals by requiring cowstdered subpoenas that specifyaltonditions under which a
wiretap may occur, including who can be listened to, for how lamdj\wahat information must be heard
within a specified time period in order for the wiretap to continue.

Wiretapping in Cyberspace

The advent of cyberspace has introduced a variety of new Internet Protocol communications including
VolIP, emails, instanimessags, blogs and social networkinfhese new means of communicatibave
added complexity to surveillance because they may use open public networlaréhlgiss definable,
accessibland traceable for law enforcement officials than were the traditiomard-wired telco

switching technologieBlogging and social networking added yet another layer of complexity due to
their use of omplex Web site http protocolsPervasive IP communicatie¢ suchas Blackberrieg
provideusers with IP communicationg@ess wherever they travel and therefore create moving targets.

Additionally, each communication record itself hast®e more complex, with only 30 perceoftthe
volume of some IP communications pertaining to the actual content and associatémiggs, while the
remaining 70 percentnay consist of redundant packet level datuplicate header information and
Internet housekeeping protocols lilomain Name System (DNS)

Peaf Listenid Nechnologies Offer New Wirapping Capabilities

G5 9IAFAGSYyAYyIE A& F GSNY L dzaS G2 RSAONAROGS | LILIX A
IP communications in near real timereen them for specific conterind take action on matches and
non-matches without human intervention.

Decomposin@nd converting the complex IP network traffic into more concise and flexible formats such
as documenbriented XML enables simple, fast and comprehensive Gédibglsearches, even with files
containing millions of records and occupying peta bytes ofsgjer By indexing every word within each

IP communication, particular keywords or phrases withi& tontent may be searchetP attributes
associated with the each communication (0Brom= @ ¢Y2> ¢ & 5 | (1 &tg)Justhedidenitify $he = ¢
communicabr and sourcesRemaing the unnecessary networkiig2 dzy' { ¢ G KIF &G | 002 Y LJ
communication and focusingn the content and IP attributes during éhconversion to XML allows the
overall volume of the IP record to shrink by as much ase86entdeperdingon the type of
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communicationThis significant size reduction makes it cheaper to store and preserve files for a longer
period of time for so that historical investigations may be conducted.

Conversations that match the search criteria méker be made available for viewing or subjected to
additional qualification criteriaConversations that do not match pemproved selection criteria can be
automatically deleted before they are made available to humans.

LF F ¢NBS cCclrtfa Ay (GKS C2NBaildxo

GS2NHS . SNl SftSex GKS aANBIG LKAf 2a21dkdbjpdtsadagng ONS I |fi S F
to exist once there was nobody around to perceive them, would have probably expressed this high tech
version d his 250yearold theory as:df a machine &cords a tree falling in the woods, and that

recording is deleted prior to any human hearing it, did the falling tree actually makésa when it hit

the ground? Similarly in our wiretapping scenario: If a machine listens to a conversation for specific

keywords, none are found and the record is deleted before a human sees or heasiti K I LIS NA Ay Q.
privacy rights infringed upon?

How Technology May Influence Wirepping Legislation

A successful witap requires fist that suspicion is arousedjegal subpoena is createthd the

instructions within that subpoena musiten be strictly implementedWhile lawmaking officials will
FfglFe&a NBIldZANBE a2dzaid Ol dzaS¢ F2N) 6KS AaadzZ yoS 2
eventually influence tb mnditions under which a witap may proceed.

For example, instead of terminating a wiretap because certain keywords were not heard within a
specified amount of time into the wiretap, perhaps new legislation will permit machines to listen to the
entire conversation and selectively frame only those portiomatfpertain to the subpoenalhe

subpoenas may also include a wider group of suspects because the new wiretapping technology can
automatically delete irrelevant conversations before any humans Heamt and therefore the risk of
GA2tFO0AY 3 |y dghtRake@redydrediicOdEnally)kikedhndady may influencthe

types of communications that may be tapped, includirg&ils,Internet searches, VolP, blogs and

social networkingd 5 8 [ AAGSyAy3é GSOKy2t238 Aa NBIFReé G2R
communications and to influence namiretapping legislationGeorge Berkeley would have certainly
enjoyed participating in a debate about how this technology should affeetaygping legislation.

! 3

About the Author
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EDUCATION & TRAINING

Global Knowledge .

Wordwide, Scalable

IT & Business

Traiming Solutions

That Help You
Meet Your Mission

Objectives

Compliancy Training

IT & Certification-
Based Training

Management Training

Tactical Training

1-877-333-8326
globalknowledge. comy federal

Wireshark Network Protocol Analyzer Training

N

2 ANBAKFN] Aa GKS 62NI RQa
more than 500,000 people download it each month.

F2NBY2aiG v

Would you like to learn more about this protocol analyzer and
how to get the most from its features?

Global Knowledge can help. We are the exclusive Wireshark University
training provider in the United States.

We offer Wireshark training courses with harats lab exercises and
realworld case studies to help you learn the features of this analyzer
andhow to efectively analyze, troubleshoaind secure your TCP/IP
network using Wireshark.

Analyzing TCP/IP Networks with Wireshaf&ourseCode 9872
Troubleshooting and Securing TCP/IP Networks with Wireghark
Course Code 9873

For more information or to schedule a coursall 1-877-333-8326.

About Global Knowledge

Global Knowledge is the worldwide leadn IT and business training.
We deliver via traimg centers, private facilitiesnd thelnternet,
enabling ourcustomers to choose when, wheamd how they want to
receive training programs and learning servi@@sr core training is
focused on Cisco, Microsoft, Nortel and Project Managem@a. IT
courses include networking, programmgi, operating systems, security
and telephony. Our businessining courses feature project
management, professional skiled business process curriculum,
including ITIL. Our more than 700 courses span foundational and
specialzed training and certification¥Ve offer multiple procurement
options, including ouown GSA schedule.

For more informationvisitwww.globalknowledge.com

For a list of cyberspaceelated training courses, sepage 42
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CYBERSPACE T BIG PICTUR E

W/ 86SNJ 5ALX 2YF O8Q . NE thefeyheto § O {dzh S/ & i OB adidzNE YK S

of Diplomacy domestic and international politiés €

t 9ht [ 9 QINLISE L[ | http://english.people.com.cn/90001/90780/913

07/13/2009 43/6699007.html

Under the Obama administration, the U.S.

authorities and academics have developed a Sen. Bond: Cyberattack More Devastating

more straightforward interpretation of the than Nwlear Bomb

GO080SNJ RALX 2YF Oeé¢ 02y OSEIDBNMYKeashaKax Bl

President Barack Obanuielivered a video 07/15/2009

speech to the Iranian people expressing his Sen. Kit Bond, vice chairman of the Senate

hope that a constructive relationship could be Select Committee on Intelligence, says that a

established betweethe two countries. Alec Oo0SNYGGFO] O2dAZ R 6S Y2NB
Ross, a senior technical advisor for the Obama SO2y2YAOlLttee GKFIY I ydzff S|
administration and senior innovation advisor for could crush the U.S. ecomy, which the world

the US. State Departmenbad advocated the economy depends on. A large cyberattack could

maximum use of advanced communication even cause deaths by crippling air traffic control

methods to engage in diplomatic activities, or taking over the foodupply, electrical power,
OFttAY3I AlG I aHwmBél OSYy i Wehandairkdnditoning sehdbe@dnd &so
http://english.people.com.cn/90001/90780/913 says that there should not be a federal

43/6699006.html cyberczar, but that cybersecurity oversight

should go to an existing or new agency that
Information Age Changes World Diplomacy reports to Congress so that the Senate would
t9ht[9Q{ E!' L[, hb[Lb have confirmation authority.
07/13/2009 http:// www.newsmax.com/kessler/kit_bond cy

This article discusses how the expansion of the berattacks/2009/07/15/235753.html
Internet has allowed citizens to play a larger

LI NI Ay GRALX 2YFGAO RSOA&AAZ2Y YI{1Ay3dé (GKNRIZAK

0O
ad Oé 6 SNJ Ruhlc r@‘éfé-tdjriieénational Cyber Warfare An Emerging Non

and interaction through the Internet to protect toht[9Q{ &I L[ hb[Lb

and promote their own interests €yber 07/13/2009 i

diplomacy is considered convenient because of Network warfare has become an important
the use of the Internet tauickly send topic in the field of nortraditional security
information which is no longer controlled by while the development of Véb sites such as
one person or the minority. There are also Facebook, MySpace and Twitter complicates
challenges to cybediplomacy because Web the current security situation. With such an
sites are easily attacked and vulnerable. The enormous amount of data released on the

article also discusses how it is difficult to govern  |nternet every dayit is extremely difficult to
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find out which information serves to conrtec
members of terrorist organizations.
http://english.people.com.cn/90001/90780/913
43/6699026.html

New Chief Defends U.S. Base for Agency

that Manages Web
BY: ERIC PFANNERMORKIMES
07/13/2009

Rod Beckstrom recently took over as the head
of the Internet Corporation for Assigned Names
and Numbers (ICANN) and says that America is
still the best guardian of ICANN, which handles
the allocation of domain suffixes like .com and
.org.Viviane Reding, European Union media
and telecommunications commissioner, says
that the United States should not be in charge
of an Internet function that is used by people
worldwide, and instead calls for the creation of
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e-mail, which allowed théacker access to
confidential documents which the hacker gave
to bloggers and online sites. The article also
includes links to news about Microsoft and
Yahoo making a search ad deal, reports of
quarterly financial information from various IT
bellwethers,and the development of a worm
that spreads on mobile devices. Other articles
RA&dOdzaa K2g [/ KAyl Qa Lyi
outnumber the U.S. population, and a survey
that says that almost six {0 companies are

not planning on moving to Microsoft Windows
7.

http://www.computerworld.com/s/article/9135
644/Another_high _profile_hack DDOS probe
goes_global?taxonomyld=17

Everyone Needs to Learbout Cyber
Warfare

I @B FT2NJ LYy(GSNydersed 2 @S NI AYOS &L AR LLEY TRIBUNE

ICANN as well as an independent and
international tribunal which would review

ICANN decisions. ICANN is planning on adding
new address suffixes next year, which the group
alea oAff
diversification of the Interat® £
http://www.nytimes.com/2009/07/13/technolo
gy/internet/13iht-

icann13.html? r=2&ref=technology

Another HighProfile Hack, DDoS Probe

Goes Global
BY: NANCY WEIL, CQMERWORLD
07/17/2009

This article provides links to some of the recent
cybersecurity articles that are making headlines.
One of the most prominent news stories was
o2dz2i GKS NBOSyd KI O

2F

07/11/2009

Brett Scott, the owner of Internet security firm
Live Square Security, says thatre than 100
countries are developing cyber capabilities that

GKSt LI | 002 YY 2 ¢ouldit&getiAr&ican yadkBidistitudidn? y |-

public utility companies and government
databases. Scott also identified North Korea and
China as two of our greatest threats in

cyberwar. North Korea is known for their
nuclear capability development, and is also not
particularly technologically sophistited, but

Scott explains that they are networking
constantly with other nations that could help in
attacks. The article recommends that everyone
should be more informed on cybersecurity as
cyberwar will likely be in the news more often.
http://www.eastvalleytribune.com/story/14159
CogAGUSNI SYLX 28S5S5Qa
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CYBERSPACE T U.S. GOVERNMENT

U.S. Set to Hike Aid Aimed at Iranians Cyber Insecurity

BY: FARAH STOCKMBESTON GLOBE BY:BRITTANY BALLENSTEIEKTGOV.COM

07/26/2009 07/22/2009

The Obama administration is expected to This article discusses challenges that the federal
dramatically increase funding that goes to government is addressing in recruiting

helping Iranian citizens work arod cybersecurity workersh y Of dzZRAYy 3 ay Sé
government controls on the Internet. The that is inadequate, fragmented governance and
Iranian goverment has blocked opposition uncoordinated leadership thdtinders the

Websites and reformist blogs using ability to meet federal cybersecurity workforce
sophisticated technology, and even spies on needs, complicated processes and rules that
activists who use the Internet. The U.S. funding, hamper recruitment and retention efforts, and

which supports countries that block frespeech a disconnect between the frodine hiring

on the Internet, is expected to double from $15 YIEYlF3ISNABR YR 3I20SNYyYSy i fJa
million in 2009 to $30 million next year. Some specialistd A recert report from the

Congress members question the increase, Partnership for Public Service says that the

saying that Obama will be antagonizing the federal cybersecurity coordinator, when

Iranian regime, who has said in the past thatthe  appointed, should develop a government
United Statesis&@ Ay 3 G2 &Sy 3 Ay S Shlkprint fbkEn@etirly dybieks&cyrity job needs

inside its border® Another issue is that the and that Congress should provide funding to
funding can also be used to hide Internet train cybersecurity worgrs.

criminal and terrorist networks, and could make http://wiredworkplace.nextgov.com/2009/07/c
regimes work harder to better censor and spy yber_insecurity.php

on the Internet.
http://www.boston.com/news/nation/washingt
on/articles/2009/07/26/us_to_increase fundin
g_for_hackivists aiding_iranians/

You need to focus on dozens of tasks each second in order to keep information operations at full speed. Being concerned about the
security of your information shouldn't be one of them. Whether your mission is to secure information from a crime scene or prevent
network intrusions, ITT makes it our mission to relieve that concern. We provide the most comprehensive suite of tools available to ensure
that your information arrives at its destination, without compromising data integrity and timeliness. Learn more at aes.itt.com.

In the world of information security, second place -

is not an option.

Communications « Sensing & Surveillance « Space « Advanced Engineering & Integrated Services

ITT, the En: Blocks los nd ENGINEERED FOR LIFE 2 rks of ITT Mai rises, Inc., and are usi ﬁ s JMM‘
g

T o 0S I N)  £
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Feds Needdelp Hiring Cyber Workforce

BY: ALICE LIPOWIEZDERAL COMPUTERKVEE
07/22/2009

+Fy | AGOKZ GKS wdzaidaOoSs
information officer, says that the Scholarship

for Service Program, which currently recruits
around 120 new cyber employees to federa
agencies each ye, will expand to about 1,000
peryear. Max Stier, president of the

Partnership for Public Service, says that new
cyber talent is still inadequate to deal with
federal cybersecurity needs, and that

GFNI IYSYGSR
IS RSNAKALXE YI{1Sa ¥
more difficult. Hitch is confident that the
federal government could easily hire 1,000
cyber employees annually, and Ron Sanders,
chief human capital officer at the Office of the
Director of National Intelligen¢elaims that the
intelligence community alone has more than
1,000 open cybersecurity positions.
http://fcw.com/Articles/2009/07/22/Feds
needhelp-hiring-cyberworkforce.aspx

U.S. Must Attract More CybeSecurity

Pros, Report Finds
BY: BRIAN PRINCE HEK.COM
07/22/2009

A report from the Partnership for Public Service
and consulting firm Booz Allen Hamilton calls on
Congress to improve training programs for new
cybesecurity workers. The report says that out
of 18 federal agencies that were surveyed, only
40 percent of ClOs, CISOs and IT hiring
managers were satisfied with the quality of
federal cybersecurity applicants. The report
recommends the development of a teawithin
the U.S. Office of Personnel Management that
would help to find cybersecurity talent and
recruit them to government jobs. Also, the
report recommends creating training programs
that could help prepar¢ federal cybersecurity
work forced €
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http://www.eweek.com/c/a/Security/USMust-
Attract-More-CyberSecurityrosReportFinds
142826/

5SLI NIYSyiQa OKAST
Report Finds Government Vulnerable to
Cyber Attacks

BY: PAMBENSON, CNN.COM

07/22/2009

The Partnership for Public Service and Booz
Allen Hamilton studied 18 federal agencies and
found that workers are not adequately trained
to protect computer systems from cyber

FYR dzyO22NRAY G HSRa ®SRESI NB-Bazwiaz s Of ffff S
SRSNIZ| @O oBKIEEG OGS URS RSN

O2Yol 4 GKS&AS GKNBIFdGag |
be better coordination of leadership over cyber
security workers and a better hiring process as
well as an agreement between hiring managers
and human resourcegscialists on the quality

of IT candidates. The report also says that the
White House could reach out to universities and
the private sector to encourage Americans to
develop better technological skills, and also asks
the Office of Personnel and Managemeat

create a cybersecurity career path and expedite
security clearances.
http://www.cnn.com/2009/POLITICS/07/22/cyb

er.security/

Lawmakers: Electric Utilities Ignore Cyber

Warnings
BY: GRNT GROSS, COMPUTBRWD

07/21/2009

U.S. Rep. Yvette ClarkeDy.) says that the
electric industry has resisted adopting federal
cybersecurity standards, and is even avoiding
seltregulatory efforts by not designating their
facilities as critical asset€larke also said that
the U.S. electric grid is a primary target for
enemies, and that lawmakers have given
warnings to the electric industry for years about
cyber attacks. Steven Naumann, vice president
of wholesale market development at Exelon, an
electric utility, says that the industry has been
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working to improve cybersecurity, but that they
need better information about how to protect
themselves. Other lawmakers, such as Rep.
Bennie Thompson (Miss), say that the
electrical grid will only become mewulnerable
as its controls move on to Internet Protocol
networks.
http://www.computerworld.com/s/article/9135
753/Lawmakers_Electric_utilitieginore cyber

warnings

Cybersecurity: Senate Bill Would Make

International Cooperation a Priority
BY: BEN BAIN, FEDER®MPUTER WEEK
07/14/2009

A new Senate bill, introduced by Sen. Kirsten
Gillibrand (BN.Y.), says that the secretary of
state should workvith other governments to

international cooperation for improving
cybersecurity; and develop safeguards for
privacy, freedom of speech and commercial
transactionsp he bill would also require the
secretary to sbhmit reports to Congress that
detail the progress of those efforts.
http://www.fcw.com/Articles/2009/07/14/\Web
-Senatebill-cybersecurityinternationat
cooperation.aspx

CIP Standards May Not be Enough to

Secure Electric Grid

BY: WILLIAM JACKSG®VERNMENT COMPUTER
NEWS

07/09/2009

Industry regulators will begin complianeedits
this month on new reliability standards for the
yIEGA2yQa St SOGNRO LRg
McClelland, director of the Office of Electric
Reliability at the Federal Energy Regulatory

/| 2YYA&aaArzy aleéa y

0 KI G
implementing citical infrastructure protection
standards, which the U.S. power grid has never
had. Other security experts say that the

aidl yRINRa aR2 y2i0 32
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ASOdNRGeé 06SOFdasS (kKSe
NBfAFOATAGE NIYGKSNI GKIFyYy iy S
addition to the new regulations, two bills have

been introduced in the House which would
AYLINR FS &aSOdzNRAGé& NBIdzA | |
power grid by expanding federal regulation and
enhancing research on security threats to the
system.

http://gcn.com/Articles/2009/07/13/Updatel
smartgrid-reliability-standards.aspx?Page=1

OMB Eves New Metrics for Security at

Federal Agencies
BY: JAIKUMAR VIJAYSOMPUTERWORLD
07/21/2009

Federal CIO Vivek Kundra reports that the
White House Office of Management and Budget
(OMB) is looking into new metrics that would
I Omeaghre thé réadlifessDig@ramdritkgehBies
to deal with ¢berthreats. Kundra says that
current metrics focus to much on compliance
with the Federal Information Security Act, and
GKFG GKS ySg YSGONROA
OdZNNBy (i daSOdzaNAGe LIR&adadz
vulnerabilities. A recent evaluation by the
Government Accountability Office (GAO) said
thatthere weNBS G LISNRA &GSy i
information security controls deployed by the
government agencies covered by FISviahd
that many security vulnerabilities have not yet
beenaddressed. The GAO report also discussed

gSI

(KS ha.Qa I yy datibnstNB L2 NI Ay 3
agencies, whichthB! h &l &a | N5 adzfjof
insufficientb €

http://www.computerworld.com/s/article/9135
R 73?3/OMB,eyes new_ metrics for seiiu,raAt f
S N&dRA &ddeNseH dzUA 2y aeauosSyo W

~Agencies Riddled with Security Holes, GAO
AU%}S I 0oA3 ausSLI u2eol NRa
BY: BEN BAIN, FEDER®MPUTER WEEK
07/17/2009

The Government Accountability Office recently
T I feikabed 2 rdpdiKthat sai@ thabnfafodieiéral
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agencies still have insufficient information database of attack information that can be used
aSOdNR (e O2y(iNRfa 6KAOKIZSETRAKt AGY &S d&ddS ( KRNI NFJa LI
to significant ris® the report identified Rackow, a cyber security engineer, says that the
problems with access controls, configuration information could be used to reconfigure
management controls and continuity of firewalls at other sites to block traffic from IP
operations planning. GAO also said that OMB addresgs that are known to be part of previous
annual reporting instructions for RAVB\ reports attacks. The database will include information
were unclear andthat OMBA Ry Qi | £ & | &a attacks like IP addresses, domain names, e
provide key information about problems in its mail addresses and URLs.
report to Comgyress. The article says that OMB http://www.netwo rkworld.com/news/2009/07
should update, clarify and improve reporting 1609argonnesecurity.html
instructions to inspectors general and include a
report to Congresthat summarizes findings White House Bans Staffers From Twitter
from annual independent evaluations in UPIL.COM
information security practices. 07/26/2009
http://fcw.com/Articles/2009/07/17/Web-GAQ U.SPress Secretary Robert Gibbs recently said
FISMAinfo-security.aspx that White House staffers are now blocked from

using Twitter at work, although he said that he
U.S. Deptof Energy Builds Attack Defense R2SayQu 1y2e oKe UKS OKMST

Network blocked the site. Presidei@arackObama
BY: TIM GREENE, NEJRK WORLD reportedly posts updates frortwo Twitter
07/16/2009 sites: @WhiteHouse and @BarackObama.

The U.S. Department of Energy is beginning to http://www.upi.com/Odd_News/2009/07/26/
deploy the Federated Model for Cyber Security, White-Housebansstaffersfrom-Twitter/UPF
which uses attack data from intrusion detection 2009124862226/

systems at DoE sites to flagatks and build a

ManTech’s Cyber Solution Center Helps Combat Threats to
our National Infrastructure

International Corporation.

ManTech International Corporation is a leading provider
of innovative technologies and solutions for mission-critical
national security programs for the Intelligence Community; the
departments of Defense, State, Homeland Security and Justice; the
Space Community and other U.S. federal government customers.
It has recently established a Cyber Solution Center that marshals
expertise from across the company to help the U.S. government
and private industry fight the increasing threats to our IT and
communications infrastructure. ManTech has been providing
cyber operations services to the U.S. government and private
industry for 11 years and its cyber security professionals have
authored books and articles on honeypots (catching hackers),
service oriented architecture security and network security
monitoring. They have also taught for leading cyber security

; education providers such as SANS, Foundstone, USENIX, HTCIA
Noﬁi,‘;‘f,’,”?e':j,-§°§;§’?;”;io‘,’ig,w and Black Hat. For additional information on ManTech'’s Cyber
Solutions contact Mark Root at: mark.root@ManTech.com

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 15



http://fcw.com/Articles/2009/07/17/Web-GAO-FISMA-info-security.aspx
http://fcw.com/Articles/2009/07/17/Web-GAO-FISMA-info-security.aspx
http://www.networkworld.com/news/2009/071609-argonne-security.html
http://www.networkworld.com/news/2009/071609-argonne-security.html
http://www.upi.com/Odd_News/2009/07/26/White-House-bans-staffers-from-Twitter/UPI-20091248622276/
http://www.upi.com/Odd_News/2009/07/26/White-House-bans-staffers-from-Twitter/UPI-20091248622276/
http://www.upi.com/Odd_News/2009/07/26/White-House-bans-staffers-from-Twitter/UPI-20091248622276/
http://www.mantech.com/

e CyberPro
f::‘l:):?st:ace

NsCI Institute

Volume 2, Edition 15
July 30, 2009

Keeping Cyber space Professionals Informed

U.S. CYBER LEADERSHIP DEBATE

52vQi 21 3aGS ¢AYS

BY: KAREN EVANS, ERNMENT INFORMATION
SECURITY

07/15/2009

Agency ClOs and CISOs shaoldwait for the
appointment of a cybersecurity coordinator to
begin work on improving cybersecurity, because
even with the appointment of a federal
coordinator, the agencies will still be

2 | A G Allyiage same part in edrardingdthe dedpleland

tasks reldéing to federal cybersecurity. Kevin
Coleman writes that the position has remained
unfilled because the czar will have cybersecurity
GNBalLRyaAiroAtAde ¢AlK2dzi
G2 YIFI1S Al KFLWSYyE YR f6A
securing government systems andvatie
AYF2NXYIEGA2Y AYFNF &idNHzOG
impossible to be successiE

NEaL2yarot S F2NJ LINE GA RA itg /il dodbbiz2.éa/ddodiok/ 200 nés

muscle to safeguardth 2 S NY YSy (i Qa
information asset® Bepartmental and agency
managers will be impacted by cybersecurity
policies that result from the appointment of a
coordinator, but their duties will not change so
much as how they share responsibilities and
services willThe appointment of a federal
cybersecurity coordinator will, hopefully,
include providing more resources which would
help make managing and securing government
networks more efficient.
http://blogs.govinfosecurity.com/posts.php?po
stiD=244

Cyber Czar Job Goes Begging

BY: COLIN CLARK, BDIZZ

07/20/2009

This article discusses a recent article at Defense
Tech by Kevin Coleman, who says that it will be
difficult to find a taker for the posibin of the
federal cyber czar. The job will be difficult given
the fact that the recently appointed headf

Cyber Command, theepartment of Homeland
Securityand the National Security Agency will

czarjob-goesbeqgging/

Software [In]security: Moving U.S

Cybersecurity Beyond Cyberplatitudes
BY: GARY MCGRAW,QRMIT

07/16/2009

This article summarizes the Obama

' RYA Y A & (Ndy tedesahcydérsecurity
review, which calls for the appointment of a
cybersecurity coordinator and says that the
governmentshould create a threasharing plan
and a centralized organization to execute
threat-sharing. Also, the government should
LJdzNOKF a8 aGN)F 0S3IASa
vendors to properly address security in
commercial (private sector) products and
service< The article also discusses what the
federal government can do to push
improvements in Internet security and what the
U.S. government should not do in the name of
increasing cybersecurity.
http://www.informit.com/articles/article.aspx?

p=1379758

OKFJ o

(7)) Alion is a progressive employee-owned research, management and technology

cccccccccccccccccccc

Aligned with your needs

company with worldwide government and commercial capabilities supporting
complex programs including network and information security, M&S, experimenta-
tion, testing and Risk /Vulnerability tools.
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CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

Cyber Warfarez New Military Situation in
War Against Terror
t9ht [ 9Q{ E!' L[,
07/13/2009

The Internet provides likeninded people with
opportunities to communicate with each other
including terrorist organizations that publicize
their views, make recruitments and raise funds

hb[ Lb

NSA will provide expertise to DHS and the U.S.
Computer Emergency Readiness Team.
http://gcn.com/Articles/2009/07/13/Cybereye
CyberCommandDODNSApolicy.aspx

U.S. Recruiting Cyber Patriots to Defend

the Interwebs
BY: KIT EATIN, FASIMPANY
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through various free cyber courses, terrorist
organizations train terrorists how to make and
use bombs as well as how to launch surprise
attacks. Confronted with cyber aggression by
the Taliban and terrorist organizations, U.S.
forces in Afghnistan and Irag have fought back
using cyber warfare by taky advantage of blog
and video Vb sitessuch ag~acebook, YouTube
and Twitter to show development and release
latest news of the war.
http://english.people.com.cn/90001/90780/913
43/6699021.html

New Command Does Not Signal a
Significant Shift in Cybersecurity Strategy
BY: WILLIAM JACKSG®VERNMENT COMPUTER
NEWS

07/13/2009

The creation of the new Cyber Command that
was anmunced last month may mean more of

an organizational change in the Defense
Department than an operational change, and
may not indicate a significant change in the
yIEGA2yQa OeoSNESOINR (@
responsibilities for securing information
infrastructures have not changed much since
cybersecurity has become a national security
priority with the National Security Agency still in
OKI NBS 27T (HidilSetworksiah@thyeQ &
private-sector taking responsibility of other
domains. The establishmenf the new

Cybercom will not change this, although the

The Department of Defense is reportedly
planning on recruiting 10,000 workers tobey
security posts. DoD has said that they are
looking specifically for young Americans with
the technical skills to work as cyber researchers
and warriors. The new recruitment program,
which includes involvement from the Center for
Strategic and Internatnal Studies as well as
academics and industry, will find workers
through cybersecurity competitions, such as the
CyberPatriot Defense competition which runs in
high schools through the Air Force Association.
DoD is offering a $1 million prize to contedsn
of the DC3 Digital Forensics Challenge, and
another competition, NetWars, allows
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systems in a custom OS.
http://www.fastcompany.com/blog/kit
eaton/technomix/usrecruit-cyberwarrior-top-
gunsdefendinternets

Military Blocking of Web Sites Not Uniform
BY: SANDRA JONTART AND STRIPES
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This article discusses how bans on social
networking sites like Facebook and MySpace
are different for differentmilitary bases. The
Army ordered network managers to unblock
$omaisocial Web sites at 81 U.S. locations in
June, although there are still nogpis to

unblock social networking sites at U.S. military
locations in Europe. In May 2007, the Defense
Department blocked 13 sites that they believed
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could be dangeroysncluding Myspace,
YouTubend email sites, although popular
social networking sitesa€ebook, Twitter and
Flickr did not make that list of dangerous sites.
http://www.stripes.com/article.asp?section=10
4&article=63760

DoD on the Hunt for Security Solutions

BY: BEBAIN & DOUG BEIZEEDERAL COMPUTER
WEEK

07/16/2009

The Department of Defense is asking for input
from industry on two potential initiatives that
would help to improve the security of the
RSLI NIYSyiQa aeaiasSvao
how virtualization tehnology could make
security easier, while the other would identify
ways to deal with distributed denialf-service
attacks. The Defense Industrial Base Cyber
Security/Information Assurance Task Force will
review submissions and determine whether
virtualization could be used to secure the
RSLI NIYSyiQa aegaidSvasz
it is interested in a tool that could report on
distributed denialof-service attacks within five
minutes of the start of the attack. Submissions
must include informationonK S & 2 f dzii A 2
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monitoring of agency networks, and that could
alert them in the case of suspicious activity and
provide options for mitigating attacks. The RFI
said that DISA wants incidents to be reported
within five minutes from the start of the attack,
and that can also monitor all inbound and
outbound traffic at 11 worldwide Internei-
NIPRnet access points.
http://fcw.com/Articles/2009/07/13/Defense
Departmentdeniatof-serviceRFl.aspx

How Many Computer Centers?
BY: BOB BREWIN, NEXV
07/16/2009 o )
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decided to cut $75 million from the computing
budget of the Army, Navy and Air Force to force
them to look into using Defense Information
Systems Agency computing services and
eliminate wasteful servicepecific computing
services ativities. The committee claims that
the three services having separate computing
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wide deployment of servers, mainframes, data
warehouses, Web sites and other computing
AaSNAOS&aé ¢KAOK KliafionOl dz

Y éf édmputing infrastructure.
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architectures, and cost and schedule

estimatesb €
http://fcw.com/Articles/2009/07/20/WEEK
DODsecuritysolutions.aspx

DoD Seeks Defense Against Deroéd
Service Attacks

BY: BEN BAIN, FEDER®MPUTER WEEK
07/13/2009

A new request for information is asking for
commercial prodats that could help detect and
mitigate distributeddenialof-service attacks.
The Defense Information Systems Agency is
asking for solutions that would provide
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General Pleased with Pace of Cyber Unit

Standup
BY: ERIK HOLMRIR FORCE TIMES

07/11/2009

The 24thAir Force, focused on the cyber
mission, is moving toward its official standup,
about a month awayBrig. Gen. Robert
Regomobilization assistant to the director of
air, space and nuclear operations at Space
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Base, is overseeing the transitioHe gave Air
Force Times an update on the standup,
addressing issues such as progress ntade
date, anticipated reporting structure for the
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new organization and the relationship between Force computer without having to #egister
the 24th Air Force and the new U.S. Cyber when they relocate to a new base.
Command. http://www.af.mil/news/story.asp?id=1231589
http://aimpoints.hg.af.mil/display.cfm?id=3450 58
1
Army Tries Doctrine Wikis
Air Force Network Operations Begins BY: CAN CLARK, DOD BUZZ
Migration to Centralized Email, Network 07/16/2009
Services While the intelligence community has been
BY: TECH. SGT. AMARKLE, U.S. AIR BER using wikis for years, the Army is reportecjly
07/16/2009 y2¢ dzaAy3a gAlAa FyR Ifa
Air Force Chief of Staff Gen. Norton Schwartz based on the Wlklpedla online reference site.
NEOSyidtfe 3INIYyGESR aiKS | WRAMRINGEY th degrgase g number of
Operations commander centiaed ordefissue doctrine manuals from 550 to just below 100,
authority over the operation, defense, and make them available on Wiki pages that
maintenance and control of Air Force can be accessed after logging in with your AKO
networksp Ehe Air Force is also in the process account. Service members can even update the
of establishing a user directory aneheail pages with their own experiences and practices,
service that will be used by all Air Force although pages will be momited and edited by
network users in an attempb centralize a subject matter expert. Lt. Gen. William
services and improve security and efficiency on ~ Caldwell says that they want to combine the
the Air Force Global Information Grid. Airmen GSELISNUAaS 2F¥ 0KS aztRA
will now have one single-mail address for the subject matter experts to provide soldiers with
duration of their careers, regardless of what the most updated information.
base or Organization they are a_ssigned to, and http://www.dodbuzz.com/2009/07/16/army
will beable to logon to any connected Air tries-doctrine-wikis/

High Tech Problem Solvers

www.gtri.gatech.edu

Fromaccredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technologylransferring knowledge from
research activities with the Georgia Tech Information Sec
Center, GTRI is able to bring togetlthe best technologies,
finding realworld solutions for complex problems facing
government and industry.
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