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THIS W EEK IN CYBER PRO  

BY JIM ED CROUCH, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
²ƛǘƘ ǘƘŜ hōŀƳŀ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ŀƴŘ ŀ ƴŜǿ /ƻƴƎǊŜǎǎ ƴƻǿ ƛƴ ǇƭŀŎŜΣ ǘƘƛǎ ǿŜŜƪΩǎ ŜŘƛǘƛƻƴ ƻŦ 
CyberPro includes a number of cyber-related decisions facing the president.  We believe the 
previous administration has laid much of the necessary groundwork ς studies and 
recommendations by various policy institutes, funding for cyber, international collaboration, 
etc. ς ǘƘŀǘ ǎƘƻǳƭŘ ŀƭƭƻǿ tǊŜǎƛŘŜƴǘ hōŀƳŀ ŀƴŘ Ƙƛǎ ǘŜŀƳ ǘƻ άƘƛǘ ǘƘŜ ƎǊƻǳƴŘ ǊǳƴƴƛƴƎέ ƛƴ ǘƘŜ ŀǊŜŀ 
of cybersecurity.  Thus far, all indications are that they will do just that.  As illustrated in the 
άtǊŜǎƛŘŜƴǘ hōŀƳŀέ ǎŜŎǘƛƻƴ ƻŦ ǘƘƛǎ ƴŜǿǎƭŜǘǘŜǊΣ ǘƘŜ ǇǊŜǎƛŘŜƴǘ has declared cyber infrastructure 
"a strategic asset" and is planning to appoint a cyber adviser who will report directly to the 
White House. Moreover, the President has made it clear to officials in DoD, DHS, and 
throughout the Intelligence Community that he intends to place a very high priority on 
protecting federal networks, securing critical infrastructure, and improving information sharing. 
 
The number, sophistication, and persistence of cyber attacks present significant challenges.  As 
shown in this edition of CyberPro, the number of internet users continues to grow 
exponentially, having now reached one billion people worldwide.   This has created a target-rich 
environment and has resulted in attacks against networks as diverse as hospitals, banking, 
mobile phone systems, and the military. 
 
During testimony before the Senate Armed Services Committee on January 27th, Secretary of 
Defense Robert Gates discussed the many problems associated with defense acquisition, 
saying, ά{ƛƴŎŜ ǘƘŜ ŜƴŘ ƻŦ ²ƻǊƭŘ ²ŀǊ LLΣ ǘƘŜǊŜ ƘŀǾŜ ōŜŜƴ ƴŜŀǊƭȅ мол ǎǘǳŘƛŜǎ ƻƴ ǘƘŜǎŜ ǇǊƻōƭŜƳǎ - 
ǘƻ ƭƛǘǘƭŜ ŀǾŀƛƭΦέ   Lǘ ƛǎ ƻǳǊ ƘƻǇŜ ǘƘŀǘ ǿŜ ŘƻƴΩǘ Ŧŀƭƭ ƛƴǘƻ ǘƘŜ ǎŀƳŜ ǘǊŀǇ ƛƴ ƛƳǇƭŜƳŜƴǘƛƴƎ policy 
regarding cybersecurity.  We believe the criticality of cyberspace coupled with the ever-
increasing threat to global cyber infrastructure necessitate leadership and action by the United 
States and others.  We wish President Obama and his administration well in this endeavor.  
 
Lƴ ƻǳǊ {ŜƴƛƻǊ [ŜŀŘŜǊ tŜǊǎǇŜŎǘƛǾŜ ǘƘƛǎ ǿŜŜƪΣ b{/LΩǎ [ƛƴŘǎŀȅ ¢ǊƛƳōƭŜ Ƙŀǎ ǘƘŜ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ 
interview Vice Admiral H. Denby Starling II. Admiral Starling is commander of the Naval 
Network Warfare Command in Norfolk, Virginia. In this very interesting Q&A, the admiral 
ŘƛǎŎǳǎǎŜǎ b9¢²!w/haΩǎ ƳƛǎǎƛƻƴΣ ƻǊƎŀƴƛȊŀǘƛƻƴΣ ŎƘŀƭƭŜƴƎŜǎΣ ŀƴŘ ƻǇǇƻǊǘǳƴƛǘƛŜǎ ƛƴ ŎȅōŜǊǎǇŀŎŜ. 
 
We hope you enjoy this issue of CyberPro ς our second of 2009. 
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SENIOR LEADER PERSPECTIVE  ï VADM  H.  DEN BY STARLING II  

NSCI's Lindsay Trimble recently interviewed Vice Admiral H. Denby Starling II. 
Admiral Starling is commander of the Naval Network Warfare Command in 
Norfolk, Va. Naval Network Warfare Command (NETWARCOM) is a global 
command with more than 13,000 military and civilian professionals working to 
provide sustained information superiority to Navy, Joint and Coalition 
warfighters. In support of this mission, NETWARCOM delivers and operates a 
reliable, secure and battle-ready global Navy network, leads the development 
and integration of information operations capabilities, intelligence and space 
within the Fleet and for Joint Commanders. 
 
 
b{/LΥ ²Ƙŀǘ ƛǎ b9¢²!w/haΩǎ ǊƻƭŜ ƛƴ ǎǳǇǇƻǊǘƛƴƎ 5ŜǇŀǊǘƳŜƴǘ ƻŦ 5ŜŦŜƴǎŜ ŎȅōŜǊǎǇŀŎŜ ƻǇŜǊŀǘƛƻƴǎΚ  
 
VICE ADMIRAL H. DEN.¸ {¢!w[LbD LLΥ ²Ŝ ƘŀǾŜ ŀ ōǊƻŀŘ ǎǇŜŎǘǊǳƳ ƻŦ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎΦ b9¢²!w/haΩǎ ǊƻƭŜ 
is two-fold: we are an operational organization that supports all of the DoD organizations that execute 
any sort of cyberspace activity including the Joint Task Force and USSTRATCOM. We also provide those 
same services throughout our Naval fleet. 

 
²Ŝ ŀǊŜ άǘƘŜ ƻƴŜ-ǎǘƻǇ ǎƘƻǇ ŦƻǊ ŎȅōŜǊǎǇŀŎŜ ǿƛǘƘƛƴ ǘƘŜ bŀǾȅΦέ hǳǊ ǇƻǊǘŦƻƭƛƻ ƎƻŜǎ ŀŎǊƻǎǎ ŀ ƴǳƳōŜǊ ƻŦ 
disciplines. On the operational side, we are responsible for all aspects of information operations, as well 
ŀǎ ŎƻƳǇǳǘŜǊ ƴŜǘǿƻǊƪ ƻǇŜǊŀǘƛƻƴǎ ŀƴŘ ŜƭŜŎǘǊƻƴƛŎ ǿŀǊŦŀǊŜΦ ²Ŝ ŀŎǘ ŀǎ ǘƘŜ bŀǾȅΩǎ ǘȅǇŜ ŎƻƳƳŀƴŘŜǊ ŦƻǊ CƭŜŜǘ 
LƴǘŜƭƭƛƎŜƴŎŜΣ LƴŦƻǊƳŀǘƛƻƴ hǇŜǊŀǘƛƻƴǎΣ bŜǘǿƻǊƪ hǇŜǊŀǘƛƻƴǎΣ {ƛƎƴŀƭǎ LƴǘŜƭƭƛƎŜƴŎŜ ŀƴŘ {ǇŀŎŜΦ ²ŜΩǊŜ ŀƭǎƻ ǘƘŜ 
bŀǾȅΩǎ ŎŜƴǘǊŀƭ ƻǇŜǊŀǘƛƻƴŀƭ ŀǳǘhority for Cryptology, Information Operations, Information Technology, 
networks, Signals Intelligence and space in support of Naval forces afloat and ashore. NETWARCOM 
operates and maintains secure and interoperable Naval networks. 

 
We have training and equipment operations as well, so when it comes to training people, equipping and 
ōǳŘƎŜǘƛƴƎΣ b9¢²!w/ha ǘŀƪŜǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŦƻǊ ǘƘƻǎŜ ǘƻƻΦ hǳǊ ǘŜŀƳ ƛǎƴΩǘ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ǇǳǊŜƭȅ 
networks; we are much broader in scale. 
 
NSCI: There has recently been significant ŘƛǎŎǳǎǎƛƻƴ ǊŜƎŀǊŘƛƴƎ ǘƘŜ 5ƻ5Ωǎ ƻǊƎŀƴƛȊŀǘƛƻƴ ŦƻǊ ŎȅōŜǊǎǇŀŎŜΦ 
²Ƙŀǘ ƛǎ b9¢²!w/haΩǎ ǊŜƭŀǘƛƻƴǎƘƛǇ ǘƻ ƻǘƘŜǊ 5ƻ5 ƻǊƎŀƴƛȊŀǘƛƻƴǎ ǎǳǇǇƻǊǘƛƴƎ ŎȅōŜǊǎǇŀŎŜ ƻǇŜǊŀǘƛƻƴǎΚ  
 
STARLING: The DoD organization is at a stage of growth and maturation right now. USSTRATCOM is 
designated as the organization responsible for the defense of the global network for the military. I have 
a direct reporting relationship to USSTRATCOM for planning and support in computer operations and 
network operations. I also work directly for the Joint Task Force for Global Network Operations; we 
ǇǊƻǾƛŘŜ ǘƘŜ ǎŀƳŜ ŦǳƴŎǘƛƻƴ ŦƻǊ ǘƘŜ bŀǾȅΩǎ ǎƛŘŜ ƻŦ ǘƘŜ 5ƻ5 ƴŜǘǿƻǊƪΦ 
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We have similar relationships with the National Security Agency, the Joint Functional Component 
Command for Network Warfare and the Defense Information Systems Agency. There are Navy 
personnel in those organizations and we work with them on training. 

 
aȅ ōƻǎǎ ƛǎ !ŘƳƛǊŀƭ Wƻƴ DǊŜŜƴŜǊǘ ŀǘ ¦Φ{Φ CƭŜŜǘ CƻǊŎŜǎ /ƻƳƳŀƴŘΦ LΩƳ ŀƴ ŀǊƳ ƻŦ ǘƘŜ ŦƭŜŜǘΣ ǎƻ ƛǘ ǇǊƻǾƛŘŜǎ ŀ 
great tie-in between fleet operations and cyberspace operations that take place on ships and the 
contributions the Navy makes to our nation. It really ties things together quite well. On the other side of 
the house, I have a reporting responsibility to the commander of U.S. Strategic Command and we work 
very closely with the Director of Naval Intelligence. 
 
NSCI: From a NETWARCOM perspective, can you discuss a few of the key challenges regarding 
cyberspace operations?  
 
STARLING: The biggest challenge is the scope of it. NETWARCOM has only been around for six years. It 
was set up in 2002 when our computer operations and what we now commonly refer to as ISR were 
converging. Back in 2002, the Navy combined all of its communication organizations as well as its 
computer network organizations into one organization ς NETWARCOM. Three years later, we combined 
ƛǘ ǿƛǘƘ ǘƘŜ bŀǾȅΩǎ ǎŜŎǳǊƛǘȅ ƎǊƻǳǇΣ ǘƘŜ bŀǾȅΩǎ ŎǊȅǇǘƻƭƻƎƛŎ ŜƭŜƳŜƴǘΦ ²ŜΩǊŜ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ƻǇŜǊŀǘƛƴƎ ǘƘŜ 
network and defending the network. We think this organization is very powerful conceptually.  It aligns 
with the recent change that has Joint Task Force for Global Network Operations working for the Joint 
Force Component Commander for Network Operations. 
 
The scope of the challenge is huge. It covers every warfare area and impacts everything we do. If ȅƻǳΩǊŜ 
ƛƴ 5ƻ5 ǿƛǘƘ ŀ ŎƻƳǇǳǘŜǊ ƻƴ ȅƻǳǊ ŘŜǎƪΣ ȅƻǳΩǊŜ ŀ ŎȅōŜǊ ǿŀǊǊƛƻǊ ς ŜǾŜƴ ƛŦ ȅƻǳΩǊŜ ƴƻǘ ƻƴ ǘƘŜ ōŀǘǘƭŜŦƛŜƭŘΣ ōǳǘ 
ƘŜǊŜ ƛƴ ǘƘŜ ¦Φ{Φ ¸ƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƘŜ ƭǳȄǳǊȅ ƻŦ ŘŜŦƛƴƛƴƎ ȅƻǳǊ ōŀǘǘƭŜǎǇŀŎŜ ƎŜƻƎǊŀǇƘƛŎŀƭƭȅ ƻǊ ǘƘŜ ǘƛƳŜ ŀƴŘ 
ǇƭŀŎŜ ȅƻǳ ǿŀƴǘ ǘƻ ŜƴƎŀƎŜΦ ¸ƻǳΩǊŜ ƛƴ ƛǘ Ŝveryday and your workforce is in it everyday. 
 
We have a very large challenge out there to train our folks in cyberspace activities and how cyber 
activities support the typical things we think about the military doing, but also the rest of the network 
that does our day-to-Řŀȅ ōǳǎƛƴŜǎǎΦ ²Ŝ ƘŀǾŜ ǘƻ ǎŜŎǳǊŜ ǘƘŜ ŜƴǘƛǊŜ ƴŜǘǿƻǊƪΦ LǘΩǎ ŀ ƘǳƎŜ ŎƘŀƭƭŜƴƎŜ ς both 
the training aspect and just getting your arms around the whole piece.   
 
NSCI: What activities does NETWARCOM have underway to improve cyberspace capabilities?  
 
STARLING: There is obviously a huge technology component to what we do. We are working closely with 
our resource sponsors in Washington, D.C., as well as with our Systems Commander to make sure that 
the technology we employ makes us ready to fight in this domain. We need the newest and the 
greatest. We also have to ensure that the network is technologically sealed everywhere. We have to 
have the best technology out there to defend against our enemies. 

 
But technology means nothing without a quality workforce. We define the requirements for our future 
workforce to help the Navy recruit and retain what we need to operate in this domain. We also work to 
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ŜŘǳŎŀǘŜ ƻǳǊ ŎǳǊǊŜƴǘ ǿƻǊƪŦƻǊŎŜ ǎƻ ǘƘŜȅ ŘƻƴΩǘ Řƻ ǎƻƳŜǘƘƛƴƎ ǘƘŀǘ ǿŜŀƪŜƴǎ ƻǳǊ ǇƻǎǘǳǊŜ ƻƴ ǘƘŜ ƴŜǘǿƻǊƪǎΦ 
We need to integrate these capabilities with how we operate.  

 
DoD is on a voyage of discovery in the realm of cyberspace. We have to integrate Navy with the DoD; 
and other branches of the government outside of DoD to make sure the wholeness of the network is 
there. Figuring out where this is taking us is important to stay ahead of those who want to do us harm.  
 
NSCI: What do you see as opportunities where industry and academia may be able to contribute to 
improving cyberspace?  
 
STARLING: There is a laundry list of technologies that industry is developing that would contribute to the 
things we can do. Much of it centers around making our networks more secure and easier to operate. 
The network world is complex and when you look at what industry has done to simplify the operation of 
networks and computers, we need that inside the military. We had a habit for a number of years of 
having networks designed by engineers for engineers. Anything we can do that reduces our training 
burden gives us a great advantage. Those things that bring us simplicity in multiple domains in what is a 
complex environment would be very welcome. 

 
In the Navy, we operate on the sea, under the sea, on the shore, in the air and space. We need 
solutions. It is helpful when the solutions can move back and forth from a ship, through a satellite or 
ƻǘƘŜǊ ƳŜŘƛǳƳΦ ²Ŝ ŘƻƴΩǘ ƘŀǾŜ ǘƘŜ ƭǳȄǳǊȅ ƻŦ ǊǳƴƴƛƴƎ ŀ ƘǳƎŜ ƭŀƴŘƭƛƴŜΤ ǿƘŀǘΩǎ ƻƴ ǘƘŜ ǎƘƛǇ ƛǎ ǿƘŀǘ ǿŜΩǾŜ 
got. It has to be scalable so we can use it on a patrol craft  or hand it to a special forces unit as well as 
running it on an aircraft carrier. You also have to remember that cyberwarfare is an inherently joint 
ōǳǎƛƴŜǎǎΣ ǎƻ LΩƳ ƴƻǘ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ŀ bŀǾȅ-only solution, but a solution that would work across the 
different branches of the military. 

 
In cyberspace, industry and academia face many of the same challenges the military does. Everybody is 
interested in network defense ς from banks to colleges to the military. Those things the industry 
develops for its own protection can be useful to us too. We need to find a way to partner with industry 
on things that meet all of our needs. I would suspect that there are many things being done in corporate 
America that would really benefit the military as well; we just have to discover it. 
 
NSCI: What are some of your priorities in the area of cyber-warfare and/or computer network 
defense?  
 
{¢!w[LbDΥ ¢ƘŜǊŜ ŀǊŜ ǊŜŀƭƭȅ ǘƘǊŜŜΦ CƛǊǎǘΣ ȅƻǳΩǾŜ Ǝƻǘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǿƘŀǘ ǘƘŜ ŀŘǾŜǊǎŀǊȅ ƛǎ ŘƻƛƴƎ ŀƴŘ ōŜ 
able to defend yourself against them. It will take a tremendous amount of effort because you have to 
have other ways of understanding what the threat is. 

 
Second, we have to leverage the knowledge of putting ourselves in the position to take the advantage. 
Cyber warfare could be a stand-alone portion of the next war ς a cyberwar that exists on its own, 
damaging economically, politically and even physically. 
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¢ƘƛǊŘΣ ǿŜ ƴŜŜŘ ǘƻ ǊŜŀƭƭȅ ƘŀǾŜ ŀ ǘǊŀƛƴŜŘ ŀƴŘ ŜŘǳŎŀǘŜŘ ǿƻǊƪŦƻǊŎŜ ǘƘŀǘ ǳƴŘŜǊǎǘŀƴŘǎ ǘƘƛǎ ǎǘǳŦŦΦ LǘΩǎ 
challenging for the military because there are a limited number of these folks out there. Industry wants 
them, the government wants them and the military wants them. We need to retain the best and the 
ōǊƛƎƘǘŜǎǘ ǘƻ Řƻ ŎȅōŜǊǎǇŀŎŜ ǿƻǊƪ ŀƴŘ ŜƴǘŜǊ ŎȅōŜǊǎǇŀŎŜ ŎŀǊŜŜǊ ŦƛŜƭŘǎΦ LǘΩǎ ŀ ƘƛƎƘ ǇǊƛƻǊƛǘȅ ŦƻǊ ŀƭƭ ƻŦ ǳǎΦ  

  
¢ƘŀǘΩǎ ŀƴ ŜȄŎŜƭƭŜƴǘ Ǉƻƛƴǘ ŀōout looking for the best and the brightest. I know that much of industry 
and government organizations are experiencing this same competitive atmosphere. 
 
¢ƘŀǘΩǎ ŜȄŀŎǘƭȅ ǊƛƎƘǘΦ LŦ ȅƻǳΩǾŜ Ǝƻǘ ŀƴ L¢ Ǝǳȅ ŀǘ b!{! ƻǊ ƛƴ ŀ ŎƻǊǇƻǊŀǘŜ ŀǘƳƻǎǇƘŜǊŜΣ ȅƻǳ ŎŀǊŜ ƛŦ ǘƘŜȅ ŀre 
ŎŀǇŀōƭŜ ƻŦ ǎƘƻǿƛƴƎ ǳǇ ǘƻ ǿƻǊƪ ƻƴ ǘƛƳŜ ŀƴŘ ŘƻƛƴƎ ǘƘŜ ƧƻōΦ ¸ƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ǿƻǊǊȅ ŀōƻǳǘ ǘƘŜƳ ƎŜǘǘƛƴƎ 
through a physical fitness test or being overseas deployable. There are extra challenges for military 
ǊŜŎǊǳƛǘƳŜƴǘΦ ²Ŝ ƭƻƻƪ ŎƭƻǎŜƭȅ ŀǘ ǇŜƻǇƭŜΩǎ ōŀŎƪƎǊƻǳƴŘs and finding people that are qualified to be in the 
ƳƛƭƛǘŀǊȅ ƳŀƪŜǎ ƛǘ ǘƻǳƎƘŜǊ ǘƘŀƴ ǘƘŜ ŀǾŜǊŀƎŜ ŎƛǾƛƭƛŀƴ ŎƻƳǇŀƴȅΦ ²Ŝ ŘƻƴΩǘ ƘŀǾŜ ǘƘŜ ƭǳȄǳǊȅ ƻŦ ŀ ƘǳƎŜ ōǳŘƎŜǘ 
ƛƴ ǘƘŜ ƳƛƭƛǘŀǊȅ ŜƛǘƘŜǊΦ ²Ŝ Řƻ ƻŦŦŜǊ ǘƘƛƴƎǎ ȅƻǳ ŎŀƴΩǘ ŦƛƴŘ ŀƴȅǇƭŀŎŜ ŜƭǎŜΣ ǘƘƻǳƎƘ ς we give people a chance 
ǘƻ ǎŜǊǾŜ ƻǳǊ ƴŀǘƛƻƴΣ ƳŀƪŜ ŀ ƘǳƎŜ ŘƛŦŦŜǊŜƴŎŜ ŀƴŘ Řƻ ǘƘƛƴƎǎ ȅƻǳ ǿƻǳƭŘƴΩǘ ƘŀǾŜ ǘƘŜ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ Řƻ 
anywhere else. 
 
b{/LΥ Lǎ ǘƘŜǊŜ ŀƴȅǘƘƛƴƎ ŜƭǎŜ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ŀŘŘΚ  
 
{¢!w[LbDΥ ¢Ƙŀƴƪ ȅƻǳ ŀƎŀƛƴ ŦƻǊ ǘƘŜ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ ǘŜƭƭ ƻǳǊ ǎǘƻǊȅ ŀ ƭƛǘǘƭŜ ōƛǘΤ ǿƘŀǘ ǿŜΩre doing is not 
ƴŜŎŜǎǎŀǊƛƭȅ ǳƴŘŜǊǎǘƻƻŘ ƻǳǘǎƛŘŜ ƻŦ ǘƘŜ bŀǾȅΦ ¢Ƙƛǎ ƛǎ ǘƘŜ ǎƛŘŜ ƻŦ ōǳǎƛƴŜǎǎ ǘƘŀǘ ǿŜ ŘƻƴΩǘ ǎǇŜƴŘ ǘƻƻ ƳǳŎƘ 
time publicly talking about, due to security aspects of the business. 

 
The Navy has done some leading-edge things in cyberspace ς and not just on the technical side of the 
house. The Navy Cyber Defense Operations Command (NCDOC) used to be the former Navy Computer 
Incident Response Team. The organization was upgraded to a command in January 2006 after its mission 
ǿŀǎ ŜȄǇŀƴŘŜŘΦ ²ŜΩǊŜ ǘƘŜ ƻƴƭȅ service cyber defense organization that has attained the National Security 
!ƎŜƴŎȅΩǎ ƘƛƎƘŜǎǘ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ŦƻǊ ƴŜǘǿƻǊƪ ŘŜŦŜƴǎŜΦ hǳǊ b/5h/ ǿŀǎ ǘƘŜ ŦƛǊǎǘ /ƻƳǇǳǘŜǊ bŜǘǿƻǊƪ 5ŜŦŜƴǎŜ 
Service Provider in DoD to achieve this level of certification. 

 
The Navy was aƭǎƻ ǘƘŜ ŦƛǊǎǘ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜǎ ǘƻ ŜǎǘŀōƭƛǎƘ ŀƴ ŜƴƭƛǎǘŜŘ ǊŀǘƛƴƎ ǘƘŀǘΩǎ ŘŜǎƛƎƴŜŘ ǎǇŜŎƛŦƛŎŀƭƭȅ ŦƻǊ 
computer network operations ς ǘƘŜ /ǊȅǇǘƻƭƻƎƛŎ ¢ŜŎƘƴƛŎƛŀƴ bŜǘǿƻǊƪ ǊŀǘƛƴƎ ŜǎǘŀōƭƛǎƘŜŘ ƛƴ нллпΦ ²ŜΩǾŜ 
been heading down a road now for the past three to five years to develop people to work specifically in 
network ops. The Navy has a strong educational capacity to train people to do this in all branches of the 
service. We train people in all the branches of the military in high-end computer network defense at the 
Center for Information Dominance at Corry Station in Pensacola, Fla. 

CYBER SPACE ï B IG P ICTURE  
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Cyber Attack on U.S. Banking System More 
Dangerous Than 9/11 
THE ECONOMIC TIMES (INDIA) 
01/19/2009 

National Counterintelligence Executive Joel 
Brenner recently said that a cyber attack on the 
U.S. banking system could cause more damage 
to U.S. economy than the September 11 
terrorist attacks on the Twin-Towers, and 
claimed that the impact would be so massive, 
άƛǘ would reverberate through the world 
ŦƛƴŀƴŎƛŀƭ ǎȅǎǘŜƳΦέ .ǊŜƴƴŜǊ ŜȄǇƭŀƛƴǎ ǘƘŀǘ 
everything that is done in the U.S. and all of the 
information that we create is on the electronic 
network, and emphasizes the importance of 
securing the nation from cyber attacks. 
http://economictimes.indiatimes.com/Infotech/
Cyber_attack_on_US_banking_system_more_d
angerous_than_911/articleshow/3999678.cms 

 

! /LhΩǎ ±ƛŜǿ ƻŦ /ȅōŜǊǎŜŎǳǊƛǘȅ 
BY: DAN MINTZ, GOVERNMENT COMPUTER NEWS 
01/19/2009 

Author, Dan Mintz identifies five areas of 
cybersecurity focus: protection; detection; 
remediation; integrity; and availability or 
resiliency. Alan Paller of the SANS Institute 
explains that detection may be the hardest area 
to implement because hackers continually 
change software and exploit tactics. 
Remediation refers to cleansing infected 
systems of malicious software, while integrity 
refers to ensuring that nothing was changed or 
compromised as a result of an attack. The 
article also discusses the importance of 
resiliency, where applications are able to run 
even if compromised, if it is essential to a 
mission. Mintz writes that the most important 
issue is ensuring status transparency. Mintz also 
recommends centralizing as much of the IT 
infrastructure as possible to improve focus and 
reduce duplication. Mintz emphasizes the 
importance of developing a standardized 

approach to cybersecurity and investing in 
security efforts.  
http://gcn.com/Articles/2009/01/19/CIOs-view-
of-cybersecurity.aspx 

 

Traditional Security is not Stopping 
Network Attacks 
BY: MARGARET DAWSON, SECURITY PARK 
01/22/2009 

Traditional security measures may no longer be 
enough to protect small and medium sized 
businesses from cyber crime, although these 
businesses are investing an average of 12 to 15 
percent of their IT budget in information 
security. Security tools like firewalls and anti-
virus solutions are hardly sufficient given the 
rapid increase in mobile computing, constantly 
changing threat landscapes and continual 
update cycles which most users do not adhere 
to, despite company policies. IT managers 
report that the two biggest challenges that they 
face with securing mobile devices are making 
sure anti-malware is enabled and updated, and 
making sure the OS stays updated. The article 
discusses network access control solutions 
which attempt to resolve mobile security issues 
by enforcing security at the time of network 
access. The article recommends implementing 
NAC solutions in addition to traditional security 
tools. 
http://www.securitypark.co.uk/security_article
262511.html 

 
/ȅōŜǊŎǊƛƳŜΩǎ Dƭƻōŀƭ wŜŀŎƘ !ŦŦŜŎǘǎ ¦ǎ !ƭƭ 
BY: TOM KEENAN, BUSINESS EDGE 
01/23/2009 

!ǎǎƛǎǘŀƴǘ 5ƛǊŜŎǘƻǊ ƻŦ ǘƘŜ C.LΩǎ ŎȅōŜǊ ŘƛǾƛǎƛƻƴΣ 
Shawn Henry, says that the US government 
considers cybercrime the most significant threat 
άŀŦǘŜǊ ŀ ǿŜŀǇƻƴ ƻŦ Ƴŀǎǎ ŘŜǎǘǊǳŎǘƛƻƴέΣ ǿƘƛŎƘ 
has led to the collaboration between 22 federal 
departments and agencies to work on a 
comprehensive national cybersecurity initiative. 

http://economictimes.indiatimes.com/Infotech/Cyber_attack_on_US_banking_system_more_dangerous_than_911/articleshow/3999678.cms
http://economictimes.indiatimes.com/Infotech/Cyber_attack_on_US_banking_system_more_dangerous_than_911/articleshow/3999678.cms
http://economictimes.indiatimes.com/Infotech/Cyber_attack_on_US_banking_system_more_dangerous_than_911/articleshow/3999678.cms
http://gcn.com/Articles/2009/01/19/CIOs-view-of-cybersecurity.aspx
http://gcn.com/Articles/2009/01/19/CIOs-view-of-cybersecurity.aspx
http://www.securitypark.co.uk/security_article262511.html
http://www.securitypark.co.uk/security_article262511.html
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¢ƘŜ ¦{ C.L ŀƴŘ bŜǿ ¸ƻǊƪΩǎ CƻǊŘƘŀƳ ¦ƴƛǾŜǊǎƛǘȅ 
co-hosted the International Conference on 
Cybersecurity earlier this month. During the 
conference, Agent Darren Mott of the FBI 
computer intrusion unit said that a large 
portion of cybercrime is coming from Russia 

and spreading to neighboring countries. Several 
other speakers explained how terrorists could 
target U.S. computer networks or SCADA 
systems to cause an economic meltdown.  
http://www.businessedge.ca/article.cfm/newsI
D/19288.cfm 

 

 

CISCO  

Cisco (NASDAQ: CSCO) enables people to make powerful 

connections -whether in business, education, philanthropy, 

or creativity. Cisco hardware, software, and service 

offerings are used to create the Internet solutions that 

make networks possible -providing easy access to 

information anywhere, at any time.   Cisco was founded in 

1984 by a small group of computer scientists from Stanford 

University. Since the company's inception, Cisco engineers 

have  been leaders in the development of Internet Protocol 

(IP) -based networking technologies.  

Today, with more than 65,225 employees worldwide, this 

tradition of innovation continues with industry - leading 

products and solutions in the company's core development 

areas of routing and switching, as well as in advanced 

technologies such as:  Applicatio n Networking, Data Center, 

Digital Media, Radio over IP, Mobility, Security, Storage 

Networking, TelePresence, Unified Communications, Video 

and Virtualization.  For additional information: 

www.cisco.com  

 

Meet the New Bots: Will We Get Fooled 
Again? 
BY: BRIAN KREBS, WASHINGTON POST 
01/13/2009 

Joe Stewart, director of malware research for 
SecureWorks, believes that the demise of many 
large spam networks in 2008 has led to new 
forms of botnets that are more sophisticated 
ŀƴŘ ƘŀǊŘŜǊ ǘƻ ǎƘǳǘ ŘƻǿƴΦ ¢ƘŜ ά/ǳǘǿŀƛƭέ ōƻǘƴŜǘ 
ƛǎ ƴƻǿ ǘƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ ǿƛǘƘ ƻǾŜǊ мтрΣллл 
infected PCs, and Stewart says that the 
ǎƻǇƘƛǎǘƛŎŀǘŜŘ άwǳǎǘƻŎƪέ ōƻǘƴŜǘ ǎǘƛƭƭ ƛƴŦŜŎǘǎ ƻǾŜǊ 
130,000 Microsoft Windows systems using 
rootkit techniques to hide on host systems. 
Stewart explains that a new botnet called 
ά/ƛƳōƻǘέ Ƙŀǎ ƻƴƭȅ ƛƴŦŜŎǘŜŘ млΣллл ƳŀŎƘƛƴŜǎ ǎƻ 

far, but because it runs only in system memory, 
it is expected to fool traditional anti-virus 
technologies. Security experts believe that 
ŀƴƻǘƘŜǊ ƴŜǿ ōƻǘƴŜǘΣ ά²ŀƭŜŘŜŎέΣ ƛǎ ŦǊƻƳ ǘƘŜ 
same hackers that were behind the Storm bot, 
and warn that the hackers are now using a 
1024-bit RSA encryption key which may not 
ever be broken. 
http://voices.washingtonpost.com/securityfix/2
009/01/meet_the_new_bots_will_we_get.html 

 

Waiting for Cybergeddon 
STRATEGY PAGE 
01/22/2009 

The FBI warns that the United States is 
becoming increasingly vulnerable to a large 

http://www.businessedge.ca/article.cfm/newsID/19288.cfm
http://www.businessedge.ca/article.cfm/newsID/19288.cfm
http://www.cisco.com/
http://voices.washingtonpost.com/securityfix/2009/01/meet_the_new_bots_will_we_get.html
http://voices.washingtonpost.com/securityfix/2009/01/meet_the_new_bots_will_we_get.html
http://www.cisco.com/
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ǎŎŀƭŜ ŀǘǘŀŎƪ ǘƘŀǘ ŎƻǳƭŘ άŎǊƛǇǇƭŜ ǘƘŜ ŜŎƻƴƻƳȅΣ 
ƎƻǾŜǊƴƳŜƴǘ ŀƴŘ ƳƛƭƛǘŀǊȅέ ŀƴŘ ǎŀȅǎ ǘƘŀǘ ǘƘŜȅ 
need more money for cybersecurity efforts. The 
FBI also wants the Department of Defense to 
become more involved in network defense. 
There are three kinds of possible Cyber Wars: 
άƭƛƳƛǘŜŘ ǎǘŜŀƭǘƘ ƻǇŜǊŀǘƛƻƴǎέ ǿƘƛŎƘ ǎǳǇǇƻǊǘ 
ŜǎǇƛƻƴŀƎŜ ŜŦŦƻǊǘǎΤ άŎȅōŜǊ ǿŀǊ ƻƴƭȅέ ǿƘƛŎƘ ƛǎ ǘƘŜ 
άƻǇŜƴ ǳǎŜ ƻŦ ŀ Ŧǳƭƭ ǊŀƴƎŜ ƻŦ /ȅōŜǊ ²ŀǊ 
ǿŜŀǇƻƴǎέΤ ŀƴŘ ŎȅōŜǊ ŀǘǘŀŎƪǎ ǘhat support 
conventional war. The article also explains that 
the severity and size of a Cyber War depends on 
the means of the attacker and the vulnerability 
of the target. 
http://ww w.strategypage.com/htmw/htiw/artic
les/20090122.aspx 

 

Number of Internet Users Tops One Billion: 
comScore 
SPACE MART 
01/23/2009 

Research firm comScore Inc. recently reported 
that the number of Internet users worldwide 
has surpassed one billion, with China having the 
largest percentage of Internet users. The actual 
number of Internet users may be higher than 
comScore estimates, because they count only 
users that are aged 15 and above, and do not 
take into account traffic from public computers. 
According to comScore, China had the largest 
percentage of users with 180 million, and the 
United States took second position with 163 
million. Japan, Germany and Britain also 
accounted for large percentages of Internet 
users. comScore also announced that Google 
was the most frequently visited web property, 
and that Facebook had grown by 127 percent in 
the past year to become the largest social 
networking site worldwide. 
http://www.spacemart.com/reports/Number_o
f_Internet_users_tops_one_billion_comScore_9
99.html 

 

Cyberwarfare: How Secure Are Your 
Communications? 
BY: MIKE SIMMS, SC MAGAZINE 
01/23/2009 

The increasing size and complexity of company 
computer networks and the increase of mobile 
workers and devices have led to increased risk 
for business information systems. In order to 
improve data protection, an organization must 
first take an accurate assessment of the risk. 
Risk begins at the lowest level, with millions of 
system users who may accidentally threaten 
information. At the next level are the service 
providers, who must be rigorous in security 
processes. Above the providers are the amateur 
hackers, who are often stopped by firewalls or 
anti-virus programs. The most serious threats 
come from sophisticated hackers that may have 
criminal motives or be linked to foreign 
intelligence. Assessing the risk level and 
appropriate response for each threat is vital in 
developing an efficient information security 
plan. 
http://www.scmagazineus.com/Cyberwarfare-
How-secure-are-your-
communications/article/126358/ 

 
wŜƎŜƴǘǎ tŀƴŜƭ 9ƴŘƻǊǎŜǎ bŜǿ tǊƻƎǊŀƳǎΩ 
Progress 
BY: MIKE HASTEN, SHREVEPORT TIMES (LA) 
01/22/2009 

A Board of Regents committee has recognized 
the progress of cybersecurity programs at 
several universities and Bossier Parish 
Community College, which currently has five 
A.A.S. Programs in Cyber Technology. Gerard 
Killebrew, associate commissioner of higher 
education for academic affairs, says that the 
committee was impressed with the program 
reports from Bossier Parish, and expects that 
the full board will support the continuation of 
the program. The BPCC programs focus on 
training employees of a cyber warfare center at 

http://www.strategypage.com/htmw/htiw/articles/20090122.aspx
http://www.strategypage.com/htmw/htiw/articles/20090122.aspx
http://www.spacemart.com/reports/Number_of_Internet_users_tops_one_billion_comScore_999.html
http://www.spacemart.com/reports/Number_of_Internet_users_tops_one_billion_comScore_999.html
http://www.spacemart.com/reports/Number_of_Internet_users_tops_one_billion_comScore_999.html
http://www.scmagazineus.com/Cyberwarfare-How-secure-are-your-communications/article/126358/
http://www.scmagazineus.com/Cyberwarfare-How-secure-are-your-communications/article/126358/
http://www.scmagazineus.com/Cyberwarfare-How-secure-are-your-communications/article/126358/
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Barksdale Air Force Base, which is a candidate 
to house the new Global Strike Command and 
the 24th Air Force. The committee also endorsed 
the Health Informatics Center of Acadiana at 
the University of Louisiana, which is working to 
condense medical records online, and Louisiana 
¢ŜŎƘΩǎ /ŜƴǘŜǊ ŦƻǊ LƴŦƻǊƳŀǘƛƻƴ !ǎǎǳǊŀƴŎŜΣ ǿƘƛŎƘ 
provides data security training. 
http://www.shreveporttimes.com/article/2009
0122/NEWS01/901220330/1060 

 

DNI Nominee Lists Cybersecurity as Priority 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
01/22/2009 

In his confirmation hearing before the Senate 
Select Intelligence Committee, President 
hōŀƳŀΩǎ ƴƻƳƛƴŜŜ ŦƻǊ ǘƘŜ ŎƻǳƴǘǊȅΩǎ ƴŜǿ ǘƻǇ 
intelligence officer, Dennis Blair said that 
cybersecurity would be a top priority and that 
the intelligence community, specifically the 
NSA, would play a large part in network 
security. Blair also emphasized the importance 
of government and private sector collaboration 
and information sharing. The Director of 
bŀǘƛƻƴŀƭ LƴǘŜƭƭƛƎŜƴŎŜ άǇƭŀȅǎ ŀ ŎŜƴǘǊŀƭ ǊƻƭŜ ƛƴ 
coordinating the governmŜƴǘΩǎ /ƻƳǇǊŜƘŜƴǎƛǾŜ 
bŀǘƛƻƴŀƭ /ȅōŜǊ {ŜŎǳǊƛǘȅ LƴƛǘƛŀǘƛǾŜέΦ 
http://fcw.com/Articles/2009/01/22/Blair-
Cybersecurity.aspx 

 

Q&A: Current Security Threast 
BY: MIRKO ZORZ, HELP NET SECURITY 
01/21/2009 

In an interview with Help Net Security, Simon 
Heron, an Internet Security Analyst at managed 
security company Network Box, discusses 
current cyber security threats, full disclosure of 
vulnerabilities and Network Box. Heron believes 
that the biggest threats online today are 
downloaded malware and user-based threats, 
and identifies combating spam and mobile 
device threats as two significant challenges that 
must be addressed. Heron explains that full 

ǾǳƭƴŜǊŀōƛƭƛǘȅ ŘƛǎŎƭƻǎǳǊŜ ƛǎ άǇŀƛƴŦǳƭ ōǳǘ 
necessarȅέ ōŜŎŀǳǎŜ ƛǘ ŦƻǊŎŜǎ ƛƳƳŜŘƛŀǘŜ ŀŎǘƛƻƴ 
to address the vulnerabilities and alert users 
whose information may have been 
compromised. Heron also says that there are 
significant threats both externally and 
internally, but predicts that there will be an 
increase in insider financial scams as the 
economy continues to weaken. Finally, Heron 
announces the development of a new anti-
spam product, eMail Relationship which uses 
filters and behavior analysis to rate e-mails and 
stop potential spam. 
http://www.net -
security.org/article.php?id=1199 
 

Legitimate Sites Carry Increasing Portion of 
Malware 
BY: TIM WILSON, DARK READING 
01/21/2009 

¢ƘŜ ǊŜŎŜƴǘƭȅ ǊŜƭŜŀǎŜŘ ά{ǘŀǘŜ ƻŦ LƴǘŜǊƴŜǘ 
{ŜŎǳǊƛǘȅέ ǊŜǇƻǊǘ ŦǊƻƳ ²ŜōǎŜƴǎŜ {Ŝcurity Labs 
found that 77 percent of Websites that contain 
malicious codes are actually legitimate sites 
that have been infected. The report also found 
that the total number of sites that carry 
malicious code increased by 46 percent since 
the first half of 2008. The report states that 
hackers are increasingly using Web 2.0 features 
like search engines and social networking sites 
to exploit security flaws. Surprisingly, the report 
also concluded that 70 percent of the top 100 
sites on the Web host malicious code or contain 
redirects to malicious sites, which was a 16 
percent increase since the first six months of 
2008. 
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=212901777 

 

http://www.shreveporttimes.com/article/20090122/NEWS01/901220330/1060
http://www.shreveporttimes.com/article/20090122/NEWS01/901220330/1060
http://fcw.com/Articles/2009/01/22/Blair-Cybersecurity.aspx
http://fcw.com/Articles/2009/01/22/Blair-Cybersecurity.aspx
http://www.net-security.org/article.php?id=1199
http://www.net-security.org/article.php?id=1199
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=212901777
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=212901777
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LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ ΨIƻǿ bƻǘ ¢ƻΩǎΩ 
BY: SCOTT BRADNER, NETWORK WORLD 
01/20/2009 

Author, Scott Bradner, discusses the 
International Organization for Standardization 
(ISO) security standards which are being 
ŎǊƛǘƛŎƛȊŜŘ ŦƻǊ ōŜƛƴƎ άǘƻƻ ŎƻƳǇƭŜȄ ŀƴŘ ǘƘŜƻǊŜǘƛŎŀƭ 
ŦƻǊ ƘǳƳŀƴǎ ǘƻ ŜŦŦŜŎǘƛǾŜƭȅ ƛƳǇƭŜƳŜƴǘέΣ ŀǎ ǿŜƭƭ ŀǎ 
the new Massachusetts regulations which the 
author writes can be reasonably implemented. 
Bradner writes that these lists of rules often 
lack detailed information on the threat that is 
being addressed and how to customize the 
rules for a local environment. Bradner 
ǊŜŎƻƳƳŜƴŘǎ ǊŜŀŘƛƴƎ aŀǊŎǳǎ wŀƴǳƳΩǎ ά¢ƘŜ {ƛȄ 
5ǳƳōŜǎǘ LŘŜŀǎ ƛƴ /ƻƳǇǳǘŜǊ {ŜŎǳǊƛǘȅέ ƻǊ ǎƛƳƛƭŀǊ 
άƭƛǎǘǎ ƻŦ ōŀŘ ƛŘŜŀǎέ ǿƘƛŎƘ Ŏŀƴ ƻŦŦŜǊ ǎŜŎǳǊƛǘȅ 
professionals a good idea of practices or policies 
to avoid. The SANS Institute recently released 
άIƻǿ ǘƻ ǎǳŎƪ ŀǘ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅέ ǿƘƛŎƘ 
discusses bad security practices and how to 
learn from those mistakes, which are separated 
into five categories including security policy and 
compliance, security tools, risk management, 
security practices, and password management. 
http://www.networkworld.com/columnists/200
9/012009-bradner.html?fsrc=netflash-rss 

 
111th Gets New Telecom Sheriff 
BY: SAMI LAIS, WASHINGTON TECHNOLOGY  
01/20/2009 

Rep. Rick Boucher (D-Va.) recently became the 
new chair of the House subcommittee on 
Communications, Technology and the Internet 

which oversees telecommunications, 
broadcasting, cable and the Internet. Boucher, 
who co-sponsored a bill that increased the 
availability of broadband access, is also known 
for his support of municipal wireless efforts and 
stronger protection for fair use in the Digital 
Millennium Copyright Act. Boucher is also co-
chair of the Congressional Internet Caucus and 
sits on the Internet and Intellectual Property 
Subcommittee. 
http://wa shingtontechnology.com/articles/200
9/01/20/networx-news-roundup.aspx 

 

U.S. to Sharpen Cyber-Weaponry 
BY: GEORGE HULME, INFORMATION WEEK 
01/20/2009 

A recent report from the Center for Strategic & 
International Studies (CSIS) Commission on 
Cybersecurity for the 44th Presidency said that 
άǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎ ƛǎ ƭƻǎƛƴƎ ǘƘŜ ōŀǘǘƭŜ ǘƻ ǇǊƻǘŜŎǘ 
ŎȅōŜǊǎǇŀŎŜέ ŀƴŘ ǘƘŀǘ ŎȅōŜǊǎŜŎǳǊƛǘȅ Ŏŀƴ ƴƻ 
longer be left to IT professionals and chief 
information officers. Deputy Commander 
Robert Harward of U.S. Joint Forces Command 
says that electronic weaponry must be 
maintained and developed like more traditional 
weapons. The article explains that most 
cybersecurity leaders focus on offensive 
capabilities, but that the U.S. should work 
towards building better cyberdefenses to 
protect our grid and critical infrastructures. 
http://www.informationweek.com/blog/main/a
rchives/2009/01/us_to_sharpen_c.html 

 

http://www.networkworld.com/columnists/2009/012009-bradner.html?fsrc=netflash-rss
http://www.networkworld.com/columnists/2009/012009-bradner.html?fsrc=netflash-rss
http://washingtontechnology.com/articles/2009/01/20/networx-news-roundup.aspx
http://washingtontechnology.com/articles/2009/01/20/networx-news-roundup.aspx
http://www.informationweek.com/blog/main/archives/2009/01/us_to_sharpen_c.html
http://www.informationweek.com/blog/main/archives/2009/01/us_to_sharpen_c.html
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High Tech Problem Solvers  

www.gtri.gatech.edu  

 

From accredited DoD enterprise systems to exploits for 

heterogeneous networks, GTRI is on the cutting edge of 

cyberspace technology.   Transferring knowledge from 

research activities with the Georgia Tech Information 

Security Center, GTRI is able to bring together the best 

technologies, finding real -world solutions for complex 

problems facing government and industr y.   

 

Frankly Speaking: What Would Really 
Make Software More Secure 
BY: FRANK HAYES, COMPUTER WORLD 
01/19/2009 

Experts say that the recently released list of 
programming errors from SANS and Mitre does 
not help to solve security problems because it 
provides bugs that programmers are already 
familiar with and that are already included on 
other lists of this kind. One of the goals for the 
new list is that programmers will use the known 
bugs to improve software quality, and SANS 
even says that some state governments are 
considering requiring their software suppliers to 
certify that their code is free of the errors on 
the list.  The article also discusses the possibility 
of the development of a standard test suite that 
would check for the published bugs and the 
opportunity for companies that make software 
testing tools to develop new tools that would 
include the top-25 list.  
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=3324
61  

 

Hacking the Hill 
BY: SHANE HARRIS, NATIONAL JOURNAL MAGAZINE 
12/20/2009 

The article discusses the October 2006 virus 
attacks on computers of the Congressional 
Budget Office and in the House network.  
Analysis by a team of cyber-forensics specialists 

with the FBI found that the virus infected 
machines with a file that installed malware 
designed to spy on the computer user and steal 
files. Rep. Mark Kirk (R-IL), co-chair of the House 
U.S. China Working Group, said that the 
infected computers were attempting to 
άŎƻƴǘŀŎǘ LƴǘŜǊƴŜǘ ŀŘŘǊŜǎǎŜǎ ǘƘŀǘ ŜǾŜƴǘǳŀƭƭȅ 
resolved tƘŜƳǎŜƭǾŜǎ ƛƴ /ƘƛƴŀέΣ ŀŘŘƛƴƎ ǘƻ ŎȅōŜǊ-
espionage accusations against China, who have 
previously penetrated information systems of 
U.S. corporations and government agencies. 
Kirk confirmed that the hackers were looking 
for files that contain China policy information. 
Rep. Frank Wolf (R-VA) was also the victim of 
cyber attacks that he reports came from within 
ǘƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎ ƻŦ /ƘƛƴŀΦ ²ƻƭŦ ǎŀȅǎ ǘƘŀǘ 
members of Congress generally do not 
understand cyber threats and are often kept 
from publicly disclosing details of attacks. The 
article also discusses a report from the Center 
for Strategic and International Studies that 
recommends that Obama should make the 
White House the control center for 
cybersecurity and look into streamlining cyber 
jurisdiction. 
http://www.nationaljournal.com/njmagazine/p
rint_friendly.php?ID=cs_20081220_6787 

 

http://www.gtri.gatech.edu/
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=332461
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=332461
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=332461
http://www.nationaljournal.com/njmagazine/print_friendly.php?ID=cs_20081220_6787
http://www.nationaljournal.com/njmagazine/print_friendly.php?ID=cs_20081220_6787
http://www.gtri.gatech.edu/
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FBI Cyberexperts: the Internet is 
Increasingly Being Exploited 
BY: FBI, DARK READING 
01/14/2009 

Shawn Henry, head of the FBI Cyber Division, 
spoke at the first International Conference on 
Cyber Security, and said that online criminals 
are becoming increasingly sophisticated and 
organized. The conference included participants 
from 37 countries as well as US and 
international cyber experts from law 
enforcement, industry, government, and 
academia. The event focused on developing 
international cooperation and finding global 
solutions to cyber threats. Christopher Painter, 
Deputy Assistant Director of the FBI Cyber 
Division, says that timely international 
cooperation is essential for improving cyber 
security, but emphasizes the importance of 
developing consistent laws for cyber crimes.  
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=212900567 

 

What the Web Knows About You 
BY: ROBERT MITCHELL, COMPUTER WORLD 
01/27/2009 

/ƻƳǇǳǘŜǊǿƻǊƭŘΩǎ Robert Mitchell conducted a 
variety of free and paid searches through public 
and private resources to find out how much of 
his personal information was available online. 
Mitchell discusses in detail what he was able to 
find through government records, free people 
searches, searches using his social security 
number, search engines, image searches, social 
network search engines, and paid searches. 
Through all of these searches, Mitchell was able 
to find a large amount of his personal 
information online including: address history to 
1985; SSN; spouse, neighbor and coworker 
information; mortgage documents; a scanned 
signature; employment information and 
history; identifying photographs; previous blog 
posts and Computerworld stories; real estate 

purchase dates with assessed values and 
mortgagors; and even a 2004 property tax bill. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9125
058 

 
Your Digital Fingerprints are Left All Over 
the Internet 
BY: GREG DAY, SECURITY PARK 
01/21/2009 

The article discusses how information that we 
enter online creates a digital fingerprint on the 
Internet that grows as our use of online services 
grows. Experts warn that there is the potential 
ŦƻǊ ŎǊƛƳƛƴŀƭǎ ǘƻ ǘǊŀŎƪ ŀ ǳǎŜǊΩǎ ƻƴƭƛƴŜ ŀŎǘƛǾƛǘȅ ǘƻ 
ōǳƛƭŘ ŀ ǇǊƻŦƛƭŜ ƻǊ ŦŀƪŜ ǘƘŜ ǳǎŜǊΩǎ ƛŘŜƴǘƛǘȅΦ ¢ƘŜ 
article recommends that users restrict the 
number of web forms they complete with 
personal information, and exercise caution 
when providing date of birth, place of birth, 
maiden names or full addresses. You should 
also fill in only the required information on any 
web form, and use good judgment when writing 
about yourself online. The article provides some 
general rules for protecting personal 
information including only offering information 
that you would be comfortable offering to a 
stranger and never answering requests for 
account numbers or passwords. 
http://www.securitypark.co.uk/security_article
262507.html 

 

12 Tips for Managing Your Information 
Footprint 
BY: ROBERT MITCHELL, COMPUTER WORLD 
01/27/2009 

The article provides 12 tips for managing and 
better protecting your personal information 
online. The article recommends thinking twice 
before disclosing any personal information and 
never giving out your Social Security number. 
You should also never use actual information 
for authentication, and be aware of what 

http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=212900567
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=212900567
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9125058
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9125058
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9125058
http://www.securitypark.co.uk/security_article262507.html
http://www.securitypark.co.uk/security_article262507.html
http://ad.doubleclick.net/click;h=v8/37c3/0/0/*/a;44306;0-0;0;7137940;14464-336/35;0/0/0;;~sscs=?
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personal information is online by keeping up 
with new information about you as it is 
published. If your SSN is online, consider 
requesting fraud alerts from the three major 
credit reporting agencies or a security freeze. 
You should also request a copy of your credit 
report to review for errors. You should also 

avoid using your cell phone number online, 
participating in surveys or online registrations, 
and think twice before signing up for retail store 
cards which may have weak privacy policies.  
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9125
098 

 

CYBER SPACE ï PRESIDENT  OBAMA  

Obama Plan Says Cyber Infrastructure is 
Ψ{ǘǊŀǘŜƎƛŎΩ 
BY: ROBERT MCMILLAN, COMPUTER WORLD 
01/22/2009 

The Obama administration recently published a 
six-point plan to protect U.S. computer 
networks as part of a paper on the 
ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ Ǉƻǎƛǘƛƻƴ ƻƴ ƘƻƳŜƭŀƴŘ ǎŜŎǳǊƛǘȅΦ 
The administration wants to develop 
information security standards and require 
companies to disclose information about data 
breaches. The administration also plans to 
άŦƛƎƘǘ ŎȅōŜǊ-espionŀƎŜ ŀƴŘ ŎȅōŜǊŎǊƛƳŜέΦ ¢ƘŜ 
plan takes into consideration recommendations 
that were made by the Center for Strategic and 
LƴǘŜǊƴŀǘƛƻƴŀƭ {ǘǳŘƛŜǎΩ /ƻƳƳƛǎǎƛƻƴ ƻƴ 
Cybersecurity for the 44th Presidency. Obama 
also clearly defines computer security as a 
critical national asset which needs to be 
strengthened and developed. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9126
641  

 
Administration to Establish Major Office 
for Cyber Matters 
BY: ALICE LIPOWICZ, FEDERAL COMPUTER WEEK 
01/23/2009 

!ǎ ǇŀǊǘ ƻŦ tǊŜǎƛŘŜƴǘ .ŀǊŀŎƪ hōŀƳŀΩǎ ǊŜŎŜƴǘƭȅ 
released homeland security agenda, Obama 
plans to name an official who would oversee 
cybersecurity efforts, increase funding for first 
responder communications and invest $5 billion 
in global counterterrorism cooperation.  
hōŀƳŀΩǎ ŎȅōŜǊ ŀŘǾƛǎƻǊ ǿƛƭƭ ŎƻƻǊŘƛƴŀǘŜ ŦŜŘŜǊŀƭ 
agency efforts and oversee the development of 
a national cyber policy. Obama also plans on 
collaboration with the private sector to develop 
strict cybersecurity standards for protecting 
personal data on IT networks. The 
administration has also committed to creating a 
άƴŀǘƛƻƴŀƭ ŎǊƛǘƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǇǊƻǘŜŎǘƛƻƴ ŀƴŘ 
ǊŜǎƛƭƛŜƴŎȅ Ǉƭŀƴέ ŦƻǊ ŎȅōŜǊǎpace. 
http://fcw.com/articles/2009/01/23/obama-
unveils-homeland-agenda.aspx 

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9125098
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9125098
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9125098
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9126641
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9126641
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9126641
http://fcw.com/articles/2009/01/23/obama-unveils-homeland-agenda.aspx
http://fcw.com/articles/2009/01/23/obama-unveils-homeland-agenda.aspx
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.ŀǊŀŎƪ hōŀƳŀΩǎ ¢ŜŎƘƴƻƭƻƎȅ tǊŜǎƛŘŜƴŎȅ 
BY: DANNY BRADBURY, COMPUTER WEEKLY  
01/20/2009 

President Obama will face several reports and 
ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ŦǊƻƳ άƭƻōōȅ ƎǊƻǳǇǎ ŀƴŘ ǘƘƛƴƪ 
ǘŀƴƪǎέ ŎƻƴŎŜǊƴƛƴƎ ǇƻƭƛŎƛŜǎ ƛƴ ǘƘŜ ǘŜŎƘƴƻƭƻƎȅ 
sector. The Center for Strategic and 
International Studies is calling on Obama to 
centralize cyber security efforts, specifically 
with a cyber-czar that will take control of 
cybersecurity from DHS. The Future of Privacy 
Forum is asking that Obama improve the 
consumer privacy effort, and the National 
Electrical Manufacturers Association has 
thoughts on everything from the creation of a 
smart electrical grid to intellectual property 
reform. Obama has also committed to 
ƳƻŘŜǊƴƛȊƛƴƎ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ǘŜŎƘƴƻƭƻƎƛŎŀƭ 
infrastructure. The article also discusses how 
the inefficiencies in the existing system could 
prove to be an advantage for Obama, who 
άŎƻǳƭŘ ŀŎƘƛŜǾŜ ǎƛƎƴƛŦƛŎŀƴǘ ǊŜǎǳƭǘǎ ōȅ ŘǊƛǾƛƴƎ 
private sector efficiencies into the system, 
doubling security and functionality by two 
ƻǊŘŜǊǎ ƻŦ ƳŀƎƴƛǘǳŘŜ ƛƴ ǘǿƻ ȅŜŀǊǎΦέ 
http://www.computerweekly.com/Articles/200
9/01/20/234298/barack-obamas-technology-
presidency.htm 

 
Obama Advisers Urges Faster Action on 
Cyber Defense 
AEROSPACE DAILY & DEFENSE REPORT 
01/20/2009 

Paul Kaminski, an adviser to President Obama, 
says that long development times are causing 
ǘƘŜ tŜƴǘŀƎƻƴ ǘƻ ƭƻǎŜ άǎǳŎŎŜǎǎ ŀƴŘ ŘƻƳƛƴŀǘƛƻƴ 
of key technology areas such as the 
ŎȅōŜǊǿƻǊƭŘέΦ YŀƳƛƴǎƪƛ ōŜƭƛŜǾŜǎ ǘƘŀǘ .ǳǎƘΩǎ 
Cyber Initiative fails to address the 
άŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƻŦŦŜƴsive and defensive 
capabilities and their rapid transition to 
ƻǇŜǊŀǘƛƻƴŀƭ ƳƛƭƛǘŀǊȅ ŎŀǇŀōƛƭƛǘƛŜǎΦέ YŀƳƛƴǎƪƛ ǎŀȅǎ 
that cyberwarfare requires that development 
cycles that currently take months and years be 
ǎƘƻǊǘŜƴŜŘ ǘƻ άƭŜǎǎ ǘƘŀƴ ǿŜŜƪǎέΦ ¢ƘŜ ŀǊǘƛŎƭŜ ŀƭǎƻ 
reports that the House Armed Services 
Committee will monitor cyberwarfare 
developments of the 111th Congress. 

 

Spy Chief to Obama: Let DARPA Fix 
Economy 
BY: LEWIS PAGE, THE REGISTER 
01/21/2009 

Pedro L. Rustan, a senior figure in the U.S. 
National Reconnaissance Office, sent an open 
letter to President Obama through Aviation 

http://www.computerweekly.com/Articles/2009/01/20/234298/barack-obamas-technology-presidency.htm
http://www.computerweekly.com/Articles/2009/01/20/234298/barack-obamas-technology-presidency.htm
http://www.computerweekly.com/Articles/2009/01/20/234298/barack-obamas-technology-presidency.htm
http://aes.itt.com/
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Week magazine, which recommends that 
DARPA be expanded beyond defense-related 
industries. Rustan wrote that DARPA could 
revitalize U.S. industries like nanotech, biotech 
and IT which would be beneficial for the 
economy. Rustan also said that international 
students that complete science and engineering 
PhD programs in the United States should be 
encouraged to stay and work in the U.S.  The 
article discusses how the U.S. government 
tends to create new agencies rather than 
widening the duties of existing agencies. 
http://www.theregister.co.uk/2009/01/21/darp
a_economy_fix_plan/ 

 

Obama Cybersecurity Plan a Golden 
Opportunity for Tech Industry, Forrester 
Says 
BY: BRAD REED, NETWORK WORLD 
01/20/2009 

A new report from Forrester Research discusses 
the plans of the Obama administration and how 
there are opportunities for tech companies to 
receive government contracts for work on 
ƛƳǇǊƻǾƛƴƎ ǘƘŜ ƴŀǘƛƻƴΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ 
infrastructure. Forrester says that the Obama 
ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ Ǉƭŀƴǎ ǘƻ άŘŜŎƭŀǊŜ ŎȅōŜǊ 
ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀ ǎǘǊŀǘŜƎƛŎ ŀǎǎŜǘέ ŀƴŘ ŀǇǇƻƛƴǘ ŀ 
federal cybersecurity advisor. Obama also plans 
to work with universities and the private sector 
ǘƻ άǊŜǎŜŀǊŎƘ ŀƴŘ ŘŜǾŜƭƻǇ ƴŜȄǘ-generation 
ǎŜŎǳǊƛǘȅέ ŀƴŘ ŎǊŜŀǘŜ ǎǘŀƴŘŀǊŘǎ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ 
security on government computers. Forrester 
predicts that there will be the most 
opportunities in areas like technology planning, 
information sharing, and developing early-
warning systems. The Obama administration 
also plans to create a national electronic health 
records system, which will require the 
development of new security measures. 
http://www.networkworld.com/news/2009/01
2009-obama-tech-industry.html 

 

Cybersecurity Industry Has High Hopes for 
Obama Administration 
BY: CHRIS STROHM, CONGRESSDAILY 
01/21/2009 

Experts expect the Obama administration to 
fuel cybersecurity efforts with increased 
spending. Industry officials predict the 
Comprehensive National Cybersecurity Initiative 
will exceed its $30 billion estimated budget over 
the next decade. Janet Napolitano, the new 
Homeland Security Secretary, reports that 
Obama has said that he will develop a national 
strategy and coordinated plan for combating 
cyber threats. Liesyl Franz with the Information 
Technology Association of America says that the 
technology sector expects more transparency 
for the initiative and increased collaboration 
between government and industry. Companies 
including Lockheed Martin, Harris Corp. and 
Raytheon have established cybersecurity units 
in anticipation of new government contracts, 
and the new administration is also expected to 
draft new cybersecurity legislation. The article 
also discusses recommendations from the 
technology industry, including a report from 
ITAA that contained many suggestions 
including: the appointment of a cybersecurity 
advisor within the White House; expansion of 
the National Cybersecurity Initiative; 
development of international collaboration on 
cybersecurity efforts; and improvements to 
public-private partnerships. 
http://www.nextgov.com/nextgov/ng_2009012
1_8130.php 

 

More Cyber-crime Advice for Obama 
BY: MATT HINES, EWEEK SECURITY WATCH 
01/20/2009 

Ashar Aziz, CEO of FireEye, recently released the 
ŎƻƳǇŀƴȅΩǎ ά¢ƻǇ мл wŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ŦƻǊ ¦Φ{Φ 
/ȅōŜǊ {ŜŎǳǊƛǘȅέ ŦƻǊ tǊŜǎƛŘŜƴǘ hōŀƳŀΦ ¢ƘŜ 
company recommends that Obama create a 
cabinet-level appointment to coordinate 
national cyber security efforts, and conduct a 
federal threat assessment which would review 

http://www.theregister.co.uk/2009/01/21/darpa_economy_fix_plan/
http://www.theregister.co.uk/2009/01/21/darpa_economy_fix_plan/
http://www.networkworld.com/news/2009/012009-obama-tech-industry.html
http://www.networkworld.com/news/2009/012009-obama-tech-industry.html
http://www.nextgov.com/nextgov/ng_20090121_8130.php
http://www.nextgov.com/nextgov/ng_20090121_8130.php


 

CyberPro  
Volume 2, Edition 2  

January 29, 2009  

 

Keeping Cyber space  Professionals Informed  

 

1 1 0  R o y a l  A b e r d e e n  ̧   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 22  
 

the technical requirements of end point and 
network based security. FireEye also 
recommends that Obama issue a federal 
mandate that would require federal agencies to 
comply with NIST anti-malware standards. The 
report suggests that Obama strengthen the U.S. 
cyber military by reviewing military networks 
for vulnerabilities, and protect critical 
infrastructure by requiring compliance with 
technical standards. Other recommendations 
include developing a NIST verification process 
ǘƻ ǊŀǘŜ ŘƛŦŦŜǊŜƴǘ ǾŜƴŘƻǊǎΩ ǇǊƻŘǳŎǘǎΤ ƛƳǇǊƻǾƛƴƎ 
cyber law enforcement possibly by creating a 
new organization to focus solely on cyber crime; 
building cyber space situational awareness by 
providing ongoing surveillance in the cyber 
domain; and securing private infrastructure by 
addressing risks to corporations and 
government contractors. Finally, FireEye 
recommends requiring Internet Service 
Providers to provide malware protection for 
consumers. 
http://securitywatch.eweek.com/exploits_and_
attacks/more_cyber-
crime_advice_for_obama.html 

 

Outgoing Intel Chief Discusses 
Cybersecurity Challenge 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
01/19/2009 

Outgoing director of national intelligence, Mike 
McConnell, says that even though cybersecurity 
has the funding and attention of Congress and 
the Obama administration, efforts received a lot 
of criticism when first introduced which has 
made cybersecurity progress very slow. 
McConnell explains that the launch of the 
Comprehensive National Cybersecurity Initiative 
was a step in the right direction, but that 
confusion over which agencies have authority 
over the different parts of the initiative has 
been a challenge. McConnell says that the 
Obama administration will be faced with the 
challenge of establishing authority and 

governing processes for federal agencies and 
the private sector.  
http:/ /fcw.com/articles/2009/01/19/cybersecur
ity-dni.aspx 

 

The Threat of Cyberterrorism 
BY: JAMES LOY, WORLD POLITICS REVIEW 
01/15/2009 

¢ƘŜ ǊŜŎŜƴǘƭȅ ǊŜƭŜŀǎŜŘ ά{ŜŎǳǊƛǘȅ /ȅōŜǊǎǇŀŎŜ ƛƴ 
ǘƘŜ ппǘƘ tǊŜǎƛŘŜƴŎȅέ ǊŜǇƻǊǘ ŦǊƻƳ ǘƘŜ ¦Φ{Φ 
Commission on Cybersecurity (USCC) urges 
President Obama to create a center for 
Cybersecurity Operations and appoint a White 
House advisor to oversee it in order to meet the 
άŘƛǊŜέ ǘƘǊŜŀǘ ƻŦ ŎȅōŜǊǘŜǊǊƻǊƛǎƳΦ ¢ƘŜ ǊŜǇƻǊǘ 
discusses attacks on the Departments of 
Defense, State, Homeland Security, and 
Commerce; NASA; and the National Defense 
University and warns that cyberterrorism is 
already occurring every day. The commission 
concludes that DHS has struggled with 
ŎȅōŜǊǎŜŎǳǊƛǘȅ ōŜŎŀǳǎŜ ƛǘ άŘƻŜǎ ƴƻǘ ƘŀǾŜ 
ŀǳǘƘƻǊƛǘȅ ǘƻ ŘƛǊŜŎǘ ƻǘƘŜǊ ŘŜǇŀǊǘƳŜƴǘǎέ ŀƴŘ ǘƘŀt 
addressing security challenges will be difficult 
without coordinating the 16 U.S. agencies under 
a central leader. The article also discusses 
research that was recently released by the 
Project on National Security Reform (PNSR) 
which recommends streamlining cyber security 
strategies and policies among the federal 
agencies and improving coordination with a 
new framework for information sharing. 
http://www.worldpoliticsreview.com/article.as
px?id=3165 

 

Obama Team Finds Secure Networks 
!ǊŜƴΩǘ Cǳƴ 
BY: LARRY SELTZER, EWEEK.COM 
01/22/2009 

Author, Larry Seltzer, explains how White House 
computers do not allow some Internet 
applications like Facebook, instant messaging, 
or outside e-mail log-ins. hōŀƳŀΩǎ ƴŜǿ-media 
team, who are used to working on Mac 

http://securitywatch.eweek.com/exploits_and_attacks/more_cyber-crime_advice_for_obama.html
http://securitywatch.eweek.com/exploits_and_attacks/more_cyber-crime_advice_for_obama.html
http://securitywatch.eweek.com/exploits_and_attacks/more_cyber-crime_advice_for_obama.html
http://fcw.com/articles/2009/01/19/cybersecurity-dni.aspx
http://fcw.com/articles/2009/01/19/cybersecurity-dni.aspx
http://www.worldpoliticsreview.com/article.aspx?id=3165
http://www.worldpoliticsreview.com/article.aspx?id=3165
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computers, reportedly found that White House 
computers use six-year-old versions of 
Microsoft software. Seltzer writes that the new 
staff must be patient and that security 
precautions must be more important than 
efficiency, at least until the staff is completely 
set up. 
http://www.eweek.com/c/a/Security/Obama-
Team-Finds-Secure-Networks-Arent-Fun  

 

Staff Finds White House in the 
Technological Dark Ages 
BY: ANNE E. KOMBLUT, WASHINGTON POST 
01/22/2009 

tǊŜǎƛŘŜƴǘ hōŀƳŀΩǎ άǘŜŎƘƴƻƭƻƎƛŎŀƭƭȅ ǎŀǾǾȅέ ǘŜŀƳ 
compared setting up at the White House with 
άƎƻƛƴƎ ŦǊƻƳ ŀƴ ·ōƻȄ ǘƻ ŀƴ !ǘŀǊƛέΦ ²ƘƛǘŜ IƻǳǎŜ 
computers reportedly were running on 
outdated software, and do not have many Web 
2.0 features like Facebook that Obama is used 
to. Strict security regulations also forbid the use 
of outside email accounts. The Obama staff was 
used to working from Mac laptops, and report 
that White House computers are still running 
six-year-old versions of Microsoft. The White 
House Web site was also slow to be updated 
after President Obama issued his first executive 
ƻǊŘŜǊǎΣ ŘŜǎǇƛǘŜ hōŀƳŀΩǎ ǇǊƻƳƛǎŜ ƻŦ 
transparency. 
http://www.washingtonpost.com/wp-
dyn/content/article/2009/01/21/AR200901210
4249.html 

 

Cisco CTO Could be Tapped by Obama 
BY: TIM GREENE, NETWORK WORLD 
01/16/2009 

Padmasree Warrior, CTO of Cisco, is reportedly 
one of the top two candidates to become the 
first U.S. CTO, which is expected to be named 
any day now. Warrior has been with Cisco for 

the past 13 months, and was formerly CTO at 
Motorola, where she was for 23 years. Warrior 
said to Business ²ŜŜƪ ǘƘŀǘ άǎƳŀǊǘ ƴŜǘǿƻǊƪƛƴƎ 
technologies and IT play a critical role in 
transforming government, energy, education 
ŀƴŘ ƘŜŀƭǘƘŎŀǊŜέ ŀƭǘƘƻǳƎƘ ǎƘŜ ŘƛŘ ƴƻǘ ŎƻƴŦƛǊƳ 
the stories of her prospects as federal CTO. 
Warrior also emphasizes the importance of 
international collaboration and the 
ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀ άƎƭƻōŀƭ ǇƻƭƛŎȅ ŦƻǊ ǇǊƻǘŜŎǘƛƴƎ 
ƛƴǘŜƭƭŜŎǘǳŀƭ ǇǊƻǇŜǊǘȅΦέ 
http://www.networkworld.com/news/2009/01
1609-warrior.html 

 

Kaminski: Arms Development Must be 
Expedited 
BY: WILLIAM MATTHEWS, DEFENSE NEWS 
01/13/2009 

Paul Kaminski, who advised Obama during the 
presidential campaign, recently told reporters 
that a major challenge for the new 
administration would be speeding up processes 
for developing new technology and buying 
needed hardware for weapons development. 
Kaminski says that long development cycles 
ƭŜŀŘ ǘƻ ǇǊƻŘǳŎƛƴƎ ǿŜŀǇƻƴǎ ōŀǎŜŘ ƻƴ άǎǘŀƭŜ 
ǘŜŎƘƴƻƭƻƎȅέ ŀƴŘ ŘŜǇǊƛǾƛƴƎ ǘǊƻƻǇǎ ƻŦ ǘƘŜ ƭŀǘŜǎǘ 
capabilities, and that faster development and 
delivery cycles are a top priority for federal 
cyber security efforts. Kaminski also explains 
ǘƘŀǘ tǊŜǎƛŘŜƴǘ .ǳǎƘΩǎ ŎȅōŜǊ ƛƴƛǘƛŀǘƛǾŜ Ƴǳǎǘ ōŜ 
expanded under the Obama administration, and 
Ƴǳǎǘ ŀŘŘǊŜǎǎ ŎȅōŜǊ ŘŜŦŜƴǎŜ ǿƛǘƘ ŀ άƳǳƭǘƛ-
ŀƎŜƴŎȅ ŀǇǇǊƻŀŎƘέ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ ƳƛƭƛǘŀǊȅΣ the 
Justice Department, Department of Homeland 
Security, and other federal agencies.    
http://www.defensenews.com/story.php?i=390
0352&c=AIR&s=TOP 

 

http://www.eweek.com/c/a/Security/Obama-Team-Finds-Secure-Networks-Arent-Fun
http://www.eweek.com/c/a/Security/Obama-Team-Finds-Secure-Networks-Arent-Fun
http://www.washingtonpost.com/wp-dyn/content/article/2009/01/21/AR2009012104249.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/01/21/AR2009012104249.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/01/21/AR2009012104249.html
http://www.networkworld.com/news/2009/011609-warrior.html
http://www.networkworld.com/news/2009/011609-warrior.html
http://www.defensenews.com/story.php?i=3900352&c=AIR&s=TOP
http://www.defensenews.com/story.php?i=3900352&c=AIR&s=TOP
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How Obama Might Get His Way on 
BlackBerry 
BY: ELLEN MESSMER AND JOHN COX, NETWORK 
WORLD 
01/15/2009 

Security experts warn that security would be a 
significant issue if President Obama is able to 
continue to use a BlackBerry or some kind of 
PDA. The Defense Department has approved a 
version of the BlackBerry that uses AES-256 
encryption for sensitive communications, and 
General Dynamics has developed the Sectera 
Edge Smartphone and PDA which is compliant 
with the Secure Communications 
Interoperability Protocol and the High 
Assurance Internet Protocol Encryptor 
Interoperability Specification. Security experts 
ǿŀǊƴ ǘƘŀǘ ƘŀŎƪŜǊǎ ŎƻǳƭŘ ǊŜŎƻǊŘ ǘƘŜ ǇǊŜǎƛŘŜƴǘΩǎ 
conversations, determine his location through 
the GPS feature, or send phony e-mails. Gartner 
analyst John Pescatore also warns that the lack 
of authentication could cause problems for 
Obama, and that the pǊŜǎƛŘŜƴǘΩǎ ŜƳŀƛƭǎ ŎƻǳƭŘ 
always be forwarded. Another challenge could 
be the Presidential Records Act, which requires 

that a president make all documents publicly 
available.   
http://www.n etworkworld.com/news/2009/01
1509-bama.html 

 

.ƭƻƎƎŜǊΥ hōŀƳŀ ǘƻ DŜǘ Ψ{ǳǇŜǊ-ŜƴŎǊȅǇǘŜŘΩ 
BlackBerry 
BY: JOHN COX, NETWORK WORLD 
01/21/2009 

According to political blogger Marc Ambinder, 
President Obama will be given a BlackBerry that 
Ƙŀǎ ōŜŜƴ ǳǇƎǊŀŘŜŘ ǿƛǘƘ ŀ άǎǳper-encryption 
ǇŀŎƪŀƎŜέ ŦƻǊ ǇŜǊǎƻƴŀƭ ŜƳŀƛƭǎΦ /ƛǎŎƻ {ŜŎǳǊƛǘȅ 
blogger James Heary argues that the BlackBerry 
network is too public, which could pose a 
security threat for Obama. The article explains 
that the openness of the network make the 
user more vulnerable because once malicious 
code is installed hackers could record 
conversations, steal contacts and phones lists, 
and identify the GPS coordinates of the phone. 
http://www.networkworld.com/news/2009/01
2109-obama-super-encrypted-blackberry.html 

 

http://www.networkworld.com/news/2009/011509-bama.html
http://www.networkworld.com/news/2009/011509-bama.html
http://www.networkworld.com/news/2009/012109-obama-super-encrypted-blackberry.html
http://www.networkworld.com/news/2009/012109-obama-super-encrypted-blackberry.html
http://www.mantech.com/
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hōŀƳŀΩǎ bŜǿ .ƭŀŎƪ.ŜǊǊȅΥ ¢ƘŜ b{!Ωǎ 
Secure PDA? 
BY: DECLAN MCCULLAGH, CNET NEWS 
01/13/2009 

The article provides a picture of the Sectera 
Edge, a phone-PDA combination that the NSA 
Ƙŀǎ ŎŜǊǘƛŦƛŜŘ ŀǎ ōŜƛƴƎ άŀŎŎŜǇǘŀōƭŜ ŦƻǊ ¢ƻǇ {ŜŎǊŜǘ 
voice communications and Secret e-mail and 
²Ŝō ǎƛǘŜǎΦέ ¢ƘŜ ŘŜǾƛŎŜ ǿƻǊƪǎ ǿƛǘƘ ²ƛ-Fi, GSM 
or CDMA networks and includes a mobile 
version of Microsoft Windows, Internet 
Explorer, WordPad, and Windows Messenger 
that the NSA claims are secure enough for 
Secret data. The device reportedly costs $3,350. 
Both the Sectera Edge and L-о /ƻƳƳǳƴƛŎŀǘƛƻƴǎΩ 
Guardian device result from the Defense 
Department project, SME-PED or Secure Mobile 
Environment Portable Electronic Device, which 
was designed to develop a more secure 
BlackBerry for President Obama. Experts agree 
ǘƘŀǘ ŘŜǎǇƛǘŜ wLaΩǎ ŜŦŦƻǊǘǎΣ ŀ .ƭŀŎƪ.ŜǊǊȅ ƛǎ ǎǘƛƭƭ 
vulnerable to a variety of attacks including 
viruses that install spyware or record 
conversations, intercept text messages or 
download malware. President of Granite Island 
Group, James Atkinson, also points out that a 

hacker could determine the coordinates of a 
BlackBerry by hacking into its GPS feature. 
http://news.cnet.com/obamas-new-blackberry-
the-nsas-secure-
pda/?part=rss&subj=news&tag=2547-1_3-0-20 

 

Obama Wins Fight to Keep His BlackBerry ς 
But With Enhanced Security 
BY: KELLY JACKSON HIGGINS, DARK READING 
01/22/2009 

White House press secretary Robert Gibbs 
announced that President Obama has been 
given an extra-secure BlackBerry which Gibbs 
says will be used for communicating only with 
ǎŜƴƛƻǊ ǎǘŀŦŦ ŀƴŘ ŀ άǎƳŀƭƭ ƎǊƻǳǇ ƻŦ ǇŜǊǎƻƴŀƭ 
ŦǊƛŜƴŘǎέΦ Gibbs also explained that those who 
are able to email the president will be briefed 
on their access to that email, and that the 
emails will be subject to the Presidential 
Records Act. 
http://www.darkreading.com/personal_tech/bl
ackberry/showArticle.jhtml?articleID=21290200
8 

 

CYBER SPACE ï DEPARTMENT OF DEFENSE (D OD)  

Cyber-Attack Operations Near 
BY: DAVID A. FULGHAM, AVIATION WEEK 
01/18/2009 

The article discusses future changes to the U.S. 
military as cyber capabilities are developed and 
implemented. Lt. Gen. Dave Deptula, the Air 
CƻǊŎŜΩǎ ŘŜǇǳǘȅ ŎƘƛŜŦ ƻŦ ǎǘŀŦŦ ŦƻǊ ƛƴǘŜƭƭƛƎŜƴŎŜΣ 
surveillance and reconnaissance (ISR), says that 
we are still trying to understand what cyber is, 
and how cyber operations will be used. Deptula 
recommends that the military άƴƻǊƳŀƭƛȊŜ 
ƻǇŜǊŀǘƛƻƴǎ ƛƴ ŎȅōŜǊ Ƨǳǎǘ ŀǎ ǿŜΩǾŜ ƴƻǊƳŀƭƛȊŜŘ 
ƻǇŜǊŀǘƛƻƴǎ ƛƴ ƻǘƘŜǊ ŘƻƳŀƛƴǎέ ŀƴŘ ǎŀȅǎ ǘƘŀǘ 
every service needs to have a cyber component 
ǘƘŀǘ άƻǊƎŀƴƛȊŜǎΣ ǘǊŀƛƴǎ ŀƴŘ ŜǉǳƛǇǎέ ŦƻǊŎŜǎ ŦƻǊ 
cyber combat. Deptula also emphasizes the 

importance of developing a common definition 
of cyber operations that each of the services 
can use. One challenge for the military is the 
lack of training for using digital weapons and 
the lack of simulation training to plan and 
practice attacks. To address this concern, the 
Defense Advanced Research Projects Agency 
has awarded seven contracts that total $25 
million for a National Cyber Range (NCR) which 
will serve as a cyber-test facility and would 
replicate a complex network for demonstrating 
άǇŀŎƪŜǘ ŎŀǇǘǳǊŜέ ŀƴŘ ǎƛƳǳƭŀǘƛƴƎ ŀutomated 
attacks. 
http://www.aviationweek.com/aw/generic/stor
y_generic.jsp?channel=awst&id=news/aw01129

http://news.cnet.com/obamas-new-blackberry-the-nsas-secure-pda/?part=rss&subj=news&tag=2547-1_3-0-20
http://news.cnet.com/obamas-new-blackberry-the-nsas-secure-pda/?part=rss&subj=news&tag=2547-1_3-0-20
http://news.cnet.com/obamas-new-blackberry-the-nsas-secure-pda/?part=rss&subj=news&tag=2547-1_3-0-20
http://www.darkreading.com/personal_tech/blackberry/showArticle.jhtml?articleID=212902008
http://www.darkreading.com/personal_tech/blackberry/showArticle.jhtml?articleID=212902008
http://www.darkreading.com/personal_tech/blackberry/showArticle.jhtml?articleID=212902008
http://www.aviationweek.com/aw/generic/story_generic.jsp?channel=awst&id=news/aw0112909p1.xml&headline=Cyber-Attack%20Operations%20Near
http://www.aviationweek.com/aw/generic/story_generic.jsp?channel=awst&id=news/aw0112909p1.xml&headline=Cyber-Attack%20Operations%20Near


 

CyberPro  
Volume 2, Edition 2  

January 29, 2009  

 

Keeping Cyber space  Professionals Informed  

 

1 1 0  R o y a l  A b e r d e e n  ̧   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 26  
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Defense Cybersecurity Budget Request 
Likely a Third More Than Reported 
BY: JILL R. AITORO, NEXTGOV 
01/26/2009 

A recent report by Government Insights, a 
company that focuses on the federal IT market, 
says thaǘ ŀ ǘƘƛǊŘ ƻŦ ǘƘŜ 5ŜŦŜƴǎŜ 5ŜǇŀǊǘƳŜƴǘΩǎ 
$4 billion request for IT security spending will 
go to general spending on various programs 
that are not specifically focused on information 
systems security. Of the 2,000 items in the 
ŘŜǇŀǊǘƳŜƴǘΩǎ ŦƛǎŎŀƭ нллф L¢ ǎŜŎǳǊity budget 

ǊŜǉǳŜǎǘΣ άрн ŀǊŜ ŎƻŘŜŘ ǎǇŜŎƛŦƛŎŀƭƭȅ ŦƻǊ 
information systems security, totaling $2.9 
ōƛƭƭƛƻƴΦέ aŀǊƪ YŀƎŀƴΣ ŀǳǘƘƻǊ ƻŦ ǘƘŜ ǊŜǇƻǊǘΣ ǎŀȅǎ 
that the cybersecurity programs identified in 
the budget are vague catch-all initiatives like 
information protection and assurance or 
computer network defense. Alan Paller, director 
of research at the SANS Institute, said that the 
federal government must keep specifics about 
spending and security projects confidential to 
prevent enemies from exploiting the 
information. 
http://www.nextgov.com/nextgov/ng_2009012
6_2865.php 
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Air Force Planning to Train Hundreds 
Yearly in Cyber Warfare Skills 
BY: TRISH CHOATE, STANDARD-TIMES WASHINGTON 
BUREAU 
01/15/2009 

Air Education and Training Command officials 
recently announced a new cyber education and 
training program which will offer the 
ά¦ƴŘŜǊƎǊŀŘǳŀǘŜ /ȅōŜǊ ²ŀǊŦŀǊŜ ¢ǊŀƛƴƛƴƎέΣ ŀ млл 
Řŀȅ ŎȅōŜǊ ǘǊŀƛƴƛƴƎ ŎƻǳǊǎŜΣ ŀǎ ǿŜƭƭ ŀǎ ά/ȅōŜǊ 
мллέΣ ŀ мл-day professional continuing 
education course. Goodfellow Air Force Base in 
San Angelo, TX, Sheppard AFB in Wichita Falls, 
TX, and Keesler AFB in Biloxi, MS are all 
competing to host the courses. About 600 
students will go into the Undergraduate Cyber 
Warfare Training program, and an additional 
200 will participate in the Cyber 100 program. 

Col. Lee Pittman, chief of the technical training 
division for AETC, said that a large portion of 
the $11.6 million budget will go towards 
ōǳƛƭŘƛƴƎ ŀ άǾƛǊǘǳŀƭ ƴŜǘǿƻǊƪ ǿƛǘƘƛƴ ŀ ǎŜƴǎƛǘƛǾŜ 
ŎƻƳǇŀǊǘƳŜƴǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ŦŀŎƛƭƛǘȅέ ǿƘŜǊŜ 
students can learn how to build, defend and 
attack a virtual network without damaging an 
actual network. San Angelo officials emphasize 
the fact that Goodfellow already has a sensitive 
compartmented information facility. 
http://aimpoints.hq.af.mil/display.cfm?id=3132
3 
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