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THIS WEEKIN CYBER PRO

BYJIM ED CROUCH, NAYAD SECURITY CYBEREMPNSTITUTE, INC.

2A0K GKS holYF FRYAYAAOANI GA2Y YR I ySg [/ 2yaAN
CyberPrancludes a number of cybeelated decisions facing the president. We believe the

previous administration has laid much of the necessary groundwstidies and

recommendations by various policy institutes, funding for cyber, internaticolédboration

etc.ci K aK2dzZ R tft2g¢g tNBaARSYd hol Yl |yR KA i
of cybersecurity. Thus far, all indications are that they will do just that. As illustrated in the

Gt NBAaARSY(d hol Yl ¢ aSOGA 2 yhadéclaiedyhedinfrdsBustare S i i NI

"a strategic asset" ang planning taappoint a cyber adviser who will report directly to the

White House. Moreovethe Presidentas made it clear to officials in DoD, DHS, and

throughout the Intelligence Community thhe intends to place a very high priority on

protecting federal networks, securing critical infrastructure, and improving information sharing.

The number, sophistication, and persistence of cyber attacks present significant challenges. As
shown in this edition o€yberPrpthe number of internet users continues to grow

exponentially, having now reached one billion people worldwide. This batedra targetrich
environment and has resulted in attacks against networks as diversesagtdle, banking,

mobile phone systems, and the military.

During testimony before the Senate Armed Services Committee on Jani4rg&aretary of

Defense RoberGates discussed the many problems associated with defense acquisition,

sayingd { AYyOS (GKS SyR 2F 22NIR 2FNJLLY GKSNB KIS
G2 tAGGES | OFAf oé LG Aa 2dzNJ K2 LISpolick I & 6S JR2
regarding cybersecurity. We believe tteticality of cyberspace coupled with the ever

increasing threat to global cyber infrastructunecessitatdeadership and action by the United

States and others. Wa&ish PresidentObamaand his administrationvell in this endeavor.

Ly 2dzNJ { SYA2NJ [ SFRSNJ t SNELISOUAL®S GKAA 6SS]| b
interview Vice Admiral H. Denby Starling 1l. Admiral Starling is commander of the Naval

Network Warfare Command in Kolk, Virginia. In this very interesting Q&A, the admiral
RAaOdzaasSa bo9c¢2! w/ haQa YAaaizyx 2NBFYyAILLFGAZ2 VI

We hope you enjoy this issue GfberPra our second of 2009.
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SENIOR LEADER PERSPECTIVE T VADM H. DENBY STARLING I

NSCI's Lindsay Trimble recently interviewed Vice Admiral H. Denby Starli
Admiral Starling is commander of the Naval Network Warfare Command in}
Norfolk, Va. Naval Network Warfare Command (NETWARCOM) is a global
command with more thad 3,000 military and civilian professionals working t
provide sustained information superiority to Navy, Joint and Coalition
warfighters. In support of this mission, NETWARCOM delivers and operatgi
reliable, secure and batteeady global Navy networkeads the development
and integration of information operations capabilities, intelligence and spad
within the Fleet and for Joint Commanders.

b{/ LY 2KIF-G0 A& bo9c¢2!w/haQa NRfS Ay &adzZlR2NIlAy3d 5

VICEADMIRALH.DEN { ¢! w[ LbD LLY 2SS KI@S I oNRIR aLISOi
is two-fold: we are an operational organization that supports all of the DoD organizations that execute
any sort of cyberspace activity including the Joint Task Force and USSJRAWe also provide those
same services throughout our Naval fleet.

2S || NB -aigB) a3l F2NJ OoSNAELI OS 4A0GKAY GKS bl @
disciplines. On the operational side, we are responsible for all aspects of informatoations, as well

Fad O02YLIziSNI ySGég2N] 2LISNIGA2ya IyR St SOGNRYAO
LYiSttAaSyOSs LYyF2NNVIGA2Y hLISNI GAZ2yaz bSig2N]
bl @& Qa OSy i Nihdrity ®rLO8/ptdlogyh |18fofrhation Dmiadtions, Information Technology,
networks, Signals Intelligence and space in support of Naval forces afloat and ashore. NETWARCOM
operates and maintains secure and interoperable Naval networks.

We have training and egpment operations as well, so when it comes to training people, equipping and
0dzZRASGAY3IS bo9c¢2! w/ ha (F1Sa NBalLRyairAoAfAde F2N
networks; we are much broader in scale

NSCI: There has recently been significRk & Odza 4A 2y NBIF NRAYy3a (GKS 5250
2KIG A& b9c¢2!w/ haQ& NBflIGA2YEKAL (2 230KSNJ 525

STARLING: The DoD organization is at a stage of growth and maturation right now. USSTRATCOM is
designated as the organization responsible for the defense of the global network for the military. | have
a direct reporting relationship to USSTRATCOM for planning and support in computer operations and
network operations. | also work directly for the JioTask Force for Global Network Operations; we
LINE GARS GKS alyYS FTdzyOliA2y F2NJ GKS bl g8Qa &ARS
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We have similar relationships with the National Security Agency, the Joint Functional Component
Command for Network Warfare and the Defenstimation Systems Agency. There are Navy
personnel in those organizations and we work with them on training.

a® 02aa A& ! RYANIf W2y DNBSYSNIL G | ®{ o CtSSi
great tiein between fleet operations andyberspace operations that take place on ships and the
contributions the Navy makes to our nation. It really ties things together quite well. On the other side of
the house, | have a reporting responsibility to the commander of U.S. Strategic Command aoak

very closely with the Director of Naval Intelligence.

NSCI: From a NETWARCOM perspective, can you discuss a few of the key challenges regarding
cyberspace operations?

STARLING: The biggest challenge is the scope of it. NETWARCOM has onbubddaraix years. It

was set up in 2002 when our computer operations and what we now commonly refer to as ISR were
converging. Back in 2002, the Navy combined all of its communication organizations as well as its
computer network organizations into oneéganizationg NETWARCOM. Three years later, we combined
Al oAGK GKS bl @eQa aSOdzNAGe 3ANRzI GKS bl g2Qa
network and defending the network. We think this organization is very powerful conceptuadijgnis

with the recent change that has Joint Task Force for Global Network Operations working for the Joint
Force Component Commander for Network Operations.

The scope of the challenge is huge. It covers every warfare area and impacts everything weddzf® NB
AY 525 gAGK I 02 YLzl SNI 2 y¢2SdyNI ARFS 48] 2XdzCBNRdzQNSR |2
KSNB Ay G(G(KS ! o{d , 2dz R2y Qi KI &S GKS t dzEdz2NE 27
LX I OS @&2dz ¢ yi O 2ery$ayahd @8 workfoelzdmifevelyday. A i S

We have a very large challenge out there to train our folks in cyberspace activities and how cyber
activities support the typical things we think about the military doing, but also the rest of the network
thatdoesourdayto-Rl & o0dzaAySaad 2SS KIS (G2 aSOdzNBboihKS S
the training aspect and just getting your arms around the whole piece.

NSCI: What activities does NETWARCOM have underway to improve cyberspace capgabilitie

STARLING: There is obviously a huge technology component to what we do. We are working closely wit
our resource sponsors in Washington, D.C., as well as with our Systems Commander to make sure that
the technology we employ makes us ready to fighthis domain. We need the newest and the

greatest. We also have to ensure that the network is technologically sealed everywhere. We have to
have the best technology out there to defend against our enemies.

But technology means nothing without a quality Wforce. We define the requirements for our future
workforce to help the Navy recruit and retain what we need to operate in this domain. We also work to
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SRdzOlF S 2dzNJ OdzZNNBy i 62N)] F2NOS a2 (GKSe& R2y Qi R?2
We ne=d to integrate these capabilities with how we operate.

DoD is on a voyage of discovery in the realm of cyberspace. We have to integrate Navy with the DoD;
and other branches of the government outside of DoD to make sure the wholeness of the network is
there. Figuring out where this is taking us is important to stay ahead of those who want to do us harm.

NSCI: What do you see as opportunities where industry and academia may be able to contribute to
improving cyberspace?

STARLING: There is a launditydf technologies that industry is developing that would contribute to the
things we can do. Much of it centers around making our networks more secure and easier to operate.
The network world is complex and when you look at what industry has done toifsintygl operation of
networks and computers, we need that inside the military. We had a habit for a number of years of
having networks designed by engineers for engineers. Anything we can do that reduces our training
burden gives us a great advantage. Téhtsngs that bring us simplicity in multiple domains in what is a
complex environment would be very welcome.

In the Navy, we operate on the sea, under the sea, on the shore, in the air and space. We need
solutions. It is helpful when the solutions caove back and forth from a ship, through a satellite or
20KSNJ YSRAdzY®d 28 R2y Qi KI @S GKS fdzEdzNE 2F NHzyy
got. It has to be scalable so we can use it on a patrol craft or hand it to a special forcesvusiitas

running it on an aircraft carrier. You also have to remember that cyberwarfare is an inherently joint
odzaAySaasz az2 L QY -oilgdolution/butSNdbudion Bak wollgh wokk advolssdhi

different branches of the military.

In cybespace, industry and academia face many of the same challenges the military does. Everybody is
interested in network defense from banks to colleges to the military. Those things the industry

develops for its own protection can be useful to us too. We rtedihd a way to partner with industry

on things that meet all of our needs. | would suspect that there are many things being done in corporate
America that would really benefit the military as well; we just have to discover it.

NSCI: What are some of yopriorities in the area of cybewarfare and/or computer network
defense?

{¢! wW[LbDY ¢KSNB IINBF NBIffteé GKNBS® CANRII &2dxQQ
able to defend yourself against them. It will take a tremendous amount oftdfecause you have to
have other ways of understanding what the threat is.

Second, we have to leverage the knowledge of putting ourselves in the position to take the advantage.
Cyber warfare could be a stafadione portion of the next wag a cyberwar tlat exists on its own,
damaging economically, politically and even physically.
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¢tKANRZ S ySSR (G2 NBIftfe KIS I GNIAYSR FyR SRgOI

challenging for the military because there are a limited number of these foikthere. Industry wants
them, the government wants them and the military wants them. We need to retain the best and the
ONAIKGSAalG G2 R2 OBOSNALI OS ¢2N)] FYyR SyGdSN) OeéoS LJ

¢CKFGQa |y S bo@&okingof the Heig dngfthie brightest. | know that much of industry
and government organizations are experiencing this same competitive atmosphere.

¢KFEGiQa SEIFQGfe NAIKIP® LT &2dzQ@S 320 |y Lee 3Idze Ifd

OFLI o6ftS 2F akKz2gAy3d dzZJ G2 62N)] 2y GAYS YR R2AY i
through a physical fitness test or being overseas deployable. There are extra challenges for military

NBONMHZA G YSyilGd 2S5 2271 Gkl infihgdheopldithat dfeuaifi& e inthed | 3 dz
YAEAGFENE YI1Sa A0 2daAKSNI GKIyYy GKS @SN 3IS OAGME A
Ay GKS YAfAGENER SAGKSNY 2SS R2 2 KWSJUE ieéple yrarce & 2 dzfOo
G2 aSNBS 2dNJ yIGA2yS YIS I KdzZ3S RAFTFSNByOS |y R

anywhere else.

b{/LY L& GKSNB lyeidkKAaAy3d StasS 82dQR t4A1S8 G2 IR

X«

{¢! wW[LbDY ¢KIFy]l @2dz F3IFAY F2N 0KS gdiidgNdotdzy A G & 2
ySOSaalNAfe dzyRSNE(G22R 2dziaARS 2F (GKS Dbl geo ¢KMaA
time publicly talking about, due to security aspects of the business.

The Navy has done some leadiggge things in cyberspaceand notjust on the technical side of the

house. The Navy Cyber Defense Operations Command (NCDOC) used to be the former Navy Computer
Incident Response Team. The organization was upgraded to a command in January 2006 after its missio

g1 & SELI YRSR dservicd cybeBdefériseSorganizdtién that has attained the National Security
 3Sy0eQa KAIKSald OSNIATFTAOFGAZ2Y F2N) ySise2N)] RSTYya
Service Provider in DoD to achieve this level of certification.

The Navywastaa 2 GKS FTANRG 2F (GKS ASNBAOSa G2 SaidlofAfK
computer network operationgi KS / NBELJi2f 23A0 ¢SOKYAOAlLY bSig2N N.
been heading down a road now for the past three to five yéaudevelop people to work specifically in

network ops. The Navy has a strong educational capacity to train people to do this in all branches of the
service. We train people in all the branches of the military in-eigth computer network defense at the

Certer for Information Dominance at Corry Station in Pensacola, Fla.
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Cyber Attack on U.S. Banking System More
Dangerous Than 9/11

THE ECONOMIC TIMBE(A)

01/19/2009

NationalCounterintelligence Executive Joel
Brenner recently said that a cyber attack on the
U.S. banking system could cause more damage
to U.S. economy than the September 11
terrorist attacks on the TwiiTowers, and
claimed that the impact would be so massive,
& Avduld reverberate through the world
FAYFYOALf aeadsSvyosg
everything that is done in the U.S. and all of the
information that we create is on the electronic
network, and emphasizes the importance of
securing the nation from cyber attagk
http://feconomictimes.indiatimes.com/Infotech/
Cyber_attack on_US banking_system more d
angerous_than_911/articlesiw/3999678.cms

| /LhQa +AS¢g 27
BY: DAN MINTZ, GOVEBRENT COMPUTER NEWS
01/19/2009

Author, Dan Mintz identifies five areas of
cybersecurity focus: protection; detection;
remediation; integrity; and availability or
resiliency. Alan Paller ofi¢ SANS Institute
explains that detection may be the hardest area
to implement because hackers continually
change software and exploit tactics.
Remediation refers to cleansing infected
systems of malicious software, while integrity
refers to ensuring thahothing was changed or
compromised as a result of an attack. The
article also discusses the importance of
resiliency, where applications are able to run
even if compromised, if it is essential to a
mission. Mintz writes that the most important
issue is engring status transparency. Mintz also
recommends centralizing as much of the IT
infrastructure as possible to improve focus and
reduce duplication. Mintz emphasizes the
importance of developing a standardized
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approach to cybersecurity and investing in
secuity efforts.
http://gcn.com/Articles/2009/01/19/ClOwview
of-cybersecurity.aspx

Traditional Security is not Stopping

Network Attacks

BY: MARGARET DAWSSECURITY PARK
01/22/2009

Traditional security measures may no longer be
enough to protect small and medium sized

NEB y yuSineds& Frdnk cybér frine, altkdugh these

businesses are investing an average of 12 to 15
percent of their IT budget in information
security. Security toolskié firewalls and anti

virus solutions are hardly sufficient given the
rapid increase in mobile computing, constantly
changing threat landscapes and continual
update cycles which most users do not adhere
to, despite company policies. IT managers

/| & 6 S NXe®»otoatNdk tivabiggest challenges that they

face with securing mobile devices are making
sure antimalware is enabled and updated, and
making sure the OS stays updated. The article
discusses network access control solutions
which attempt to resolve mobile sectyiissues
by enforcing security at the time of network
access. The article recommends implementing
NAC solutions in addition to traditional security
tools.

http://www.securitypark.co.lk/security _article
262511.html

| B0 SNONAYSQa
BY: TOM KEENAN, BUESSS EDGE
01/23/2009

laaraidlyd 5ANBOG2NI 27
Shawn Henry, says that the US government
considers cybercrime the most significant threat
G WL B
has led to the collaboration between 22 federal
departments and agencies to work on a
comprehensive national cybersecurity initiative.
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co-hosted the International Confereramn other speakers explained howrterists could
Cybersecurity earlier this month. During the target U.S. computer networks or SCADA
conference, Agent Darren Mott of the FBI systems to cause an economic meltdown.
computer intrusion unit said that a large http://www.businessedge.ca/article.cfm/newsl
portion of cybercrime is coming from Russia D/19288.cfm

CISCO

Cisco (NASDAQ: CSCO) enables people to make powerful
connections -whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible  -providing easy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
. ' ' . ' ' . University. Since the company's inception, Cisco engineers
have been leaders in the development of Internet Protocol
(IP) -based networking technologies.
Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry -leading
products and solutions in the company's core development
areas of routing and switching, as well as in advanced
technologies such as: Applicatio n Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage
Networking, TelePresence, Unified Communications, Video
and Virtualization. For additional information:
WWW.CiSC0.com

Meet the New Bots: Will We Get Fooled far, but because it runs only in system memory,

Again? it is expected to fool traditional antiirus

BY: BRIAN KREBS, WIS TON POST technologies. Security experts believe that

01/13/2009 FY20KSN) ySg o020ySiz a2l fSR:
Joe Stewart, director of malware research for same hackers that were behind the Storm bot,
SecureWorks, believes that the demise of many  and warn that the hackers are now using a

large spam networks i2008 has led to new 1024bit RSA encryption key which may not

forms of botnets that are more sophisticated ever be broken.

YR KFENRSNJ (12 &Kdzi R2 ¢y lp:/Mvéices.washidriospbsk dord/sedugyfin?S i
Aa y2g (GKS g2NI RQa f I NB®&U/mgek th& ned dENWilivwwe pgEtintmin
infected PCs, and Stewart says that the

A2LKAAGAOFGSR awdzai2 01 ¢ waithd 6rvbefddiidnt Ay FSOia 2 @SN

130,000 Mérosoft Windows systems using STRATEGY PAGE
rootkit techniques to hide on host systems. 01/22/2009
Stewart explains that a new botnet called The FBI warns that the United States is

A XL A X -

G/ AYoz2Gé¢ KlFa 2yfeé AyTFSOledmingincrEasingly vungrabl o ¢(18rge a 2
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need more money for cybersecurity efforts. The
FBI also wants the Department offBese to
become more involved in network defense.
There are three kinds of possible Cyber Wars:
Gf AYAGSR
SalLA2ylF3aS STF2NIaT
G2LISYy dzasS 2F | Fdf f
GSILIRYEAET
conventional war. The article also explains that
the severity and size of a Cyber War depends on
the means of the attacker and the vulnerability
of the target.

http://ww w.strategypage.com/htmw/htiw/artic
1es/20090122.aspx

Number of Internet Users Tops One Billion:

comScore

SPACE MART

01/23/2009

Research firm comScore Inc. recently reported
that the number of Internet users worldwide
has surpassed one billion, with Chireavhng the
largest percentage of Internet users. The actual
number of Internet users may be higher than
comsScore estimates, because they count only
users that are aged 15 and above, and do not
take into account traffic from public computers.
According to comScore, China had the largest
percentage of users with 180 million, and the
United States took second position with 163
million. Japan, Germany and Britain also
accounted for large percentages of Internet
users. comScore also announced that Google
was themost frequently visited web property,
and that Facebook had grown by 127 percent in
the past year to become the largest social
networking site worldwide.
http://www.spacemart.com/reports/Number_o
f Internet_users _tops_one_billion_comScore 9
99.html
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BY: MIKE SIMMS, SBGAZINE

01/23/2009

The increasing size and complexity of company

computer networks andhe increase of mobile

a0SIHf dK 2LISNI ( wokgrsignd devicas Bdve |&ddplidicialNdil risk

G O @& o BrivlisindsNafomatiod systetnk k Oréler th &
NJ Yy ih@ove data prétest®mldn?orgadization must

|y Rat €upporS NJ | { ( firgdDthké aniaccurate assessment of the risk.

Risk begins at the lowest level, with millicafs
system users who may accidentally threaten
information. At the next level are the service
providers, who must be rigorous in security
processes. Above the providers are the amateur
hackers, who are often stopped by firewalls or
anti-virus programs. Theost serious threats
come from sophisticated hackers that may have
criminal motives or be linked to foreign
intelligence. Assessing the risk level and
appropriate response for each threat is vital in
developing an efficient information security
plan.
http://www.scmagazineus.com/Cyberwarfare
Howsecureare-your-
communications/article/126358/

wS3ISvia tlySt OVR2NE S A
Progress

BY: MIKE HASTEMHREVEPORT TIMES$ (LA

01/22/2009

A Board of Regents committee has recognized
the progress of cybersecurity programs at
several universities and Bossier Parish
Community College, which currently has five
A.A.S. Programs in Cyber Technology. Gerard
Killebrewv, associate commissioner of higher
education for academic affairs, says that the
committee was impressed with the program
reports from Bossier Parish, and expects that
the full board will support the continuation of
the program. The BPCC programs focus on
training employees of a cyber warfare center at
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Barksdale Air Force Base, which is a candidate
to house the new Global Strike Command and
the 24" Air Force. The committee also endorsed
the Health Informatics Center of Acadiana at

the University of Louiana, which is working to
condense medical records online, and Louisiana
¢t SOKQa
provides data security training.
http://www.shreveporttimes.com/article/2009
0122/NEWS01/901220330/1060

DNI Nominee Lists Cybersecurity as Priority
BY: BEN BAIN, FEDER®MPUTER WEEK
01/22/2009

In his confirmation hearing before the Senate
Select Intelligence Committee, President

hol YI Qa
intelligence officer, Dennis Blair said that
cybersecurity would be a top priority and that
the intelligence community, spedaifilly the

NSA, would play a large part in network
security. Blair also emphasized the importance
of government and private sector collaboration
and information sharing. The Director of

bridAzylf LydSttAaSyoOosS
coordinating the govern®@ y' (i Q &
b A2yl ¢

http://fcw.com/Articles/2009/01/22/Blair
Cybersecurity.aspx

Q&A: Current Security Threast

BY: MIRKO ZORZ, HEER SECURITY

01/21/2009

In an interview with Help Net Security, Simon
Heron, an Internet Security Analyst at managed
security company Network Box, discusses
current cyber security threats, full disclosure of
vulnerabilities and Network Box. Heron believes
that the biggest threats online today are
downloaded malware and usdrased threats,
and identifies combating spam and mobile
device threats as two significant challenges that
must be addressed. Heron explains that full
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necessa® ¢ 0SOldzaS AG FT2NDSa
to address the vulnerabilities and alert users

whose information may have been

compromised. Heron also says that there are
significant threats both externally and

/ SYGSNJ F2NJ Ly T2 Nierdally 2oyt predicts ithzititheyeOvfll Be ag K A O K

increasen insider financial scams as the
economy continues to waken Finally, Heron
announces the development of a new anti
spam product, eMail Relationship which uses
filters and behavior analysis to ratenaails and
stop potential spam.

http://www.net -
security.org/article.php?id=1199

Y2YAYSS T2N UKS|egignaé SR Odiry M&ehasiny Pbaion of

Malware
BY: TIM WILSON, DARRADING
01/21/2009

¢tKS NBOSyildtfte NBfSIasSRr
{ SOdzNR (i & ¢ NI L2 Nirity FaNR Y 2
found that 77 percent of Websites that contain

malicious codes are actually legitimate sites_
@ thift thatedeeh infé2ted/ Théldegort A8 fhund A Y

i 2y LJN:B Khatythé &o}@ Surr)ber of sites that carry
/ € 0 SNJ { SOdzNR U € mdliglodsicdde iicle&bedeébWa6 percent since

the first half 0f2008. The report states that
hackers are increasingly using Web 2.0 features
like search engines and social networking sites
to exploit security flaws. Surprisingly, the report
also concluded that 70 percent of the top 100
sites on the Web host maliciogsde or contain
redirects to malicious sites, which was a 16
percent increase since the first six months of
2008.
http://www.darkreading.com/security/vinerab
ilities/showArticle.jhtml?articlelD=212901777
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Keeping Cyber

LYF2NNVIGAZ2Y
BY: SCOTT BRADNER,\WORK WORLD
01/20/2009

Author, Scott Bradner, discusses the
International Organization for Standardization
(ISO) security standards which dreing
ONRGAOAT SR F¥2NJ 6SAy13
F2NJ KdzYlya G2 STFSOGA
the new Massachusetts regulations which the
author writes can be reasonably implemented.
Bradner writes that these lists of rules often
lack detailedriformation on the threat that is
being addressed and how to customize the
rules for a local environment. Bradner

NEO2YYSyRa NBFRAYI al NOdzacewHcy daYi@ar\tdSvedkA E
5dzyoSaid LRSFa Ay [/ 2 YLzl &NI2goS OdzNRA G&¢ 2NJ AAYAL NI
Gt Aada 2F o0FR ARSI &¢ ¢ KA@BIKnt @pon frosh hed Gentédr forSOaledid &i &
professonals a good idea of practices or policies  International Studies (CSIS) Commission on

to avoid. The SANS Instigutecently released Cybersecurity fothe 44" Presidency said that

Gl 2¢ G120 alMgOR2NXYF GA 2y { SQdeNISH 8 &/ AGISROK G 6S&a Ara f
discusses bad security practices and how to OeoSNARLI OS¢ FyR GKFG Oe

learn from those mistakes, which are separated
into five categoriesncludingsecurity policy and
compliance, security tools, risk management,
security practices, and password management.
http://www.networkworld.com/columnists/200
9/01200-bradner.html?fsrc=netflasiss

111" Gets New Telecom Sheriff
BY: SAMI LAIS., WASBITON TECHNOLOGY
01/20/2009

Rep. Rick Boucher{{n.) recently became the
new chair of the House subcommittee on
Communications, Technology and the Internet

{ SOdzNA (i &
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Whicl2 ogersés gelgcommaniatians,

broadcasting, cable and the Internet. Boucher,
who cosponsored a bill that increased the
availability of broadband access, is also known

for his support of municipal wireless efforts and
_stronger protection for fair use in the Digita

a U Rifenn@d CdplfrighBAct! BdUshelisals@chb U A

@ S Ehair ofthé CBn§ra6Sonial Iatdmet Caucus &rid t |

sits on the Internet and Intellectual Property
Subcommittee.

http://wa shingtontechnology.com/articles/200
9/01/20/networx-newsroundup.aspx

U.S. to Sharpen Cybé&Weaponry

longer be left to IT professionals and chief
information officers. Deputy Commander
Robert Harwaraf U.S. Joint Forces Command
saysthat electronic weaponry must be
maintained and developed like more traditional
weapons. The article explains that most
cybersecurity leaders focus on offensive
capabilities, but that the U.S. should work
towards building better cyberdefenses to
protect our grid and critical infrastructures.
http://www.informationweek.com/blog/main/a
rchives/2009/01/us_to_sharpen_c.html
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High Tech Problem Solvers
www.gtri.gatech.edu
Georgia [F’@D“D From accredited DoD enterprise. systems to qxploits for
Tech '  Ihstiute heterogeneous networks, GTRI is on the cutting edge of

cyberspace technology. Transferring knowledge from
research activities with the Georgia Tech Information

Problem. Solved. Security Center, GTRI is able to bring together the best

technologies, finding real
problems facing government and industr y.

-world solutions for complex

Frankly Speaking: What Would Really
Make Software More Secure

BY: FRANK HAYES, EOVER WORLD

01/19/2009

Experts say that the recently released list of
programming errors from SANS and Mitre does
not help to solve security problems because it
provides bugs that programmers are already
familiar with and that are already included on
other lists of this kind. G:of the goals for the
new list is that programmers will use the known
bugs to improve software quality, and SANS
even says that some state governments are
considering requiring their software suppliers to
certify that their code is free of the errors on
the list. The article also discusses the possibility
of the development of a standard test suite that
would check for the published bugs and the
opportunity for companies that make software
testing tools to develop new tools that would
include the top25 ist.
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=3324
61

Hackingthe Hill

BY: SHANE HARRISTKNAL JOURNAL MAIEME
12/20/2009

The article discusses the October 2006 virus
attacks on computers of the Congressional
Budget Office and in the House network.
Analysis by a team of cyb#@rensics specialists

with the FBI found that the virus infected

machines with a fd that installed malware

designed to spy on the computer user and steal
files. Rep. Mark Kirk {R), cechair of the House

U.S. China Working Group, said that the

infected computers were attempting to

GO02y il OG LYGSNYySi I RRNB
resovedK SYa St @3Sa Ay | KAyl €
espionage accusations against China, who have
previouslypenetrated information systems of

U.S. corporations and government agencies.

Kirk confirmed that the hackers were looking

for files that contain China policy infoation.

Rep. Frank Wolf (RA) was also the victim of

cyber attacks that he reports came from within
0KS tS2L) SQa wSLldzotAO0 2
members of Congress generally do not
understand cyber threats and are often kept

from publicly disclosingeails of attacks. The

article also discusses a report from the Center

for Strategic and International Studies that
recommends that Obama should make the

White House the control center for

cybersecurity and look into streamlining cyber
jurisdiction.
http://www.nationaljournal.com/njmagazine/p
rint_friendly.php?ID=cs 20081220 6787
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FBI Cyberexperts: the Internet is
Increasingly Being Exploited

BY: FBI, DARK REABIN

01/14/2009

Shawn Henry, head of the FBI Cyber Division,
spoke at the first International Conference on
Cyber Security, and said that online criminals
are becoming increasingly sophisticated and
organized. The conference included participants
from 37 countres as well as US and
international cyber experts from law
enforcement, industry, government, and
academia. The event focused on developing
international cooperation and finding global
solutions to cyber threats. Christopher Painter,
Deputy Assistant Diréar of the FBI Cyber
Division, says that timely international
cooperation is essential for improving cyber
security, but emphasizes the importance of
developing consistent laws for cyber crimes.
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articlelD=212900567

What the Web Knows About You

BY: ROBERT MITCHEQ@MPUTER WQRL
01/27/2009

/ 2 Y Lddzii S Rpb2rMitéhellzonducted a
variety of free and paid searches through public
and private resources to find out how much of
his personal information was available online.
Mitchell discusses in detail what he was able to
find through government records, free people
searches, searches using his social security
number, search engines, image searches, social
network search engines, and paid searches.
Through all of these searches, Mitchell was able
to find a large amount of his persal

information online including: address history to
1985; SSN; spouse, neighbor and coworker
information; mortgage documents; a scanned
signature;employment information and

history; identifying photographs; previous blog
posts and Computerworld storieseal estate
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purchase dates with assessed values and
mortgagors; and even a 2004 property tax bill.
http://www.computerworld.com/action/article.
do?commad=viewArticleBasic&articleld=9125
058

Your Digital Fingerprints are Left All Over
the Internet

BY: GREG DAY, SECYRIARK

01/21/2009

The article discusses how information that we
enter online creates a digital fingerprint on the
Internet that grows as auwse of online services
grows. Experts warn that there is the potential
F2NJ ONAYAyYylLfa G2 GNI O1 |
0dzZAf R I LINRPFAES 2NJ FF 1S
article recommends that users restrict the
number of web forms they complete with
personal information, and exercise caution
when providing date of birth, place of birth,
maiden names or full addresses. You should
also fill in only the required information on any
web form, and use good judgment when writing
about yourself online. The acte provides some
general rules for protecting personal
information including only offering information
that you would be comfortable offering to a
stranger and never answering requests for
account numbers or passwords.
http://www.securitypark.co.uk/security article
262507 .html

12 Tips for Managing Your Information
Footprint

BY: ROBERT MITCHEQMPUTER WORLD
01/27/2009

The article provides 12 tips for managing and
better protecting yur personal information
online. The article recommends thinking twice
before disclosing any personal information and
never giving out your Social Security number.
You should also never use actual information
for authentication, and be aware of what
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persoral information is online by keeping up avoid using your cell phone number online,
with new information about you as it is participating in surveys or online registrations,
published. If your SSN is online, consider and think twice before signing up for retail store
requesting fraud alerts from the three major cards which may have weak privacy policies.
credit reporting agencies or a security freeze. http://www.computerworld.com/action/article.
You should also request a copy of yoiedit do?command=viewArticleBasic&articleld=9125
report to review for errors. You should also 098

CYBER SPACE T PRESIDENT OBAMA

Obama Plan Says Cyber Infrastructure is

W{GNJI G§SaAOQ Administration to Establish Major Office

BY: ROBERT MCMILLB®MPUTER WORLD for Cyber Matters

01/22/2009 BY: ALICE LIPOWIEZDERAL COMPUTERKVEE

The Obama administration recently published a 01/23/2009

sixpoint plan to protect U.S. computer 'a LI NI 2F t NBaARSyd .|
netvworks as prt of a paper on the released homeland security agenda, Obama
FRYAYAAGNI GA2Yy Qa LI &AGARahs t&namekanr offisiél Whb Rould Sersedl R G &
The administration wants to develop cybersecurity dbrts, increase funding for first
information security standards and require responder communications and invest $5 billion
companies to disclose information about data in global counterterrorism cooperation.

breaches. The administration also plans to hol YI Qa OedoSNJ I ROAAZ2NI &

6 FAIKaspi@e DS NE YR O& 6 SN NIgériy efforts dhdoversee the development of
plan takes into consideration recommendations a national cyber policy. Obama also plans

that were made by the Center for Strategic and collaboration with the private sector to develop
LYGSNYyFGA2yFE {GdzZRASEQ dtrRtbybdrsedurky2spandardb for protecting

Cybersecurity for the 44Presidency. Obama personal data on IT networks. The

also clearly defines computer security as a administration has also committed to creating a
critical natonal asset which needs to be Gy lFdGA2ylrt ONRGAOIE AYyTFNI
strengthened and developed. NEAAEASYyOe pade.l yé¢ F2N O
http://www.computerworld.com/action/article. http://fcw.com/articles/2009/01/23/obama

do?command=viewArticleBasic&articleld=9126 unveilshomelandagenda.aspx
641
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security requirements.
.

Cyber Assurance Department
ADVANCED

Our goal is to design, develop, evolve and

transition information technology solutions

and provide engineering services in

response to cross-domain information

sharing, information assurance and cyber

ENGINEERING & SCIENCES

7T

I N} O] holYlFEQad ¢SOKy?2
BY: DANNY BRADBUB®MPUTER WEEKLY
01/20/2009
President Obama will face several reports and
NBEO2YYSYRIFIGA2ya FTNRY aGf
GFryl1aé O02yOSNYyAy3a LRtAO
sector. The Center for Strategic and
International Studies is calling on Obama to
centralize cyber security efforts, spécally
with a cyberczar that will take control of
cybersecurity from DHS. The Future of Privacy
Forum is asking that Obama improve the
consumer privacy effort, and the National
Electrical Manufacturers Association has
thoughts on everything from the eation of a
smart electrical grid to intellectual property
reform. Obama has also committed to
Y2RSNYy AT Ay3a (GKS 3I20SNYY
infrastructure. The article also discusses how
the inefficiencies in the existing system could
prove to be an advantagfor Obama, who
GO02dzZ R I OKAS@®S &aA3IyATAO
private sector efficiencies into the system,
doubling security and functionality by two
2NRSNB 2F YI3IyAiddzRS Ay
http://www.computerweekly.com/Articles/200
9/01/20/234298/barackobamastechnology

presidency.htm

f238 t NS&AARSyOe

Obama Advisers Urges Faster Action on

RGP s

hebERrr U KA YL

SPAC f
MSvood Y UKS uSOKny 238

Paul Kaminskanadviser to President Obama,
says that long development times are causing
GKS tSydar3azy G2 t2aS8s
of key technology areas such as the
OBOSNB2NI RED YIYAYEA]A
Cyber Initiative fails to address the
GRS @St 2 LIY Siyelanddenstvg T Sy
capabilities and their rapid transition to
2LISNF GA2Y I YATAGENE OF U
that cyberwarfare requires that development

cles that currently take months and_years be
SHBRASPSOKIZI@B8OL (K Iy
reports that the House Armed Services
Committee will monitor cyberwarfare
develppments of the 111th Congress
'yl NBadzZ G6a o0& RNRARGDAY

Spy Chief to Obama: Let DARPA Fix
Economy A ,

P L%WéP%JEE',\'%%TER

01/21/2009

Pedro L. Rustan, a senior figure in the U.S.

National Reconnaissaa©ffice, sent an open
letter to President Obama through Aviation

aa
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Week magazine, which recommends that
DARPA be expanded beyond defensiated
industries. Rustan wrote that DARPA could
revitalize U.S. industries like nanotech, biotech
and IT which woulddébeneficial for the
economy. Rustan also said that international
students that complete science and engineering
PhD programs in the United States should be
encouraged to stay and work in the U.S. The
article discusses how the U.S. government
tends to crate new agencies rather than
widening the duties of existing agencies.
http://www.theregister.co.uk/2009/01/21/darp
a_economy_fix_plan/

Obama Cybersecurity Plan a Golden
Opportunity for Tech Industry, Forrester

Says
BY: BRAD REED, NERK®ORLD

01/20/2009

A new report from Forrester Research discusses
the plans of the Obama administration and how
there are opportunities for tech companies to
receive government contracts for workio
AYLNRGAY3I (GKS yILiA2yQa
infrastructure. Forrester says that the Obama
FRYAYA&AUNI GAZ2Y LI I ya
AYFNIF aiNHzO0 dzNB |
federal cybersecurity advisor. Obama also plans
to work with universities and the prate sector

u 2
aSOdNRG&é¢ YR ONBIGS
security on government computers. Forrester
predicts that there will be the most
opportunities in areas like technology planning,
information sharing, andeveloping early
warning systems. The Obama administration
also plans to create a national electronic health
records system, which will require the
development of new security measures.
http://www.networkworld.com/news/2009/01
20090bamatech-industry.html
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Cybersecurity Industry Has High Hopes for

Obama Administration
BY: CHRIS STROHMNGRAESSDAILY
01/21/2009

Experts expect the Obama administration to
fuel cybersecurity effrts with increased
spending. Industry officials predict the
Comprehensive National Cybersecurity Initiative
will exceed its $30 billion estimated budget over
the next decade. Janet Napolitano, the new
Homeland Security Secretary, reports that
Obama has sd that he will develop a national
strategy and coordinated plan for combating
cyber threats. Liesyl Franz with the Information
Technology Association of America says that the
technology sector expects more transparency
for the initiative and increased daboration
between government and industry. Companies
including Lockheed Martin, Harris Corp. and
Raytheon have established cybersecurity units
in anticipation of new government contracts,
and the new administration is also expected to
draft new cyberseciity legislation. The article
also discusses recommendations from the
eahoI8gy mdighzingludigg a report from
ITAA that contained many suggestions

( 2 iIncAng:dhe RPRENtMENS & & aybersecurity
& G NJ G S&xisor within 3hg White Hoysg expankion af y

the National @bersecurity Initiative;
development of international collaboration on

G NBaSlI NOK -gengdtiorR S @S t 2 eybers@ity efforts; and improvements to
a ( pupliRprivatR partrerships. A y F2 N I G A 2 v

http://www.nextgov.com/nextgov/ng 2009012
1 8130.php

More Cybercrime Advice for Obama
BY: MATT HINES, EWEEECURITY WATCH
01/20/2009

Ashar Aziz, CEO of FireEye, recently released the
O2YLI yeQa dac¢2L) mn wSO2YMWSyYy
/] @0 SNJ { SOdzNRA(G&¢ F2NJ t NSJPA R
company recommends that Obama create a

cabinetlevel appointment to coordinate

national cyber security efforts, and conduc

federal threat assessment which would review
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the technical requirements of end point and
network based security. FireEye also
recommends that Obama issue a federal
mandate that would require federal agencies to
complywith NIST antmalware standardsThe
report suggests that Obama strengthen the U.S.
cyber military by reviewing military networks

for vulnerabilities, and protect critical
infrastructure by requiring compliance with
technical standards. Other recommendations
include developing a NIST \faration process

G2 NIGS RAFTFSNBy
cyber law enforcement possibly by creating a
new organization to focus solely on cyber crime;
building cyber space situational awareness by
providing ongoing surveillance in the cyber
domain;and securing private infrastructure by
addressing risks to corporations and
government contractors. Finally, FireEye
recommends requiring Internet Service
Providers to provide malware protection for
consumers.
http://securitywatch.eweek.com/exploits_and
attacks/more_cyber
crime_advice_for_obama.html

Outgoing Intel Chief Discusses
Cybersecurity Challenge

BY: BEN BAIN, FEDER®MPUTER WEEK
01/19/2009

Outgoing director of national intelligence, Mike
McConnell, says that even though cybersecurity
has the funding and attention of Congress and
the Obama administration, efforts received a lot
of criticism when first introduced which has
made cybersecurity pragss very slow.
McConnell explains that the launch of the
Comprehensive National Cybersecurity Initiative
was a step in the right direction, but that
confusion over which agencies have authority
over the different parts of the initiative has

been a challege. McConnell says that the
Obama administration will be faced with the
challenge of establishing authority and
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governing processes for federal agencies and
the private sector.
http:/ /fcw.com/articles/2009/01/19/cybersecur

ity-dni.aspx

The Threat of Cyberterrorism
BY: JAMES LOY, WORLRITICS REVIEW

01/15/2009
¢tKS NBOSyidfe NBtSIFaSR a{lISO
0KS nniK t NSaAaARSyOeé¢ NBLU2 N

Commission on Cybersecurity (USCCasirg

@ S ¥y R 2 R@sidentOk@MR wrSéate 3 center faINE A v 3

Cybersecurity Operations and appoint a White

House advisor to oversee it in order to meet the
GRANB: GKNBIFG 2F Oe 06 SNI JPNN
discusses attacks on the Departments of

Defense, State, Homeland Securityda

Commerce; NASA; and the National Defense

University and warns that cyberterrorism is

already occurring every day. The commission

concludes that DHS has struggled with

O o SNBSOdz2NAGe o0SOldasS A Y a
FdziK2NARGE (G2 RANBOGt20KJINI |
addressing security challenges will be difficult

without coordinating the 16 U.S. agencies under

a central leader. The article also discusses

research that was recently released by the

Project on National Security Reform (PNSR)

which recommends streamling cyber security

strategies and policies among the federal

agencies and improving coordination with a

new framework for information sharing.
http://www.worldpoliticsreview.com/articleas

px?id=3165

Obama Team Finds Secure Networks

| NEBY QG Cdzy

BY: LARRY SELTZRREEK.COM

01/22/2009

Author, Larry Seltzer, explains how White House
computers do not allow some Internet
applications like Facebook, instant messaging,
or outside email logins.h 6 I Y'I Qiedig S &
team, who are used tworking onMac
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computers, reportedly found that White House
computers use siyearold versions of
Microsoft software. Seltzer writes that the new
staff must be patient and that security
precautions must be more ingptant than
efficiency, at least until the staff is completely
set up.
http://www.eweek.com/c/a/Security/Obama
TeamFindsSecureNetworksArentFun

Staff Finds/Vhite House in the
Technological Dark Ages

BY: ANNE E. KOMBLWRSHINGTON POST
01/22/2009

t NFaARSYy(d hol Yl Qa
compared setting up at the White House with
G32Ay3 FNRY |y -062E
computers reportedly were mning on
outdated software, and do not have many Web
2.0 features like Facebook that Obama is used
to. Strict security regulations also forbid the use
of outside email accounts. The Obama staff was
used to working from Mac laptops, and report
that White Haise computers are still running
sixyearold versions of Microsoft. The White
House Web site was also slow to be updated
after President Obama issued his first executive
2NRSNEZ RS&aLAGS
transparency.
http://www.washingtonpost.com/wp
dyn/content/article/2009/01/21/AR200901210
4249 .html

g2

Cisco CTO Could be Tapped by Obama
BY: TIM GREENE, NEJRK WORLD

01/16/2009

Padmasree Warrior, CTO of Cigsagportedly
one of the top two candidates to become the
first U.S. CTO, which is expected to be named
any day now. Warrior has been with Cisco for

a G S OK atningkd Aré Delvatopradrivifiet deé
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the past 13 months, and was formerly CTO at
Motorola, where she was for 23 years. Warrior

saidtoBusiness SS1 GKI G davYl NI S
technologies and IT play a critical role in

transforming government, energy, education

YR KSIfidKOINBE¢ I GK2dz3 a

the stories of her prospects as federal CTO.

Warrior also emphasizes the importance of

international collaboration and the

RSOSt2LIySyid 2F | a3f20l tff LI
AyiStfSOldza f LINRLISNI & o¢
http://www.networkworld.com/news/2009/01
1609warrior.html

G§SIY

Expedited

BV Wi Ak WK TEEDrERER A uSys! 2 dza S
01/13/2009

Paul Kaminski, who advised Obama during the
presidential campaign, recently told reporters
that a major challenge for the new

administration would be speeding up processes
for developing newtechnology and buying

needed hardware for weapons development.
Kaminski says that long development cycles

f SIFR G2 LINRPRdzOAYy 3 4SI L2 Va

G§SOKy2t238¢ YR RSLINAJA W3
h ol YI Q& capabilRies fasd3hatdaster development and

delivery cyclesire a top priority for federal

cyber security efforts. Kaminski also explains

GKFG t NBAARSYyUO . dzakQa Ogo S

expanded under the Obama administration, and

Ydzad F RRNB&aa O8B0SNI RSTSWaS

F3SyO& I LIINRIF OKeé¢ GkredG A WOT

Justice Department, Department of Homeland
Security, and other federal agencies.
http://www.defensenews.com/story.php?i=390
0352&Cc=AIR&S=TOP
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ManTech’s Cyber Solution Center Helps Combat Threats to
our National Infrastructure

International Corporation.

ManTech International Corporation is a leading provider

of innovative technologies and solutions for mission-critical
national security programs for the Intelligence Community; the
departments of Defense, State, Homeland Security and Justice; the
Space Community and other U.S. federal government customers.
It has recently established a Cyber Solution Center that marshals
expertise from across the company to help the U.S. government
and private industry fight the increasing threats to our IT and
communications infrastructure. ManTech has been providing
cyber operations services to the U.S. government and private
industry for 11 years and its cyber security professionals have
authored books and articles on honeypots (catching hackers),
service oriented architecture security and network security
monitoring. They have also taught for leading cyber security
education providers such as SANS, Foundstone, USENIX, HTCIA
and Black Hat. For additional information on ManTech'’s Cyber
Solutions contact Mark Root at: mark.root@ManTech.com

Leading the Convergence of
National Security and Technology *

How Obama Might Get His Way on
BlackBerry

BY: ELLEN MESSMER ARHN COX, NETWORK
WORLD

01/15/2009

Security experts warn that security would be a
significant issue if President Obama is able to
continue to use a BlackBerry or some kind of
PDA. The Defense Department has approved a
version of the BlackBerry that uses AF55
encryption for sensitive comunications, and
General Dynamics has developed the Sectera
Edge Smartphone and PDA which is compliant
with the Secure Communications
Interoperability Protocol and the High
Assurance Internet Protocol Encryptor
Interoperability Specification. Security exfEer
6Ny GKF G
conversations, determine his location through
the GPS feature, or send phonymails. Gartner
analyst John Pescatore also warns that the lack
of authentication could cause problems for
Obama, and thatthelB 4 A RSy i Qa
always be forwarded. Another challenge could
be the Presidential Records Act, which requires

that a president make all documents publicly
available.

http://www.n etworkworld.com/news/2009/01
1509-bama.html

. £ 233ASNY hol ¥y GNE IDBSIREY{
BlackBerry

BY: JOHN COX, NETWQRORLD

01/21/2009

According to political blogger Marc Ambinder,

President Obama will be given a BlackBerry that

KFIa o6SSy dzLJ3 Ndr-da&yiRtiowm A G K | &
LI O1 1 3S¢ F2NJ LISNB2Y I SY A
blogger James Heary argues that the BlackBerry

network is too public, which could pose a

security threat for Obama. The article explains

that the openness of the network make the

K O1 SNE 02 dzf Rusétm&@wiferalé eSausedbRbedraliRisuy U Q &

code is installed hackers could record
conversations, steal contacts and phones lists,
and identify the GPS coordinates of the phone.
http://www.networkworld.com/news/2009/01

S Y I ZdodbarkbuibEedRcryptedblackberry.html
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hol YIQ3a bSg¢g . f1 O1. SNNBavker colldSetdsnfine thezcoordinates of a

Secure PDA? BlackBerry by hacking into its GPS feature.

BY: DECLAN MCCULLAGKET NEWS http://news.cnet.com/obamasew-blackberry
01/13/2009 the-nsassecure

The article provides a picture of the Sectera pda/?part=rss&subj=news&tag=2547 3-0-20

Edge, a phon®DA combination thahe NSA L A .
KFa OSNUATASR Fa o0SAYy3d Obam@®WihdiFighttoKeepHNBI&ckBdrry S O

voice communications and Secretriland Byt With Enhanced Security

2S0 aAuSade ¢KS -RRGWM OS @y2NJ AiadkAddis DARK READING

or CDMA networks and includes a mobile 01/22/2009

version of Microsoft Windows, Internet White House press secretary Robert Gibbs
Explorer, WordPad, and Windowsekkenger announced that President Obama has been
that the NSA claims are secure enough for given an extrasecure BlackBerry which Gibbs
Secret data. The device reportedly costs $3,350.  says will be used for communicating only with
Both the Sectera Edge anebL. / 2 Y'Y dzy A OF @A 2N) adl FF [ yR | aavyl fjf
Guardian device result from the Defense F N S@ibsiatsaexplained that those who
Department project, SMPPED or Secure Mobile are able to email the president will be briefed
Environment Portable Elgonic Device, which on their access to that email, and that the
was designed to develop a more secure emails will be subject to the Presidential

BlackBerry for President Obama. Experts agree Records Act.

vulnerable to a variety of attacks including ackberry/showArticle.jhtml?article|D=21290200
viruses that install spyware or record 8
conversations, itercept text messages or

download malware. President of Granite Island
Group, James Atkinson, also points out that a

CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

CyberAttack Operations Near importance of develojng a common definition
BY: DAVID A. FULGHAAVIATION WEEK of cyber operations that each of the services
01/18/2009 can use. One challenge for the military is the

The article discusses future changes to the U.S.  |ack of training for using digital weapons and
military as cyber capabilities are developed and the lack of simulation training to plan and
implemened. Lt. Gen. Dave Deptula, the Air practice attacks. To address this concern, the
C2NDSQ& RSLIzie OKAST 2 7TDekeiisk AdFancEPRudedvefi Brjdcts Agaridy O S
surveillance and reconnaissance (ISR), says that has awarded seven contracts that total $25

we are still trying to understand what cyber is, million for a National Cyber Range (NCR) which
and how cyber operations will be used. Deptulg will serve as a cybeest facility and would
recommends that the militargt y 2 N I £ A 1 S replicate a complex network for demonstrating

2LISNF GA2ya AY 20KSN) R2 YétAdcksaé YR alea GKIG
every service needs to havt::‘ a cyber component  http://www.aviationweek.com/aw/generic/stor
GKFEG a2NBFYAT S&3 (NI Ay ay befenc.jspiicitiminkltadsiei2nblde/Qvi011292 NJ
cyber combat. Deptula also emphasizes the
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Defense Cybersecurity Budget Request that the cybersecurity programs identified in
Likely a Third More Than Reported the budget are vague catedl initiatives like
BY: JILL R. AITOREXTGOV information protedion and assurance or
01/26/2009 computer network defense. Alan Paller, director
A recent report by Government Insights, a of research at the SANS Institute, said that the
company that focuses on the federal IT market, federal government must keep specifics about
saysthi I GKANR 27F (KS 5 S Tspeiding and S turithNdioje@syconftitiantial to
$4 billion request for IT security spending will prevent enemies from exploiting the
go to general spending on various programs information.
that are not specifically focused on information http://www.nextgov.com/nextgov/ng_2009012
systems security. Of the 2,000 items in the 6_2865.php
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Raytheon

Aspiring to be the most admired defense and aerospace systems

supplier thro ugh world -class people and technology Raytheon is

a technology leader specializing in defense, homeland security,
nawhenn and other government markets throughout the world. With a

history of innovation spanning more than 80 years, Raytheon

provides state -of-the -art electronics, mission systems

integration, and other capabilities in the areas of sensing;

effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.

Air Force Planning to Train Hundreds Col. Lee Pittmarchief of the technical training

Yearly in Cyber Warfare Skills division for AETC, said that a large portion of

BY: TRISH CHOATERNIARETIMES WASHINGTON  the $11.6 million budget will go towards o
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Air Education and Training Command officials students can learn how to build, defend and

recently announced a new cybeducation and attack a virtual network without damaging an

training program which will offer the actual network. San Angelo officials emphasize
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M n n € daylprofessional continuing http://aimpoints.hg.af.mil/display.cfm?id=3132
education course. Goodfellow Air Force Base in 3

San Angelo, TX, SheppardBAk Wichita Falls,

TX, and Keesler AFB in Biloxi, MS are all

competing to host the course About 600

students will go into the Undergraduate Cyber

Warfare Training program, and an additional

200 will participate in the Cyber 100 program.
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