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THIS W EEK IN CYBER PRO  

BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
The fact that ά/ȅōŜǊǎǇŀŎŜ IŀŎƪǎ ŀƴŘ !ǘǘŀŎƪǎέ is the largest section in ǘƘƛǎ ǿŜŜƪΩǎ CyberPro shows the 
ƛƳǇƻǊǘŀƴŎŜ ƻŦ ŎȅōŜǊ ŘŜŦŜƴǎŜ ƛƴ ǘƻŘŀȅΩǎ ƛƴŎǊŜŀǎƛƴƎƭȅ-connected world. Hackers are getting more creative 
in their tactics, too. One of the articles in this section (page 24) reports that police in Tennessee, 
Nebraska and Virginia have discovered that local ATMs were robbed when people tricked the machines 
ƛƴǘƻ ŘƛǎǇŜǊǎƛƴƎ Ϸнл ōƛƭƭǎ ƛƴǎǘŜŀŘ ƻŦ Ϸм ōƛƭƭǎΦ !ƴƻǘƘŜǊ ƎǊƻǳǇ ƻŦ ŀǘǘŀŎƪŜǊǎ ǳǎŜŘ ±ŀƭŜƴǘƛƴŜΩǎ 5ŀȅ ǘƻ ǎŜƴŘ ŀ 
surge of Valentine-themed spam and viruses (page 25). A group of botnets and a peer-to-peer 
connection were used to hit a large number of users.  
 
Companies are combating this type of attack with creative defense tactics. One company, Gizmox, held a 
three-ƳƻƴǘƘ ŎƻƳǇŜǘƛǘƛƻƴ ǘƘŀǘ ƻŦŦŜǊŜŘ ϷмлΣллл ǘƻ ŀƴȅƻƴŜ ǿƘƻ ŎƻǳƭŘ ōǊŜŀƪ ƛƴǘƻ ǘƘŜƛǊ ŎƻƳǇŀƴȅΩǎ 
framework (page 30). More than 1,700 users entered the challenge, but no one was able to successfully 
hack iƴǘƻ ǘƘŜ ǾŜǊȅ ǎŜŎǳǊŜ ǎȅǎǘŜƳΦ Lƴ ǘƻŘŀȅΩǎ ά/ŀǇŀōƛƭƛǘȅ {ǇƻǘƭƛƎƘǘΣέ όpage 6) ITT shares information about 
their PuriFile software, designed to scan, inspect and cleanse documents of common security problems.  
 
The Department of Defense is combating security breaches by continuing their ban on thumb drives by 
all military members (page 13). Adm. Mike Mullen, chairman of the Joint Chiefs of Staff, has announced 
that this ban will be in effect indefinitely. Although the ban on thumb drives has been an inconvenience 
to service members and civilians, military officials are keeping a heavy focus on cyber security. 
 
Lƴ 9ǳǊƻǇŜΣ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘ ŀǳǘƘƻǊƛǘƛŜǎ ŀǊŜ ŎŀƭƭƛƴƎ {ƪȅǇŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀ άǘŜŎƘƴƛŎŀƭ ƭƻƻǇƘƻƭŜέ ƛƴ 
wiretapping laws because criminals are able to communicate without the chance of police 
eavesdropping. In an article summarized on page 18, a European Union agency has announced an 
investigation to develop a common approach to these technical obstacles.  
 
The importance of developing a strong US cyber policy is illustrated in a US Army College Quarterly 
article (page 19) that reports that Georgia has relocated critical Internet assets to the United States, 
Estonia and Poland. This was done with assistance by American IT companies and reportedly without 
the approval of the US government. 
 
Finally, in a New York Times article (page 9), an interesting question is raised. Some security experts 
have recommended developing a new άƎŀǘŜŘέ LƴǘŜǊƴŜǘ ŦƻǊ ōŜǘǘŜǊ ƴŀǘƛƻƴǿƛŘŜ ǎŜŎǳǊƛǘȅΦ ²Ƙŀǘ Řƻ ȅƻǳ 
think: Do we need a new Internet?  
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CAPABILITY SPOTLIGHT :  PURI FILE SOFTWARE EXPOSES  H IDDEN DATA  

BY JOHN IVORY, ITT 

 
The efficient and secure exchange of information is the 
cornerstone of almost any successful operation. This truth 
is inclusive of both government organizations exchanging 
mission critical details and private sector commercial 
information exchange alike. 
 
By far, the most common currency for these transactions is 
Microsoft Word, PowerPoint, Excel and Adobe PDF files. 
Unfortunately, each one is a virtual Pandora's box of 
possible dangers. There is a broad spectrum of ways in 
which data can be hidden in each of these file formats, 
making a reliable review, sanitation and release procedure 
almost impossible. 
 
Fortunately, ITT's PuriFile software product is designed to directly address and solve this problem. 
Created with input and funding from the US government, PuriFile allows sites to define custom 
inspection rules and provides users with a simple mechanism for reviewing and correcting security 
issues. 
 

The Issue at Hand 
In rough terms, there are three ways in which extra information can come to exist inside a document. 
The first method is the most well documented ς metadata. Microsoft Office and Adobe both store all 
sorts of extra information about a document within the file itself. Left un-monitored, details such as who 
document authors and reviewers were, or system information about how the document was created, 
linger within the file. 
 
A broader category of security problems exists by way of unintentional inclusion. Information resides 
inside these file formats as a simple byproduct of normal use of the creating program. Some of these 
byproducts are well known, but many are not. Some examples include: 
 
Á Full images that remain in files, independent of how they are cropped 
Á Deleted content that continues to exist in Microsoft Office files after editing, as a result of either 

deliberate use of track changes or as a byproduct of how files are written 
Á Copy-and-pasted material from one document to another that brings along the entire 

document, not just the part expected (This is most easily demonstrated by copying a pie chart 
from Excel and pasting it into a PowerPoint presentation. Unless special steps are taken, the 
entire Excel spreadsheet gets included inside the resultant file.)  
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Final categories of concern are those situations when the user in some way created a document where a 
certain amount of content is not easily discovered. This can happen accidentally or deliberately and 
maliciously, and includes situations such as using font sizes too small for viewing, having objects off the 
side of the printable/viewable area, or having objects overlay and obscure others. However these 
situations come about, ITT's PuriFile software makes inspection and correction simple. 
 

A Point Solution 
PuriFile is typically installed on a single system at the customer site, allowing the inspection capabilities 
to be centrally administered and managed. Users access the inspection service through a number of 
possible routes. 
 
Although the product supports inspection of files through a robust web interface, the most popular 
mechanism is through interfaces within Word, PowerPoint and Excel. Using an integrated "Assistant" 
plug-in, users can invoke an inspection by PuriFile directly from the Tools menu of each program. 
 
Once complete, the results of the inspection are shown to the user in a pop-up window, with each line 
highlighting a different security discovery made in the file. Clicking on each discovery will cause the 
program to show more detail about the issue and, in most instances, will also result in the program 
driving directly to the affected area of the document and selecting the offending object or phrase. 
 
For example, if it was discovered that an image had been heavily cropped, rather than just annotate the 
issue and give directions to where the image could be found, the Assistant would actually drive the 
document directly to the image and even select it for the user. This makes the review and edit process 
straightforward and reliable. The Assistant will even offer context sensitive buttons to help guide the 
user towards how to correct the problem (in this case, buttons to un-crop or delete the image). 
 
The Assistant also offers the ability to perform some sweeping actions to cleanse the document of 
common security problems. These can be called into action independent of inspection, and provide a 
simple and repeatable means for fixing hidden data issues. If configured to do so, the tool will perform 
such actions as re-balancing image brightness and contrast, clearing off metadata, removing macros, 
and even removing embedded documents while leaving the appearance of the document intact; an 
action sometimes called "flattening." 
 
When installed in the suggested client server mode, PuriFile easily connects to the existing Active 
Directory environment at the site to quickly grant users the ability to begin using the tool. It is even 
possible to stand up multiple servers in a load-balancing configuration to allow broader use within an 
enterprise. 
 
For smaller operations, PuriFile can also be purchased and installed for use on a single machine. 
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Configurable and Powerful 
There are score upon score of possible security issues which PuriFile can test for in each file format. Not 
all sites, however, share the same set of issues they are concerned about, and there are occasions 
where multiple policies may even be needed at any particular site. PuriFile is able to handle this easily. 
PuriFile is completely configurable in this regard. 
 
Administrators are able to define as many policies as they need. They can also establish rules for which 
users have access to certain inspection policies. 
 
Any particular issue can be ignored altogether, or set to be identified as a note, concern or violation. 
Moreover, PuriFile supports a robust "dirty word" inspection capability which can be used to flag 
occurrences of offending text. Rather than relying on fixed phrases, the product takes full advantage of 
"regular expressions." These allow policy administrators to have PuriFile identify phrases that follow a 
fixed shape. For example, it would be possible to set a violation on any use of something that looked like 
a credit card number, a phone number from certain area codes, or latitude/longitude coordinates. 
 
PuriFile actually performs the dirty word search multiple times and in different ways for Word, 
PowerPoint, Excel and PDF files to help ensure that every possible location is checked. In fact, every file 
passed through PuriFile is given a dirty word scan, even if it is not one of the formats that allow for deep 
inspection. 
 

Industry Recognition 
Winn Schwartau, a recognized expert in the security industry, selected PuriFile as a "Category Breaker" 
for Network World Magazine, saying "Microsoft doesn't disclose the vulnerabilities in a way that makes 
sense to non-techies. I became an instant fan of PuriFile." 
 
Similarly, SC Magazine's Peter Stephenson gave the product a four-star rating when testing the product 
for their Data Leakage Prevention issue. He noted that PuriFile "is a first rate product for verifying both 
accidental and intentional data leakage." 
 
The product's strong reputation was secured further by the recent purchase of an enterprise license by 
the Department of Defense. PuriFile is also integrated with the ISSE cross domain solution (also from 
ITT), as well as several others. 
 
ITT is a leader in the development of information assurance technologies that enable secure networks 
for military, intelligence and law enforcement customers. The company specializes in cyber security, 
information assurance and other related computer intelligence services. ITT offers a wide range of 
custom-developed software to assist clients in defining their security needs and policies including cross-
domain information sharing solutions, information systems security engineering, and cyber security.  
To download ITT's PuriFile software, visit www.PuriFile.com/download. 
 

 

http://www.purifile.com/download
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CYBER SPACE ï B IG P ICTURE

Do We Need a New Internet? 
BY: JOHN MARKOFF, NEW YORK TIMES 
02/14/2009 

Some security experts and engineers believe 
that the best way to combat Internet security 
concerns is to start over and rebuild a new 
Internet from the bottom up. Some are calling 
ŦƻǊ ŀ άƎŀǘŜŘέ LƴǘŜǊƴŜǘ ǘƘŀǘ ǿƻǳƭŘ ǊŜǉǳƛǊŜ ǳǎŜǊǎ 
to provide identification information but would 
provide better security. Researchers at Stanford 
have begun developing a system that would 
slide a new more advanced network 
underneath the current Internet, which would 
feature improved security and new generation 
Internet applications and would also support 
current Internet functions. The article claims 
that securing the Internet will require less 
anonymity and privacy despite concerns of 
ǇǊƛǾŀŎȅ ǊƛƎƘǘǎ ŀŎǘƛǾƛǎǘǎΣ ōǳǘ ǘƘŀǘ άōǳƛƭŘƛƴƎ ŀ 
completely trustable system will remain 
ǾƛǊǘǳŀƭƭȅ ƛƳǇƻǎǎƛōƭŜέ ǿƛǘƘƻǳǘ ǎƻƳŜ ǘǊŀŘŜƻŦŦ ƻŦ 
privacy. 
http://www.nytimes.com/2009/02/15/weekinr
eview/15markoff.html?_r=2&ref=technology 

 
Feds Forge Gold Standard for Cybersecurity 
BY: JOHN LEYDEN, THE REGISTER 
02/23/2009 

US federal agencies recently released the 
Consensus Audit Guidelines (CAG) list which 
they hope will become a blueprint for securing 
information security systems. The group of 
agencies created a list of 20 key actions that 
organizations can take to prevent cyber attacks 
which address automation issues as well as 
security policy and personnel issues. The project 
was led by John Gilligan, a former US Air Force 
chief information officer, and included 
participants from the NSA, DHS, US-CERT, DoD, 

and the US Department of Energy Los Alamos 
National Lab among others. The article also 
contains the list of twenty actions that has been 
released by the group. 
http://www.theregister.co.uk/2009/02/23/cybe
rsecurity_gold_standard/ 
 

Putting Cyberterrorism Into Context 
BY: ZAHRI YUNOS, STAR TECHCENTRAL 
02/23/2009 

Although the definition of terrorism may differ 
from country to country, experts are beginning 
to see attacks on computer systems and 
services added to terrorism definitions, such as 
ǘƘŜ ŘŜŦƛƴƛǘƛƻƴ ǊŜƭŜŀǎŜŘ ōȅ !ǳǎǘǊŀƭƛŀΩǎ {ŜŎǳǊƛǘȅ 
Legislation Amendment (Terrorism) Act 2002 
which includes acts that damage information 
systems, telecommunications systems, financial 
systems and systems used by government 
agencies and transportation or other 
infrastructures. The most popular definition of 
cyberterrorism is by Prof. Dorothy E. Denning, 
director of the Georgetown Institute for 
Information Assurance at Georgetown 
University. Denning defines cyberterrorism as 
άǘƘŜ ŎƻƴǾŜǊƎŜƴŎŜ ƻŦ ǘŜǊǊƻǊƛǎƳ ŀƴŘ ŎȅōŜǊǎǇŀŎŜΦ 
It is generally understood to mean unlawful 
attacks and threats of attack against computers, 
networks and information stored therein when 
done to intimidate or coerce a government or 
its people in furtherance of political or social 
ƻōƧŜŎǘƛǾŜǎΦέ ¢ƘŜ ŀǊǘƛŎƭŜ ŀƭǎƻ ŦǳǊǘƘŜǊ ŘƛǎŎǳǎǎŜǎ 
the methods that attackers must use and 
elements which must be satisfied to call an 
attack cyberterrorism.  
http://star -
techcentral.com/tech/story.asp?file=/2009/2/2
3/itfeature/20090223152520&sec=itfeature

 

http://www.nytimes.com/2009/02/15/weekinreview/15markoff.html?_r=2&ref=technology
http://www.nytimes.com/2009/02/15/weekinreview/15markoff.html?_r=2&ref=technology
http://www.theregister.co.uk/2009/02/23/cybersecurity_gold_standard/
http://www.theregister.co.uk/2009/02/23/cybersecurity_gold_standard/
http://star-techcentral.com/tech/story.asp?file=/2009/2/23/itfeature/20090223152520&sec=itfeature
http://star-techcentral.com/tech/story.asp?file=/2009/2/23/itfeature/20090223152520&sec=itfeature
http://star-techcentral.com/tech/story.asp?file=/2009/2/23/itfeature/20090223152520&sec=itfeature


 

CyberPro  
Volume 2, Edition 4  

February 26, 2009  

 

Keeping Cyber space  Professionals Informed  

 

1 1 0  R o y a l  A b e r d e e n  ̧   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 10  

 

Training a New Generation of Cyber 
Strategic Leaders Part Four 
BY: JAMES CARAFANO & ERIC SAYERS, SPACE WAR 
02/23/2009 

Authors Carafano and Sayers write that the next 
generation of leaders must have a better 
understanding of the cyber environment and 
must be equipped with the knowledge and skills 
required for cyber warfare. The article divides 
the Internet into the commercial domain and 
the military domain, and says that cyber leaders 
must understand the different attacks and 
capabilities associated with each. Finally, 
Carafano and Sayers discuss how cyber 
terrorists try to manipulate the cyber 
environment to benefit their political or social 
objectives. 
http://www.spacewar.com/reports/Training_A_
New_Generation_Of_Cyber_Strategic_Leaders_
Part_Four_999.html 
 

Resilience In The Face of Sustained Cyber 
Attack Part Three 
BY: JAMES JAY CARAFANO & ERIC SAYERS, SPACE 
WAR 
02/19/2009 

James Jay Carafano recently released a paper, 
άwŜǎƛƭƛŜƴŎȅ ŀƴŘ tǳōƭƛŎ-Private Partnerships to 
9ƴƘŀƴŎŜ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅΣέ ǘƘŀǘ ŘƛǎŎǳǎǎŜǎ 
Ƙƻǿ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ŜŦŦƻǊǘǎ ǘƻ ŎƭŀǎǎƛŦȅ ŀƭƭ 
infrastructure as critical is actually hurting 
efforts to prioritize national security missions. 
Carafano says that the government should 
develop a strategy of resiliency that would 
ensure that basic structures and economic 
systems could withstand a cyber attack without 
completely abandoning preventative measures. 
Carafano writes that the United States needs 
leaders for cyber strategy development and 
must focus on education and accreditation. A 
professional development program should be 
created that could help facilitate information 
sharing relating to risk management and best 

practices among federal agencies and the 
private sector. 
http://www.spacewar.com/reports/Resilience_I
n_The_Face_Of_Sustained_Cyber_Attack_Part_
Three_999.html 
 

Intelligence Community Assesses Cyber 
Threat 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
02/13/2009 

The Director of National Intelligence released 
an annual threat assessment which found that 
online attacks are becoming more sophisticated 
and targeted during the past year, and says that 
the intelligence community expects online 
attacks to be a part of future political and 
military conflicts. The report explains that 
threats to US information networks come from 
nation-states, criminals and terrorist groups. 
The report also says that there needs to be a 
new smart grid electrical system which would 
provide built in security features.  
http://fcw.com/Articles/2009/02/13/Blair-
cyber.aspx 

 

DNI Nominee Lists Cybersecurity as Priority 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
01/22/2009 

In his confirmation hearing before the Senate 
Select Intelligence Committee, President 
hōŀƳŀΩǎ ƴƻƳƛƴŜŜ ŀǎ ǘƘŜ ŎƻǳƴǘǊȅΩǎ ǘƻǇ 
intelligence officer, Dennis Blair, stated that 
cybersecurity would be a priority. He spoke 
about the importance of the intelligence 
community in network protection and 
emphasized the importance of government and 
private sector collaboration on cybersecurity 
efforts. The Office of the Director of National 
LƴǘŜƭƭƛƎŜƴŎŜ Ǉƭŀȅǎ ŀ άŎŜƴǘǊŀƭ ǊƻƭŜέ ƛƴ ǘƘŜ .ǳǎƘ 
ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ /ƻƳǇǊŜƘŜƴǎƛǾŜ bŀǘƛƻƴŀƭ /ȅōŜǊ 
Security Initiative. 
http://fcw.com/Articles/2009/01/22/Blair-
Cybersecurity.aspx 

http://www.spacewar.com/reports/Training_A_New_Generation_Of_Cyber_Strategic_Leaders_Part_Four_999.html
http://www.spacewar.com/reports/Training_A_New_Generation_Of_Cyber_Strategic_Leaders_Part_Four_999.html
http://www.spacewar.com/reports/Training_A_New_Generation_Of_Cyber_Strategic_Leaders_Part_Four_999.html
http://www.spacewar.com/reports/Resilience_In_The_Face_Of_Sustained_Cyber_Attack_Part_Three_999.html
http://www.spacewar.com/reports/Resilience_In_The_Face_Of_Sustained_Cyber_Attack_Part_Three_999.html
http://www.spacewar.com/reports/Resilience_In_The_Face_Of_Sustained_Cyber_Attack_Part_Three_999.html
http://fcw.com/Articles/2009/02/13/Blair-cyber.aspx
http://fcw.com/Articles/2009/02/13/Blair-cyber.aspx
http://fcw.com/Articles/2009/01/22/Blair-Cybersecurity.aspx
http://fcw.com/Articles/2009/01/22/Blair-Cybersecurity.aspx
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DOE Seeks New Approach to Cybersecurity 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
02/12/2009 

A panel of security experts including 
professionals from the private sector, academia, 
other federal agencies and the DOE recently 
conducted a review of security at the Energy 
Department, and has released 
recommendations for a new approach to 
ǎŜŎǳǊƛǘȅ ŀǘ ǘƘŜ 5ŜǇŀǊǘƳŜƴǘΦ Lƴ ǘƘŜƛǊ ǊŜǇƻǊǘΣ ά! 
Scientific Research and Development Approach 
to Cyber SecurityΣέ experts recommend 

innovative developments in authentication and 
encryption, a program that would allow 
scientific research into security problems, and 
peer-review processes for identifying research 
ideas. The panel identified key areas for 
research which include: mathematics and 
predictive awareness for securing systems; self-
protective data and software; and creating 
trustworthy systems despite supply chain 
issues. 
http://gcn.com/articles/2009/02/12/doe-cyber-
security-report.aspx 

 

 

 

 

  

http://gcn.com/articles/2009/02/12/doe-cyber-security-report.aspx
http://gcn.com/articles/2009/02/12/doe-cyber-security-report.aspx
http://www.mantech.com/
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CYBER SPACE ï PRESIDENT  OBAMA  

Winning a Cyber War 
THE WALL STREET JOURNAL 
02/21/2009 

tǊŜǎƛŘŜƴǘ hōŀƳŀΩǎ ǊŜŎŜƴǘ ŀǇǇƻƛƴǘƳŜƴǘ ƻŦ 
Melissa Hathaway to head a 60-day cyber 
security review is a sign that he is serious about 
stepping up the battle in cyber space.  
Hathaway's first task is to oversee an 
assessment of the country's vulnerabilities, as 
currently the US lacks the dominance it enjoys 
in traditional military arenas.  With increasing 
reliance on the Internet by governments and 
economies the vulnerabilities are becoming 
more apparent and good defenses require a 
shift in mentality for anyone with access to 
sensitive computer systems.  Cyber war offers 
an attacker advantages and can be used to 
debilitate and confuse both civilian and military 
targets.  An aggressive response to such cyber 
threats is imperative. 
http://online.wsj.com/article/SB123517477106
837383.html 
 

Obama Takes Up the Cybersecurity Mantel 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
02/20/2009 

A 60-day review of the government's cyber 
security plans ordered by President Barack 
Obama is underway and expected to generate a 
framework to determine how the US can assure 
the security of cyber space.  Melissa Hathaway, 
senior advisor and cyber coordination executive 
to the Director of National Intelligence is 
leading the review.  Hathaway played a leading 
role in coordinating the government's 
Comprehensive National Cyber security 
Initiative (CNCI) which the Bush administration 
created.  The CNCI has implemented several 
programs that are showing promise, including 
the Trusted Internet Connection initiative, in 

which agencies are working to reduce the 
number of gateways they have to the Internet, 
ŀƴŘ ǘƘŜ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅ 5ŜǇŀǊǘƳŜƴǘΩǎ 
ŜŦŦƻǊǘǎ ǘƻ ǳǇƎǊŀŘŜ 9ƛƴǎǘŜƛƴΣ ƛǘΩǎ ŦŜŘŜǊŀƭ ƴŜǘǿƻǊƪ-
monitoring system. 
http://fcw.com/Articles/2009/02/23/Obama-
cyber-review.aspx 
 

9ȄǇŜǊǘǎ 9ŀƎŜǊ ǘƻ IŜŀǊ IŀǘƘŀǿŀȅΩǎ !ŘǾƛŎŜ 
for Obama on Cybersecurity 
BY: BYRON ACOHIDO, USA TODAY 
02/17/2009 

Melissa Hathaway, who has been appointed by 
President Obama to review cybersecurity 
efforts and provide advice to the President, 
worked in the emerging field of information 
warfare including cyber raids and defense for 
Booz Allen Hamilton. Booz Allen senior Vice 
President Mark Gerencser says that Hathaway 
worked with the Army, Navy, the CIA and 
others, and άƪƴŜǿ ǿƘŜǊŜ ŀƭƭ ǘƘŜ ǎȅƴŜǊƎƛŜǎ 
ǿŜǊŜέΦ ¢ƘŜ ŀǊǘƛŎƭŜ ŎƭŀƛƳǎ ǘƘŀǘ ǿƘƛƭŜ IŀǘƘŀǿŀȅ 
Ƴŀȅ ƳŀƪŜ ŀ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴ ŀōƻǳǘ hōŀƳŀΩǎ 
appointment of a cyber czar, many predict that 
the actual person named as the czar will be a 
bigger name such as Good Harbor security 
consultant Paul Kurtz or serial entrepreneur 
Rod Beckstrom. 
http://blogs.usatoday.com/technologylive/2009
/02/experts-eager-t.html 
 

hōŀƳŀΩǎ tƭŀƴǎ ŦƻǊ /ȅōŜǊǎŜŎǳǊƛǘȅ 5Ǌŀǿ 
Praise 
BY: K.C. JONES, INFORMATION WEEK 
02/10/2009 

The technology industry has expressed support 
ŦƻǊ tǊŜǎƛŘŜƴǘ hōŀƳŀΩǎ ŎƘƻƛŎŜ ƻŦ aŜƭƛǎǎŀ 
Hathaway to lead a 60-day interagency 
cybersecurity review, and to act as the senior 
director for cyberspace for the National Security 

http://online.wsj.com/article/SB123517477106837383.html
http://online.wsj.com/article/SB123517477106837383.html
http://fcw.com/Articles/2009/02/23/Obama-cyber-review.aspx
http://fcw.com/Articles/2009/02/23/Obama-cyber-review.aspx
http://blogs.usatoday.com/technologylive/2009/02/experts-eager-t.html
http://blogs.usatoday.com/technologylive/2009/02/experts-eager-t.html


 

CyberPro  
Volume 2, Edition 3  

February 12, 2009  

 

Keeping Cyber space  Professionals Informed  

 

1 1 0  R o y a l  A b e r d e e n  ̧   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 13  
 

and Homeland Security councils. Phil 
Lieberman, CEO of Lieberman Software, says 
that the review shows the administration 
understands the importance of cybersecurity, 
and that the new administration must form a 
coordinated policy on cyberwarfare. Lieberman 
also said that the U.S. already has the tools and 
talent to defend the Internet and U.S. 
infrastructure, but that there is a need for new 
laws, leadership and funding. 
http://www.informationweek.com/news/indust
ry/government/showArticle.jhtml?articleID=213
402691 
 

hōŀƳŀΩǎ Ψ{Ǉȅ-tǊƻƻŦΩ .ƭŀŎƪ.ŜǊǊȅ Ŏŀƴ ōŜ 
.ǊŜŀŎƘŜŘΣ ǎŀȅǎ ²ƻǊƭŘΩǎ aƻǎǘ CŀƳƻǳǎ 
Hacker 
NEWKERALA.COM 
02/14/2009 

Infamous hacker, Kevin Mitnick, says that 
hōŀƳŀΩǎ .ƭŀŎƪ.ŜǊǊȅ ǿƘƛŎƘ Ƙŀǎ ōŜŜƴ ŎŀƭƭŜŘ ΨǎǇȅ-

ǇǊƻƻŦΩ Ŏŀƴ ǎǘƛƭƭ ōŜ ōǊŜŀŎƘŜŘ ŀƭǘƘƻǳƎƘ ŎǊŀŎƪƛƴƎ 
ǘƘŜ ŘŜǾƛŎŜ ǿƻǳƭŘ ōŜ άŎƘŀƭƭŜƴƎƛƴƎΦέ Mitnick 
served almost five years in prison for hacking 
into computer systems at cell-phone and 
computer companies in the 1980s, and now 
heads Mitnick Security Consulting. Mitnick 
ŜȄǇƭŀƛƴǎ ǘƘŀǘ ŀ ƘŀŎƪŜǊ ŎƻǳƭŘ ǘŀǊƎŜǘ hōŀƳŀΩǎ 
family and friends and gain access to the 
ǇǊŜǎƛŘŜƴǘΩǎ ŘŜǾƛŎŜ ōȅ ƘŀŎƪƛƴƎ ƛƴǘƻ ŀƴƻǘƘŜǊ 
ǇŜǊǎƻƴΩǎ ƘƻƳŜ ƳŀŎƘƛƴŜǎΦ IŀŎƪŜǊǎ ŎƻǳƭŘ ŀƭǎƻ 
send spam emails tƻ ǘƘŜ ǇǊŜǎƛŘŜƴǘΩǎ ŜƳŀƛƭ 
address in the hopes of luring him to an 
infected site that could install malicious code. 
http://www.newkerala.com/topstory-fullnews-
93195.html

CYBER SPACE ï DEPARTMENT OF DEFENSE (D OD)  

The Return of Thumb Drives? ς US Military 
Seeks Safe Ways to Use Convenient 
Devices 
BY: WILLIAM MATTHEWS, DEFENSE NEWS 
02/23/2009 

The Air Force reported in November 2008 that 
40 percent of all viruses and worms that were 
being transferred among military computers 
were caused by removable media devices like 
thumb drives. Still, with the ban on removable 
media devices still in place, many service 
members miss the convenience and mobility of 
the storage tools. Troops are e-mailing 
themselves files to transfer them between 
computers or are using writeable compact 
disks. The military is looking into solutions that 
will make it safe to use thumb drives again, 
including port controls, encryption and 

passwords on memory devices and automatic 
scanning for malware. Army officials stress that 
their primary concern is network security and 
not convenience when transferring files. 
http://www.defensenews.com/story.php?i=395
8967&c=FEA&s=TEC 
 

Mullen says Defense Thumb-Drive Ban to 
Remain in Effect For Now 
BY: BOB BREWIN, NEXTGOV.COM 
02/17/2009 

Adm. Mike Mullen, the chairman of the Joint 
Chiefs of Staff, recently announced that the 
Defense Department ban on thumb drives will 
continue indefinitely. Mullen explains that the 
ban was originally implemented because of the 
contamination of some classified networks as a 
result of using USB drives on both unclassified 

http://www.informationweek.com/news/industry/government/showArticle.jhtml?articleID=213402691
http://www.informationweek.com/news/industry/government/showArticle.jhtml?articleID=213402691
http://www.informationweek.com/news/industry/government/showArticle.jhtml?articleID=213402691
http://www.newkerala.com/topstory-fullnews-93195.html
http://www.newkerala.com/topstory-fullnews-93195.html
http://www.defensenews.com/story.php?i=3958967&c=FEA&s=TEC
http://www.defensenews.com/story.php?i=3958967&c=FEA&s=TEC
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and classified machines. Mullen also told 
soldiers that everyone, not just IT specialists, 
must adhere to security policies because 
attackers can exploit even simple cybersecurity 
mistakes. 
http://www.nextgov.com/nextgov/ng_2009021
7_6795.php 
 

!ƛǊ CƻǊŎŜ ¦ƴǇƭǳƎǎ .ŀǎŜǎΩ LƴǘŜǊƴŜǘ 
Connections 
BY: NOAH SHACHTMAN, WIRED BLOG NETWORK 
02/18/2009 

The Air Force recently announced that it would 
Ŏǳǘ ƻŦŦ ǘƘŜ LƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴǎ ƻŦ ōŀǎŜǎΩ ǘƘŀǘ 

fail to comply with rigid network security rules. 
Access was disconnected at Maxwell Air Force 
Base, Ala., recently because the base personnel 
had not demonstrated adequate network 
security procedures according to Air Force Chief 
of Staff Gen. Norton Schwartz. Network 
administrators are implementing limitations on 
sites that troops can visit as part of a Defense 
Department ban on blogs, YouTube and social 
networking sites like MySpace. 
http://blog.wired.com/defense/2009/02/air-
force-cuts.html 

CYBER SPACE ï DEPARTMENT OF HOMELAND SECURITY (DHS)  

Opinion: Where is the Government on 
Cybersecurity? 
BY: IRA WINKLER, COMPUTERWORLD 
02/16/2009 

Author, Ira Winkler, claims that the US 
ƎƻǾŜǊƴƳŜƴǘ ƛǎ άǇǳǊǇƻǎŜŦǳƭƭȅ ǳǎŜƭŜǎǎέ ǿƛǘƘ 
regard to cybersecurity. Winkler says that the 
US government had nothing to do with the 
takedown of the McColo ISP that hosted major 
botnet controllers, and that the FBI had no part 
in making arrests related to McColo even 
though the ISP enabled criminals to participate 
in child pornography, cyber extortion and 
identity theft. Winkler also writes that many 
independent parties are working to reverse-
engineer the malware fueling the massive 
Downadup worm, but that the US government 
is not participating in the process. Winkler feels 
that DHS or the FBI should be taking the lead in 
the reverse-engineering efforts. Winkler writes 
that the government has the ability to track 
botnets and register criminal domains, but 
because they are not acting, efforts to bring 
down the botnet are poorly funded and 
random. 

http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=3333
58&source=rss_topic17 

 
US DHS Forms New Industrial Cyber 
Security Group 
CONTROL ENGINEERING 
02/19/2009 

The US Department of Homeland Security (DHS) 
Control Systems Security Program (CSSP) 
recently announced the formation of the 
Industrial Control Systems Joint Working Group 
which will operate under the Critical 
Infrastructure partnership Advisory Council 
(CIPAC). The ICSJWG will foster communication 
and partnerships between Critical Infrastructure 
and Key Resources sectors and between federal 
agencies and departments. The ICSJWG will 
work with officials from industrial control 
systems including participants from the 
international community, academia, system 
integrators and vendors. 
http://www.controleng.com/article/CA6638549
.html?rssid=123 

 

http://www.nextgov.com/nextgov/ng_20090217_6795.php
http://www.nextgov.com/nextgov/ng_20090217_6795.php
http://blog.wired.com/defense/2009/02/air-force-cuts.html
http://blog.wired.com/defense/2009/02/air-force-cuts.html
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=333358&source=rss_topic17
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=333358&source=rss_topic17
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=333358&source=rss_topic17
http://www.controleng.com/article/CA6638549.html?rssid=123
http://www.controleng.com/article/CA6638549.html?rssid=123
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DHS Relooking at How to Classify Cyber 
Incidents 
BY: JASON MILLER, FEDERAL NEWS RADIO 
02/18/2009 

MisŎƘŜƭ YǿƻƴΣ ŘƛǊŜŎǘƻǊ ƻŦ 5I{Ωǎ ¦{ Computer 
Emergency Response Team (US-CERT) says that 
the current set of categories that identify types 
of cyber attacks is outdated and that US-CERT 
will make recommendations for changes to the 
categories. Kwon explains that the top two 
attacks, phishing and malware attacks are not 
included in the categories at all. The new 
categories are being released in coordination 
with the DHS 2008 statistics on federal civilian 
agency incident reports, which found that 
civilian agencies responded to 7,000 more cyber 
incidents in 2008 than the previous year. Kwon 
also says that agency incident reporting should 
be more accurate in the future due to TIC and 
Einstein automated reporting technologies. 
http://www.federalnewsradio.com/index.php?
nid=35&sid=1604077 

 

.ǳǎƘΩǎ /ȅōŜǊ /ƘƛŜŦ /ŀƭƭǎ bŀǘƛƻƴŀƭ {ŜŎǳǊƛǘȅ 
Initiative Too Secret 
BY: JILL R. AITORO, NEXTGOV.COM 
02/11/2009 

Assistant secretary of cybersecurity and 
telecommunications at DHS Greg Garcia says 
ǘƘŀǘ ŦŜŘŜǊŀƭ ƻŦŦƛŎƛŀƭǎ ƪŜǇǘ ǘƻƻ ƳǳŎƘ ƻŦ .ǳǎƘΩǎ 
Comprehensive National Cybersecurity Initiative 
secret, which kept government and industry 
officials from being able to monitor the 

ǇǊƻƎǊŀƳΩǎ ǇǊƻƎǊŜǎǎΦ DŀǊŎƛŀ ŀƭǎƻ ŘŜŦŜƴŘǎ ǘƘŜ 
initiative, saying that the Bush administration 
presented a comprehensive strategy that 
included federal network security, research and 
development, deterrence efforts, supply chain 
and counterintelligence concerns and private 
sector engagement. Garcia also believes that 
DHS should continue to lead cybersecurity 
ŜŦŦƻǊǘǎ ŜǾŜƴ ŀŦǘŜǊ hōŀƳŀ ŀǇǇƻƛƴǘǎ Ƙƛǎ άŎȅōŜǊ 
ŎȊŀǊέ ǿƘƻ ǿƻǳƭŘ ǊŜǇƻǊǘ ŘƛǊŜŎǘƭȅ ǘƻ ǘƘŜ 
president. 
http://www.nextgov.com/nextgov/ng_2009021
1_6858.php 

 

Head of DHS Cyber Receives Promotion 
BY: JASON MILLER, FEDERAL NEWS RADIO 
02/10/2009 

Michael Brown, the assistant deputy director of 
the Joint Interagency Cyber Task Force in the 
Office of the Director of National Intelligence as 
well as the deputy assistant secretary for 
ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀƴŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŦƻǊ 5I{Ωǎ 
National Protection and Programs directorate, 
has been nominated by the Navy to be a rear 
admiral upper-half. Before DHS, Brown served 
as director of the Information Operations 
Division and deputy director for Cryptology 
Division at the Navy Staff in Washington, and 
ǿŀǎ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ǘƘŜ bŀǾȅΩǎ ŜȄǇŀƴǎƛƻƴ ƻŦ ƛǘǎ 
operational role in cyberspace. 
http://www.federalnewsradio.com/index.php?
nid=35&sid=1597997

 

 

 

Intelligent Software Solutions  

ISS is a leading edge software solution provider for enterprise and system 

data, services, and application challenges.  ISS has built hundreds of 

operationally deployed systems, in all domains ï ñFrom Space to MudòÊ. 

  With solutions based upon modern, proven technology designed to 

capitalize on dynamic service -oriented constructs, ISS delivers innovative 

C2, ISR, Intelligence, and cyber solutions that work today  and in the 

future.   http://www.issinc.com . 

  

http://www.federalnewsradio.com/index.php?nid=35&sid=1604077
http://www.federalnewsradio.com/index.php?nid=35&sid=1604077
http://www.nextgov.com/nextgov/ng_20090211_6858.php
http://www.nextgov.com/nextgov/ng_20090211_6858.php
http://www.federalnewsradio.com/index.php?nid=35&sid=1597997
http://www.federalnewsradio.com/index.php?nid=35&sid=1597997
http://www.issinc.com/
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CYBER SPACE ï I NTERNATIONAL  

The Real World is Target Rich for Islamo 
Cyber Terrorists Part Five 
BY: JAMES JAY CARAFANO & ERIC SAYERS, SPACE 
WAR 
02/24/2009 

Nation states and extremist hackers are 
increasingly using cyber warfare tactics to 
attack enemy states and entities both solely in 
the cyber domain as well as in coordination 
with traditional military attacks. Nations such as 
China and Russia are working to identify US 
cyber vulnerabilities and exploit those flaws, 
with China specifically focusing on the US 
ƳƛƭƛǘŀǊȅΩǎ /пL{w ƴŜǘǿƻǊƪ ǿƛǘƘ ŀƴǘƛ-satellite 
weapons and cyber warfare attacks. Cyber 
attacks are usually launched using botnets or 
networks of infected computers that can be 
controlled by a single machine or bot master. 
The article cites numerous recently released 
papers that focus on cyber warfare and 
cyberterrorism. 
http://www.spacewar.com/reports/The_Real_
World_Is_Target_Rich_For_Islamo_Cyber_Terro
rists_Part_Five_999.html 

 

Chinese IT Firm Accused of Links to 
Cyberwarfare 
BY: WENDELL MINNICK, INFORMATION WARFARE 
MONITOR 
02/24/2009 

Beijing-based security provider Venus Info Tech 
has been accused of providing hacking services 
that have helped the Chinese government 
attack foreign government computer networks, 
and because the company has operating 
agreements with Microsoft and other firms, 
many believe that it may be helping the Chinese 
government identity flaws in other government 
networks. Author Scott Henderson says that 
Chinese firms and government agencies have 
άŘŜŜǇ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǎƻǳǊŎŜ ŎƻŘŜ of Microsoft 
²ƛƴŘƻǿǎέ ǿƘƛŎƘ ǿŀǎ ƻǊƛƎƛƴŀƭƭȅ ƻǇŜƴŜŘ ǳǇ ǘƻ 

the China Information Technology Security 
Certification Center, a Chinese government 
agency, in efforts to ensure a trustworthy 
computing environment.  
http://www.infowar -
monitor.net/modules.php?op=modload&name
=News&file=article&sid=2170&mode=thread&o
rder=0&thold=0 

 

Chinese Hackers Attack US Computers, 
Thompson Says 
BY: JEFF BLISS, BLOOMBERG 
02/12/2009 

House Homeland Security Committee Chairman 
Bennie Thompson recently said that the threat 
of cyber attacks on US government and 
financial computer networks is primarily from 
China, and says that there are significant 
vulnerabilities in U.S. computer networks. 
Thompson also explains that an attack on the 
financial networks could be particularly 
damaging because of the troubled state of 
financial institutions, and says that several 
vulnerabilities will be identified and discusses in 
the 60-day review of cybersecurity efforts 
ordered by the Obama administration. 
Spokesman for the Chinese Embassy in the 
United States, Wang Baodong, claims that the 
Chinese government is not attacked US 
computer systems, and calls the accusations 
άǳƴǿŀǊǊŀnted and misleadingΦέ  
http://www.bloomberg.com/apps/news?pid=2
0601087&sid=aP7TPl_IQwFQ&refer=home 
 

Massive Increase in Spam Originating From 
China and the Far East 
SECURITY PARK 
02/20/2009 

Recently released figures from iCritical claim 
that the number of spam emails from Chinese 
IP addresses more than doubled between 
November and December 2008 from 10.4 

http://www.spacewar.com/reports/The_Real_World_Is_Target_Rich_For_Islamo_Cyber_Terrorists_Part_Five_999.html
http://www.spacewar.com/reports/The_Real_World_Is_Target_Rich_For_Islamo_Cyber_Terrorists_Part_Five_999.html
http://www.spacewar.com/reports/The_Real_World_Is_Target_Rich_For_Islamo_Cyber_Terrorists_Part_Five_999.html
http://www.infowar-monitor.net/modules.php?op=modload&name=News&file=article&sid=2170&mode=thread&order=0&thold=0
http://www.infowar-monitor.net/modules.php?op=modload&name=News&file=article&sid=2170&mode=thread&order=0&thold=0
http://www.infowar-monitor.net/modules.php?op=modload&name=News&file=article&sid=2170&mode=thread&order=0&thold=0
http://www.infowar-monitor.net/modules.php?op=modload&name=News&file=article&sid=2170&mode=thread&order=0&thold=0
http://www.bloomberg.com/apps/news?pid=20601087&sid=aP7TPl_IQwFQ&refer=home
http://www.bloomberg.com/apps/news?pid=20601087&sid=aP7TPl_IQwFQ&refer=home
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million to 22.9 million. Spam numbers from the 
other four highest spam-producing countries 
including the US, UK, Russia, Brazil and Turkey, 
all fell during the last quarter of 2008. China is 
now the number one country for botnets and 
ƻǘƘŜǊ ŦǊŀǳŘǳƭŜƴǘ ƻƴƭƛƴŜ ŀŎǘƛǾƛǘȅΦ ƛ/ǊƛǘƛŎŀƭΩǎ 
Technical Director, Andy Calvert, says that the 
findings show that it is difficult for law 
enforcement agencies to have a lasting effect 
on global spam numbers.  
http://www.securitypark.co.uk/security_article
262624.html 
 

Chinese Hackers Deface the Russian 
Consulate in Shanghai 
BY: DANCHO DANCHEV, ZDNET 
02/23/2009 

Chinese hackers, in a collaborative effort with 
the Chinese Hacking Union and in response to a 
recent accusation that a Russian navy vessel 
had sank a Chinese cargo ship, successfully 
defaced the official website of the General 
Consulate of the Russian Federation in 
Shanghai, PRC.  The site, which is currently 
ŘƛǎǇƭŀȅƛƴƎ ŀƴ άǳƴŘŜǊ ƳŀƛƴǘŜƴŀƴŎŜέ ƳŜǎǎŀƎŜ 
reportedly was defaced with a message that 
ǊŜŀŘ άwǳǎǎƛŀ ƛƴǾŀŘŜŘ our territory to kill people 
ŦǊƻƳ ǘƘŜ tŜƻǇƭŜΩǎ wŜǇǳōƭƛŎΦ IŀŎƪ ŘƻƴŜ ŦƻǊ ǘƘŜ 
Chinese crew of controversy! Russia must be 
ǇǳƴƛǎƘŜŘΗ IŀŎƪŜŘ .¸Υ ¸ǳέ 
http://blogs.zdnet.com/security/?p=2641 

 

Romanian Hacker Cracks Symantec, 
International Herald Tribune 
BY: TIM WILSON, DARK READING 
02/19/2009 

The Romanian hacker who is responsible for 
hacking into the sites of security vendors F-
Secure and BitDefender is now claiming to have 
penetrated the sites of Symantec and the New 
¸ƻǊƪ ¢ƛƳŜǎΦ ¢ƘŜ ƘŀŎƪŜǊΣ ŎŀƭƭŜŘ άǳƴǳΣέ writes on 
a blog about an SQL injection vulnerability 
found on a login page that promotes the Norton 
security products. Symantec did confirm that 

the page contained a flaw, but said that the bug 
did not give an attacker access to its database, 
ŘŜǎǇƛǘŜ ǘƘŜ ƘŀŎƪŜǊΩǎ ŎƭŀƛƳǎ ǘƘŀǘ ƘŜ ŎƻǳƭŘ ŀŎŎŜǎǎ 
Symantec databases. The hacker wrote in a 
separate blog that he discovered SQL injection 
vulnerability in the International Herald Tribune 
site.  
http://www.darkreading.com/security/vulnerab
ilities/showArticle.jhtml?articleID=214501999 
 

Hackers of Kaspersky, BitDefender, F-
Secure and Symantec Speak Up 
BY: LUCIAN CONSTANTIN, SOFTPEDIA 
02/23/2009 

! wƻƳŀƴƛŀƴ άŜǘƘƛŎŀƭ ƘŀŎƪƛƴƎέ ƎǊƻǳǇ ǘƘŀǘ ƛǎ 
responsible for recent attacks on antivirus 
vendors including Kaspersky, Symantec, F-
Secure and BitDefender recently participated in 
an interview with Softpedia. The hackers say 
that some of their members work in IT fields, 
specifically web and software programming. 
The hackers also said that they focus on web 
application vulnerabilities and say that they 
exploit flaws from companies that should not 
have security vulnerabilities and that they will 
not publish sensitive information that they are 
able to access. The hackers say that they only 
ǿŀƴǘ άǘƻ ǎƘŜŘ ƭƛƎƘǘ ƻƴ ǎŜŎǳǊƛǘȅ ǇǊƻōƭŜƳǎέ ŀƴŘ 
ǘƘŀǘ ǘƘŜƛǊ ŀŎǘƛƻƴǎ άŀǊŜ ƴƻƴ-profitΣέ explaining 
that they are not seeking financial gain from 
their attacks. 
http://news.softpedia.com/news/Hackers-of-
Kaspersky-Bitdefender-F-Secure-and-Symantec-
Speak-Up-105173.shtml 
 

Romanian Hacker Breaches Third Security 
Vendor Site 
BY: TIM WILSON, DARK READING 
02/12/2009 

A recent posting on hackersblog.com reports 
that the Romanian hackers that launched SQL 
injection attacks on Kaspersky and BitDefender 
has been able to penetrate the F-Secure site as 
well. A spokesman for F-Secure explained that 

http://www.securitypark.co.uk/security_article262624.html
http://www.securitypark.co.uk/security_article262624.html
http://blogs.zdnet.com/security/?p=2641
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=214501999
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=214501999
http://news.softpedia.com/news/Hackers-of-Kaspersky-Bitdefender-F-Secure-and-Symantec-Speak-Up-105173.shtml
http://news.softpedia.com/news/Hackers-of-Kaspersky-Bitdefender-F-Secure-and-Symantec-Speak-Up-105173.shtml
http://news.softpedia.com/news/Hackers-of-Kaspersky-Bitdefender-F-Secure-and-Symantec-Speak-Up-105173.shtml


 

CyberPro  
Volume 2, Edition 3  

February 12, 2009  

 

Keeping Cyber space  Professionals Informed  

 

1 1 0  R o y a l  A b e r d e e n  ̧   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 18  
 

the breach occurred in a low-level server and no 
sensitive data was compromised. The security 
site says that the breach is embarrassing, but 
that servers are patched and no confidential 
information was leaked. The hacker, known as 
άǳƴǳέΣ ƭŀǳƴŎƘŜŘ ǎƛƳƛƭŀǊ {v[ ƛƴƧŜŎǘƛƻƴ ŀǘǘŀŎƪǎ ƻƴ 
security vendors Kaspersky and BitDefender in 
Portugal, leaving many security vendors 
wondering if they will be targeted next. 
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=213901239 
 

Hacker Lays Claim to Breaches of Two 
{ŜŎǳǊƛǘȅ ±ŜƴŘƻǊǎΩ ²ŜōǎƛǘŜǎ 
BY: TIM WILSON, DARK READING 
02/09/2009 

Antivirus and security software vendor 
Kaspersky reports that a Romanian hacker 
ƪƴƻǿƴ ŀǎ άǳƴǳέ ǿŀǎ ǊŜŎŜƴǘƭȅ ŀōƭŜ ǘƻ ƭŀǳƴŎƘ ŀƴ 
SQL injection attack against its U.S. customer 
support site which could have allowed the 
hacker access to sensitive information. The 
hacker claims to have launched a similar attack 
against the site of security vendor BitDefender 
of Portugal. Roel Schouwenberg, senior 
researcher with Kaspersky, explains that the 
hacker could have gained access to more than 
2,500 email addresses and 25,000 activation 
codes. Kaspersky Labs has hired renowned 
security expert David Litchfield to review the 
site and software before it goes back online, 
and an older version of the support site is 
currently online. 
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=213401799 
 

Surgery for the Rotten Heart of the 
Internet? 
BY: PHILIP VIRGO, COMPUTER WEEKLY 
02/13/2009 

ICANN recently called for comment on the 
Initial Report on Fast Flux Hosting, which is the 

technology that spammers, phishers, botnet 
controllers and other cyber criminals use to 
perform attacks on computer systems. ICANN 
will meet to discuss the comments and decide 
on a course of action. ICANN has been slow to 
address fast flux hosting technology, because of 
the profits available for security suppliers, but 
the organization has been warned that if they 
do not act by the next Internet Governance 
Forum meeting, the International 
Telecommunication Union will address the 
technology concerns backed by governments 
and law enforcement agencies worldwide.  
http://www.computerweekly.com/blogs/when-
it-meets-politics/2009/02/surgery-for-the-
rotten-heart-o.html 

 
European Cops Looking to Crack Skype 
Immunity 
BY: PAUL MELLER, TECHWORLD 
02/20/2009 

European law enforcement authorities call 
Skype communicationǎ ŀ άǘŜŎƘƴƛŎŀƭ ƭƻƻǇƘƻƭŜέ ƛƴ 
wiretapping laws because criminals are able to 
communicate without fear of eavesdropping by 
police. Eurojust, a European Union agency that 
coordinates judicial investigations among 
international jurisdictions recently announced 
the launch of an investigation that will develop 
a common approach to technical obstacles and 
legislation regarding monitoring communication 
through Skype. Authorities say that Skype 
refuses to cooperate with authorities when 
asked to provide records or allow monitoring of 
communications.  
http://www.techworld.com/news/index.cfm?rs
s&newsid=111155

http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=213901239
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Criminals Using Skype, say Italian Police 
BY: JOHN E. DUNN, TECHWORLD 
02/16/2009 

The Italian police force has reported that 
organized crime groups are increasingly using 
encrypted Skype sessions to communicate in an 
effort to avoid wiretapping and remote 
surveillance. German authorities are so 
concerned over criminal Skype use that they 
have hired a company to write Trojans which 
could record Skype communications last year. 
{ƪȅǇŜΩǎ ŜƴŎǊȅǇǘƛƻƴ ǎŎƘŜƳŜ ƛǎ ǎǘǊƻƴƎ ŀƴŘ ƛǎ 
considered a trade secret, and law enforcers 
must use specially written programs or divert 
Skype traffic through a proxy server in order to 
intercept Skype. The U.S. NSA has also 
ǊŜǇƻǊǘŜŘƭȅ ƻŦŦŜǊŜŘ άōƛƭƭƛƻƴǎέ ǘƻ ŀƴȅ ŦƛǊƳ ǘƘŀǘ 
can break into Skype encryption. 
http://www.techworld.com/news/index.cfm?R
SS&NewsID=110902 

DŜƻǊƎƛŀΩǎ /ȅōŜǊ [ŜŦǘ Iƻƻƪ 
BY: STEPHEN W. KORNS & JOSHUA E. KASTENBERG, 

US ARMY WAR COLLEGE QUARTERLY 

WINTER 2008-2009  
As a result of multiple cyber attacks in mid- to 
late-2008, the government in the country of 
Georgia took the unusual step of seeking cyber 
refuge  in the United States, relocating critical 
Internet assets to the United States as well as to 
9ǎǘƻƴƛŀ ŀƴŘ tƻƭŀƴŘΦ  DŜƻǊƎƛŀΩǎ ǳƴŎƻƴǾŜƴǘƛƻƴŀƭ 
response to the attacks, supported by US 
private industry, adds a new element of 
complication for cyber strategists.  The fact that 
American IT companies provided assistance to 
Georgia, a cyber aggressor, reportedly without 
the knowledge or approval of the US 
government, illustrates what is likely to become 
a significant policy issue. 
http://www.carlisle.army.mil/usawc/Parameter
s/08winter/contents.htm 

 

 
 

 

CISCO  

Cisco (NASDAQ: CSCO) enables people to make powerful 

connections -whether in business, education, philanthropy, 

or creativity. Cisco hardware, software, and service 

offerings are used to create the Internet solutions that 

make networks possible -providing easy access to 

information anywhere, at any time.   Cisco was founded in 

1984 by a small group of computer scientists from Stanford 

University. Since the company's inception, Cisco engineers 

have been leaders in the development of Internet Protocol 

(IP) -based networking technologies.  

Today, with more than 65,225 employees worldwide, this 

tradition of innovation continues with industry - leading 

products and s olutions in the company's core development 

areas of routing and switching, as well as in advanced 

technologies such as:  Application Networking, Data Center, 

Digital Media, Radio over IP, Mobility, Security, Storage 

Networking, TelePresence, Unified Commun ications, Video 
and Virtualization.  For additional information: www.cisco.com 
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CYBER SPACE RESEARCH  

Institute: Better Coordination Needed for 
Cybersecurity R&D 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
02/18/2009 

The Institute for Information Infrastructure 
Protection (I3P) recently released 
recommendations that aim to improve 
coordination in cybersecurity research and 
development. The group includes academic 
research centers, government laboratories and 
nonprofit organizations, and released their 
recommendations to Sens. Joe Lieberman and 
Susan Collins of the Homeland Security and 
Governmental Affairs Committee. The group 
says that R&D efforts should focus on: system 
security assessment; creation of a domestic and 
international legal and policy framework for 
cybersecurity; and understanding human 
behavior and motivation. 
http://fcw.com/Articles/2009/02/18/I3P-cyber-
R-and-D-report.aspx 

 
Half the UK Population Does Not Shop 
Online Because of Security Issues 
SECURITY PARK 
02/11/2009 

CyberSource Ltd recently released a survey of 
1,000 consumers that found that more than half 
of the UK population does not shop online. 
Although respondents gave a variety of reasons 
for this, 41 percent of the consumers that do 
not shop online say that security is an issue. 
Simon Stokes, managing director of 
CyberSource Ltd explains that the media 
coverage of security breaches and attacks may 
frighten some consumers. Respondents in the 
survey report that they are using password 
security programs, such as MasterCard 
SecureCode and Verified by Visa, as well as 
secure websites for online purchases. 
http://www.securitypark.co.uk/security_article
262648.html 

VeriSign: We Will Support DNS Security in 
2011 
BY: CAROLYN DUFFY MARSAN, NETWORK WORLD 
02/24/2009 

VeriSign recently committed to implementing 
DNS Security Extensions, called DNSSEC, to its 
top-level domains within two years. DNSSEC 
uses digital signatures and public-key 
encryption to verify domain names and IP 
addresses in order to prevent hackers from 
redirecting Web traffic to fake sites. Security 
researcher Dan Kaminsky recommends 
widespread implementation of DNSSEC to 
guard against DNS vulnerabilities.  
http://www.networkworld.com/news/2009/02
2409-verisign-dns-security.html 

 

Lumension Releases Annual Cybersecurity 
Report 
BY: LUMENSION, DARK READING 
02/17/2009 

Security management firm Lumension, Inc. 
recently introduced its blog, Optimal Security, 
along with their annual report. The report 
contains research that looks at more than 500 
data breaches from 2008, analyzing the causes 
of data breaches and how almost 6 million 
compromised records could have been 
protected. The report also predicts which 
trends in 2009 will help corporations better 
protect their information. The Optimal Security 
blog says that security trends for 2009 will 
ƛƴŎƭǳŘŜ ŀ ƳƛȄ ƻŦ άƛƴǘŜǊƴŀƭ ŀƴŘ ŜȄǘŜǊƴŀƭέ ǊƛǎƪǎΣ 
including malware and USB device-based data 
leaks. Lumension CEO Pat Clawson hopes that 
the Optimal Security blog will be a valuable 
security tool for corporations. 
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=214303762 
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Oak Ridge Explores Cybots 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
02/23/2009 

The Ubiquitous Network Transient Autonomous 
Mission Entities program is being developed at 
Oak Ridge National Laboratory by a team of 
security researchers. The program hopes to 
create a distributed framework that would 
support commercial tools and security devices 
as well as enable point-to-point solutions that 
would provide situational awareness and 

response capabilities. The program hopes to 
create futuristic security functionality for 
complex cyber environments by maintaining 
awareness of the activities of other cybots in 
the group. The system has only been tested in 
an isolated network, but researchers believe 
that, if implemented, UNTAME could provide 
defense for US systems. 
http://gcn.com/articles/2009/02/23/oak-ridge-
explores-cybots.aspx 

 

CYBER SPACE HACKS  AND ATTACK S

Commentary: Silent Cyberwar 
BY: ARNAUD DE BORCHGRAVE, UPI 
02/17/2009 

The article discusses the growth of cyber 
warfare, and talks about the millions of daily 
attacks on Pentagon computer systems and 
congressional computers, presumably from 
foreign governments like China or Russia. The 
article also briefly discusses the denial-of-
service attacks that were organized by FAPSI, 
the Russian Federal Agency for Government 
Communications and Information, that targeted 
Estonia in 2007, Georgia in 2008 and Kyrgyzstan 
in 2009. Contrary to most reports, the article 
ǎǘŀǘŜǎ ǘƘŀǘ ǘƘŜ ¦Φ{Φ ƛǎ άƪŜŜǇƛƴƎ ǿŜƭƭ ŀƘŜŀŘ ƻŦ 
ǇƻǘŜƴǘƛŀƭ ŀŘǾŜǊǎŀǊƛŜǎ ƛƴ ŎȅōŜǊǎǇŀŎŜέ ōŜŎŀǳǎŜ ƻŦ 
improvements in computing speeds and the 
ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƘŜ 9ƴŜǊƎȅ 5ŜǇŀǊǘƳŜƴǘΩǎ 
άwƻŀŘwǳƴƴŜǊέ ǘŜŎƘƴƻƭƻƎȅΦ {ǘƛƭƭΣ ŜȄǇŜǊǘǎ ǿŀǊƴ 
that the current financial crisis and the increase 
of Internet propaganda has given al Qaida and 
its affiliates an opportunity to stage attacks and 
spread their message. 
http://www.upi.com/Emerging_Threats/2009/0
2/17/Commentary_Silent_cyberwar/UPI-
74141234886723/ 
 

Reported Raids on Federal Computer Data 
Soar 
BY: PETER EISLER, USA TODAY 
02/16/2009 

The US Computer Emergency Readiness Team 
(US-CERT) recently released data that found 
that cyber attacks on US computer networks 
increased by 40 percent last year. Joel Brenner, 
counterintelligence chief in the Office of the 
National Director of National Intelligence, says 
that the government does not publicly disclose 
how many of these attacks succeed, but that 
officials in the Department of Defense, 
Department of Homeland Security, Department 
of State and Department of Commerce have all 
been victim to intrusions that resulted in the 
loss of sensitive information. Director of 
National Intelligence Dennis Blair told Congress 
that government computer networks are being 
targeted by foreign nations such as China and 
Russia that are seeking confidential information 
and may plant malicious software that could 
slow U.S. computer networks in an emergency. 
http://www.usatoday.com/news/washington/2
009-02-16-cyber-attacks_N.htm 

http://gcn.com/articles/2009/02/23/oak-ridge-explores-cybots.aspx
http://gcn.com/articles/2009/02/23/oak-ridge-explores-cybots.aspx
http://www.upi.com/Emerging_Threats/2009/02/17/Commentary_Silent_cyberwar/UPI-74141234886723/
http://www.upi.com/Emerging_Threats/2009/02/17/Commentary_Silent_cyberwar/UPI-74141234886723/
http://www.upi.com/Emerging_Threats/2009/02/17/Commentary_Silent_cyberwar/UPI-74141234886723/
http://www.usatoday.com/news/washington/2009-02-16-cyber-attacks_N.htm
http://www.usatoday.com/news/washington/2009-02-16-cyber-attacks_N.htm
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Not Among Friends: The Dangers of Social 
Networks 
BY: BILL BRENNER, PC WORLD 
02/14/2009 

Security researchers Nathan Hamiel and Shawn 
Moyer recently spoke at the ShmooCon 2009 
conference, saying that social networking sites 
like MySpace and Facebook are presenting 
challenges especially for companies whose 
employees use the sites on work machines. 
Cyber criminals are able to hack into a social 
network account and then use the account to 
launch attacks against other site users and 
other Web 2.0-based applications. The 
researchers demonstrated these risks by 
creating imposter profiles on networking site 
LinkedIn under a prominent name, and then 
ƳŀƪƛƴƎ άŦǊƛŜƴŘǎέ ƻǊ ƻƴƭƛƴŜ ŎƻƴƴŜŎǘƛƻƴǎ ǿƛǘƘ 
other executives. They also demonstrated how 
to access and deface MySpace pages and how 
to find phone numbers and other personal 
information through social networking site 
Twitter. 
http://www.pcworld.com/article/159560/social
_network_hazards.html 

 
Three Ways Twitter Security Fails 
BY: JOAN GOODCHILD, PC WORLD 
02/22/2009 

Security experts discuss three ways that the 
Twitter blogging platform could improve 
security including addressing the lack of e-mail 
authentication, making it more difficult to 
άŦƻƭƭƻǿέ ǳǎŜǊǎΣ ŀƴŘ ¦w[ ǎƘƻǊǘŜƴƛng. The experts 
say that hackers can easily send out malicious 
links through Twitter because users cannot tell 
where a link will go when they scroll to it. Also, 
spammers can create Twitter accounts and 
follow users with the fake accounts, which gives 
the spammers credibility and increases their 
potential to damage accounts. Finally, experts 
report that users that sign up for Twitter are not 
required to prove that their e-mail address is 

legitimate, which makes it easier for spammers 
to create fake accounts and spam networks. 
http://www.pcworld.com/businesscenter/articl
e/159981/three_ways_twitter_security_fails.ht
ml 

 

U.S. Banks by Far Most Targeted in Global 
Phishing Attacks 
BY: MELANIE RODIER, WALL STREET & TECHNOLOGY 
02/20/2009 

A report published by RSA reports the US 
financial industry as the industry most targeted 
by phishing attacks worldwide in 2008.  With a 
total surge of 66 percent in phishing attacks 
against all industries around the world in 2008, 
the first six months of the year revealed a 
decrease, peaking in April with 15,002 
attempts.  During that time, the US led by a 
large margin in terms of the number of attacked 
brands and the largest number of attacks.   
http://www.wallstreetandtech.com/data-
security/showArticle.jhtml;jsessionid=VRCIWBF
F4XH0QQSNDLPSKH0CJUNN2JVN?articleID=214
502090 

 

Tricks and Traps in Cyberspace 
BY: DARLEEN HARTLEY, SECURITY PARK 
02/20/2009 

Graham Cluley with UK security firm Sophos, 
explains how social networking site users could 
be victim to social engineering attacks that 
appear to come from other users as well as 
pop-up ads and random messages that trick a 
user into clicking on a malicious link. Social 
engineering attacks are popular in large 
corporations where employees may not know 
all of their coworkers, and are tricked by 
criminals pretending to be trusted coworkers. 
The article discusses how criminals gain physical 
ŀŎŎŜǎǎ ǘƻ ŀ ŎƻƳǇŀƴȅΩǎ ŦŀŎƛƭƛǘƛŜǎΣ ŀƴŘ ƻŦŦŜǊǎ ƭƛƴƪǎ 
to help users understand how to spot a fake link 
or online message. 
http://www.securitypark.co.uk/security_article
262624.html 

http://www.pcworld.com/article/159560/social_network_hazards.html
http://www.pcworld.com/article/159560/social_network_hazards.html
http://www.pcworld.com/businesscenter/article/159981/three_ways_twitter_security_fails.html
http://www.pcworld.com/businesscenter/article/159981/three_ways_twitter_security_fails.html
http://www.pcworld.com/businesscenter/article/159981/three_ways_twitter_security_fails.html
http://www.wallstreetandtech.com/data-security/showArticle.jhtml;jsessionid=VRCIWBFF4XH0QQSNDLPSKH0CJUNN2JVN?articleID=214502090
http://www.wallstreetandtech.com/data-security/showArticle.jhtml;jsessionid=VRCIWBFF4XH0QQSNDLPSKH0CJUNN2JVN?articleID=214502090
http://www.wallstreetandtech.com/data-security/showArticle.jhtml;jsessionid=VRCIWBFF4XH0QQSNDLPSKH0CJUNN2JVN?articleID=214502090
http://www.wallstreetandtech.com/data-security/showArticle.jhtml;jsessionid=VRCIWBFF4XH0QQSNDLPSKH0CJUNN2JVN?articleID=214502090
http://www.securitypark.co.uk/security_article262624.html
http://www.securitypark.co.uk/security_article262624.html
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Hacker Challenge Takes Aim at Browsers, 
Smartphones 
BY: GREGG KEIZER, COMPUTERWORLD 
02/11/2009 

Terri Forslof, the manager of security response 
at TippingPoint, recently announced that the 
άt²bнh²bέ ƘŀŎƪƛƴƎ Ŏƻmpetition that targets 
browsers and smartphones will be part of the 
CanSecWest security conference in March. The 
contest will include two hacker competitions. 
¢ƘŜ ŦƛǊǎǘ ǿƛƭƭ ǘŀǊƎŜǘ aƛŎǊƻǎƻŦǘΩǎ LƴǘŜǊƴŜǘ 
9ȄǇƭƻǊŜǊ уΣ aƻȊƛƭƭŀ /ƻǊǇΦΩǎ CƛǊŜŦƻȄΣ ŀƴŘ !ǇǇƭŜ 
LƴŎΦΩǎ Safari browsers. The second contest will 
target smartphone operation systems including 
DƻƻƎƭŜ LƴŎΦΩǎ !ƴŘǊƻƛŘΣ aƛŎǊƻǎƻŦǘΩǎ ²ƛƴŘƻǿǎ 
aƻōƛƭŜ ŀƴŘ !ǇǇƭŜΩǎ ƛtƘƻƴŜ ƻǇŜǊŀǘƛƻƴ ǎȅǎǘŜƳǎΦ 
Prize amounts and contest rules have not yet 
been released. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9127
820 

 
67 Computers Missing From Nuclear 
Weapons Lab 
BY: JOAN LOWY, ASSOCIATED PRESS 
02/12/2009 

The Project on Government Oversight group 
recently released a memo that said that the Los 
Alamos nuclear weapons laboratory in New 
Mexico is missing 67 computers including 13 
that were reported lost or stolen in the past 

year. Los Alamos spokesman Kevin Roark says 
that the lab is enforcing new inventory program 
to keep track of computers, and explains that 
the lost computers did not contain classified 
information. Three of the computers were 
ǎǘƻƭŜƴ ŦǊƻƳ ŀƴ ŜƳǇƭƻȅŜŜΩǎ ƘƻƳŜΣ ŀƭǘƘƻǳƎƘ only 
one of those machines was authorized for home 
ǳǎŜΣ ŀƴŘ ŀƴ ŜƳǇƭƻȅŜŜΩǎ .ƭŀŎƪ.ŜǊǊȅ ŘŜǾƛŎŜ ǿŀǎ 
ƭƻǎǘ ƛƴ ŀ άǎŜƴǎƛǘƛǾŜ ŦƻǊŜƛƎƴ ŎƻǳƴǘǊȅΦέ 
http://news.yahoo.com/s/ap/20090212/ap_on
_go_ca_st_pe/los_alamos_computers 
 

The Tigger Trojan: Icky, Sticky Stuff 
BY: BRIAN KREBS, THE WASHINGTON POST 
02/24/2009 

A data-stealing Trojan horse program named 
ά¢ƛƎƎŜǊΦ!έ ōȅ ƛ5ŜŦŜƴǎŜ ƛǎ ŀ ŦƻǊƳ ƻŦ ƳŀƭǿŀǊŜ 
which allows the attacker unauthorized access 
to a host machine and access to the 
άŀŘƳƛƴƛǎǘǊŀǘƻǊέ ŀŎŎƻǳƴǘ ƛƴ ²ƛƴŘƻǿǎΦ  ¢ƛƎƎŜǊ 
performs undisclosed functions and is 
unrecognizable to most anti-virus products. In 
addition, this data stealing Trojan removes 
other malicious software, illustrating the 
sophistication of modern malware and the 
importance of a multi-layered approach to 
security. 
http://voices.washingtonpost.com/securityfix/2
009/02/the_t-i-double-guh-
r_trojan_ic.html?wprss=securityfix 

 
 

 

High Tech Problem Solvers  
www.gtri.gatech.edu 
From accredited DoD enterprise systems to exploits for 
heterogeneous networks, GTRI is on the cutting edge of 
cyberspace technology.  Transferring knowledge from research 
activities with the Georgia Tech Information Security Center, GTRI 
is able to bring together the best technologies, finding real-world 
solutions for complex problems facing government and industry.  

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9127820
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9127820
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9127820
http://news.yahoo.com/s/ap/20090212/ap_on_go_ca_st_pe/los_alamos_computers
http://news.yahoo.com/s/ap/20090212/ap_on_go_ca_st_pe/los_alamos_computers
http://voices.washingtonpost.com/securityfix/2009/02/the_t-i-double-guh-r_trojan_ic.html?wprss=securityfix
http://voices.washingtonpost.com/securityfix/2009/02/the_t-i-double-guh-r_trojan_ic.html?wprss=securityfix
http://voices.washingtonpost.com/securityfix/2009/02/the_t-i-double-guh-r_trojan_ic.html?wprss=securityfix
http://www.gtri.gatech.edu/
http://www.gtri.gatech.edu/
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ATM Hack: Organized Crime or Market 
Forces 
BY: ANDREAS M. ANTONOPOULOS, NETWORK 
WORLD 
02/17/2009 

According to the FBI, an online scam in 
November 2008 resulted in more than $9 
million stolen from ATM machines worldwide. 
The attack targeted ATM machines in more 
than 49 cities around the world, and is just one 
example of the increase in organized 
professional cybercrime by criminals who are 
financially motivated. The article explains how 
criminals can sell credit card information to 
smaller organizations and individuals making 
detection and attribution more difficult for law 
enforcement. The organizations that buy credit 
card information usually have no idea where 
the account information came from, making it 
more difficult for agencies such as the FBI to 
find the source of the stolen data. 
http://www.networkworld.com/columnists/200
9/021709-andreas.html 
 

Suspects Trick ATMs into Giving Away $20 
Bills 
NEWSCHANNEL5.COM 
02/23/2009 

Police in Tennessee say two people robbed an 
ATM machine using untraceable debit gift cards 
and a security code that actually reprograms 
the machine and tricks it into "thinking" it is 
dispensing one dollar bills, when actually, it is 
giving out twenties.  It is part of a high-tech 
scam that no one knows is going on until it is 
too late.  Police have seen similar cases in 
Lincoln, Neb., and Virginia Beach, Va. 
http://www.newschannel5.com/Global/story.as
p?S=9893450 

Zero-Day Attack on Adobe Acrobat and 
Reader Under Way, But Patch is Weeks 
Away 
BY: KELLY JACKSON HIGGINS, DARK READING 
02/20/2009 

An alert has been issued by Adobe regarding a 
new attack that is exploiting a previously 
unknown bug in Adobe Acrobat Reader.  The 
vulnerability is being described as a critical 
buffer overflow in Versions 9 and earlier 
versions of both Adobe Reader and Acrobat and 
could cause the application to crash and 
potentially allow an attacker to take control of 
the affected system.  Several antivirus firms can 
now detect the attack.  Adobe will release a 
patch next month. 
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=214502130 
 

Fortinet Investigates a New SMS Mobile 
Worm: Yxes.A 
FORTIGUARD ADVISORY 
02/18/2009 

The FortiGuard Global Security Research Team 
recently announced the discovery of a new 
mobile worm, called SymbOS/Yxes.A!worm, 
that targets mobile devices that run SymbianOS 
S60 3rd Edition. The worm steals phone 
ƴǳƳōŜǊǎ ŦǊƻƳ ǘƘŜ ǘŀǊƎŜǘŜŘ ŘŜǾƛŎŜΩǎ ŦƛƭŜ ǎȅǎǘŜƳ 
and sends SMS messages to the stolen numbers 
containing a malicious web address that 
downloads a copy of the worm to the targeted 
phones. The article recommends that mobile 
users have a security solution program such as 
CƻǊǘƛƴŜǘΩǎ CƻǊǘƛ/ƭƛŜƴǘ aƻōƛƭŜΣ ŀƴŘ ǳǎŜ Ŏŀǳǘƛƻƴ 
ǿƘŜƴ ƻǇŜƴƛƴƎ ŀǘǘŀŎƘƳŜƴǘǎ ƻǊ ŦƻƭƭƻǿƛƴƎ ¦w[Ωǎ 
received through SMS/MMS messages. 
http://www.fortiguardcenter.com//advisory/FG
A-2009-07.html 

  

http://www.networkworld.com/columnists/2009/021709-andreas.html
http://www.networkworld.com/columnists/2009/021709-andreas.html
http://www.newschannel5.com/Global/story.asp?S=9893450
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Hackers Break into Government Travel 
Site, Feed Users Attack Code 
BY: GREGG KEIZER, COMPUTERWORLD 
02/18/2009 

Hackers were recently able to hack into the 
GovTrip.com travel reservations website 
commonly used by federal agencies. According 
to the General Services Administration, the 
hackers redirected site traffic to a fake URL that 
sent attack code to victim systems. The GSA 
also said that the scam was quickly identified 
and no personal information is believed to have 
been compromised. The site is operated by 
defense contractor Northrop Grumman Corp. 
and is still currently unavailable online.  
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9128
173&source=rss_topic82 

 

Malware Writers Use Multiple Botnets to 
{ǇǊŜŀŘ ±ŀƭŜƴǘƛƴŜΩǎ 5ŀȅ IŜŀǊǘŀŎƘŜ 
BY: BRIAN PRINCE, EWEEK.COM 
02/11/2009 

Security experts agree that the Waledac botnet 
was a primary source of spam related to 
±ŀƭŜƴǘƛƴŜΩǎ 5ŀȅΣ ŀƭǘƘƻǳƎƘ ƻǘƘŜǊ ōƻǘƴŜǘǎ 
participated in the spam surge. Many experts 
believe that the Waledac botnet is being 
controlled by the same criminals as the Storm 
botnet that became infamous for spam attacks 
before eventually being disconnected in 
October 2008. Similar to the Storm botnet, 
Waledac uses a peer-to-peer connection with 
fast-flux DNS hosting and encryption 
communƛŎŀǘƛƻƴǎΦ ¢ƘŜ ±ŀƭŜƴǘƛƴŜΩǎ ǎǇŀƳ 
messages rely heavily on social engineering by 
tricking the victim into following a link that 
downloads a malicious Trojan.  
http://www.eweek.com/c/a/Security/Malware-
Writers-Use-Multiple-Botnets-to-Spread-
Valentines-Day-Love/ 

WŀŎƪ {ǘǊŀǿΩǎ 9-mail Account Hacked by 
Fraudsters 
TELEGRAPH.CO.UK 
02/24/2009 

An e-mail, sent by Internet fraudsters believed 
to be Nigerian, claimed that Justice Secretary 
Jack Straw was traveling to Africa on a charity 
mission when he lost his wallet.  The e-mail 
which was sent to friends of Jack Straw and 
claimed he was in Nigeria and needed $3,000 to 
fly home.  Straw confirmed the e-mail had been 
sent to numerous people in his address book.  
The Hotmail account has been suspended by 
Microsoft officials. 
http://www.telegraph.co.uk/news/newstopics/
politics/lawandorder/4797260/Jack-Straws-
email-account-hacked-by-fraudsters.html 

 

New in-the-wild attack targets fully-
patched Adobe Reader 
BY: DAN GOODIN, THE REGISTER 
02/20/2009 

Security experts are warning Adobe Reader 
users about an unpatched vulnerability in 
versions 8.1.3 and 9.0.0 that is being used to 
install malware on victim PCs. There are 
multiple versions of the exploit being used, 
ƛƴŎƭǳŘƛƴƎ ƻƴŜ ǿƘƛŎƘ ƛƴǎǘŀƭƭǎ ŀ άǊŜƳƻǘŜ ŀŎŎŜǎǎ 
Trojan known as Gh0st RATΦέ Various antivirus 
programs are able to detect the bug including 
Trend Micro and Symantec. Updates for the 
patch will not be available until mid March for 
version 9, and even later for earlier versions. 
The article recommends that users disable 
JavaScript in Reader to help prevent infection 
from the bug. 
http://www.theregister.co.uk/2009/02/20/ado
be_reader_exploit/ 

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128173&source=rss_topic82
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128173&source=rss_topic82
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http://www.eweek.com/c/a/Security/Malware-Writers-Use-Multiple-Botnets-to-Spread-Valentines-Day-Love/
http://www.eweek.com/c/a/Security/Malware-Writers-Use-Multiple-Botnets-to-Spread-Valentines-Day-Love/
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http://www.telegraph.co.uk/news/newstopics/politics/lawandorder/4797260/Jack-Straws-email-account-hacked-by-fraudsters.html
http://www.telegraph.co.uk/news/newstopics/politics/lawandorder/4797260/Jack-Straws-email-account-hacked-by-fraudsters.html
http://www.telegraph.co.uk/news/newstopics/politics/lawandorder/4797260/Jack-Straws-email-account-hacked-by-fraudsters.html
http://www.theregister.co.uk/2009/02/20/adobe_reader_exploit/
http://www.theregister.co.uk/2009/02/20/adobe_reader_exploit/
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Internet Explorer Attack Hides in Word 
Docs 
BY: ROBERT MUNRO, IT EXAMINER 
02/18/2009 

Microsoft recently issued a patch for a 
vulnerability that allows hackers to launch an 
attack from a malicious Word document rather 
than an infected web page. Several antivirus 
software vendors have reported finding 
malicious Word documents and infected 
systems so far, and expect the number of 
compromised documents to increase. Microsoft 
is urging users to run current updates. 
http://www.itexaminer.com/internet-explorer-
attack-hides-in-word-docs.aspx 
 

Fake Infection Warnings Can Be Real 
Trouble 
BY: ERIK LARKIN, PC WORLD 
02/10/2009 

Christopher Boyd, senior director of malware 
research for security company FaceTime 
Communications, explains that many pop-ups 
that appear to warn users about an infection on 
their machine, may be fake ads which try to 
trick the target into buying fake antivirus 
products. Boyd says that the pop-up windows, 
which are often reached by clicking a bad link 
online, do not cause usually lasting damage, 
although the user may need to restart their 

machine to get rid of the ads. Boyd explains 
that users may see persistent pop-up ads, 
especially after rebooting their PC, and the 
desktop background may change if the user is 
infected with a rogue antivirus program.  
http://www.pcworld.com/article/159316/articl
e.html?tk=nl_spxblg 
 

{ǇŀƳƳŜǊǎ .ǊŜŀƪ IƻǘƳŀƛƭΩǎ CAPTCHA Yet 
Again 
BY: JOHN E. DUNN, TECHWORLD 
02/16/2009 

Security company Websense recently released 
analysis that showed how spammers have come 
up with new ways to fool the CAPTCHA 
ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎȅǎǘŜƳ ƻŦ aƛŎǊƻǎƻŦǘΩǎ [ƛǾŜ 
Hotmail system. Attackers use bot-controlled 
PCs to fill in information fields required by 
Hotmail and then upload the provided 
CAPTCHA image to a remote server which 
decodes the image. Websense estimates that 
the decoding attempts will be successful 
between 12 and 20 percent of the time. These 
new attacks include encrypted communication 
between the bot-controlled PC and remote 
host, making detection and blocking the traffic 
more difficult. 
http://www.techworld.com/news/index.cfm?R
SS&NewsID=110908 

 
 

 

Raytheon  

Aspiring to be the most admired defense and aerospace systems 

supplier through world -class people and technology Raytheon is 

a technology leader specializing in defe nse, homeland security, 

and other government markets throughout the world. With a 

history of innovation spanning more than 80 years, Raytheon 

provides state -of - the -art electronics, mission systems 

integration, and other capabilities in the areas of sensing ; 

effects; command, control, communications and intelligence 

systems, as well as a broad range of mission support services.  

  

http://www.itexaminer.com/internet-explorer-attack-hides-in-word-docs.aspx
http://www.itexaminer.com/internet-explorer-attack-hides-in-word-docs.aspx
http://www.pcworld.com/article/159316/article.html?tk=nl_spxblg
http://www.pcworld.com/article/159316/article.html?tk=nl_spxblg
http://www.techworld.com/news/index.cfm?RSS&NewsID=110908
http://www.techworld.com/news/index.cfm?RSS&NewsID=110908
http://www.raytheon.com/
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CYBER SPACE TACTICS AND DEFENSE  

Web Defenders to Hone Skills in Virtual 
World 
BY: ERIC BLAND, MSNBC 
02/24/2009 

The National Cyber Range (NCR), a virtual 
environment that will simulate battles and 
ŘŜǾŜƭƻǇ ǾƛǊǘǳŀƭ ǿŜŀǇƻƴǎΣ ǿƛƭƭ ŀƭƭƻǿ !ƳŜǊƛŎŀΩǎ 
cyber warriors to sharpen their skills in cyber 
defense.  The NCR is merely a formalization of 
the cyber war games the military has been 
conducting during the past couple of decades. 
Ed Adams of Security Innovation compares the 
National Cyber Range to the board game Risk by 
ǎŀȅƛƴƎ άLƴǎǘŜŀŘ ƻŦ ƘŀǾƛƴƎ ƭƛǘǘƭŜ ǎǉǳŀǊŜǎ ǎƛǘǘƛƴƎ 
on top of Brazil, you have virtual avatars sitting 
on a piece of data that you are assigned to 
ǇǊƻǘŜŎǘΦέ  WƻƘƴǎΩ IƻǇƪƛƴǎ ¦ƴƛǾŜǊǎƛǘȅ ŀƴŘ 
defense contractor Northrop-Grumman were 
both recently awarded multi-million-dollar 
contracts to help build the National Cyber 
Range with the Defense Advanced Research 
Projects Agency. 
http://www.msnbc.msn.com/id/29370331/ 
 

Cybersecurity Chiefs Unveil Plan to Lock 
Out Intruders 
BY: GREGG CARLSTROM, FEDERAL TIMES 
02/23/2009 

A team of officials from the Defense and Energy 
departments, chief information officers, the 
IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅ 5ŜǇŀǊǘƳŜƴǘΩǎ /ƻƳǇǳǘŜǊ 
Emergency Response Team, and analysts from 
the Government Accountability Office recently 
released a report that includes 20 steps that 
federal agencies and defense contractors can 
take to improve network security. Experts say 
that the current national cybersecurity strategy 
ƛǎ ŦƻŎǳǎŜŘ ǘƻƻ ƳǳŎƘ ƻƴ άǇŀǇŜǊǿƻǊƪ ŀƴŘ 
ŎƻƳǇƭƛŀƴŎŜέ ŀƴŘ ƴŜŜŘǎ ǘƻ ŦƻŎǳǎ ƳƻǊŜ ƻƴ 
practical security application. The guidelines, 
called Consensus Audit Guidelines, are already 
being implemented at some federal agencies. 

The team plans to review their 
recommendations after agencies implement the 
suggestions and could release an updated set of 
guidelines. 
http://federaltimes.com/index.php?S=3957648 
 

Cyber Threats 101 
BY: KIM HART, WASHINGTON POST 
02/16/2009 

Military officers, agency heads and government 
officials are increasingly training at the National 
Defense University, which is made up of four 
graduate colleges and trains mid-career workers 
in emerging consumer technologies and 
information protection. The college works with 
30 companies including Sprint Nextel, Cisco, 
BAE Systems and Raytheon to stay up-to-date 
on new technologies and equipment. The 
college is also working to become expert in 
cloud computing, which federal agencies and 
contractors are increasingly using. The college 
provides training on biometrics tools, digital 
forensics, encryption detection and exploitation 
of unsecured access points to wireless networks 
as well as criminal tactics to exploit Internet 
vulnerabilities. 
http://www.washingtonpost.com/wp-
dyn/content/article/2009/02/15/AR200902150
1399.html 
 

Big Guns to Back New Encryption Key 
Standard 
BY: ROBERT MCMILLAN, TECHWORLD 
02/11/2009 

A group of vendors including IBM and Hewlett-
Packard are proposing the Key Management 
Interoperability Protocol (KMIP) that would 
improve how encryption management software 
programs work together through the 
Organization for the Advancement of 
Structured Information Standards (OASIS). 
OASIS is expected to form a KMIP Technology 

http://www.msnbc.msn.com/id/29370331/
http://federaltimes.com/index.php?S=3957648
http://www.washingtonpost.com/wp-dyn/content/article/2009/02/15/AR2009021501399.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/02/15/AR2009021501399.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/02/15/AR2009021501399.html
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Committee that will meet for the first time in 
!ǇǊƛƭ ǘƻ ŘŜŦƛƴŜ ǘƘŜ ǎǘŀƴŘŀǊŘΩǎ Ŧƛƴŀƭ 
specifications. Experts hope that the new 
standard will replace the various encryption-key 
management products that are currently 
available, as well as complement existing key 
management standards. 
http://www.techworld.com/news/index.cfm?R
SS&NewsID=110780 
 

After CERT Warning, Microsoft Delivers 
AutoRun Fix 
BY: ROBERT MCMILLAN, IDG NEWS SERVICE 
02/25/2009 

A software update designed to fix a bug in the 
Windows AutoRun software comes one month 
after the US Computer Emergency Readiness 
Team (US-CERT) issued a security alert that 

Windows did not properly disable AutoRun on 
Windows 2000, XP and Server 2003.  This is 
significant, according to CERT, because 
"disabling AutoRun on Microsoft Windows 
systems can help prevent the spread of 
malicious code."  It was later learned that 
Microsoft had actually produced a patch for the 
issue, which users could download for 
themselves, as far back as May, 2008 and their 
July update fixed the problem for Vista and 
Server 2008 but was not automatically updated 
for Windows 2000, XP and Server 2003 users 
until now. 
http://www.networkworld.com/news/2009/02
2509-after-cert-warning-microsoft-delivers.html 
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