. CyberPro O 12 2000

Security
Cyberspace . .
Nscl Institute Keeping Cyber space Professionals Informed
Officers
The articles and information appearing herein areended for
President educational purposes to promote discussion in the public interesttand

Larry K. McKee, Jr.

Chief Operations Officer
Jim Ed Crouch

CyberPro Editor in Chief
Lindsay Trimble

CyberPro Reseealn Analyst
Kathryn Stephens

CyberPro Archive

keep subscribers who are involved in the development of Cyddated
concepts and initiatives informed on items of common interélhe
newsletter and the informationantained therein are not intended to
provide a competitive advantage for any commercial filkmy misuser
unauthorized use of the newsletter and its contents will result in remo
from the distribution list and/or possible administrative, civil, and/or
criminal action.

The views, opinions, and/or findings and recommendations contained
this summary are those of the authors and should not be construed ag
official position, policy, or decision of the United States Government, |
Department of Defase, orNational Security Cyberspace Institute

To subscribe or unsubscribe to this newsletter click herserPro NewSubscription

Please contadtindsay Trimbleegarding CyberPro subscription, sponsorship, and/or advertiseme

All rights reserved. CyberPro may not be published, broadcast,
rewritten or redistributed without prior NSCI consent.

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 1



mailto:larry.mckee@nsci-va.org?subject=CyberPro%20Newsletter
mailto:jimed.crouch@nsci-va.org?subject=CyberPro%20Newsletter
mailto:lindsay.trimble@nsci-va.org?subject=CyberPro%20Newsletter
mailto:kathryn.stephens@nsci-va.org?subject=CyberPro%20Newsletter
http://www.nsci-va.org/CyberProNewsletter.htm
http://www.nsci-va.org/
mailto:cyberpro@nsci-va.org?subject=Cyber%20Pro%20News%20Subscription
mailto:lindsay.trimble@nsci-va.org

| , Editi
e CyberPro Y e 22, 2005

Security
Cyberspace . .
Nscl Institute Keeping Cyber space Professionals Informed
TABLE OF CONTENTS
ThisS WEEK IN CYDEIPIO. ...t e e em e 5
Senior Leader Perspective: Brig. Gen. (S) Dash Jamieson..........cccooeevvvvvieieieevveeiiiiiineeen, 6
(@] 01T 5] o F= Lot =T o T U =P 9
Top 5 Information Security Challenges for US Government AQENCIES .........ccovuriieiiiieieiiiiiee e 9
A Busy Cybersecurity Week in WasShinNQtON ..............uuiiiiiiiiiiiiieieiiieiiisieieeeieesesisrsrsrersrerernrerern .. 9
Securing Cyberspace Requires a New ALHEUAE .........coooeee e 9
Report Slams fACrudeo Ef.f.or.t... .t.o.. .Ei.ght.. . Web..Mil.i.Qants
US Facing ASYmMmMmEtriC, CYDEr WaAITAIE...........iiiiiiiiee ittt ettt e e eneee e 10
New Cybersecurity Controls Simplify, Prioritize ProteCtions ...........cccueeeiiiiiiiiiiiiiiie e 10
Chief of Key Internet Oversight BOAY IS LEAVING ......uuutiiiiiiiiiiiiiieie ettt e e e e e 10
Government Keeping Its .Gov DOmMain NameS SECTEL........cciiuiiiiiiiiiieiiiiiee e 10
Cyberspace Obama AdmINISIratioN...........coooeeiiiiiiiiii i e eem e e e e e eeanens 11
Obamads Cybersecurity Buddget..Gai.ns...Sol.i.d..Suppldr t
Administration to Request More for CYDErSECUIILY ...........uuuuuuiiiieiiiiieiiieieieieiereierererrrrr ... 11
White House Issues Interim Statement on Cybersecurity REVIEW .............uuuvvvviuiuimivimieinininiiininiennn. 11
Cybersecurity Recommendations PrOQIESS .......ciiiuiiiiiiiiiiieiiieee ettt ettt sba e snneeas 11
Cybersecurity Hearing Prompts Calls for Leadership, LAWS ........coccuiiiiiiiieiiiiiee e 11
White House Urged to Stop CYDEr ALLACKS ..........uuuuiiiiiiiiiiiiiieieiiisieieeeieeeesrsierseersrnrerrrrrernrra———. 12
NSA Dominance of Cybersecur it yCybsoChiefdellssCormmesst..a...18@ Gr a v P
Officials Urge Civilian CybDerseCUrity ROIE ..........ccoiiuiiiiiiiiiiieiie e 12

Experts Criticize NSAds Gr.owi.ng..Rol.e..i.n..Cy.berl8ecurfty
US Spy Agency Gains Support for Cyber SECUrity ROIE ...........uuuuiuiiiiiiiiiiiiiiiiiiiiiiieieieieieieneneeeeennnnnnnn. 13

Obamads Intelligence Chief: NSA Showul.d. .. Hav.e.. . Wi3dder ol ¢
Vivek Kundra Says Heo6l | | mpTechnobgytButdHe Faeced andnariensé&so v er nfhe n

(O3 0= 11 1T oo PSPPI 13
Job One for New Federal CIO: Balance Openness With SECUFILY ...........cccuuvieiiiiiiniiiiiiiiee e, 14
Hope for a New Cybersecurity ADMINISIIatioN .........ccoooiiiiiiiiiiiiae e 14
(O] Te =Y (T o (o @ o= 1o PR 14
Cyberspace Department of Defense (DOD)...........oiiviiiiiiiiiiiiieee e 15
NEW CYDEr COCOM LIKEIY ....ueieeiiiiiee ettt ettt e ettt e e et bt e e e snbt e e e e abbeeeesbeeeeean 15
Officials to Unveil New Cybersecurity Language for Defense Contracts This Spring ..........ccccccceeeeeeenne 15
Chilton: DoD Needs Centralized Command And Control for Cyber ... 15

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 2




| , Editi
i CyberPro O areh 12. 2000

“  Security
Cyberspace
Nscl Institute Keeping Cyber space Professionals Informed
NSA Chief Continues Bid to Take Over CYDErSECUNILY..........uuiiieeiiiiiiiiiiiee e 15
Donley Sets Out Structure for Cyber COMMANG ..........cooiiiiiiiiie e e e e 15
(3 o1 g I T == L I = U o T O OO OP PP PPTPPPPPPP 16
Air Force Grounds CYDEr EFfONS ........c.uiiiiiiiiie ittt 16
Aggressors Prowl for Air FOrce INfOrMAatIoN...........cvviiieriiiee et 16
BEING the BAO GUY ....coiii ittt e e e e sttt e e e e e st bt e e e e e e s e s annbeeeeeeaeeeeannnneees 16
NETWARCOM Conducts Network Security Training DAy ..........coeiicuuiiieieeareiiiiiieea e ssiiieeee e e e eeeeeeees 16
Army Developing Teams for EIeCtronic Warfare ...........cccocvveeiiiiic e 17
Cyberspace Department of Homeland Security (DHS)..........coovviiiiiiiiiiiiciiiiiieeeeeeeeeen 17
Breaking: Cyber SeCUrity CZar QUILS .........uuuuuuuuiuiuruiuieruieiuieiernrsrernrnrnrernrereeern.—.—.—————————————————————————————. 17
Top Cyber Official SOUNAS Off ......cooiiiiii e 17
A Struggle OVEr U.S. CYDEISECUILY ......eeiiiriiieiiiiee ettt ettt ettt e et e e e sabre e e s snbneeeeneee 17
New DHS Cyber-Security Working Group LinkS AQENCIES ........cocviieiiiiiiiiiiieee et 18
Cyberspace INtErNALIONAL......... ... 18
From (& T0) RUSSIA, WItN LOVE .....oeeiiiiiiiei ettt ettt et e et e e e s bneee e 18
Russia Kinda-Sorta Owns Up to Estonia CYDErWar ............ociiiiiiiiiiiii e 18
Russian Password Crackers W00 GOVEIMMENTS .........cuuiieiiiiieeiiiiieeeirieeeesrreee e e snreeesssnneeessnnneeee s 19
Germany Ratifies CYDErcrime TrEALY .....cccccicie i 19
German Intelligence Tapped FOreign DeSKIOPS ........uvii ittt 19
Internet Seen as Growing Weapon in Asian Radicalization .............ooccceeiiiiiiiiiiie e 19
Cybercriminal Leads Ukrainian POIItICAI PAITY ............coiiiiiiiiiiiiie e 20
Cyberspace RESEAICH..... ..o 21
Cyberattack Mapping Could Alter Security Defense Strategy.........ccccoeeeee e, 21
Feds Look for Advanced Security Tools to Thwart HACKEI'S ..........cccuviiiiieeiiiiiiiieee e 21
Colonies of 6Cybotsé May Def.end...Gowver.nment. .. .Nelwor k
Bad, Bad, Cybercrime-Friendly ISPS!...... ... iiiiiieiiiiiiieiiiiieieieieieieieiaereeeeeeeeeabeeerareesreeaesrersenssrsrnrnrnrnrnnns 21
Study: Antivirus Software Catches About Half of Malware, Misses 15 Percent Altogether ................... 21
Study: Hackers Still Driven by Urge to Vandalize Web SItesS .........ccuviiiiiiiiiiiiiie e 22
Cyberspace Hacks and AttaCKS..........cooiiuiiiiiii e 23
The ECONOMY and CYDEI CHIME .....eeiiiiiiiiiiiiie ittt ettt e e ettt e e e e e e st b e e e e e e e e s e annbreaeeaaens 23
Ten Million PCs Infected by Trojans, VENAOr REPOIS........cociiiiiiiiiiieeeie ittt 23
Classified Data on Presidentdés Helicopt.erl..Lea2Zed vjila
Appl ebds Safari Wil Fal l First .at..Hacker..Cont28st , as
Announcing the Native Client SECUFitY CONTEST........uii it 24

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 3




5

i CyberPro Y et 22, 2009
¢ Security
Cyberspace
Nscl Institute Keeping Cyber space Professionals Informed
New Worm Variant 0N the LOOSE ........oiuuiiiiiiiiee ittt ettt e e st e e e s bt ee e s bbeeeesnbbeeeesnbreeeeaa 24
Massive Botnet DD0S Attack HitsS MININOVA.OIG......ieveeiiiiiiiiiiee e e s it e e e e s e st e e e e e s sanrreee e e e e e s e nnnnnees 24
Autorun Infections Re-emerging in Wild ... 24
0 Ti gg e rKeepS Beouritp Researchers HOPPING.......ocuii it 24
Koobface Worm to Users: Be my Facebook Friend .........c.c.ouevviiiiiiiiiiiiic e 25
Conficker Botnet Ready to be SpPlit, SOIA ..........ooiiiiiiiiiiiiiiie e 25
Cyberspace Tactics and DefenSe...........ouvuiiii i 25
Collaborative Utility Task Force Partners with DOE to Develop Cyber Security Requirements for
Advanced Metering INFTASIIUCTUIE .........oiiiiiiii et et e e 25
Why Web Security Matters t0 US All.........uuiiiieiieiiiieieieieieisisisiseeseeseseesersesseeererererernrersrereenrerersrnrnrnrnrnnnnne 26
Government Implements DNSSEC on the .Gov DOmMain ........ccoooeieiiiiie e, 26
The Fantasy and Reality of GOVEINMENT SECUNLY ........oveiiuiiiiiiiiiie ittt 26
Thumb Drives LIKE UNSAfE SEX ....uveeiiiiiiiiiiiiiiiii ettt e e et e e e e e s s st e e e e e e s e s nnnteneeeeeens 27
Computer Security Handbook Fifth Edition is Ready ..., 27
Your Cell and Your Berry: TOOIS Of the ENEMY .......coouiiiiiiiiie e 27
Tech Insight: How to Prevent Dangerous Leaks From Your Metadata.........ccccceevvveiiiieeieee e, 27
Outbound Internet Connections Must Be As Tightly Secured As Inbound Connections....................... 28
CyDErsSPaCe LeGQAL.......coooiiiiiiiii s 28
Security Consultant Turned Hacker Gets Prison for Running Botnet............cccoo oo, 28
German Cops BUSt CYDEICHME FOIUM ......c.oiuiiiiiiiiiie ettt ee e s 28
Banks, Credit Unions begin to Sue Heartland over Data Breach..........ccccccovveiiiiiiiee e 28
Beijingds Top | nter.net. .. SpYy. .. .ALl.e.S.l.e. 0. ... 28
Hacker Sentenced for Stealing Millions from U.S. Credit Cards ...........ccccuvviiimiiiiininieiniiieieiieieinnnnn. 29
CyberspaceRelated CONfEIENCES........ccoiiiiiiie e 30
Employment Opportunities With NSClL..........ooiiiiiiiieee e 32
CyberPro Content/BHIDULION .......c.ouuiiieiiii e e e e e e e e aaa e eeeee 32

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 4




A Volume 2, Edition 5
_National Cybe r P o March 12, 2009
Security
Cyberspace

Nscl Institute Keeping Cyber space Professionals Informed

THIS WEEKIN CYBERPRO

BYLINDSAY TRIMBINATIONAL SECURCMBERSPACE INSTITINTE

As the Obama administration settles irite second month in office, cyber security is taking a top focus
(page 9. In his recent budget request, President Barack Obama requested $355 millior for th

Il 2YStFyR { SOdzNdyhedsecity effbriddn B18 @ane1y. Thebudget overview

promised increased funding for a comprehensive cyber strategy that encompasses homeland security,
intelligence, law enforcement, military and diplomatic components.

Although this interagency cyber strategy is proposed, there is still a battle for cyber security leadership

in the United States. WashingtonPostarticle pagel?7) announces that Rod Beckstrom, the federal

3 2 @S NY yieysacriy cadrdinator, recently resigned due to a lack of funding and a struggle for

power with the National Security Agen®jirector of National IntelligencBennis Blair spoke to the US

House of Representativesrlierthis month and said thatthefN! a K2 dzZ R f SF R GKS y i A :
security efforts pagel3). Paul Kurtz, consultant and advisor to the Obama transition team, has also

made this recommendatiorRecommendations were made by senior expertsweaek (page 12to

members of the House Subcommittee on Emerging Threats, Cybersecurity, Science and Technology to

reject an agencjed approach and give the White House leadership and integration responsititigr

officials are urging a strong civilian componeguéage 13.

Military branches in the Department of Defense are stepping up cyber defensive and offensive
strategies as well. The Air Force has two squadrons that speifically to combat cyber threafsage

160 ® ¢KS&aS ! ANI C2NDS aKFO{1SNR¢ ¢2N)] (2 NBLIX AOI
identify and defend against threats.

O

hdzNJ ad{ Sy A 2 NJ [ ShisRé&Npage$ NIith)Sradierdssrieral (select) Dash Jamieson, a

leader in Intelligence, Surveillance and Reconnaissance for the US Air Force. In her interview, she
explainshow the Air Force is shorteningkK S G { Aft OKIFI Ay ¢ Ay GKS ySg R2[I A
highlights the importance of partnerships across government agencies and with industry and academia.

Cyber attacks are also headlining legal cases. Since the massive data breach of Haamar#s ago,
eight banks and credit unions have filed lawsuits against the compaige®H @ ¢ KA a 6SS1 Q
G4/ 20SNEBEDS: 550GA2Yy KAIKEAIKGAE O2dNL OF 3845 |
Bulgariaand Beijing.

A
IfAy

28 K2LIJS 82dz Syez2acybémta 655104 SRAGAZY 27
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SENIOR LEADER PERSPECTIVE : BRIG . GEN. (S) DASH JAMIESON

b{/LQa [AYyRal & ¢ N Ydalics GanBa&eftjidagh A
Jamieson, director, ISR Strategy, Integration ancrive (HAF/A2D), Deputy
Chief of Staff, Intelligence, Surveillance and Reconnaissance, Headquarterg
Air Force, Pentagon, Washington(CD A2D is responsible for developing and
promulgating AF ISR strategy and plans, guiding Air Forceamddongrange
ISR capability and requirementsatling eneto-end ISR capabiligyortfolio
management, formulating iAForce ISR doctrirend managing policy guidance
concerningeadiness, education, trainirand career field development for Tota
Force ISR persoel.

NSCIAdvancements in cyberspace technology have improved the ability of ISR assets to provide
actionable intelligence to commanders and fielded forces. How have those advances in cyberspace
increased the vulnerabilities of ISR operations, and whabgeing done to ensure continued network
and information assurance as related to ISR operations?

BRIG. GEN. (S) DASH JAMIE®®Nre at the tip of exploding cyberspace capability. As such, they will
increase our strengths to shorten the kill chain amdvide decision superiority to the warfighter. Our

Air ForceNetwork Operations Center does a phenomenal job defending our networks every day to
ensure we have continued access to conduct ISR operations.

NSCIThe armed forces have made significantR @ y OS&a Ay akK2NISyAy3 GKS
target to taking action against itHow has cyberspace impacted the tightening of the kitiain,
specifically find, fix, traclkand assess?

JAMIESON: Although the kill chain is shortened once wafiadyet, it takes a lot of time, effort and
manpower to find targets through ISR operations. Cyberspace is simply another domain where we can
operate, find and track targets. When you are able to conduct ISR operations across multiple dpmains
such adAir, Space and Cyberspaggou receive the benefit of having multiple avenues to find and/or
assess targets which can reduce time in the kill chain.

NSCI: Can you tell us about any efforts underway to improve the targeting process and/or tools to
addresscyberspace challenges such as interagenogrdination and collaboration and time
constraints?

JAMIESON: We continue to lodknaays to improve our processesespecially if it will save us time or
money or if it will provide betterapabilities to oumwarfighters.For example, Air Combat Command, at
the request of LtGen David Deptula, the AF deputy chief tdifé for ISR has created an Air Force
Targeting Center building upon the Combat Targeding Intelligence Group. Thiertter will update
processes and tools for kinetic targeting to fully integrate skametic options to include cybemhis
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development will enhance target planning within the Air Ogiera Centers by providing fuliytegrated
and deconflicted targeting options to achieve théndé-orce Commander's desired effect.

NSCI: In the past, databases such as MIDB have supported the targeting portion of tudaitl wih
order of battle information.Are there any efforts underway to define and capture cyberspace
enemy/friendly orderof battle information (e.g. electronic warfare, computer networks)?

JAMIESON: The Air Force operates across Air, Space and Cyberspace andddrsssimgvhat our
adversaries can bring to bear against us in those domains is critical to understtragerating
environment. There is currently an effort underway to develop such a database as part of MIDB. ltis
still in early development, but the goal is to provide data to support traditional kinetic anékimetic
planning and targeting.

NSCI: ifle 50 and Title 10 obviously provide key authorities. Can you telhow you view these as
enabling or inhibitingcyberspace operations?

JAMIESON: Title 50 is an important enafdeicyberspace operations, argdoy its very natureg also
inhibits operations in order to protect the rights of US citizens through infrastructure and procedures
that provide oversight, deconétion and decisiormaking authority to normilitary and military leaders.

Title 10 is how our nation authorizes and orgas fo warfighting operationsTitle 50 authorities allow
us to provide decision superiority to our Title 10 warfightevkile protecting he rights of our own
citizens.The future for cyber will require a review of these titles and may lead to a blenditng d&fvb
when operating in cyberspace.

NSCI: There are cyberspace challenges that seem to have significant similarity with ISR, such as
G286y SNEKALXE 27T (KS sdnrelaaSquisition ayitRoritiesind éromahdia8 contisl NJ

of the capabilities.Do you have any thoughts on how these challenges could or should be addressed as
they relate to cyberspace operations?

JAMESON: One team, one fighite need to remember that cyberspace is a domeand is not about
G286y SNEKALIDPE LG Aaccomplish thel missiadhtedgiatoSallgapabilitids, especially

ISR capabilities, from, to and through all domainsivelp create desired effect¥Ve must always look

for seams where we can integrate operations, not only in the Air Force, Butha ather Services as

well. At the same time, it is necessary to have clear chains of command so we can present our forces to
the combatant commander when called upon to execute missions.

NSCI: This past October, the AF Chief of Staff announced that instieadl Air Force Cyber Command,
cyberspace warfighting operations would be managed by a new numbered AF, 24th Air Force. What is
the role of your organization in assisting the Services with improving theiri&Rted organize, train

and equip capabilitiesn support of cyberspace operations?
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JAMIESON: A2D is focused on AF ISR foitgamization and capabilitiesVe ensure that our Air Force
ISR doctrine reflects best pramtis to guide our ISR Stratelye then use this strategy as our guide for
resourcirg future capabilities through our ISR Flight Plan which seeks to match the Combatant

I 2YYl YyYRSNRDa vy SISt®peotertigl $dlut@drica2Dldiso Rahdles ISR force management
issues, so we also work to ensure our forces are properly trained andogeeto deliver effects for
our commanders.

NSCI: Industry currently offers various courses and certifications related to ethical hacking and
computer forensics. Does the ISR community leverage this kind of indystryided cyberspace
training? Are thee other areas where you believe industry can help the ISR community address
cyberspace challenges?

JAMIESON: Partnering with industry for training gives us great diversity andsaifoa different
perspectivel believe that if industry can help us deliver effects in the cyberspace domain, whether
through training more accomplished operators or through technical solutions that can provide more
capability to the warfighter, they are on the right track.

z

NSCEI§ KSNB FyedKAy3I StasS 22dQR tA1S8 G2 | RRK

JAMIESON: Thank you for the opportunity to provide my insights to your readers.
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CYBERSPACE 1T BIG PICTURE

Top 5 Information Security Challenges for Securing Cyberspace Requires a New

US Government Agencies Attitude

HELP NET SECURITY BY: WILLIAM JACKSG®VERNMENT COMPUTER
03/03/2009 NEWS

Cloakware recently released their list of the top 03/06/2009

five cybersecurity challengefacing federal Former White House cybersecurity adviser Paul
agenciesfollowing indepth research with Kurtz saysttat a comprehensive cybersecurity

industry experts and government agencies. The  strategy must include the intelligence
five challenges identified are: cyber security asa  community and military services. Kurtz

top-level priority; establishing and emphasizes the importance of public discussion
implementing consistent security initiatives; and information sharing to the success of a

preventing systendisruption; improving cybersecurity program. The article explains that

warning capabilities; and strengthening incident  the inability to protect privacy is a major

recovery. OKItftSy3aS F2NJ OeoSNRBRSOdzN (i
http://www.net - data in a meaningful way, agencies must be
security.org/secworld.php?id=7113 willing to accept reasonable restrictions on the

data they receive, granting law enforcement,
A Busy Cybersecurity Week in Washington the private sector and individus the privacy

BY: JON OLTSIK, CNEWS GKSe KIS || NA3IKG G2 SEURSO
03/03/2009 http://gcn.com/articles/2009/03/09/cybereye

The article briefly summarizes three recent defendingcyberspace.aspx

cybersecurity events in Washington. President

Obama increased the cybersecurity budget wSLI2NI {fFYa &/ NHZRS ¢ T ¥
allocating $42.7 billion for the Department of Militants

Homeland Security and $355 million to the BY: MCHAEL HOLDEN, RIRSE

National Cyber Sedity Division. Dartmouth 03/10/2009

[ 2t €53SQa LyailAddzi S ¥ 2 NFotygaFs?gueéinmiehtafid seqlrfyNedcieNdzO i dzN.
Protection (I3P) was delivered to Sens. Joseph have warned that the Web was allowing

Lieberman and Susan Collimgich extremists, particularly Islamist militants, to
recommends a coordinated response across the  recruit and radicalize people to their causes. A
government and private sector as well as recent study by the International Centearfthe
increasing gbersecurity education. Finally, the Study of Radicalization and Political Violence

National Institute of Standards and Technology (ICSR) in London says there is little politicians
Aa NB@GAaAy3a AdGa aDdzA RS a2 dofoyilierdoNkshidgt dac&sstoktréndis2 N Iy R
a

Remote Access Secufity set of guidelines for sitesodzi GKFG GKS aAadasSa N
organizations providing remote access to its at drawing in new recruit® Peter Neumann,
employees. head ofthe ICSR, says that Internet Service
http://news.cnet.com/83011009 310187101 Providers could do more in response to user
83.html complaints about extremist materials, but that
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it is impossible to filter militant material
completely.
http://www.reuters.com/article/technologyNe
ws/idUSTRES5292R820090310?feedType=RSS&f
eedName=technologyNews

USFacing Asymmetric, Cyber Warfare
MIDDLE EAST TIMES

03/05/2009

Gen. Robert Kehler, commander of Air Force
{ LI OS / 2YY!l yRZcendutye &
g NFIFNBE Aa SNIaiy3
the future combat environment will be
primarily online battlefieldsKehler says that
threats to USsecurity are increasingly coming
from online enemies, and says that the enemy
could be nextoor or halfway around the

world.
http://www.metimes.com/Security2009/03/05
lus_facing_asymmetric_cyber warfare/491e/

New Cybersecurity Controls Simplify,
Prioritize Protections

BY: GREGG CARLSTREEDERAL TIMES
03/03/2009

A team of chief information officers and
industry experts recently released the
Consensus Aud@uidelines (CAG), which aims
to simplify the thousands of pages of
cybersecurity guidelines by the National
Institute of Standards and Technology. The
guidelines have not yet been reviewed by the
Office of Management and Budget, and many
ClOs argue that thguidelines prove that the
I2PSNYYSY (i Qa OdNNBYy
based too much on compliance.
http://federaltimes.com/index.php?S=3972054

GKFENIORWESNY | GA2YL >
LIK & & el §tay 6rdothiey eiRdudihohélEwith the R

a S é@daimkitéss I dzA RSt Ay Sa |

Volume 2, Edition 5
March 12, 2009

Keeping Cyber space Professionals Informed

Chief of Key Internet Oversight Body is
Leaving

BY ANICK JESDANUN,SWNNGTON POST
03/02/2009

/] KAST SESOdziA@gS 2F (KS
agency, Paul Twomey, recently announced that
he will step down after his successor is named.
Twomey did not give a reason for his

resignation but said thathewoRl f A1 S aY2 S
on to another leadership position in the private
aSOoi2Ngoé
0 KN

transition.
http://www.washingtonpost.com/wp
dyn/content/article/2009/03/02/AR200903020
0885.html

Government Keeping Its .Gov Domain
Names Secret

BY: THOMAS CLABURNFORMATION WEEK
03/02/2009

The USSeneral Services Administration has
refused to release list of the .gov domains
following a Freedom of Infmation Act (FOIA)
request, contrary to a directive from President
hol Yl GKFO achL! NBIljdzSa fa
in favor of opennest Karl Auerbach, CTO of
InterWorking Labs, says that the refusal is

Gdzi SN y2yaSyasSé FyR GKI (W Gl
should armor itself against attacks and not try

to hide from its citizen® $ome experts claim

OKFG AGQa 3I20SNYYSyid LR2{fAO

secret, and that releasing .gov domain names
could undermine strategies to litrtraffic from
NS
http://www.informationweek.com/news/show
Article.jhtml?articlelD=215600330

Alion is a progressive employee-owned research, management and technology
company with worldwide government and commercial capabilities supporting
complex programs including network and information security, M&S, experimenta-
tion, testing and Risk /Vulnerability tools.

Aligned with your needs.
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CYBERSPACE T OBAMA ADMINISTRATION
hol YIFEQa / &6 SNASOdzNR (i @ WhitdaRoEs8 I$sudd InteriméStatergent briR
Support Cvbersecurity Review

BY: BYRON ACOHIDSAUODAY BLOGS
03/02/2009

Adm. Dennis Blair,igctor of National
Intelligence recently presented Congress with a
46-page threat assessment, which makes
several references to cybersecuritycluding

the recommendation that the United States
RS@PSt2L) a02RSa
President Obama has since released his fiscal
2010 budget which includes $355 million for
cybersecurity. Another report from the Business
Executives for National Security and Booz Allen
Hamilton says that the administration needs to
form a cyber community of security experts
from government, business, ademia and the
civilian sector to combat cybercrime.
http://blogs.usatoday.com/technologylive/2009
/03/obamascybersec.html

Administration to Request More for

Cybersecurity
BY: BEN BAIN, FEDER®MPUTER WEEK

02/26/2009

President Obama has requested $355 million
F2NJ 0KS 1 2YStlyR
cybersecurity efforts in 2010. The money will go
02 &adzJLi2 NI
5ABAaAA2Y | YR 5 rehefisivNP2 f S
National Cybersecurity Initiative. The budget
overview also promised increased funding for a
comprehensive cyber strategy that includes
homeland security, intelligence, law
enforcement, military and diplomatic
components. The budget would alscopide
funding for information and intelligence sharing
between state, local, and federal authorities.
http://fcw.com/Articles/2009/02/26/2010
budgetcybersecurity.aspx

BY: TIM WILSON, DAREADING

03/04/2009

The article provides the full statement recently
released by John Brennan, assistant to the
presdent for Homeland Security and
Counterterrorism, about the 6@lay
cybersecurity review. Brennan also discusses

2T PO2YyRAZDKS TR ONJ VR OISREAY OB NI G A 2

plans, which could be laid out as soon as next
month.

http://www.dar kreading.com/security/govern
ment/showArticle.jhtml?articlelD=215800529

Cybersecurity Recommendations Progress
BY: BEN BAIN, FEDER®MPUTER WEEK
03/02/2009

John Brennan, assistant to the president for
homeland security and counterterrorism, said
thatthe3 2 @ S NI/ Y Hay dybedisecarity
review will result in an action plan and the
identification of federal priorities. The post on
the White House blog also said that the review

gAff KSEfLI t NBaAaARSYy(d hot

optimal White House organizational cstruct
{SOdNA G2 BRRNNI¥ SYydHdSa e h¥TT

A2t 2F U0KS NBYASG Aa 1

GKS 51 {Q bl (iA2YSNYYEY ENA SOUMH K& S OdzN

iptg’g[atéd(au@d cpopdinated with Congress and
UKS LINAGI 0S aSoOoi2z2Nwe
http://fcw.com/Articles/2009/03/02/cybersecu
rity-review-update.aspx

Cybersecurity Hearing Prompts Calls for

Leadership, Laws

BY: THOMAS CLABURN,ORMATION WEEK
03/11/2009

The House Subcommittee on Emerging Threats,
Cybersecurity, Science and Technology held a
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hearing on March 10 to discuss the progress of
federal cybersecurity efforts. Much of the
discussion focused on whether cybersecurity
efforts should be lead by intedience agencies
and the military, or if more responsibility should
go to civilian agencies and the private sector.
Participants in the hearing also called for
stronger regulations and technology standards.
The most controversial recommendation made
to the panel was that the U.S. develops a hew
version of the Monroe Doctrine that applies
specifically to cyberspace.
http://www.informationweek.com/news/seuri
ty/government/showArticle.jhtmli?articlelD=215
801708

White House Urged to Stop Cybettacks
BY: BYRON ACOHIDSAUO ODAY

03/11/2009

Members of the House Subcommittee on
Emerging Threats, Cybersecurity, Science and
Technology held a meeting March 10r&zeive
amdLIl2 Ay d adl Gddza NBLR NI
60-day review Security experts informed the
group that the White House is the only
organization in the position that should lead
cyber defense; a private or government
organization should not be theole lead. Amit
Yoran, CEO of security firm NetWitness and a
former senior official in the Department of
Homeland Security, said that the United States
KIFa 0SSy GSELISNASYOAyYyS
for several years. Other recommendations
included invokig a Monroelike Doctrine in
cyberspace.
http://blogs.usatoday.com/technologylive/2009
[03/the -united-stat.html|

NSA Dominance of Cybersecurity Would
[SIR (2 SNREIBMEhEETells
Conagress

BY: KIM ZETTEHR,OGNIREINETWORK

03/10/2009

Amit Yoran, former head of the Department of

l 2YStFYyR {SOdz2NAR(ie&Qa bl i
Division, has warned House subcommittee
members that the intelligence community

shadzt R y20 fSIFIR GKS ylI GAZ2
efforts. According to Yoran, the National

{ SOdzNR (& ! 3Sydeqa I O]
as its focus on attaining information on
adversaries, will not contribute to the mission

to secure networks. Yoran previousgsigned

from his position at the DHS due to the
organization not placing enough emphasis on
cybersecurity.
http://blog.wired.com/27bstroke6/2009/03/ns
a-dominanceo.html

Officials Urge Civilian CybersecuritylR

¥ g AN EgdroNPLTERKEEL € Qa
03/11/2009

Senior officials have recommended to a House
panel that there be a civilian agency to lead the
YIEGA2yQa O20SNESOMzNR G &
from the National Security AgepdRod

Beckstrom, who recently resigned as the

director of the Department of Homeland

{ SOdzNR (e Q& blaGA2Yy It /@60
With this recemndeydatiors saygnydhat thed O & ¢
OAGAT ALY 3J2@BSNYYSyil aKkz
significant and independent role in
cylSNESOdzNRA & dé ¢KS hol Yl
expects to complete its cyber review by the end

of April.
http://fcw.com/articles/2009/03/11/cybersecur

ity-review.aspx
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Cybersecurity Have Wider Role in Cybersecurity

BY: GREGG CARLSTREEDERAL TIMES BY: KELLY JACKS@BGHIS, DARK READING

03/10/2009 02/27/2009

Many experts agree that the National Security Dennis Blair, director of National Intelligence,

Agency should not be allowed to lead the told a House intelligence committee that the
I2PSNYYSyiQa OeoSNES OdzNNafichal Segufitg AgEndydash2 iRost cyber

Beckstrom, the director of the National talent and that the agency should take a lead
Cybersecurity Center recently resigned from his  role in cybersecurity efforts. Blair explained that

position and said that the NSA dominarafe GANRBYAY3 2dzié¢ GKS SEIFOG NP

cybersecurity was a mistake. The Department of  key issue in the coming months, and that the
Homeland Security has received much criticism b { ! Q& OenESNI LKEAIMRINE 6 S & K N

for its lack of leadership and organization on odzAf i 2y dé 1 2YStEFYR &SOdINR

cybersecurity efforts, but experts argue that also recently expressed his support for the NSA

despite these challenges, DHS is a better fit for becoming a key player in cybersecurity.

overseeing cybeesurity because DHS is better http://www.darkreading.com/security/govern

able to coordinate cybersecurity efforts with ment/showArticle.jhtml?articlelD=215400018

the private sector than the NSA.

http://federaltimes.com/index.php?S=3983274 + A S Ydzy RN} {l &a | SQtlf
CSRSNIf D2@SNYYSyiGQa SO

US Spy Agency Gains Support for Cyber Faces an Immense Challenge

Secuity Role BY: STEVE HAMM, BUBS$S WEEK

BY: ROBERT LEMOS REGISTER 03/10/2009

03/03/2009 Vivek Kundra, PrésRSy i hol-YI Qa y St &

The Director of National Intelligence, Dennis appointed chief information officer of the

Blair, spoke before the US House of FSRSNI & J20SNYYSyiGs>s oAt ] KI

WSLINBaSydrdA@SQa AyiaSttaRpyOSIOBRYAUESESE 6 oz2RISH i K

saigi tha}t the Natjonal Security Agency shguld _ dozens of departments and agencies to bring

t SFR GKS yI UA #HoftQBlairO& 6 S NEebterHayBglesito the federal government as

says that the Department of Homeland Security  well as workwith agencies to encourage

KFa y20 aadSLILISR dzlJ (2 inférBatidafsharihg Kundrays®s thakte Wwill G K S

NSA has capabilities dmyber talent making use social networking tools to encourage

them bestsuited for leading network protection dialogue between the federal government and

efforts. Paul Kurtz, a consultant and advisor to citizens and says that the government must

the Obama transition team, also recommends leverage innovations from all over the world.

that the NSA become the leader in The artcle also points out that Kundra lacks the

cybersecurity effortsdespite recent authority that a corporate CIO would have, and

controversy over tapping communications of US s facing criticism for his belief that government

citizens. I 3SyOASa akKz2dzZ R dzaS aOf FdzR

http://www.thereqister.co.uk/2009/03/03/nsa improve efficiency.

cyber_defense/ http://www.businessweek.com/technology/con

tent/mar2009/tc2009039 728212.htm?chan=te
chnology technology+index+page top+stories

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 13



http://federaltimes.com/index.php?S=3983274
http://www.theregister.co.uk/2009/03/03/nsa_cyber_defense/
http://www.theregister.co.uk/2009/03/03/nsa_cyber_defense/
http://www.darkreading.com/security/government/showArticle.jhtml?articleID=215400018
http://www.darkreading.com/security/government/showArticle.jhtml?articleID=215400018
http://www.businessweek.com/technology/content/mar2009/tc2009039_728212.htm?chan=technology_technology+index+page_top+stories
http://www.businessweek.com/technology/content/mar2009/tc2009039_728212.htm?chan=technology_technology+index+page_top+stories
http://www.businessweek.com/technology/content/mar2009/tc2009039_728212.htm?chan=technology_technology+index+page_top+stories

_National
Security

CyberPro Y et 12, 2000

berspace

Nscl e Keeping Cyber space Professionals Informed
Job One for New Federal CIO: Balance SFFSOGAGBS LI GKe (261 NRaA
Openness With Security Bragdon also says that he hopes that there will
BY: MERIDITH LEVINSGOMPUTERWORLD be strategy and authority from the President on
03/10/2009 cybersecurity issuesnd that President Obama
Stan Sloane, president and CEO of SRA would make cybersecurity a top priority.
International, explains that Vivek Kundra, the http://www.networkworld.com/news/2009/02

O2dzy i NE Q& FANRBU FSRSNI f27800@SKHENSY G / Lh sAff KI
G2 LINRPGARS |y a2 @SNF NDKdyheseclriyBuki2hjod=Ori dzNBE ¢ F 2 NJ
federd government agencies and departments.

Sloane says that the federal information Open Letter to Obama

technology space must be made more efficient, BY: PAT CLAWSON, [EN&ION BLOG
transparent and cost effective. Kundra will also 03/02/2009

have the difficult task of balancing President Pat Clawson posted this open letter to

hol YFEQ&a RNAGS TnaphkengyllS y vy BrésientOfdrna dnNide Lumension blog, and
gAGK GKS O2dzy i NEQa vy S S Rappaudslthk detidiR & BrésidentSOdainbldo (i & @

http://www.computerworld.com/action/article. conduct the 6@day cybersecurity review, but
do?command=viewArticleBasic&ateld=9129 also writes that iformation sharing wilbe
260&source=rss_topicl7 necessary to improveetwork security. Clawson
says that many companies are simply checking
Hope for a New Cybersecurity compliance boxes, and that the federal
Administration government needs to come up with an
BY: BOB BRAGDON, WEORK WORLD incentive that would encourage the private
02/27/2009 sector to improve seurity. Clawson specifically
Author Bob Bradon writes that he hopes that recommends making businesses that comply
the Obama administration can realize success in  with security requirements eligible for tax
controlling cyber threats, and says that t&&SIS credits.

/| 2YYA&aaA2y NBLRNIZ 6{ S OupibldumensionSonE?2pdi5BS T2 NJ
the44"t NBaAaARSY(zé LINPOARSA | agAloftS | yR

Raytheon
Aspiring to be the most admired defense and aerospace systems
supplier through world  -class people and technology Raytheon is
a technology leader specializing in defense, homeland security,
nawhenn a_nd other_ goverqment mar_kets throughout the world. With a
history of innovation spanning more than 80 years, Raytheon
provides state -of-the -art electronics, mission systems
integration, and other capabilities in the areas of sensing;

effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.
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CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

New Cyber COCOM Likely

BY: COLIN CLARK, [RMXZ

03/06/2009

Some expect the Pentagon to appoint a new
combatant commander, or COCOM, for cyber
warfare. Senior cybewarfare officials report

that Defense Secretary Robert Gates has been
considering the appointment of a cyber COCOM
for months, and is likely waiting for the
O2YLX Siiazy 27F
review.
http://www.dodbuzz.com/2009/03/06/new
cybercocomlikely/

Officials to Unveil New Cybeegurity

Language for Defense Contracts This Spring
BY: SEBASTIAN SPRERJENSIDE DEFENSE
03/02/2009

A Pentagon spokesman recently announced
that Defense Department officials plan to
propose a new regulation this spring that would
address the handling ofnglassified DoD
program information by defense contractors.
Experts explain that the threat of theft is mostly
with sensitive but unclassified information
which does not have uniform handling rules.
Experts recommend that the DoD should
provide some flexittity in the new regulations

to ensure compliance among contractors.
(Subscription only, no link available)

Chilton: DoD Needs Centralized Command

And Control for Cyber

BY: JOHN REED, INSIEFENSE

03/02/2009

US Strategic Commandti€f Gen. Kevin Chilton
recently spoke at an Air Force Association
sponsored conference in Florida and said that
the USmilitary isnot ready to fight a cyber war.
He also said thate will make deterrence

OF LI oAt AGASE al
commandb €hilton recormends tha the

military developa centralized command and
control structure for cybersecurity to ensure
common standards and operating procedures.
(Subscription only, no link available)

NSA Chief Continues Bid to Take Over

Cybersecurity
BY: KIM ZETTER, BMI&®ED NETWORK

03/09/2009

- cyBeK A U S Follodidgdr feéignatioh dfational Cyber

Security Center Director, Rod Beckstrom, who
says that the NSA is gaining too much control
over cybersecurity efforts, it was announced
that NSA Director Lt. Gen. Keith Alexander will
RSt AGSNI GKS (Sey2i0S
security onference. The news release says
Alexander will be talking about how the

Internet enables cyber criminals in conducting
targeted attacks and what can be done about it.
It SEFYRSNDa GFt1 oAttt f
started by the Bush administration, eagting

crime on the Internet with national security,

FYR GAff
2T GKS 3I20SNYyYSyiQa
http://blog.wired.com/27bstroke2009/03/ns
a-continuesb.html

0ed

Donley Sets Out Structure for Cyber
Command

BY: ERIK HOLMES, MIRRCE TIMES

02/26/2009

Air Force Secretary Michael Donley recently
approved a plan for the organization of the'24
' ANJ C2NOS> 4gKAOK gAff o
warfare organization as part of the Air Force
Space Command. The"2Air Force will consist
of a headquarters location as well as three
operational wings. The plan states that the
commander will be a twstar general, and is
expected to be named withinG3days. Air Force

YI 22 NJ T 28pdugz&€ommans is cufentiyvaikiogon a

110 Royal Aberdeen,

CyberPro

Smithfield,

National Security Cyberspace Institute

VA 23430, ph. (757) 8713578

Page | 15

02faisSNI iKS b{joa

NJ



http://www.dodbuzz.com/2009/03/06/new-cyber-cocom-likely/
http://www.dodbuzz.com/2009/03/06/new-cyber-cocom-likely/
http://blog.wired.com/27bstroke6/2009/03/nsa-continues-b.html
http://blog.wired.com/27bstroke6/2009/03/nsa-continues-b.html

| , Editi
i CyberPro e 12, 2000

z::):?st:ace
Nscl Institute Keeping Cyber space Professionals Informed

staffing plan and budget, which is expected to Department of Defense receives thousands of

be between $5 and $6 billion annually. computerattacks against its networks every

http://www.airforcetimes.com/news/2009/02/ day, and says that the aggressors work to know,

airforce_cyber command_ 022509/ teach and replicate cyberthreats. Butler
emphasizes the importance of education and

Cyber Threat Training training so that service members can better

BY: TECH. SGT. PHYHANSON, AIM POSNT identity and defend against threats.

03/09/2009 http://www.af.mil/news/story.asp?id=1231374

Thearticle provides a few points aimed at Air 45

Force personnel abowthichcyber threats are

increasing and steps to take to better protect Being the Bad Guy

PCs and the Air Force mission. The article STRATEGY PAGE

names social networking sites and phishing e 03/05/2009

mails as the biggest threatsna recommends TwoAir Force squadrons, the 57th Information

that users do not open-mail attachments from Warfare Aggressor Squadron and the 177th

people they do not know, never post sensitive Information WarfareAggressor Squadron

information online, refrain from using flash attack American military networks, hoping to

memory devices on DoD computers tekp find vulnerabilities before online enemies do.

anti-virus software ugo-date. The article compares the aggressor squadrons

http://aimpoints.hg.af.mil/newsarea.cfm?cat=1 G2 GKS aGA3ISNI GSIFYaé¢ GKIYa

5&name=TODAY'S%20HIGHLIGHT to test the defenses of corporate networks. The
aggessor hackers test different types attacks

Air Force Grounds Cyber Efforts to see what USystems are able to withstand.

BY: NANCY PASTERNAPREADEMOCRAT http://www.strategypage.com/htmw/htiw/artic

02/28/2009 les/20090305.aspx

The Air Force Times has reported that plans
approved by Air Force Secretary Michael Donley NETWARCOM Conducts Network Security

confirm that the Air Force Cybeo@mand Training Day

headquarters will include a headquarters and BY: MASEOMM.SPEC° CLASS (SW)

three operational wings including two on San CHRISTOPHER KOOMS/YNCOMPASS

Antonio bases and one in Illinois or Oklahoma. 02/26/2009

¢tKS FTAYLE t20FGA2Yy 27T (T8 ChzRovNavayORedations directed all Navy
headquarters has still not been announced. activities to hold a network securityaining and
http://www.appeal- awareness day no later than Feb. 28 in response
democrat.com/news/air_74845 __article.html/ to recent security incidents on Navy computer
force_command.html networks. Chief Warrant Officer Sheldon

Malone explains the importance of training and
Aqggressors Prowl for Air Force Information awareness in detecting and defeating cyber

BY: MASTER SGT. BRIGRILL, AIR FORTDEK threats. Malone sgs that users must complete
02/27/2009 information assurance training and
Air Force haakrs that make up the 87 recommendedoehaviors to avoid online. Other

Information Aggressor Squadron and the Kansas conference speakers discessremovable
' ANJ bl (A 2yVibforBaten NRQ& ™ T media issues and computer safety at home.
Aggressor Squadron work to combat cyber http://navycompass.com/content/view/1094/3
threats. Lt. Col. Reb Butler explains that the 22/
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Army Developing Teams fdflectronic

Warfare
BY: THOM SHANKERWNEORK TIMES
03/07/2009

The Army recently announced that it will train
more than 1,600 people to be part of electronic
warfare teams by 2013 in the hopes of
matching the electronic warfare capabilities of
the Air Fore and Navy. Because of the
challenges of electronic attacks in Irag and
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Afghanistan, the Army released a new field

Y I ydzl f 36, Bl&monioWarfare in
Operationg Which instructs commanders on
how to integrate electronic warfare into military
operations. Military risk assessments report
that potential enemies of the United Statase
developing cyber capabilities in order to carry
out cyberwarfare attacks.
http://www.nytimes.com/2009/03/08/washing
ton/08army.html? r=2

CYBER SPACE T DEPARTMENT OF HOMELAND SECURITY (DHS)

Breaking: Cyber Security GzQuits
BY: NOAH SHACHTMAWRED BLOG NETWORK
03/06/2009

¢tKS 51 {Qa
NEOSyidt e
YR
and the NSA. Beckstrom complained that the
National CybeBecurity Center was never able
to unify cybersecurity efforts among
government agencies because it did not receive
adequate support or funding from DHS.
Beckstrom says that although some believe that
51{ Aa Ay OKIFINBS 27
that authority is actually held by the National

NEaAdySR

Security Agency, which he believes is a mistake.

http://blog.wired.com/defense/2009/03/breaki
ng-cyber.html

Top Cyber Official Sounds Off

BY:ANDY GREENBERG, FE3RB

03/09/2009

Rod Beckstrom, the Department of Homeland
{ SOdzNR (i& Qa
announced that he will be stepping down from
his position as the head of the National Cyber
Security Center. Beckstrom has criticizbe
b{!Qad ftSIR NRB{S Ay
that the NSA has prevented the private sector
from participating in information sharing
projects with the federal government.

2L O 0o SNA S OaxivdglederaPafehdie®@ A | £ X

GKS OBO0SNIAYAUAIGADSE

Beckstrom also says that his branch of the DHS
has been undefunded for cyler efforts, and
that the imbalance between the DHS and the

O& 0 SNA SOdzNA (i & NIAKnakSsTcallabvratibh with3He brivaieNEc6r=
&k
0 dzNB | dzONI G A O Ay T A 3 Kliktp:yvand.forbeS.com/S08yB/0bKE- 5 1 {

NFexdibuli, 2F G L2 6 SNJ INI 6 a

beckstromsecuritytechnologysecurity
beckstrom.html

A Struggle Over U.S. Cybersecurity
BY: BRIAN KREBS, WIN&GTON POST
03/10/2009

IKSWFRIN@Y QEaO0OPD& 0 SANHES OUKS €

cybersecurity coordinator, recently resigned
citing a lack of fundingnd the lead role of the
National Security Agency in cybersecurity
efforts. Beckstrom said that his group, the
National Cyber Security Center, was formed to
help coordinate efforts from various agencies,
but not to be under the authority of the NSA.
Becki N2 YQa NBAAIYIlIGAZ2Y
a0 NHZa3t S¢ 20SNI

a K

http://www.washingtonpost.com/wp-
dyn/content/article/2009/03/09/AR200903090
1213.html?hpid=moreheadlines

Al 8AY
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New DHS CybeBecurity Working Group focus on industrial control systems, or the ICS
Links Agencies community, which consists of all industries that
BY: HILTON COLLIS®VERNMENT TECHNOLOG are controlled by computersncluding systems
03/09/2009 that run data centers, power generation at

The Control Systems Security Program (CSSP) nuclear facilities, oil and natural gas pipel
from the Departmentof HE S | Yy R { S O dzNgysietns) dnd heating and air conditioning

National Cybersecurity Division recently systems. The ICSIJWG extends to 18 critical
announced the creation of the Industrial infrastructure and key resources sectors and
Control Systems Joint Working Group (ICSJWG)  will focus on information sharing and analysis to
which allows the federal government to work provide actionable information that will address
with vendors and state agencies to address risks to operating sysms.

hightech operation chkenges. The group will http://www.govtech.com/gt/articles/625825

Cyber Assurance Department
ADVANCED ENGINEERING & SCIENCES

Our goal is to design, develop, evolve and

transition information technology solutions

and provide engineering services in

g response to cross-domain information

s 1 8l  sharing, information assurance and cyber

tranS/t/on
. % »

security requirements.

CYBER SPACE T | NTERNATIONAL

From (& To) Russia, Withove a0l FSSQa OAO0S LINBaARSylu 27
BY: BRIAN KREBS, WINGTON POST that online criminals target any organization
03/03/2009 that will bring them financial gain.

Security experts agree that more cyber http://voices.washingtonpost.com/securityfix/2
criminals are not being brought to justice 009/03/from_to_russia_with love.html?wprss=
because of a lack of cooperation from law securityfix

enforcement officials in Russia and other Easter

European nations. The article alsays that Russia Kind&orta Owns Up to Estonia

although some experts believe that Russian Cylerwar

hackers have not been targeting users in their Y 15!la hZDBETICOM[ [ =

own country, recent reports found that these 03/08/2009

criminals have increasingly compromised Radio Free Europe recently announced that
Russian and Eastern European government { SNHSA alNJ20 Iy 2FFAO

agencies and corporations. DmniAlperovitch,
110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578
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has publicly said that he orchestrated the 2007
DDoS attacks on Estonia. Markov reportedly
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director and head of the Europol governance
department, explains that the treaty is meant to

directed his assianttoingi A 31 G S ded A OADEIERY YAAYGSNY I dA2y It S

O80SNJI 61 NE ¢6KAOK YSIya
GSNE Y2NB 27
rather than an attack directly from the Russian
government.
http://blogs.zdnet.com/secuity/?p=2828

Russian Password Crackers Woo
Governments

BY: JEREMY KIRK,HW®WORLD

03/03/2009

Russian security vendor Elcomsoft is reportedly
offering a discount for law enforcement and
government agencies for its passwesthcking
software which can figureut keys for

encrypted documents as well as get passwords
for instant messaging programs and-i
encryption keys. Software that is eligible for a
RAaO2dzyi Ay Of dzRSa
Recovery Bundle, Wireless Security Aardi
Proactive Password Auditand Distributed
Password Recovery Products. An Elcomsoft
official said that the United States will not buy
GKS O2YLI yeQa az2f¥idsl NB
O2YL} yeQa
difficulty of becoming a preferred security
software supplie.
http://www.techworld.com/news/index.cfm?R
SS&NewsID=111699

Germany Ratifies Cybercrime Treaty

BY: JEREMY KIRK,\NBRK WORLD

03/10/2009

Forty-sevencountries have signed the Council
2F 9dzNRLISQa /2y @SyiUuAzy
was adopted in 2001 and sets guidelines for
laws and policies on cybercrime, although only
24 of those countries have ratified it. The slow
ratification progress will be a focus of discussion
at the Council of N2 LIS Q &
Conference on Cybercrime this week in
Strasbourg, France. Michel Quille, a deputy

dyserciime (amd SayStisacpunttie§ should | a

Ko 20L0SS 2 UGS Qa3d ¥stabligh @ &ommon approach towards

handling digital evidence and appointing a law
enforcement contact for digital investigations.
http://www.networkworld.com/news/2009/03
1009-germanyratifies-
cybercrime.html?hpgl=bn

German Intelligence Tapped Foreign

Desktops

BY: JOHN DALY, IREMNER

03/08/2009

German news magazine, Der Spiegel, recently
reported that the German foreign intelligence
service eavesdropped on 2,500 PCs in recent
years and even installed keyloggers to capture
e-mail account passwords from foreign PCs. The

9 f 02 YENDusDribw appotaicigilsenmant to

oversee any wiretapping attempts and decide if
the suspect may be monitored. Former minister
of the interior and Liberal Democrat Gerhart
Baum expressed outrage at the wiretapping

@ IEs| sdyinétha2tie gavérBnent said that

f20FGA2Y AY wadazbnamohitoring/mRs oblpidvbhdmdi®a féw G K

cases as year, a stark contrast to the recently
released statistics.
http://www.itexaminer.com/german
intelligencetappedforeigndesktops.aspx

Internet Seen as Growing Weapon in Asian
Radicalization

BY: MICHAEL PERRYJRERS

03/06/2009

Phy AustialarSStkadegik FORCY InsftitelaBdkS.
Rajaratnam School of International Studies in
Singapore recently released a report which
found that extremist groupsn Southeast Asia
are using theriternet and social networking

Ly G SNJY I (tdoR t radicalize the youth of the nation. The

report says that the numbeof radical or
extremist websitsin the region has increased
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from 15 in 2007 to 117 in 2008. Theport also
claims that regional governments have done
little to stop the rise of online radicalization
because of a lack of regulations covering the
Internet.

http://www.re uters.com/article/technologyNe
ws/idUSTRE52510Q020090306

Cybercriminal Leads Ukrainian Political
Party

BY: GRAHAM CLULEYRPBOS BLOG

03/05/2009

Dmitry Golubov, the leader of the Internet Party
of the Ukraine (IPU) was arrested in July 2005
for running theCarderPlanet website that
allowed cybercriminals to trade information
about stolen credit card numbers and identities.
In December 2005, Ukrainian politiciamsre

able to getGolubov released from prison,
claiming that there was insufficient evidence in
his case. At the first congressional meeting of
GKS Lt! > D2tdzo2@ RAA
of stopping public corruption.
http://www.sophos.com/blogs/gc/g/2009/03/0
5/cybercriminalleadsukranianpoliticalparty

O dza avedRgatipRCEntres0 61l Bskural
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Microsoft Supports Building a Network of
Cybercrime Investigation Centres

BY: MARIUS OIAGAFS®BEDIA

03/10/2009

Microsoft says that it is important that
government agencies, academic institutions and
LINAGIGS L¢e aSOG2NB aYz2Q {
O22NRAYIFGA2Y YR Ay dS3aNIMin:
an appeal to the European Union to provide

funding for training law enforcemeratgencies,

and the EU has announced that it will support
building on the Cybercrime Centres of

Excellence Network for Training, Research and
Education. Roger Halbheer, chief security

advisor for Microsoft Europe, Middle East and

Africa says that efforts]liS aA ONR a2 ¥4 Q43
Trustworthy Computing principle are helping to

make technology more secure against
cybercriminals.

http://new s.softpedia.com/news/Microsoft
SupportsBuildinga-Network-of-Cybercrime

LX F GF2N

NORTHROP GRUMMAN

DEFINING THE FUTURE"

World-Class Cyber Solutions

® Proven, complete understanding of the entire cyber environment

®= Combined experience and value of classified & unclassified domains
® Accessible, distributed world-class cyber integration capabilities
= High-performance computing centers, labs, test ranges, and R&D facilities

®= Measurable, repeatable cost-effective application of technology
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CYBER SPACE RESEARCH

Cyberattack Mapping Could Alte3ecurity
Defense Strategy

BY: ALEXANDER HOWARD
SEARCHCOMPLIANCE.COM

03/10/2009

Researchers at Sandia National Laboratories
have been developing complex cylztack
simulation maps that were recently presented
at a seminar at Harvard University. The
simuhtions are meant to help industry
understand how cybeattacks can be mitigated
and defended against. The maps will hopefully
provide a decisive advantage to industry by
illustrating the network of an attacker or
defender in the same way that geographicpsa
of a country are used in traditional warfare. The
simulated maps could biacludedin future
enterprise intrusion detection software.
http://searchsecuritytechtarget.com/news/arti
cle/0,289142 sid14 gci1350388,00.html#

Feds Look for Advanced Security Tools to
Thwart Hackers

BY: GAUTHAM NAGESIHXTGOV

03/02/2009

The National Coordination Office for
Networking Information Technology Research
and Developmentecently published a notice in
the Federal Register requesting research
concepts from industry to better secure federal
systems. The office says that the request is the
FANRG adF3S 2F GKS®abl
which the government is hoping to idgfy
concepts that would bring about great leaps in
technology. The article identifies attribution as
I & 3dhand@ng concept &nd is looking for
technologies that would make it possible to
determine where data or activitiesriginate
http://www.nextgov.com/nextgov/ng_ 2009030

2_9812.php

w

[ 2f2yASa 2F W/ eo20aQ
Government Networks

BY: JOSHUA RHETTLER, FOX NEWS

03/06/2009

Researchers at the Oak Ridge National
Labaatory say that the cybot program, the
Ubiquitous Transient Autonomous Mission
Entities (UNTAME) program, could revolutionize
current cybersecurity systems by forming cybot
groups which could function autonomously and

respond to cyber attacks almost immatkly.

/ dZNNByYy (i aSOdaNRiGe &aeaiqsSy NJ
3Syita¢e¢ oKAOK F20dza 2y I} a.
report to a human administrator. UNTAME aims

G2 LINPQOARS ayS¢ tS@Sta T
Fdzi2YlI GA2y¢é GKAOK g2dz R ffaLl

from targeting one area of a netwk while
using a diversion at another locati®ore
http://www.foxnews.com/story/0,2933,505159
00.html

Bad, Bad, CybercrimEriendly ISPs!

BY: DANCHO DANCHEYNET.COM

03/04/2009

Researcherwith FireEye recently released a

G. R ! O0&2 NBKX CRASRSY (A FA
the current active badware actors online. The
sampled ISPs include safe havens for cyber
criminals, rogue security software and live
exploit URLs. The series also hopes to show
a dysfunctional abuse department can
angoyrage the geoat§ oigypeliime) | S
http://blogs.zdnet.com/security/?p=2764

Q)¢

NJ

Study: Antivirus Software Catches About
Half of Malware, Misses 15 Percent
Altogether

BY: KELLY JACKSGBGHNIS, DARK READING
03/02/2009

Damballa recently released a report which
found that between 3 and 5 percent of all
systems in an enterprise are infected with
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malware even in organizations with tjp-date sample group of Webite hacks carried out last
antivirus software. The repbalso says that year were aimed only at defacing the sites,
antivirus software only detected 53 percent of rather than seeking financial gains or causing
malware samples and that while 32 percent monetary losses. The researchers looked at only
were found later, 15 percent were not detected incidents that were publicly disclosed and
at all. Damballa has also released its first involved issues with Web application security
hardware product, the Failsafe 3.@g@lication and dso had an impact on the organization
which deteds botnetdriven attacks. whose site was targeted. The report found that
http://www.darkreading.com/security/antivirus most of the defacements were of political

/showArticle.jhtml;jsessionid=HGDEC41F20QJE  nature, often relating to a campaign, although
QOSNDLRSKHSCJUNN2JVN?articlelD=215600282 many also had a cultural aspestich as Islamic
hackers defacing Western Web site

Study: Hackers Still Driven by Urge to http://www.computerworld.com/action/article.
Vandalize Web Sites do?command=viewArticleBasic&articleld=9128
BY: JEREMY KIRK, NESVS SERVICE 681

02/26/2009

An annual report from the Web Hacking
Incidents Database reports that 2¢ngent of a

CIsco
Cisco (NASDAQ: CSCO) enables people to make powerful
connections -whether in business, education, philanthropy,
or creativity. Cisco hardware, software, and service
offerings are used to create the Internet solutions that
make networks possible  -providing ea sy access to
information anywhere, at any time. Cisco was founded in
1984 by a small group of computer scientists from Stanford
[ ' ' i ' ' § university. Since the company's inception, Cisco engineers

have been leaders in the development of Internet Protocol

(IP) -base d networking technologies.
‘ I S ‘ o Today, with more than 65,225 employees worldwide, this
tradition of innovation continues with industry -leading

products and solutions in the company's core development

areas of routing and switching, as well as in advanced

technologies such as: Applicatio n Networking, Data Center,
Digital Media, Radio over IP, Mobility, Security, Storage

Networking, TelePresence, Unified Communications, Video

and Virtualization. For additional information: WWW.CiSC0.com
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CYBER SPACE HACKS AND ATTACK S

The Economy and Cyber Crime [ £ 3aAFTASR 51| @élicoptery t NBJa A
BY: ERIN EARLY, T&WEH Leaked via P2P, Found on Iranian
03/05/2009 . . . Computer
Fraudtracking firm Javelin Research recently BY: JAIKUMAR VIJAYS®MPUTER WORLD
released a report which found that the number 03/02/2009
of identity theft victims mcreased 22 percent Classified information about the Marine One,
from 2007 to 2008, and experts believe that the the he“copter used by President Obama’ was
worsening economy is encouraging identity reportedly found on a computer in Tehran, Iran,
theft. Research company Garner reports that after being leakedver a peeito-peer file
Cyber attacks on banks worldwide have doubled Sharing network last summer. The information
in the past Sl)f months. Marjy attacks are using ) Wasjeaked from a computer belonging toa _
to trick victims into scams related to the credit Tiversa Inc., a P2P monitoring services provider.
crunch or the job market. Chris Gormley, chief operating officer at Tiversa,
http://www.ddj.com/security/215800676 explains that the IP address where the leaked
data was found belongs to someone who
Ten Million PCs Infected by Trojans, searches P2P networks for sensitive
VendorReports information. Avivah Litan, an analyst at Garner
BY: ROBERT MCMILLAECHWORLD Inc., explains that companies can learn a lesson
03/10/2009 from the data leak, and must take measarto
Anti-virus vendor Panda Security reports that protect information from being leaked through
more thanl percent of the 67 million people P2P networks. Litan recommends companies
who used their free ActiveScan test site last use file encryption, data loss prevention tools
year had malicious software installed on their and intrusion detection products.
PCs, which could help criminals steal sensitive http://www.computerworld.com/action/article.
information. Carlos Zevallos with Panda Security  do?command=viewArticleBasic&articleld=9128
says that their virus detectiorate jumped 800 820
percent during the lassixmonths of 2008, and
explains that Trojan programs are becoming I LILXE 8§9a { I FIENR 2 Attt CIi ¢t
more sophisticated and complex, leading to an Contest, Past Winner Predicts
increase in cybeattacks and identity theft. The BY: GREGG KEIZERJRQTER WORLD
US Federal Trade Commission estimates that 9 03/03/2009
million US residents are victims of Identlty theft Charlie Mi”er, a Vu|neramjy researcher and the
every year through a variety of criminal GAYYSNI 2F tFat &SFHNDRa t2ffoh:
methods. LINBRAOGA GKFEG ' LIWX S LyOdoa
http://www.techworld.com/news/index.cfm?R Saasad GFENBSG Ay GKraa &SI
SS&News|D=112412 ¢KS O02YLISiAGAZY alLkyazN 0.

TippingPoint unit, is offering $5,000 for each

bug thatis successfully exploited in Safari,
alAONR&2F0Qa LYGSNYySiaG 9ELUj 2
CANBT2E 2N D223tS LyO®»Q /|
that the Apple products allow any type of file

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 23



http://www.ddj.com/security/215800676
http://www.techworld.com/news/index.cfm?RSS&NewsID=112412
http://www.techworld.com/news/index.cfm?RSS&NewsID=112412
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128820
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128820
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128820

“ Security
Cyberspace
NSCl Institute

@ CyberPro

format, which increases the chance of security
{0 fOB H ladkdthelf S Qa

0dz3az | yR
defenses of Windows Vista and Windows 7.
http://www.computerworld.com/action/article.

do?command=viewArticleBasic&articleld=9128

878

Announcing the Native Client Security

Contest

BY: HENRY BRIDGEQGOE CODE BLOG
02/25/2009

The Native Client Security team recently
announced a hacking competition that

challenges patrticipants to find security holes in

Native Client. Participants will receitree latest

build of Native Client, and will receive credit for

the vulnerabilities that it finds first. A panel of
academic experts will review the entries and

choose five teams that found the bugs with the

highest impact, and the winning teams will
receive cash prizes. The contest will run until
May 5.

http://google-code
updates.blogspot.com/2009/02/announcing
native-clientsecurity.html

New Worm Varianton the Loose

BY: ELLEN MESSMERTWORK WORLD
03/09/2009

A third version of the Cordker worm has been
detected by scurity company Symantec. The
company said that the new variant gives
infected machines powerful instructions to
disable antivirus softwae and analysis tools,
among othemaliciousactions. Symantec
expects to identify additional capabilities
shortly, and report they have not yet seen
W32.Downadup.C in customer networks.
http://www.techworld.com/security/news/inde
x.cfm?newsid=112347
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Massive Botnet DDoS Attack Hits
Rlihisdva.org

CYBERINSECURE.COM

03/08/2009

Mininova, one of the leading BitTorrent sites,
has been suffering from a massive Distributed
Denial of ServicAttack over the last couple of
days that is causing the site to be completely
inaccessible at times. Mininova-6aunder Niek
said he has no idea who is behind the attack or
why they chose Mininoydut says the
Mininova team is working on a solution. The
attack originated from three different
continents, although the latest attacks were
traced back to Germany and Argentina.
http://cyberinsecure.com/massivotnet-
ddosattacknhits-mininovaorg/

Autorun Infections Reemerging in Wild

BY: SHAUN NICHOLS MAGAZINE

03/05/2009

McAfee researcher Vinooo Thomas reported a
rise in the number of malware attacks by way of
thumb drivesand other removable media.

Many of the attacks take advantage of autorun,
a feature which allows disks and removable
drives to automatically load content when the
device is inserted into a system, a characteristic
of some of the earliest computer viruses.
http://www.securecomputing.net.au/News/139
001,autoruninfectionsreemergingin-wild.aspx

We AJISNDR ¢NR2FYy YSSLi

Hopping

BY: TIM WEBON, DARK READING

03/04/2009

A Washington Post report claims that a new

Trojan called Tigger.A has infected more than
250,000 PCs since it was detected in November.
The Trojan allows the attacker to gain access to
administrator privileges on Windows machs
dzaAy3a | @dzZ ySNI oAt AGE A
SaolflraAz2yé FSI GdzNB
October. The Tigger.A Trojan removes a list of
malware from victim PCs, and security experts

aKI
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believe that the Trojan removes other malware
to prevent antivirus wenings from going off.
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articlelD=215800583

Koobface Worm to Users: Be my Facebook
Friend

BY:GREGG KEIZER, CONFRMWORLD

03/02/2009

Jamz Yaneza, a research project manager with
Trend Micro Inc. says that the Koobface worm
has resurfaced on Facebook and is hijacking
user accounts on Facebookybpace,

Friendster, LiveJournahd others. The worm
tricks users into clicking on a link in a message
that appears to be from a friend, and then tries
to get the victim to download an Adobe update.
The malware then searches the victimd t /
logrin information.
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http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9128
842

Conficker Botnet Ready to be Split, Sold
BY: ROBERT WESTERV&EARCHSECURITM.CO
02/26/2009

Security reearchers agree that the Conficker
worm author may profit the most by dividing

the botnet into pieces and selling it to the
highest bidder. The new owner could target
specific segments and deliver commands to the
botnet to harvest information like passwad

and account information from specific
audiences. Researchers also say that they have
not seen any new variants of the worm, and
that the infected machines are receiving

T 2updates from the worm through peédb-peer

applications.
http://searchsecurity.techtarget.com/news/arti
cle/0,289142 sid14 gci1l349282,00.html

High Tech Problem Solvers
www.gtri.gatech.edu

From accredited DoD enterprise systems to exploits for
heterogeneous networks, GTRI is on the cutting edge of
cyberspace technologylransferring knowledge from research
activities with the Georgia Tech Information 8ety Center, GTRI
is able to bring together the best technologies, finding wwatld
solutions for complex problems facing government and industry

Georgia [Research
Tech || [nstiitutie

Problem. Solved.

CYBER SPACE TACTICSAND DEFENSE

Collaborative Utility TaslEorce Partners
with DOE to Develop Cyber Security
Requirements forAdvanced Metering

acquisition and implementation of secure
systems and components. Eleven leading
utilities, including American Electric Power,
Dominion, Consumers Energy and others

Infrastructure .
BUSINESS WIRE teamed with the Department of Enerdy
03/10/2009 standardize the set of security requirements.

Paul De Martini, the vice president of advanced
technology for Southern California Edison,
explains that the AMI requirements are the first
set of standards that aim to assist utilities and

The Advanced Metering Infrastructure Security
(AMISEC) Task Force recently released the AMI
System Security Requirements, whicbyides
guidelines for the utility industry related to
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