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THIS W EEK IN CYBER PRO  

BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
As the Obama administration settles into its second month in office, cyber security is taking a top focus 
(page 9). In his recent budget request, President Barack Obama requested $355 million for the 
IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅ 5ŜǇŀǊǘƳŜƴǘΩǎ cyber security efforts in 2010 (page 11). The budget overview 
promised increased funding for a comprehensive cyber strategy that encompasses homeland security, 
intelligence, law enforcement, military and diplomatic components. 
 
Although this interagency cyber strategy is proposed, there is still a battle for cyber security leadership 
in the United States. A Washington Post article (page 17) announces that Rod Beckstrom, the federal 
ƎƻǾŜǊƴƳŜƴǘΩǎ Ŏyber security coordinator, recently resigned due to a lack of funding and a struggle for 
power with the National Security Agency. Director of National Intelligence Dennis Blair spoke to the US 
House of Representatives earlier this month and said that the N{! ǎƘƻǳƭŘ ƭŜŀŘ ǘƘŜ ƴŀǘƛƻƴΩǎ ŎȅōŜǊ 
security efforts (page 13). Paul Kurtz, consultant and advisor to the Obama transition team, has also 
made this recommendation. Recommendations were made by senior experts this week (page 12) to 
members of the House Subcommittee on Emerging Threats, Cybersecurity, Science and Technology to 
reject an agency-led approach and give the White House leadership and integration responsibility; other 
officials are urging a strong civilian component (page 12). 
 
Military branches in the Department of Defense are stepping up cyber defensive and offensive 
strategies as well. The Air Force has two squadrons that work specifically to combat cyber threats (page 
16ύΦ ¢ƘŜǎŜ !ƛǊ CƻǊŎŜ άƘŀŎƪŜǊǎέ ǿƻǊƪ ǘƻ ǊŜǇƭƛŎŀǘŜ ŎȅōŜǊ ǘƘǊŜŀǘǎ ǘƻ ǇǊŜǇŀǊŜ ǎŜǊǾƛŎŜ ƳŜƳōŜǊǎ ǘƻ ōŜǘǘŜǊ 
identify and defend against threats.  
 
hǳǊ ά{ŜƴƛƻǊ [ŜŀŘŜǊ tŜǊǎǇŜŎǘƛǾŜέ this week (page 6) is with Brigadier General (select) Dash Jamieson, a 
leader in Intelligence, Surveillance and Reconnaissance for the US Air Force. In her interview, she 
explains how the Air Force is shortening ǘƘŜ άƪƛƭƭ ŎƘŀƛƴέ ƛƴ ǘƘŜ ƴŜǿ ŘƻƳŀƛƴ ƻŦ ŎȅōŜǊǎǇŀŎŜΦ WŀƳƛŜǎƻƴ ŀƭǎƻ 
highlights the importance of partnerships across government agencies and with industry and academia. 
 
Cyber attacks are also headlining legal cases. Since the massive data breach of Heartland six weeks ago, 
eight banks and credit unions have filed lawsuits against the company (page 28ύΦ ¢Ƙƛǎ ǿŜŜƪΩǎ 
ά/ȅōŜǊǎǇŀŎŜ ς [ŜƎŀƭέ ǎŜŎǘƛƻƴ ƘƛƎƘƭƛƎƘǘǎ ŎƻǳǊǘ ŎŀǎŜǎ ŀƎŀƛƴǎǘ ƘŀŎƪŜǊǎ ƛƴ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎΣ DŜǊƳŀƴȅΣ 
Bulgaria and Beijing. 
 
²Ŝ ƘƻǇŜ ȅƻǳ ŜƴƧƻȅ ǘƘƛǎ ǿŜŜƪΩǎ ŜŘƛǘƛƻƴ ƻŦ CyberPro! 
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SENIOR LEADER PERSPECTIVE :  BRIG .  GEN .  ( S)  DASH JAMIESON  

 
b{/LΩǎ [ƛƴŘǎŀȅ ¢ǊƛƳōƭŜ ǊŜŎŜƴǘƭȅ ƛƴǘŜǊǾƛŜǿŜŘ .Ǌƛgadier General (select) Dash 
Jamieson, director, ISR Strategy, Integration and Doctrine (HAF/A2D), Deputy 
Chief of Staff, Intelligence, Surveillance and Reconnaissance, Headquarters U.S. 
Air Force, Pentagon, Washington, D.C.  A2D is responsible for developing and 
promulgating AF ISR strategy and plans, guiding Air Force mid- and long-range 
ISR capability and requirements, leading end-to-end ISR capability portfolio 
management, formulating Air Force ISR doctrine and managing policy guidance 
concerning readiness, education, training and career field development for Total 
Force ISR personnel. 
 
NSCI: Advancements in cyberspace technology have improved the ability of ISR assets to provide 
actionable intelligence to commanders and fielded forces. How have those advances in cyberspace 
increased the vulnerabilities of ISR operations, and what is being done to ensure continued network 
and information assurance as related to ISR operations? 
 
BRIG. GEN. (S) DASH JAMIESON: We are at the tip of exploding cyberspace capability.  As such, they will 
increase our strengths to shorten the kill chain and provide decision superiority to the warfighter.  Our 
Air Force Network Operations Center does a phenomenal job defending our networks every day to 
ensure we have continued access to conduct ISR operations. 
 
NSCI: The armed forces have made significant ŀŘǾŀƴŎŜǎ ƛƴ ǎƘƻǊǘŜƴƛƴƎ ǘƘŜ άƪƛƭƭ ŎƘŀƛƴέ ŦǊƻƳ ŦƛƴŘƛƴƎ ŀ 
target to taking action against it. How has cyberspace impacted the tightening of the kill-chain, 
specifically find, fix, track and assess? 

 
JAMIESON: Although the kill chain is shortened once we find a target, it takes a lot of time, effort and 
manpower to find targets through ISR operations.  Cyberspace is simply another domain where we can 
operate, find and track targets.  When you are able to conduct ISR operations across multiple domains ς 
such as Air, Space and Cyberspace ς you receive the benefit of having multiple avenues to find and/or 
assess targets which can reduce time in the kill chain. 
 
NSCI: Can you tell us about any efforts underway to improve the targeting process and/or tools to 
address cyberspace challenges such as interagency coordination and collaboration and time 
constraints?  
 
JAMIESON: We continue to look at ways to improve our processes ς especially if it will save us time or 
money or if it will provide better capabilities to our warfighters. For example, Air Combat Command, at 
the request of Lt. Gen. David Deptula, the AF deputy chief of staff for ISR, has created an Air Force 
Targeting Center building upon the Combat Targeting and Intelligence Group.  This center will update 
processes and tools for kinetic targeting to fully integrate non-kinetic options to include cyber. This 
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development will enhance target planning within the Air Operation Centers by providing fully-integrated 
and deconflicted targeting options to achieve the Joint Force Commander's desired effect.   
 
NSCI: In the past, databases such as MIDB have supported the targeting portion of the kill-chain with 
order of battle information. Are there any efforts underway to define and capture cyberspace 
enemy/friendly order of battle information (e.g. electronic warfare, computer networks)? 
 
JAMIESON: The Air Force operates across Air, Space and Cyberspace and as such, addressing what our 
adversaries can bring to bear against us in those domains is critical to understanding the operating 
environment.  There is currently an effort underway to develop such a database as part of MIDB.  It is 
still in early development, but the goal is to provide data to support traditional kinetic and non-kinetic 
planning and targeting. 
 
NSCI: Title 50 and Title 10 obviously provide key authorities. Can you tell us how you view these as 
enabling or inhibiting cyberspace operations? 
 
JAMIESON: Title 50 is an important enabler for cyberspace operations, and ς by its very nature ς also 
inhibits operations in order to protect the rights of US citizens through infrastructure and procedures 
that provide oversight, deconfliction and decision-making authority to non-military and military leaders. 
 
Title 10 is how our nation authorizes and organizes for warfighting operations. Title 50 authorities allow 
us to provide decision superiority to our Title 10 warfighters, while protecting the rights of our own 
citizens. The future for cyber will require a review of these titles and may lead to a blending of the two 
when operating in cyberspace. 
 
NSCI: There are cyberspace challenges that seem to have significant similarity with ISR, such as 
άƻǿƴŜǊǎƘƛǇέ ƻŦ ǘƘŜ ŀǎǎŜǘǎ ŀƴŘ ŀǎǎƻŎƛŀǘŜ ǇŜǊsonnel, acquisition authorities and command and control 
of the capabilities. Do you have any thoughts on how these challenges could or should be addressed as 
they relate to cyberspace operations? 
 
JAMIESON: One team, one fight. We need to remember that cyberspace is a domain and is not about 
άƻǿƴŜǊǎƘƛǇΦέ Lǘ ƛǎ ŀōƻǳǘ άǇŀǊǘƴŜǊǎƘƛǇέ ǘƻ accomplish the mission. Integration of capabilities, especially 
ISR capabilities, from, to and through all domains will help create desired effects. We must always look 
for seams where we can integrate operations, not only in the Air Force, but with the other Services as 
well. At the same time, it is necessary to have clear chains of command so we can present our forces to 
the combatant commander when called upon to execute missions.   
 
NSCI: This past October, the AF Chief of Staff announced that instead of an Air Force Cyber Command, 
cyberspace warfighting operations would be managed by a new numbered AF, 24th Air Force. What is 
the role of your organization in assisting the Services with improving their ISR-related organize, train 
and equip capabilities in support of cyberspace operations? 
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JAMIESON: A2D is focused on AF ISR future organization and capabilities. We ensure that our Air Force 
ISR doctrine reflects best practices to guide our ISR Strategy. We then use this strategy as our guide for 
resourcing future capabilities through our ISR Flight Plan which seeks to match the Combatant 
/ƻƳƳŀƴŘŜǊΩǎ ƴŜŜŘǎ ŀƴŘ ǎƘƻǊǘ Ŧŀƭls to potential solutions. A2D also handles ISR force management 
issues, so we also work to ensure our forces are properly trained and developed to deliver effects for 
our commanders.  
 
NSCI: Industry currently offers various courses and certifications related to ethical hacking and 
computer forensics. Does the ISR community leverage this kind of industry-provided cyberspace 
training? Are there other areas where you believe industry can help the ISR community address 
cyberspace challenges? 
 
JAMIESON: Partnering with industry for training gives us great diversity and affords us a different 
perspective. I believe that if industry can help us deliver effects in the cyberspace domain, whether 
through training more accomplished operators or through technical solutions that can provide more 
capability to the warfighter, they are on the right track.  
 
NSCI: Is ǘƘŜǊŜ ŀƴȅǘƘƛƴƎ ŜƭǎŜ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ŀŘŘΚ 
 
JAMIESON: Thank you for the opportunity to provide my insights to your readers. 
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CYBER SPACE ï B IG P ICTURE

Top 5 Information Security Challenges for 
US Government Agencies 
HELP NET SECURITY 
03/03/2009 

Cloakware recently released their list of the top 
five cyber security challenges facing federal 
agencies, following in-depth research with 
industry experts and government agencies. The 
five challenges identified are: cyber security as a 
top-level priority; establishing and 
implementing consistent security initiatives; 
preventing system disruption; improving 
warning capabilities; and strengthening incident 
recovery. 
http://www.net -
security.org/secworld.php?id=7113 

 
A Busy Cybersecurity Week in Washington 
BY: JON OLTSIK, CNET NEWS 
03/03/2009 

The article briefly summarizes three recent 
cybersecurity events in Washington. President 
Obama increased the cybersecurity budget, 
allocating $42.7 billion for the Department of 
Homeland Security and $355 million to the 
National Cyber Security Division. Dartmouth 
/ƻƭƭŜƎŜΩǎ LƴǎǘƛǘǳǘŜ ŦƻǊ LƴŦƻǊƳŀǘƛƻƴ LƴŦǊŀǎǘǊǳŎǘǳǊŜ 
Protection (I3P) was delivered to Sens. Joseph 
Lieberman and Susan Collins, which 
recommends a coordinated response across the 
government and private sector as well as 
increasing cybersecurity education. Finally, the 
National Institute of Standards and Technology 
ƛǎ ǊŜǾƛǎƛƴƎ ƛǘǎ άDǳƛŘŜ ǘƻ 9ƴǘŜǊǇǊƛǎŜ ¢ŜƭŜǿƻǊƪ ŀƴŘ 
Remote Access SecurityΣέ a set of guidelines for 
organizations providing remote access to its 
employees. 
http://news.cnet.com/8301-1009_3-10187101-
83.html 

Securing Cyberspace Requires a New 
Attitude 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
03/06/2009 

Former White House cybersecurity adviser Paul 
Kurtz says that a comprehensive cybersecurity 
strategy must include the intelligence 
community and military services. Kurtz 
emphasizes the importance of public discussion 
and information sharing to the success of a 
cybersecurity program. The article explains that 
the inability to protect privacy is a major 
ŎƘŀƭƭŜƴƎŜ ŦƻǊ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ ŀƴŘ ǎŀȅǎ άǘƻ ǎƘŀǊŜ 
data in a meaningful way, agencies must be 
willing to accept reasonable restrictions on the 
data they receive, granting law enforcement, 
the private sector and individuals the privacy 
ǘƘŜȅ ƘŀǾŜ ŀ ǊƛƎƘǘ ǘƻ ŜȄǇŜŎΦέ 
http://gcn.com/articles/2009/03/09/cybereye-
defending-cyberspace.aspx 

 
wŜǇƻǊǘ {ƭŀƳǎ ά/ǊǳŘŜέ 9ŦŦƻǊǘ ǘƻ CƛƎƘǘ ²Ŝō 
Militants 
BY: MICHAEL HOLDEN, REUTERS 
03/10/2009 

For years, governments and security agencies 
have warned that the Web was allowing 
extremists, particularly Islamist militants, to 
recruit and radicalize people to their causes. A 
recent study by the International Center for the 
Study of Radicalization and Political Violence 
(ICSR) in London says there is little politicians 
can do to filter or restrict access to extremist 
sites, ōǳǘ ǘƘŀǘ ǘƘŜ ǎƛǘŜǎ ŀǊŜ άƭŀǊƎŜƭȅ ƛƴŜŦŦŜŎǘƛǾŜ 
at drawing in new recruitsΦέ Peter Neumann, 
head of the ICSR, says that Internet Service 
Providers could do more in response to user 
complaints about extremist materials, but that 

http://www.net-security.org/secworld.php?id=7113
http://www.net-security.org/secworld.php?id=7113
http://news.cnet.com/8301-1009_3-10187101-83.html
http://news.cnet.com/8301-1009_3-10187101-83.html
http://gcn.com/articles/2009/03/09/cybereye-defending-cyberspace.aspx
http://gcn.com/articles/2009/03/09/cybereye-defending-cyberspace.aspx
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it is impossible to filter militant material 
completely. 
http://www.reuters.com/article/technologyNe
ws/idUSTRE5292R820090310?feedType=RSS&f
eedName=technologyNews 

 

US Facing Asymmetric, Cyber Warfare 
MIDDLE EAST TIMES 
03/05/2009  

Gen. Robert Kehler, commander of Air Force 
{ǇŀŎŜ /ƻƳƳŀƴŘΣ ǎŀȅǎ ǘƘŀǘ άнмǎǘ-century 
ǿŀǊŦŀǊŜ ƛǎ ŜǊŀǎƛƴƎ ǇƘȅǎƛŎŀƭ ōƻǳƴŘŀǊƛŜǎέ ŀƴŘ ǘƘŀǘ 
the future combat environment will be 
primarily online battlefields. Kehler says that 
threats to US security are increasingly coming 
from online enemies, and says that the enemy 
could be next door or halfway around the 
world. 
http://www.metimes.com/Security/2009/03/05
/us_facing_asymmetric_cyber_warfare/491e/ 

 

New Cybersecurity Controls Simplify, 
Prioritize Protections 
BY: GREGG CARLSTROM, FEDERAL TIMES 
03/03/2009 

A team of chief information officers and 
industry experts recently released the 
Consensus Audit Guidelines (CAG), which aims 
to simplify the thousands of pages of 
cybersecurity guidelines by the National 
Institute of Standards and Technology. The 
guidelines have not yet been reviewed by the 
Office of Management and Budget, and many 
CIOs argue that the guidelines prove that the 
ƎƻǾŜǊƴƳŜƴǘΩǎ ŎǳǊǊŜƴǘ ǎŜŎǳǊƛǘȅ ƎǳƛŘŜƭƛƴŜǎ ŀǊŜ 
based too much on compliance. 
http://federaltimes.com/index.php?S=3972054 
 

Chief of Key Internet Oversight Body is 
Leaving 
BY: ANICK JESDANUN, WASHINGTON POST 
03/02/2009 

/ƘƛŜŦ ŜȄŜŎǳǘƛǾŜ ƻŦ ǘƘŜ LƴǘŜǊƴŜǘΩǎ ƪŜȅ ƻǾŜǊǎƛƎƘǘ 
agency, Paul Twomey, recently announced that 
he will step down after his successor is named. 
Twomey did not give a reason for his 
resignation but said that he woulŘ ƭƛƪŜ άƳƻǾŜ 
on to another leadership position in the private 
ƻǊ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ǎŜŎǘƻǊǎΦέ ¢ǿƻƳŜȅ ŀƭǎƻ ǎŀƛŘ ǘƘŀǘ 
he will stay on long enough to help with the 
transition.  
http://www.washingtonpost.com/wp-
dyn/content/article/2009/03/02/AR200903020
0885.html 
 

Government Keeping Its .Gov Domain 
Names Secret 
BY: THOMAS CLABURN, INFORMATION WEEK 
03/02/2009 

The US General Services Administration has 
refused to release a list of the .gov domains 
following a Freedom of Information Act (FOIA) 
request, contrary to a directive from President 
hōŀƳŀ ǘƘŀǘ άChL! ǊŜǉǳŜǎǘǎ ǎƘƻǳƭŘ ōŜ ŘŜŎƛŘŜŘ 
in favor of opennessΦέ Karl Auerbach, CTO of 
InterWorking Labs, says that the refusal is 
άǳǘǘŜǊ ƴƻƴǎŜƴǎŜέ ŀƴŘ ǘƘŀǘ ǘƘŜ άƎƻǾŜǊƴƳŜƴǘ 
should armor itself against attacks and not try 
to hide from its citizensΦέ Some experts claim 
ǘƘŀǘ ƛǘΩǎ ƎƻǾŜǊƴƳŜƴǘ ǇƻƭƛŎȅ ǘƻ ƪŜŜǇ ǘƘƛƴƎǎ 
secret, and that releasing .gov domain names 
could undermine strategies to limit traffic from 
certain sites. 
http://www.informationweek.com/news/show
Article.jhtml?articleID=215600330

 

http://www.reuters.com/article/technologyNews/idUSTRE5292R820090310?feedType=RSS&feedName=technologyNews
http://www.reuters.com/article/technologyNews/idUSTRE5292R820090310?feedType=RSS&feedName=technologyNews
http://www.reuters.com/article/technologyNews/idUSTRE5292R820090310?feedType=RSS&feedName=technologyNews
http://www.metimes.com/Security/2009/03/05/us_facing_asymmetric_cyber_warfare/491e/
http://www.metimes.com/Security/2009/03/05/us_facing_asymmetric_cyber_warfare/491e/
http://federaltimes.com/index.php?S=3972054
http://www.washingtonpost.com/wp-dyn/content/article/2009/03/02/AR2009030200885.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/03/02/AR2009030200885.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/03/02/AR2009030200885.html
http://www.informationweek.com/news/showArticle.jhtml?articleID=215600330
http://www.informationweek.com/news/showArticle.jhtml?articleID=215600330
http://www.alionscience.com/
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CYBER SPAC E ï OBAMA ADMINISTRATION   

hōŀƳŀΩǎ /ȅōŜǊǎŜŎǳǊƛǘȅ .ǳŘƎŜǘ Dŀƛƴǎ {ƻƭƛŘ 
Support 
BY: BYRON ACOHIDO, USA TODAY BLOGS 
03/02/2009 

Adm. Dennis Blair, director of National 
Intelligence, recently presented Congress with a 
46-page threat assessment, which makes 
several references to cybersecurity, including 
the recommendation that the United States 
ŘŜǾŜƭƻǇ άŎƻŘŜǎ ƻŦ ŎƻƴŘǳŎǘ ŦƻǊ ŎȅōŜǊǎǇŀŎŜΦέ 
President Obama has since released his fiscal 
2010 budget which includes $355 million for 
cybersecurity. Another report from the Business 
Executives for National Security and Booz Allen 
Hamilton says that the administration needs to 
form a cyber community of security experts 
from government, business, academia and the 
civilian sector to combat cybercrime. 
http://blogs.usatoday.com/technologylive/2009
/03/obamas-cybersec.html 
 

Administration to Request More for 
Cybersecurity 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
02/26/2009 

President Obama has requested $355 million 
ŦƻǊ ǘƘŜ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅ 5ŜǇŀǊǘƳŜƴǘΩǎ 
cybersecurity efforts in 2010. The money will go 
ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ 5I{Ω bŀǘƛƻƴŀƭ /ȅōŜǊǎŜŎǳǊƛǘȅ 
5ƛǾƛǎƛƻƴ ŀƴŘ 5I{Ω ǊƻƭŜ ƛƴ ǘƘŜ /ƻƳǇrehensive 
National Cybersecurity Initiative. The budget 
overview also promised increased funding for a 
comprehensive cyber strategy that includes 
homeland security, intelligence, law 
enforcement, military and diplomatic 
components. The budget would also provide 
funding for information and intelligence sharing 
between state, local, and federal authorities. 
http://fcw.com/Articles/2009/02/26/2010-
budget-cybersecurity.aspx 

White House Issues Interim Statement on 
Cybersecurity Review 
BY: TIM WILSON, DARK READING 
03/04/2009 

The article provides the full statement recently 
released by John Brennan, assistant to the 
president for Homeland Security and 
Counterterrorism, about the 60-day 
cybersecurity review. Brennan also discusses 
ǘƘŜ hōŀƳŀ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ ƻƴƭƛƴŜ ǎŜŎǳǊƛǘȅ 
plans, which could be laid out as soon as next 
month.  
http://www.darkreading.com/security/govern
ment/showArticle.jhtml?articleID=215800529 
 

Cybersecurity Recommendations Progress 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
03/02/2009 

John Brennan, assistant to the president for 
homeland security and counterterrorism, said 
that the ƎƻǾŜǊƴƳŜƴǘΩǎ сл-day cybersecurity 
review will result in an action plan and the 
identification of federal priorities. The post on 
the White House blog also said that the review 
ǿƛƭƭ ƘŜƭǇ tǊŜǎƛŘŜƴǘ hōŀƳŀ ƛƴ ŦƻǊƳƛƴƎ άŀƴ 
optimal White House organizational construct 
ǘƻ ŀŘŘǊŜǎǎ ƛǎǎǳŜǎΦέ hŦŦƛŎƛŀƭǎ ƘŀǾŜ ǎŀƛŘ ǘƘŀǘ ǘƘŜ 
Ǝƻŀƭ ƻŦ ǘƘŜ ǊŜǾƛŜǿ ƛǎ ǘƻ άŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ 
ƎƻǾŜǊƴƳŜƴǘΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŜŦŦƻǊǘǎ ŀǊŜ 
integrated and coordinated with Congress and 
ǘƘŜ ǇǊƛǾŀǘŜ ǎŜŎǘƻǊΦέ 
http://fcw.com/Articles/2009/03/02/cybersecu
rity-review-update.aspx 
 

Cybersecurity Hearing Prompts Calls for 
Leadership, Laws 
BY: THOMAS CLABURN, INFORMATION WEEK 
03/11/2009 

The House Subcommittee on Emerging Threats, 
Cybersecurity, Science and Technology held a 

http://blogs.usatoday.com/technologylive/2009/03/obamas-cybersec.html
http://blogs.usatoday.com/technologylive/2009/03/obamas-cybersec.html
http://fcw.com/Articles/2009/02/26/2010-budget-cybersecurity.aspx
http://fcw.com/Articles/2009/02/26/2010-budget-cybersecurity.aspx
http://www.darkreading.com/security/government/showArticle.jhtml?articleID=215800529
http://www.darkreading.com/security/government/showArticle.jhtml?articleID=215800529
http://fcw.com/Articles/2009/03/02/cybersecurity-review-update.aspx
http://fcw.com/Articles/2009/03/02/cybersecurity-review-update.aspx
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hearing on March 10 to discuss the progress of 
federal cybersecurity efforts. Much of the 
discussion focused on whether cybersecurity 
efforts should be lead by intelligence agencies 
and the military, or if more responsibility should 
go to civilian agencies and the private sector. 
Participants in the hearing also called for 
stronger regulations and technology standards. 
The most controversial recommendation made 
to the panel was that the U.S. develops a new 
version of the Monroe Doctrine that applies 
specifically to cyberspace. 
http://www.informationweek.com/news/securi
ty/government/showArticle.jhtml?articleID=215
801708 

 
White House Urged to Stop Cyber Attacks 
BY: BYRON ACOHIDO, USA TODAY 
03/11/2009 

Members of the House Subcommittee on 
Emerging Threats, Cybersecurity, Science and 
Technology held a meeting March 10 to receive 
a mid-Ǉƻƛƴǘ ǎǘŀǘǳǎ ǊŜǇƻǊǘ ƻŦ aŜƭƛǎǎŀ IŀǘƘŀǿŀȅΩǎ 
60-day review. Security experts informed the 
group that the White House is the only 
organization in the position that should lead 
cyber defense; a private or government 
organization should not be the sole lead. Amit 
Yoran, CEO of security firm NetWitness and a 
former senior official in the Department of 
Homeland Security, said that the United States 
Ƙŀǎ ōŜŜƴ άŜȄǇŜǊƛŜƴŎƛƴƎ ŀ фκмм ƛƴ ŎȅōŜǊŀǘǘŀŎƪǎέ 
for several years. Other recommendations 
included invoking a Monroe-like Doctrine in 
cyberspace.  
http://blogs.usatoday.com/technologylive/2009
/03/the-united-stat.html  

NSA Dominance of Cybersecurity Would 
[ŜŀŘ ǘƻ ΨDǊŀǾŜ tŜǊƛƭΣΩ 9Ȅ-Cyber Chief Tells 
Congress 
BY: KIM ZETTER, BLOG WIRED NETWORK 
03/10/2009 

Amit Yoran, former head of the Department of 
IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅΩǎ bŀǘƛƻƴŀƭ /ȅōŜǊ {ŜŎǳǊƛǘȅ 
Division, has warned House subcommittee 
members that the intelligence community 
shoǳƭŘ ƴƻǘ ƭŜŀŘ ǘƘŜ ƴŀǘƛƻƴΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ 
efforts. According to Yoran, the National 
{ŜŎǳǊƛǘȅ !ƎŜƴŎȅΩǎ ƭŀŎƪ ƻŦ ǘǊŀƴǎǇŀǊŜƴŎȅΣ ŀǎ ǿŜƭƭ 
as its focus on attaining information on 
adversaries, will not contribute to the mission 
to secure networks. Yoran previously resigned 
from his position at the DHS due to the 
organization not placing enough emphasis on 
cybersecurity. 
http://blog.wired.com/27bstroke6/2009/03/ns
a-dominance-o.html  

 

Officials Urge Civilian Cybersecurity Role 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
03/11/2009 

Senior officials have recommended to a House 
panel that there be a civilian agency to lead the 
ƴŀǘƛƻƴΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŎŀǇŀōƛƭƛǘȅΣ ƛƴŘŜǇŜƴŘŜƴǘ 
from the National Security Agency. Rod 
Beckstrom, who recently resigned as the 
director of the Department of Homeland 
{ŜŎǳǊƛǘȅΩǎ bŀǘƛƻƴŀƭ /ȅōŜǊǎŜŎǳǊƛǘȅ /ŜƴǘŜǊΣ ŀƎǊŜŜŘ 
with this recommendation, saying that the 
ŎƛǾƛƭƛŀƴ ƎƻǾŜǊƴƳŜƴǘ ǎƘƻǳƭŘ ƘŀǾŜ ŀ άǾŜǊȅ 
significant and independent role in 
cybŜǊǎŜŎǳǊƛǘȅΦέ ¢ƘŜ hōŀƳŀ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ 
expects to complete its cyber review by the end 
of April. 
http://fcw.com/articles/2009/03/11/cybersecur
ity-review.aspx  
 

http://www.informationweek.com/news/security/government/showArticle.jhtml?articleID=215801708
http://www.informationweek.com/news/security/government/showArticle.jhtml?articleID=215801708
http://www.informationweek.com/news/security/government/showArticle.jhtml?articleID=215801708
http://blogs.usatoday.com/technologylive/2009/03/the-united-stat.html
http://blogs.usatoday.com/technologylive/2009/03/the-united-stat.html
http://blog.wired.com/27bstroke6/2009/03/nsa-dominance-o.html
http://blog.wired.com/27bstroke6/2009/03/nsa-dominance-o.html
http://fcw.com/articles/2009/03/11/cybersecurity-review.aspx
http://fcw.com/articles/2009/03/11/cybersecurity-review.aspx
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9ȄǇŜǊǘǎ /ǊƛǘƛŎƛȊŜ b{!Ωs Growing Role in 
Cybersecurity 
BY: GREGG CARLSTROM, FEDERAL TIMES 
03/10/2009 

Many experts agree that the National Security 
Agency should not be allowed to lead the 
ƎƻǾŜǊƴƳŜƴǘΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŜŦŦƻǊǘǎΦ wƻŘ 
Beckstrom, the director of the National 
Cybersecurity Center recently resigned from his 
position and said that the NSA dominance of 
cybersecurity was a mistake. The Department of 
Homeland Security has received much criticism 
for its lack of leadership and organization on 
cybersecurity efforts, but experts argue that 
despite these challenges, DHS is a better fit for 
overseeing cybersecurity because DHS is better 
able to coordinate cybersecurity efforts with 
the private sector than the NSA.  
http://federaltimes.com/index.php?S=3983274 

 

US Spy Agency Gains Support for Cyber 
Security Role 
BY: ROBERT LEMOS, THE REGISTER 
03/03/2009 

The Director of National Intelligence, Dennis 
Blair, spoke before the US House of 
wŜǇǊŜǎŜƴǘŀǘƛǾŜΩǎ ƛƴǘŜƭƭƛƎŜƴŎŜ ŎƻƳƳƛǘǘŜŜ ŀƴŘ 
said that the National Security Agency should 
ƭŜŀŘ ǘƘŜ ƴŀǘƛƻƴΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ Ŝfforts. Blair 
says that the Department of Homeland Security 
Ƙŀǎ ƴƻǘ άǎǘŜǇǇŜŘ ǳǇ ǘƻ ǘƘŜ ǇƭŀǘŜέ ŀƴŘ ǘƘŀǘ ǘƘŜ 
NSA has capabilities and cyber talent making 
them best suited for leading network protection 
efforts. Paul Kurtz, a consultant and advisor to 
the Obama transition team, also recommends 
that the NSA become the leader in 
cybersecurity efforts, despite recent 
controversy over tapping communications of US 
citizens. 
http://www.theregister.co.uk/2009/03/03/nsa_
cyber_defense/ 

hōŀƳŀΩǎ LƴǘŜƭƭƛƎŜƴŎŜ /ƘƛŜŦΥ b{! {ƘƻǳƭŘ 
Have Wider Role in Cybersecurity 
BY: KELLY JACKSON HIGGINS, DARK READING 
02/27/2009 

Dennis Blair, director of National Intelligence, 
told a House intelligence committee that the 
National Security Agency has the most cyber 
talent and that the agency should take a lead 
role in cybersecurity efforts. Blair explained that 
άƛǊƻƴƛƴƎ ƻǳǘέ ǘƘŜ ŜȄŀŎǘ ǊƻƭŜ ƻŦ ǘƘŜ b{! ǿƛƭƭ ōŜ ŀ 
key issue in the coming months, and that the 
b{!Ωǎ ŎȅōŜǊ ŜȄǇŜǊǘƛǎŜ ǎƘƻǳƭŘ ōŜ άƘŀǊƴŜǎǎŜŘ ŀƴŘ 
ōǳƛƭǘ ƻƴΦέ IƻƳŜƭŀƴŘ ǎŜŎǳǊƛǘȅ ŜȄǇŜǊǘ tŀǳƭ YǳǊǘȊ 
also recently expressed his support for the NSA 
becoming a key player in cybersecurity.  
http://www.darkreading.com/security/govern
ment/showArticle.jhtml?articleID=215400018 

 

±ƛǾŜƪ YǳƴŘǊŀ {ŀȅǎ IŜΩƭƭ LƳǇǊƻǾŜ ǘƘŜ 
CŜŘŜǊŀƭ DƻǾŜǊƴƳŜƴǘΩǎ ¢ŜŎƘƴƻƭƻƎȅΣ .ǳǘ IŜ 
Faces an Immense Challenge 
BY: STEVE HAMM, BUSINESS WEEK 
03/10/2009 

Vivek Kundra, PresƛŘŜƴǘ hōŀƳŀΩǎ ƴŜǿƭȅ-
appointed chief information officer of the 
ŦŜŘŜǊŀƭ ƎƻǾŜǊƴƳŜƴǘΣ ǿƛƭƭ ƘŀǾŜ ƻƴƭȅ ŀ άǊŜƭŀǘƛǾŜƭȅ 
ǘƛƴȅέ ǘŜŎƘƴƻƭƻƎȅ ōǳŘƎŜǘ ǘƘŀǘ ƛǎ ǎǇǊŜŀŘ ǘƻ 
dozens of departments and agencies to bring 
Net technologies to the federal government as 
well as work with agencies to encourage 
information sharing. Kundra says that he will 
use social networking tools to encourage 
dialogue between the federal government and 
citizens and says that the government must 
leverage innovations from all over the world. 
The article also points out that Kundra lacks the 
authority that a corporate CIO would have, and 
is facing criticism for his belief that government 
ŀƎŜƴŎƛŜǎ ǎƘƻǳƭŘ ǳǎŜ άŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎέ ǘƻ 
improve efficiency.  
http://www.businessweek.com/technology/con
tent/mar2009/tc2009039_728212.htm?chan=te
chnology_technology+index+page_top+stories 
 

http://federaltimes.com/index.php?S=3983274
http://www.theregister.co.uk/2009/03/03/nsa_cyber_defense/
http://www.theregister.co.uk/2009/03/03/nsa_cyber_defense/
http://www.darkreading.com/security/government/showArticle.jhtml?articleID=215400018
http://www.darkreading.com/security/government/showArticle.jhtml?articleID=215400018
http://www.businessweek.com/technology/content/mar2009/tc2009039_728212.htm?chan=technology_technology+index+page_top+stories
http://www.businessweek.com/technology/content/mar2009/tc2009039_728212.htm?chan=technology_technology+index+page_top+stories
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Job One for New Federal CIO: Balance 
Openness With Security 
BY: MERIDITH LEVINSON, COMPUTERWORLD 
03/10/2009 

Stan Sloane, president and CEO of SRA 
International, explains that Vivek Kundra, the 
ŎƻǳƴǘǊȅΩǎ ŦƛǊǎǘ ŦŜŘŜǊŀƭ ƎƻǾŜǊƴƳŜƴǘ /Lh ǿƛƭƭ ƘŀǾŜ 
ǘƻ ǇǊƻǾƛŘŜ ŀƴ άƻǾŜǊŀǊŎƘƛƴƎ ŀǊŎƘƛǘŜŎǘǳǊŜέ ŦƻǊ 
federal government agencies and departments. 
Sloane says that the federal information 
technology space must be made more efficient, 
transparent and cost effective. Kundra will also 
have the difficult task of balancing President 
hōŀƳŀΩǎ ŘǊƛǾŜ ŦƻǊ ƻǇŜƴƴŜǎǎ ŀƴŘ ǘǊŀnsparency 
ǿƛǘƘ ǘƘŜ ŎƻǳƴǘǊȅΩǎ ƴŜŜŘ ŦƻǊ ƛƳǇǊƻǾŜŘ ǎŜŎǳǊƛǘȅΦ 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9129
260&source=rss_topic17 
 

Hope for a New Cybersecurity 
Administration 
BY: BOB BRAGDON, NETWORK WORLD 
02/27/2009 

Author Bob Bradon writes that he hopes that 
the Obama administration can realize success in 
controlling cyber threats, and says that the CSIS 
/ƻƳƳƛǎǎƛƻƴ ǊŜǇƻǊǘΣ ά{ŜŎǳǊƛƴƎ /ȅōŜǊǎǇŀŎŜ ŦƻǊ 
the 44th tǊŜǎƛŘŜƴǘΣέ ǇǊƻǾƛŘŜǎ ŀ άǾƛŀōƭŜ ŀƴŘ 

ŜŦŦŜŎǘƛǾŜ ǇŀǘƘέ ǘƻǿŀǊŘǎ ōŜǘǘŜǊ ŎȅōŜǊǎŜŎǳǊƛǘȅΦ 
Bragdon also says that he hopes that there will 
be strategy and authority from the President on 
cybersecurity issues, and that President Obama 
would make cybersecurity a top priority.  
http://www.networkworld.com/news/2009/02
2709-hope-for-a-new-
cybersecurity.html?hpg1=bn 

 
Open Letter to Obama 
BY: PAT CLAWSON, LUMENSION BLOG 
03/02/2009 

Pat Clawson posted this open letter to 
President Obama on the Lumension blog, and 
applauds the decision of President Obama to 
conduct the 60-day cybersecurity review, but 
also writes that information sharing will be 
necessary to improve network security. Clawson 
says that many companies are simply checking 
compliance boxes, and that the federal 
government needs to come up with an 
incentive that would encourage the private 
sector to improve security. Clawson specifically 
recommends making businesses that comply 
with security requirements eligible for tax 
credits. 
http://blog.lumension.com/?p=575 

 
 
 
 

 

Raytheon  

Aspiring to be the most admired defense and aerospace systems 

supplier through world -class people and technology Raytheon is 

a technology leader specializing in defense, homeland security, 

and other government markets throughout the world. With a 

history of innovation spanning more than 80 years, Raytheon 

provides state -of - the -art electronics, mission systems 

integration, and other capabilities in the areas of sensing; 

effects; command, control,  communications and intelligence 

systems, as well as a broad range of mission support services.  
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CYBER SPACE ï DEPARTMENT OF DEFENSE (D OD)  

New Cyber COCOM Likely 
BY: COLIN CLARK, DOD BUZZ 
03/06/2009 

Some expect the Pentagon to appoint a new 
combatant commander, or COCOM, for cyber 
warfare. Senior cyber warfare officials report 
that Defense Secretary Robert Gates has been 
considering the appointment of a cyber COCOM 
for months, and is likely waiting for the 
ŎƻƳǇƭŜǘƛƻƴ ƻŦ ǘƘŜ ²ƘƛǘŜ IƻǳǎŜΩǎ сл-day cyber 
review. 
http://www.dodbuzz.com/2009/03/06/new-
cyber-cocom-likely/ 

 
Officials to Unveil New Cybersecurity 
Language for Defense Contracts This Spring 
BY: SEBASTIAN SPRENGER, INSIDE DEFENSE 
03/02/2009 

A Pentagon spokesman recently announced 
that Defense Department officials plan to 
propose a new regulation this spring that would 
address the handling of unclassified DoD 
program information by defense contractors. 
Experts explain that the threat of theft is mostly 
with sensitive but unclassified information 
which does not have uniform handling rules. 
Experts recommend that the DoD should 
provide some flexibility in the new regulations 
to ensure compliance among contractors. 
(Subscription only, no link available) 

 
Chilton: DoD Needs Centralized Command 
And Control for Cyber 
BY: JOHN REED, INSIDE DEFENSE 
03/02/2009 

US Strategic Command Chief Gen. Kevin Chilton 
recently spoke at an Air Force Association-
sponsored conference in Florida and said that 
the US military is not ready to fight a cyber war. 
He also said that he will make deterrence 
ŎŀǇŀōƛƭƛǘƛŜǎ άŀ ƳŀƧƻǊ ŦƻŎǳǎ ŀǊŜŀ ŦƻǊ ǘƘŜ 
commandΦέ Chilton recommends that the 

military develop a centralized command and 
control structure for cybersecurity to ensure 
common standards and operating procedures. 
(Subscription only, no link available) 

 

NSA Chief Continues Bid to Take Over 
Cybersecurity 
BY: KIM ZETTER, BLOG WIRED NETWORK 
03/09/2009 

Following the resignation of National Cyber 
Security Center Director, Rod Beckstrom, who 
says that the NSA is gaining too much control 
over cybersecurity efforts, it was announced 
that NSA Director Lt. Gen. Keith Alexander will 
ŘŜƭƛǾŜǊ ǘƘŜ ƪŜȅƴƻǘŜ ŀŘŘǊŜǎǎ ŀǘ ǘƘƛǎ ȅŜŀǊΩǎ w{! 
security conference.  The news release says 
Alexander will be talking about how the 
Internet enables cyber criminals in conducting 
targeted attacks and what can be done about it.  
!ƭŜȄŀƴŘŜǊΩǎ ǘŀƭƪ ǿƛƭƭ ƭƛƪŜƭȅ ŎƻƴǘƛƴǳŜ ǘƘŜ ǘǊŜƴŘ 
started by the Bush administration, equating 
crime on the Internet with national security, 
ŀƴŘ ǿƛƭƭ ōƻƭǎǘŜǊ ǘƘŜ b{!Ωǎ ŜŦŦƻǊǘǎ ǘƻ ǘŀƪŜ ŎƻƴǘǊƻƭ 
ƻŦ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ŜŦŦƻǊǘǎΦ 
http://blog.wired.com/27bstroke6/2009/03/ns
a-continues-b.html 
 

Donley Sets Out Structure for Cyber 
Command 
BY: ERIK HOLMES, AIR FORCE TIMES 
02/26/2009 

Air Force Secretary Michael Donley recently 
approved a plan for the organization of the 24th 
!ƛǊ CƻǊŎŜΣ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǘƘŜ ǎŜǊǾƛŎŜΩǎ ŎȅōŜǊ 
warfare organization as part of the Air Force 
Space Command. The 24th Air Force will consist 
of a headquarters location as well as three 
operational wings. The plan states that the 
commander will be a two-star general, and is 
expected to be named within 30 days. Air Force 
Space Command is currently working on a 

http://www.dodbuzz.com/2009/03/06/new-cyber-cocom-likely/
http://www.dodbuzz.com/2009/03/06/new-cyber-cocom-likely/
http://blog.wired.com/27bstroke6/2009/03/nsa-continues-b.html
http://blog.wired.com/27bstroke6/2009/03/nsa-continues-b.html
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staffing plan and budget, which is expected to 
be between $5 and $6 billion annually. 
http://www.airforcetimes.com/news/2009/02/
airforce_cyber_command_022509/ 

 
Cyber Threat Training 
BY: TECH. SGT. PHYLLIS HANSON, AIM POINTS 
03/09/2009 

The article provides a few points aimed at Air 
Force personnel about which cyber threats are 
increasing and steps to take to better protect 
PCs and the Air Force mission. The article 
names social networking sites and phishing e-
mails as the biggest threats, and recommends 
that users do not open e-mail attachments from 
people they do not know, never post sensitive 
information online, refrain from using flash 
memory devices on DoD computers and keep 
anti-virus software up-to-date. 
http://aimpoints.hq.af.mil/newsarea.cfm?cat=1
5&name=TODAY'S%20HIGHLIGHT 

 

Air Force Grounds Cyber Efforts 
BY: NANCY PASTERNACK, APPEAL-DEMOCRAT 
02/28/2009 

The Air Force Times has reported that plans 
approved by Air Force Secretary Michael Donley 
confirm that the Air Force Cyber Command 
headquarters will include a headquarters and 
three operational wings including two on San 
Antonio bases and one in Illinois or Oklahoma. 
¢ƘŜ Ŧƛƴŀƭ ƭƻŎŀǘƛƻƴ ƻŦ ǘƘŜ ŎƻƳƳŀƴŘΩǎ 
headquarters has still not been announced. 
http://www.appeal-
democrat.com/news/air_74845___article.html/
force_command.html 
 

Aggressors Prowl for Air Force Information 
BY: MASTER SGT. ERIC M. GRILL, AIR FORCE LINK 
02/27/2009 

Air Force hackers that make up the 57th 
Information Aggressor Squadron and the Kansas 
!ƛǊ bŀǘƛƻƴŀƭ DǳŀǊŘΩǎ мттth Information 
Aggressor Squadron work to combat cyber 
threats. Lt. Col. Reb Butler explains that the 

Department of Defense receives thousands of 
computer attacks against its networks every 
day, and says that the aggressors work to know, 
teach and replicate cyberthreats. Butler 
emphasizes the importance of education and 
training so that service members can better 
identity and defend against threats. 
http://www.af.mil/news/story.asp?id=1231374
45 

 
Being the Bad Guy 
STRATEGY PAGE 
03/05/2009 

Two Air Force squadrons, the 57th Information 
Warfare Aggressor Squadron and the 177th 
Information Warfare Aggressor Squadron, 
attack American military networks, hoping to 
find vulnerabilities before online enemies do. 
The article compares the aggressor squadrons 
ǘƻ ǘƘŜ άǘƛƎŜǊ ǘŜŀƳǎέ ǘƘŀǘ ŎƻƳƳŜǊŎƛŀƭ ŦƛǊƳǎ ƘƛǊŜ 
to test the defenses of corporate networks. The 
aggressor hackers test different types of attacks 
to see what US systems are able to withstand. 
http://www.strategypage.com/htmw/htiw/artic
les/20090305.aspx 
 

NETWARCOM Conducts Network Security 
Training Day 
BY: MASS COMM. SPEC. 2

ND
 CLASS (SW) 

CHRISTOPHER KOONS, NAVY COMPASS 
02/26/2009 

The Chief of Naval Operations directed all Navy 
activities to hold a network security training and 
awareness day no later than Feb. 28 in response 
to recent security incidents on Navy computer 
networks. Chief Warrant Officer Sheldon 
Malone explains the importance of training and 
awareness in detecting and defeating cyber 
threats. Malone says that users must complete 
information assurance training and 
recommended behaviors to avoid online. Other 
conference speakers discussed removable 
media issues and computer safety at home.  
http://navycompass.com/content/view/1094/3
22/ 

http://www.airforcetimes.com/news/2009/02/airforce_cyber_command_022509/
http://www.airforcetimes.com/news/2009/02/airforce_cyber_command_022509/
http://aimpoints.hq.af.mil/newsarea.cfm?cat=15&name=TODAY'S%20HIGHLIGHT
http://aimpoints.hq.af.mil/newsarea.cfm?cat=15&name=TODAY'S%20HIGHLIGHT
http://www.appeal-democrat.com/news/air_74845___article.html/force_command.html
http://www.appeal-democrat.com/news/air_74845___article.html/force_command.html
http://www.appeal-democrat.com/news/air_74845___article.html/force_command.html
http://www.af.mil/news/story.asp?id=123137445
http://www.af.mil/news/story.asp?id=123137445
http://www.strategypage.com/htmw/htiw/articles/20090305.aspx
http://www.strategypage.com/htmw/htiw/articles/20090305.aspx
http://navycompass.com/content/view/1094/322/
http://navycompass.com/content/view/1094/322/
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Army Developing Teams for Electronic 
Warfare 
BY: THOM SHANKER, NEW YORK TIMES 
03/07/2009 

The Army recently announced that it will train 
more than 1,600 people to be part of electronic 
warfare teams by 2013 in the hopes of 
matching the electronic warfare capabilities of 
the Air Force and Navy. Because of the 
challenges of electronic attacks in Iraq and 

Afghanistan, the Army released a new field 
ƳŀƴǳŀƭΣ άCa о-36, Electronic Warfare in 
OperationsΣέ which instructs commanders on 
how to integrate electronic warfare into military 
operations. Military risk assessments report 
that potential enemies of the United States are 
developing cyber capabilities in order to carry 
out cyber warfare attacks. 
http://www.nytimes.com/2009/03/08/washing
ton/08army.html?_r=2 

CYBER SPACE ï DEPARTMENT OF HOMELAND SECURITY (DHS)  

Breaking: Cyber Security Czar Quits 
BY: NOAH SHACHTMAN, WIRED BLOG NETWORK 
03/06/2009 

¢ƘŜ 5I{Ωǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŎƘƛŜŦΣ wƻŘ .ŜŎƪǎǘǊƻƳΣ 
ǊŜŎŜƴǘƭȅ ǊŜǎƛƎƴŜŘ ŀǎ ŀ ǊŜǎǳƭǘ ƻŦ άǇƻǿŜǊ ƎǊŀōǎ 
ŀƴŘ ōǳǊŜŀǳŎǊŀǘƛŎ ƛƴŦƛƎƘǘƛƴƎέ ōŜǘǿŜŜƴ ǘƘŜ 5I{ 
and the NSA. Beckstrom complained that the 
National Cyber Security Center was never able 
to unify cybersecurity efforts among 
government agencies because it did not receive 
adequate support or funding from DHS. 
Beckstrom says that although some believe that 
5I{ ƛǎ ƛƴ ŎƘŀǊƎŜ ƻŦ ǘƘŜ ƴŀǘƛƻƴΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅΣ 
that authority is actually held by the National 
Security Agency, which he believes is a mistake. 
http://blog.wired.com/defense/2009/03/breaki
ng-cyber.html 

 
Top Cyber Official Sounds Off 
BY: ANDY GREENBERG, FORBES 
03/09/2009 

Rod Beckstrom, the Department of Homeland 
{ŜŎǳǊƛǘȅΩǎ ǘƻǇ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƻŦŦƛŎƛŀƭΣ ǊŜŎŜƴǘƭȅ 
announced that he will be stepping down from 
his position as the head of the National Cyber 
Security Center. Beckstrom has criticized the 
b{!Ωǎ ƭŜŀŘ ǊƻƭŜ ƛƴ ǘƘŜ ŎȅōŜǊ ƛƴƛǘƛŀǘƛǾŜΣ ǎŀȅƛƴƎ 
that the NSA has prevented the private sector 
from participating in information sharing 
projects with the federal government. 

Beckstrom also says that his branch of the DHS 
has been under-funded for cyber efforts, and 
that the imbalance between the DHS and the 
NSA makes collaboration with the private sector 
more difficult. 
http://www.forbes.com/2009/03/09/rod-
beckstrom-security-technology-security-
beckstrom.html 
 

A Struggle Over U.S. Cybersecurity 
BY: BRIAN KREBS, WASHINGTON POST 
03/10/2009 

wƻŘ !Φ .ŜŎƪǎǘǊƻƳΣ ǘƘŜ ŦŜŘŜǊŀƭ ƎƻǾŜǊƴƳŜƴǘΩǎ 
cybersecurity coordinator, recently resigned, 
citing a lack of funding and the lead role of the 
National Security Agency in cybersecurity 
efforts. Beckstrom said that his group, the 
National Cyber Security Center, was formed to 
help coordinate efforts from various agencies, 
but not to be under the authority of the NSA. 
BecksǘǊƻƳΩǎ ǊŜǎƛƎƴŀǘƛƻƴ άƘƛƎƘƭƛƎƘǘǎ ǘƘŜ ǇƻǿŜǊ 
ǎǘǊǳƎƎƭŜέ ƻǾŜǊ ŀǳǘƘƻǊƛǘȅ ƛƴ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŜŦŦƻǊǘǎ 
among federal agencies. 
http://www.washingtonpost.com/wp-
dyn/content/article/2009/03/09/AR200903090
1213.html?hpid=moreheadlines 
 

http://www.nytimes.com/2009/03/08/washington/08army.html?_r=2
http://www.nytimes.com/2009/03/08/washington/08army.html?_r=2
http://blog.wired.com/defense/2009/03/breaking-cyber.html
http://blog.wired.com/defense/2009/03/breaking-cyber.html
http://www.forbes.com/2009/03/09/rod-beckstrom-security-technology-security-beckstrom.html
http://www.forbes.com/2009/03/09/rod-beckstrom-security-technology-security-beckstrom.html
http://www.forbes.com/2009/03/09/rod-beckstrom-security-technology-security-beckstrom.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/03/09/AR2009030901213.html?hpid=moreheadlines
http://www.washingtonpost.com/wp-dyn/content/article/2009/03/09/AR2009030901213.html?hpid=moreheadlines
http://www.washingtonpost.com/wp-dyn/content/article/2009/03/09/AR2009030901213.html?hpid=moreheadlines
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New DHS Cyber-Security Working Group 
Links Agencies 
BY: HILTON COLLINS, GOVERNMENT TECHNOLOGY 
03/09/2009 

The Control Systems Security Program (CSSP) 
from the Department of HoƳŜƭŀƴŘ {ŜŎǳǊƛǘȅΩǎ 
National Cybersecurity Division recently 
announced the creation of the Industrial 
Control Systems Joint Working Group (ICSJWG), 
which allows the federal government to work 
with vendors and state agencies to address 
high-tech operation challenges. The group will 

focus on industrial control systems, or the ICS 
community, which consists of all industries that 
are controlled by computers, including systems 
that run data centers, power generation at 
nuclear facilities, oil and natural gas pipeline 
systems, and heating and air conditioning 
systems. The ICSJWG extends to 18 critical 
infrastructure and key resources sectors and 
will focus on information sharing and analysis to 
provide actionable information that will address 
risks to operating systems. 
http://www.govtech.com/gt/articles/625825 

 
 

 
 

 

CYBER SPACE ï I NTERNATIONAL  

From (& To) Russia, With Love 
BY: BRIAN KREBS, WASHINGTON POST 
03/03/2009 

Security experts agree that more cyber 
criminals are not being brought to justice 
because of a lack of cooperation from law 
enforcement officials in Russia and other Easter 
European nations. The article also says that 
although some experts believe that Russian 
hackers have not been targeting users in their 
own country, recent reports found that these 
criminals have increasingly compromised 
Russian and Eastern European government 
agencies and corporations. Dmitri Alperovitch, 

aŎ!ŦŜŜΩǎ ǾƛŎŜ ǇǊŜǎƛŘŜƴǘ ƻŦ ǘƘǊŜŀǘ ǊŜǎŜŀǊŎƘΣ ǎŀȅǎ 
that online criminals target any organization 
that will bring them financial gain. 
http://voices.washingtonpost.com/securityfix/2
009/03/from_to_russia_with_love.html?wprss=
securityfix 

 
Russia Kinda-Sorta Owns Up to Estonia 
Cyberwar 
.¸Υ !5!a hΩ5hbb9[[Σ ZDNET.COM 
03/08/2009 

Radio Free Europe recently announced that 
{ŜǊƎŜƛ aŀǊƪƻǾΣ ŀƴ ƻŦŦƛŎƛŀƭ ŦǊƻƳ tǳǘƛƴΩǎ ǇŀǊǘȅΣ 

http://www.govtech.com/gt/articles/625825
http://voices.washingtonpost.com/securityfix/2009/03/from_to_russia_with_love.html?wprss=securityfix
http://voices.washingtonpost.com/securityfix/2009/03/from_to_russia_with_love.html?wprss=securityfix
http://voices.washingtonpost.com/securityfix/2009/03/from_to_russia_with_love.html?wprss=securityfix
http://aes.itt.com/
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has publicly said that he orchestrated the 2007 
DDoS attacks on Estonia. Markov reportedly 
directed his assistant to insǘƛƎŀǘŜ ŀ άŎƛǾƛƭƛŀƴ-led 
ŎȅōŜǊ ǿŀǊέ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ 55ƻ{ ŀǘǘŀŎƪǎ 
ǿŜǊŜ ƳƻǊŜ ƻŦ ŀ άǇŜƻǇƭŜΩǎ Ƴƛƭƛǘƛŀ-ǘȅǇŜέ ŀǘǘŀŎƪ 
rather than an attack directly from the Russian 
government. 
http://blogs.zdnet.com/security/?p=2828 

 

Russian Password Crackers Woo 
Governments 
BY: JEREMY KIRK, TECHWORLD 
03/03/2009 

Russian security vendor Elcomsoft is reportedly 
offering a discount for law enforcement and 
government agencies for its password-cracking 
software which can figure out keys for 
encrypted documents as well as get passwords 
for instant messaging programs and Wi-Fi 
encryption keys. Software that is eligible for a 
ŘƛǎŎƻǳƴǘ ƛƴŎƭǳŘŜǎ 9ƭŎƻƳǎƻŦǘΩǎ tŀǎǎǿƻǊŘ 
Recovery Bundle, Wireless Security Auditor, 
Proactive Password Auditor and Distributed 
Password Recovery Products. An Elcomsoft 
official said that the United States will not buy 
ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǎƻŦǘǿŀǊŜ ōŜŎŀǳǎŜ ƻŦ ǘƘŜ 
ŎƻƳǇŀƴȅΩǎ ƭƻŎŀǘƛƻƴ ƛƴ wǳǎǎƛŀ ŀƴŘ ōŜŎŀǳǎŜ ƻŦ ǘƘŜ 
difficulty of becoming a preferred security 
software supplier. 
http://www.techworld.com/news/index.cfm?R
SS&NewsID=111699 

 
Germany Ratifies Cybercrime Treaty 
BY: JEREMY KIRK, NETWORK WORLD 
03/10/2009 

Forty-seven countries have signed the Council 
ƻŦ 9ǳǊƻǇŜΩǎ /ƻƴǾŜƴǘƛƻƴ ƻƴ /ȅōŜǊŎǊƛƳŜΣ ǿƘƛŎƘ 
was adopted in 2001 and sets guidelines for 
laws and policies on cybercrime, although only 
24 of those countries have ratified it. The slow 
ratification progress will be a focus of discussion 
at the Council of EǳǊƻǇŜΩǎ LƴǘŜǊƴŀǘƛƻƴŀƭ 
Conference on Cybercrime this week in 
Strasbourg, France. Michel Quille, a deputy 

director and head of the Europol governance 
department, explains that the treaty is meant to 
ōŜ ŀƴ άƛƴǘŜǊƴŀǘƛƻƴŀƭ ƭŜƎŀƭ ǇƭŀǘŦƻǊƳ ŦƻǊ ƘŀƴŘƭƛƴƎ 
cybercrimeΣέ and says that countries should 
also establish a common approach towards 
handling digital evidence and appointing a law 
enforcement contact for digital investigations. 
http://www.networkworld.com/news/2009/03
1009-germany-ratifies-
cybercrime.html?hpg1=bn 

 

German Intelligence Tapped Foreign 
Desktops 
BY: JOHN DALY, IT EXAMINER 
03/08/2009 

German news magazine, Der Spiegel, recently 
reported that the German foreign intelligence 
service eavesdropped on 2,500 PCs in recent 
years and even installed keyloggers to capture 
e-mail account passwords from foreign PCs. The 
BND must now appoint a civil servant to 
oversee any wiretapping attempts and decide if 
the suspect may be monitored. Former minister 
of the interior and Liberal Democrat Gerhart 
Baum expressed outrage at the wiretapping 
reports, saying that the government said that 
online monitoring was only involved in a few 
cases as year, a stark contrast to the recently-
released statistics. 
http://www.itexaminer.com/german-
intelligence-tapped-foreign-desktops.aspx 
 

Internet Seen as Growing Weapon in Asian 
Radicalization 
BY: MICHAEL PERRY, REUTERS 
03/06/2009 

The Australian Strategic Policy Institute and S. 
Rajaratnam School of International Studies in 
Singapore recently released a report which 
found that extremist groups in Southeast Asia 
are using the Internet and social networking 
tools to radicalize the youth of the nation. The 
report says that the number of radical or 
extremist websites in the region has increased 

http://blogs.zdnet.com/security/?p=2828
http://www.techworld.com/news/index.cfm?RSS&NewsID=111699
http://www.techworld.com/news/index.cfm?RSS&NewsID=111699
http://www.networkworld.com/news/2009/031009-germany-ratifies-cybercrime.html?hpg1=bn
http://www.networkworld.com/news/2009/031009-germany-ratifies-cybercrime.html?hpg1=bn
http://www.networkworld.com/news/2009/031009-germany-ratifies-cybercrime.html?hpg1=bn
http://www.itexaminer.com/german-intelligence-tapped-foreign-desktops.aspx
http://www.itexaminer.com/german-intelligence-tapped-foreign-desktops.aspx
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from 15 in 2007 to 117 in 2008. The report also 
claims that regional governments have done 
little to stop the rise of online radicalization 
because of a lack of regulations covering the 
Internet. 
http://www.re uters.com/article/technologyNe
ws/idUSTRE5251QO20090306 
 

Cybercriminal Leads Ukrainian Political 
Party 
BY: GRAHAM CLULEY, SOPHOS BLOG 
03/05/2009 

Dmitry Golubov, the leader of the Internet Party 
of the Ukraine (IPU) was arrested in July 2005 
for running the CarderPlanet website that 
allowed cyber criminals to trade information 
about stolen credit card numbers and identities. 
In December 2005, Ukrainian politicians were 
able to get Golubov released from prison, 
claiming that there was insufficient evidence in 
his case. At the first congressional meeting of 
ǘƘŜ Lt¦Σ DƻƭǳōƻǾ ŘƛǎŎǳǎǎŜŘ ǘƘŜ ǇŀǊǘȅΩǎ ǇƭŀǘŦƻǊƳ 
of stopping public corruption. 
http://www.sophos.com/blogs/gc/g/2009/03/0
5/cybercriminal-leads-ukranian-political-party

Microsoft Supports Building a Network of 
Cybercrime Investigation Centres 
BY: MARIUS OIAGA, SOFTPEDIA 
03/10/2009 

Microsoft says that it is important that 
government agencies, academic institutions and 
ǇǊƛǾŀǘŜ L¢ ǎŜŎǘƻǊǎ άƳƻǾŜ ǘƻ ŀ ƴŜǿ ƭŜǾŜƭ ƻŦ 
ŎƻƻǊŘƛƴŀǘƛƻƴ ŀƴŘ ƛƴǘŜƎǊŀǘƛƻƴΦέ aƛŎǊƻǎƻŦǘ ƳŀŘŜ 
an appeal to the European Union to provide 
funding for training law enforcement agencies, 
and the EU has announced that it will support 
building on the Cybercrime Centres of 
Excellence Network for Training, Research and 
Education. Roger Halbheer, chief security 
advisor for Microsoft Europe, Middle East and 
Africa says that efforts liƪŜ aƛŎǊƻǎƻŦǘΩǎ 
Trustworthy Computing principle are helping to 
make technology more secure against 
cybercriminals. 
http://new s.softpedia.com/news/Microsoft-
Supports-Building-a-Network-of-Cybercrime-
Investigation-Centres-106413.shtml 

 

 

http://www.reuters.com/article/technologyNews/idUSTRE5251QO20090306
http://www.reuters.com/article/technologyNews/idUSTRE5251QO20090306
http://www.sophos.com/blogs/gc/g/2009/03/05/cybercriminal-leads-ukranian-political-party
http://www.sophos.com/blogs/gc/g/2009/03/05/cybercriminal-leads-ukranian-political-party
http://news.softpedia.com/news/Microsoft-Supports-Building-a-Network-of-Cybercrime-Investigation-Centres-106413.shtml
http://news.softpedia.com/news/Microsoft-Supports-Building-a-Network-of-Cybercrime-Investigation-Centres-106413.shtml
http://news.softpedia.com/news/Microsoft-Supports-Building-a-Network-of-Cybercrime-Investigation-Centres-106413.shtml
http://www.northropgrumman.com/
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CYBER SPACE RESEARCH  

Cyberattack Mapping Could Alter Security 
Defense Strategy 
BY: ALEXANDER HOWARD, 
SEARCHCOMPLIANCE.COM 
03/10/2009 

Researchers at Sandia National Laboratories 
have been developing complex cyber attack 
simulation maps that were recently presented 
at a seminar at Harvard University. The 
simulations are meant to help industry 
understand how cyber attacks can be mitigated 
and defended against. The maps will hopefully 
provide a decisive advantage to industry by 
illustrating the network of an attacker or 
defender in the same way that geographic maps 
of a country are used in traditional warfare. The 
simulated maps could be included in future 
enterprise intrusion detection software. 
http://searchsecurity.techtarget.com/news/arti
cle/0,289142,sid14_gci1350388,00.html# 

 
Feds Look for Advanced Security Tools to 
Thwart Hackers 
BY: GAUTHAM NAGESH, NEXTGOV 
03/02/2009 

The National Coordination Office for 
Networking Information Technology Research 
and Development recently published a notice in 
the Federal Register requesting research 
concepts from industry to better secure federal 
systems. The office says that the request is the 
ŦƛǊǎǘ ǎǘŀƎŜ ƻŦ ǘƘŜ άbŀǘƛƻƴŀƭ /ȅōŜǊ [ŜŀǇ ¸ŜŀǊΣέ in 
which the government is hoping to identify 
concepts that would bring about great leaps in 
technology. The article identifies attribution as 
ŀ άƎŀƳŜ-changing conceptΣέ and is looking for 
technologies that would make it possible to 
determine where data or activities originate. 
http://www.nextgov.com/nextgov/ng_2009030
2_9812.php 

 

/ƻƭƻƴƛŜǎ ƻŦ Ψ/ȅōƻǘǎΩ aŀȅ 5ŜŦŜƴŘ 
Government Networks 
BY: JOSHUA RHETT MILLER, FOX NEWS 
03/06/2009 

Researchers at the Oak Ridge National 
Laboratory say that the cybot program, the 
Ubiquitous Transient Autonomous Mission 
Entities (UNTAME) program, could revolutionize 
current cybersecurity systems by forming cybot 
groups which could function autonomously and 
respond to cyber attacks almost immediately. 
/ǳǊǊŜƴǘ ǎŜŎǳǊƛǘȅ ǎȅǎǘŜƳǎ ǊŜƭȅ ƻƴ άƛƴǘŜƭƭƛƎŜƴŎŜ 
ŀƎŜƴǘǎέ ǿƘƛŎƘ ŦƻŎǳǎ ƻƴ ŀ ǎƛƴƎƭŜ ǘŀǎƪ ŀƴŘ Ƴǳǎǘ 
report to a human administrator. UNTAME aims 
ǘƻ ǇǊƻǾƛŘŜ άƴŜǿ ƭŜǾŜƭǎ ƻŦ ǎǇŜŜŘ ŀƴŘ 
ŀǳǘƻƳŀǘƛƻƴέ ǿƘƛŎƘ ǿƻǳƭŘ άǇǊŜǾŜƴǘ ƘŀŎƪŜǊǎ 
from targeting one area of a network while 
using a diversion at another locationΦέ 
http://www.foxnews.com/story/0,2933,505159
,00.html 
 

Bad, Bad, Cybercrime-Friendly ISPs! 
BY: DANCHO DANCHEV, ZDNET.COM 
03/04/2009 

Researchers with FireEye recently released a 
ά.ŀŘ !ŎǘƻǊǎ {ŜǊƛŜǎ,έ ǿƘƛŎƘ ƛŘŜƴǘƛŦƛŜǎ ǎƻƳŜ ƻŦ 
the current active badware actors online. The 
sampled ISPs include safe havens for cyber 
criminals, rogue security software and live 
exploit URLs. The series also hopes to show how 
a dysfunctional abuse department can 
encourage the growth of cybercrime. 
http://blogs.zdnet.com/security/?p=2764 
 

Study: Antivirus Software Catches About 
Half of Malware, Misses 15 Percent 
Altogether 
BY: KELLY JACKSON HIGGINS, DARK READING 
03/02/2009 

Damballa recently released a report which 
found that between 3 and 5 percent of all 
systems in an enterprise are infected with 

http://searchsecurity.techtarget.com/news/article/0,289142,sid14_gci1350388,00.html
http://searchsecurity.techtarget.com/news/article/0,289142,sid14_gci1350388,00.html
http://www.nextgov.com/nextgov/ng_20090302_9812.php
http://www.nextgov.com/nextgov/ng_20090302_9812.php
http://www.foxnews.com/story/0,2933,505159,00.html
http://www.foxnews.com/story/0,2933,505159,00.html
http://blogs.zdnet.com/security/?p=2764
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malware, even in organizations with up-to-date 
antivirus software. The report also says that 
antivirus software only detected 53 percent of 
malware samples and that while 32 percent 
were found later, 15 percent were not detected 
at all. Damballa has also released its first 
hardware product, the Failsafe 3.0 application 
which detects botnet-driven attacks. 
http://www.darkreading.com/security/antivirus
/showArticle.jhtml;jsessionid=HGDEC41F20QJE
QSNDLRSKHSCJUNN2JVN?articleID=215600282 
 

Study: Hackers Still Driven by Urge to 
Vandalize Web Sites 
BY: JEREMY KIRK, IDG NEWS SERVICE 
02/26/2009 

An annual report from the Web Hacking 
Incidents Database reports that 24 percent of a 

sample group of Web site hacks carried out last 
year were aimed only at defacing the sites, 
rather than seeking financial gains or causing 
monetary losses. The researchers looked at only 
incidents that were publicly disclosed and 
involved issues with Web application security 
and also had an impact on the organization 
whose site was targeted. The report found that 
most of the defacements were of political 
nature, often relating to a campaign, although 
many also had a cultural aspect, such as Islamic 
hackers defacing Western Web sites. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9128
681

 
 
 
 

 

CISCO  

Cisco (NASDAQ: CSCO) enables people to make powerful 

connections -whether in business, education, philanthropy, 

or creativity. Cisco hardware, software, and service 

offerings are used to create the Internet solutions that 

make networks possible -providing ea sy access to 

information anywhere, at any time.   Cisco was founded in 

1984 by a small group of computer scientists from Stanford 

University. Since the company's inception, Cisco engineers 

have been leaders in the development of Internet Protocol 

(IP) -base d networking technologies.  

Today, with more than 65,225 employees worldwide, this 

tradition of innovation continues with industry - leading 

products and solutions in the company's core development 

areas of routing and switching, as well as in advanced 

technologies such as:  Applicatio n Networking, Data Center, 

Digital Media, Radio over IP, Mobility, Security, Storage 

Networking, TelePresence, Unified Communications, Video 
and Virtualization.  For additional information: www.cisco.com 

 
 

 

 

http://www.darkreading.com/security/antivirus/showArticle.jhtml;jsessionid=HGDEC41F20QJEQSNDLRSKHSCJUNN2JVN?articleID=215600282
http://www.darkreading.com/security/antivirus/showArticle.jhtml;jsessionid=HGDEC41F20QJEQSNDLRSKHSCJUNN2JVN?articleID=215600282
http://www.darkreading.com/security/antivirus/showArticle.jhtml;jsessionid=HGDEC41F20QJEQSNDLRSKHSCJUNN2JVN?articleID=215600282
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128681
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http://www.cisco.com/
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CYBER SPACE HACKS  AND ATTACK S

The Economy and Cyber Crime 
BY: ERIN EARLY, TECHWEB 
03/05/2009 

Fraud-tracking firm Javelin Research recently 
released a report which found that the number 
of identity theft victims increased 22 percent 
from 2007 to 2008, and experts believe that the 
worsening economy is encouraging identity 
theft. Research company Garner reports that 
cyber attacks on banks worldwide have doubled 
in the past six months. Many attacks are using 
Internet ǳǎŜǊǎΩ ŦŜŀǊǎ ŀōƻǳǘ ǘƘŜ ŦƛƴŀƴŎƛŀƭ ŎƭƛƳŀǘŜ 
to trick victims into scams related to the credit 
crunch or the job market. 
http://www.ddj.com/security/215800676 

 
Ten Million PCs Infected by Trojans, 
Vendor Reports 
BY: ROBERT MCMILLAN, TECHWORLD 
03/10/2009 

Anti-virus vendor Panda Security reports that 
more than 1 percent of the 67 million people 
who used their free ActiveScan test site last 
year had malicious software installed on their 
PCs, which could help criminals steal sensitive 
information. Carlos Zevallos with Panda Security 
says that their virus detection rate jumped 800 
percent during the last six months of 2008, and 
explains that Trojan programs are becoming 
more sophisticated and complex, leading to an 
increase in cyber attacks and identity theft. The 
US Federal Trade Commission estimates that 9 
million US residents are victims of identity theft 
every year through a variety of criminal 
methods. 
http://www.techworld.com/news/index.cfm?R
SS&NewsID=112412 
 

/ƭŀǎǎƛŦƛŜŘ 5ŀǘŀ ƻƴ tǊŜǎƛŘŜƴǘΩǎ Ielicopter 
Leaked via P2P, Found on Iranian 
Computer 
BY: JAIKUMAR VIJAYAN, COMPUTER WORLD 
03/02/2009 

Classified information about the Marine One, 
the helicopter used by President Obama, was 
reportedly found on a computer in Tehran, Iran, 
after being leaked over a peer-to-peer file 
sharing network last summer. The information 
was leaked from a computer belonging to a 
military contractor and was discovered by 
Tiversa Inc., a P2P monitoring services provider. 
Chris Gormley, chief operating officer at Tiversa, 
explains that the IP address where the leaked 
data was found belongs to someone who 
searches P2P networks for sensitive 
information. Avivah Litan, an analyst at Garner 
Inc., explains that companies can learn a lesson 
from the data leak, and must take measures to 
protect information from being leaked through 
P2P networks. Litan recommends companies 
use file encryption, data loss prevention tools 
and intrusion detection products. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9128
820 

 
!ǇǇƭŜΩǎ {ŀŦŀǊƛ ²ƛƭƭ Cŀƭƭ CƛǊǎǘ ŀǘ IŀŎƪŜǊ 
Contest, Past Winner Predicts 
BY: GREGG KEIZER, COMPUTER WORLD 
03/03/2009 

Charlie Miller, a vulnerability researcher and the 
ǿƛƴƴŜǊ ƻŦ ƭŀǎǘ ȅŜŀǊΩǎ t²bh²b ƘŀŎƪƛƴƎ ŎƻƴǘŜǎǘΣ 
ǇǊŜŘƛŎǘǎ ǘƘŀǘ !ǇǇƭŜ LƴŎΦΩǎ {ŀŦŀǊƛ ǿƛƭƭ ōŜ ǘƘŜ 
ŜŀǎƛŜǎǘ ǘŀǊƎŜǘ ƛƴ ǘƘƛǎ ȅŜŀǊΩǎ t²bнh²b ŎƻƴǘŜǎǘΦ 
¢ƘŜ ŎƻƳǇŜǘƛǘƛƻƴ ǎǇƻƴǎƻǊΣ о/ƻƳ LƴŎΦΩǎ 
TippingPoint unit, is offering $5,000 for each 
bug that is successfully exploited in Safari, 
aƛŎǊƻǎƻŦǘΩǎ LƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊ фΣ aƻȊƛƭƭŀ /ƻǊǇΦΩǎ 
CƛǊŜŦƻȄ ƻǊ DƻƻƎƭŜ LƴŎΦΩǎ /ƘǊƻƳŜΦ aƛƭƭŜǊ ŜȄǇƭŀƛƴǎ 
that the Apple products allow any type of file 

http://www.ddj.com/security/215800676
http://www.techworld.com/news/index.cfm?RSS&NewsID=112412
http://www.techworld.com/news/index.cfm?RSS&NewsID=112412
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128820
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128820
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128820
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format, which increases the chance of security 
ōǳƎǎΣ ŀƴŘ ǘƘŀǘ !ǇǇƭŜΩǎ aŀŎ OS X lacks the 
defenses of Windows Vista and Windows 7. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9128
878 
 

Announcing the Native Client Security 
Contest 
BY: HENRY BRIDGE, GOOGLE CODE BLOG 
02/25/2009 

The Native Client Security team recently 
announced a hacking competition that 
challenges participants to find security holes in 
Native Client. Participants will receive the latest 
build of Native Client, and will receive credit for 
the vulnerabilities that it finds first. A panel of 
academic experts will review the entries and 
choose five teams that found the bugs with the 
highest impact, and the winning teams will 
receive cash prizes. The contest will run until 
May 5. 
http://google-code-
updates.blogspot.com/2009/02/announcing-
native-client-security.html 
 

New Worm Variant on the Loose 
BY: ELLEN MESSMER, NETWORK WORLD 
03/09/2009 

A third version of the Conficker worm has been 
detected by security company Symantec. The 
company said that the new variant gives 
infected machines powerful instructions to 
disable anti-virus software and analysis tools, 
among other malicious actions.  Symantec 
expects to identify additional capabilities 
shortly, and report they have not yet seen 
W32.Downadup.C in customer networks. 
http://www.techworld.com/security/news/inde
x.cfm?newsid=112347 
 

Massive Botnet DDoS Attack Hits 
Mininova.org 
CYBERINSECURE.COM 
03/08/2009 

Mininova, one of the leading BitTorrent sites, 
has been suffering from a massive Distributed 
Denial of Service Attack over the last couple of 
days that is causing the site to be completely 
inaccessible at times. Mininova co-founder Niek 
said he has no idea who is behind the attack or 
why they chose Mininova, but says the 
Mininova team is working on a solution. The 
attack originated from three different 
continents, although the latest attacks were 
traced back to Germany and Argentina. 
http://cyberinsecure.com/massive-botnet-
ddos-attack-hits-mininovaorg/ 
 

Autorun Infections Re-emerging in Wild 
BY: SHAUN NICHOLS, SC MAGAZINE 
03/05/2009 

McAfee researcher Vinooo Thomas reported a 
rise in the number of malware attacks by way of 
thumb drives and other removable media.  
Many of the attacks take advantage of autorun, 
a feature which allows disks and removable 
drives to automatically load content when the 
device is inserted into a system, a characteristic 
of some of the earliest computer viruses. 
http://www.securecomputing.net.au/News/139
001,autorun-infections-reemerging-in-wild.aspx 
 

Ψ¢ƛƎƎŜǊΩ ¢ǊƻƧŀƴ YŜŜǇǎ {ŜŎǳǊƛǘȅ wŜǎŜŀǊŎƘŜǊǎ 
Hopping 
BY: TIM WILSON, DARK READING 
03/04/2009 

A Washington Post report claims that a new 
Trojan called Tigger.A has infected more than 
250,000 PCs since it was detected in November. 
The Trojan allows the attacker to gain access to 
administrator privileges on Windows machines 
ǳǎƛƴƎ ŀ ǾǳƭƴŜǊŀōƛƭƛǘȅ ƛƴ ²ƛƴŘƻǿǎΩ άǇǊƛǾƛƭŜƎŜ 
ŜǎŎŀƭŀǘƛƻƴέ ŦŜŀǘǳǊŜ ǘƘŀǘ aƛŎǊƻǎƻŦǘ ǇŀǘŎƘŜŘ ƛƴ 
October. The Tigger.A Trojan removes a list of 
malware from victim PCs, and security experts 

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128878
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128878
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9128878
http://google-code-updates.blogspot.com/2009/02/announcing-native-client-security.html
http://google-code-updates.blogspot.com/2009/02/announcing-native-client-security.html
http://google-code-updates.blogspot.com/2009/02/announcing-native-client-security.html
http://www.techworld.com/security/news/index.cfm?newsid=112347
http://www.techworld.com/security/news/index.cfm?newsid=112347
http://cyberinsecure.com/massive-botnet-ddos-attack-hits-mininovaorg/
http://cyberinsecure.com/massive-botnet-ddos-attack-hits-mininovaorg/
http://www.securecomputing.net.au/News/139001,autorun-infections-reemerging-in-wild.aspx
http://www.securecomputing.net.au/News/139001,autorun-infections-reemerging-in-wild.aspx
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believe that the Trojan removes other malware 
to prevent antivirus warnings from going off. 
http://www.darkreading.com/security/attacks/
showArticle.jhtml?articleID=215800583 
 

Koobface Worm to Users: Be my Facebook 
Friend 
BY: GREGG KEIZER, COMPUTER WORLD 
03/02/2009 

Jamz Yaneza, a research project manager with 
Trend Micro Inc. says that the Koobface worm 
has resurfaced on Facebook and is hijacking 
user accounts on Facebook, Myspace, 
Friendster, LiveJournal and others. The worm 
tricks users into clicking on a link in a message 
that appears to be from a friend, and then tries 
to get the victim to download an Adobe update. 
The malware then searches the victimΩǎ t/ ŦƻǊ 
log-in information.  

http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9128
842 
 

Conficker Botnet Ready to be Split, Sold 
BY: ROBERT WESTERVELT, SEARCHSECURITY.COM 
02/26/2009 

Security researchers agree that the Conficker 
worm author may profit the most by dividing 
the botnet into pieces and selling it to the 
highest bidder. The new owner could target 
specific segments and deliver commands to the 
botnet to harvest information like passwords 
and account information from specific 
audiences. Researchers also say that they have 
not seen any new variants of the worm, and 
that the infected machines are receiving 
updates from the worm through peer-to-peer 
applications.  
http://searchsecurity.techtarget.com/news/arti
cle/0,289142,sid14_gci1349282,00.html 

 

 

High Tech Problem Solvers  
www.gtri.gatech.edu 
From accredited DoD enterprise systems to exploits for 
heterogeneous networks, GTRI is on the cutting edge of 
cyberspace technology.  Transferring knowledge from research 
activities with the Georgia Tech Information Security Center, GTRI 
is able to bring together the best technologies, finding real-world 
solutions for complex problems facing government and industry.  
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Collaborative Utility Task Force Partners 
with DOE to Develop Cyber Security 
Requirements for Advanced Metering 
Infrastructure 
BUSINESS WIRE 
03/10/2009 

The Advanced Metering Infrastructure Security 
(AMI-SEC) Task Force recently released the AMI 
System Security Requirements, which provides 
guidelines for the utility industry related to 

acquisition and implementation of secure 
systems and components. Eleven leading 
utilities, including American Electric Power, 
Dominion, Consumers Energy and others, 
teamed with the Department of Energy to 
standardize the set of security requirements. 
Paul De Martini, the vice president of advanced 
technology for Southern California Edison, 
explains that the AMI requirements are the first 
set of standards that aim to assist utilities and 

http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=215800583
http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=215800583
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