< CyberPro =

Volume 2, Edition 6 Keeping Cyberspace Professionals Informed o
g NN
March 26, 2009
Officers
The articles and information appearing herein arended for
President educational purposes to promote discussion in the public interesttand
Larry K. McKee, Jr. keep subscribers who are involved in the development of Cydlated

concepts and initiatives informed on items of common interélhe
Chief Operations Officer | newsletter and the informationantained therein are not intended to
Jim Ed Crouch provide a competitive advantage for any commercial filimy misuser
unauthorized use of the newsletter and its contents will result in remo
from the distribution list and/or possible administrative, civil, and/or
CyberPro Editor in Chief | criminal action.

Lindsay Trimble

The views, opinions, and/or findings and recommendations contained
CyberPro Reseeln Analyst | this summary are those of the authors and should not be construed ag
Kathryn Stephens official position, policy, or decision of the United States Government, |
Department of Defase, orNational Security Cyberspace Institute

CyberPro Archive

To subscribe or unsubscribe to this newsletter click herserPro NewSubscription

Please contadtindsay Trimbleegarding CyberPro subscription, sponsorship, and/or advertiseme

All rights reserved. CyberPro may not be published, broadcast,
rewritten or redistributed without prior NSCI consent.

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 1



mailto:larry.mckee@nsci-va.org?subject=CyberPro%20Newsletter
mailto:jimed.crouch@nsci-va.org?subject=CyberPro%20Newsletter
mailto:lindsay.trimble@nsci-va.org?subject=CyberPro%20Newsletter
mailto:kathryn.stephens@nsci-va.org?subject=CyberPro%20Newsletter
http://www.nsci-va.org/CyberProNewsletter.htm
http://www.nsci-va.org/
mailto:cyberpro@nsci-va.org?subject=Cyber%20Pro%20News%20Subscription
mailto:lindsay.trimble@nsci-va.org

1 CyberPro

Cyberspace
Nscl Institute

Volume 2, Edition 6 Keeping Cyberspace Professionals Informed %ﬂm\\\\\\\‘\\\\“\
March 26, 2009 4

TABLE OF CONTENTS

ThiS WEEK IN CYDEIPIO. ... e e e e e e e e e e e e e e emennnnnaaes 5
Senior Leader Perspective: Lt. Gen. Philip Breedlave...............ooooooiiiienn 6
Cyberspace Big PICIUIE...........ooiiiiiiiiiiiieeee et ne s 10
Dearth of Technical Experts Leaves U.S. Open to Cyber Attack, Panel Says........ccccccoevvvvereeeesvicnnnnen, 10
Does O6&Egberityd Mean More NSA..Dr.ag.nedt..Sur.v.e.i.ll0ance
Government Needs to Get Its Cybersecurity In Gear, Experts Tell CONgress ........ccccevvvveeeiniieeeininenn. 10
Panel: For Good Security, Keep the Back DOOr ClIOSEd............uuuuiuimiiiiiiiiiiiiiiiiinieieieieinnereininrnnn. 10
Cybercrime-as-a-Service TaKes Off ... 11
CIA, NSA AdOpting WED 2.0 Srat@OIES .....cceiureiieiiiiiieiiieee ettt sti ettt et e e nebe e e e snbeeeesaenneeas 11
Cyberspace Obama AdmINISIratioN...........coooeeiiiiiiiiiie e eem e e e e eeanens 12
Y BT CZar . e —————————— 12
Rockefeller Promises to Address Threats t0 CYDErSECUIILY ..........uuuururriereiriiiiinieinrnreierniererernrnren.. 12
A Bill to Shift Cybersecurity t0 WhIte HOUSE..........cooiiiiiiiiii e 12
White House Urged to StOP CYDEr AACKS .....coouiiiiiiiiie et 12
Microsoft Chimes in on CyberterroriSm iN DC ...........uuiiiiiiiiiiiiiiiiieiiiieee e 13
Review Could Relieve Tension Over Cybersecurity Leadership.........ccccuvevvieimiiiiiiiminininieieiiieininnnn. 13
Put More IT Spending in Stimulus Plans, Obama AdVISOr SAYS .........ccueiiiiiiieiiiiiiee et 13
Obama to Nominate Guthrie t0 e ODNI ClO ......coiuiiiiiiiiiiie e 13
Cyberspace Department of Defense (DOD).........ccvvvveiiiiiie e eeene e 14
Pentagon Should Establish Fourth Military Service to Wage Cyberwars...........cccccvvvvvivieinininininininininn. 14
U.S. Military Girds for Battles in CYDErSPACE .........ueviiiiiiiiiie e 14
Pentagon Official Warns of Risk of Cyber AtACKS ..........ooiiiiiiiiii e 14
New Army Weapon Aims to Fry Gadgets, PEOPIE...........uuuuiiiuiiiiiiiiiiiiiiieiiieieieinieieisieieesieeerernrnrersnsnnnnnnnes 14
Cyberspace Department of Homeland Security (DHS).........ccoovviiiiiiiiiiiiciiiiiiiieeeeeeeeen 15
Microsoft Executive Tapped for TOp DHS CYbDEr POSt .........uuuiiiiiiiiiiiiiiiiiiiiieieiiieieinisieinreeeiernreren. 15
Kwon: More Collaboration NEEUEM.........couiee i e e s s e e e e e e s s ensbeee e e e e e e s e nnnnnees 15
Beckstromés Resignation Lifts Lid o.n..Qpp.as.i.t.ildn to
CYPErspaceq INTEINALIONAL........ ...t 16
191 Countries Form Coalition Against CYDer-TeITOMSIM........cuiiiiiiiiiiiiiieie et e e 16
Ru s s i a 6-gttackydn &eorgia and Estonia Draw CritiCISM ..........cevveeiiiiiiiiiieie e 16
Russian Spy Agencies Linked to Georgian Cyber-Attacks ..o 16
Report Links Russian Intelligence to Cyber AtACKS........c.uuiiiiiiii e 16

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 2




P CyberPro

Cyberspace
Nscl Institute

Volume 2, Edition 6 Keeping Cyberspace Professionals Informed ’*//41/;;,7/7&“\\\\\\\\\\\:\\@
March 26, 2009
Kremlin-backed Youths Launched Estonian Cyberwar, Says Russian Official............ccccccoviiveiiiiinnene 17
Top Georgian Official: Moscow Cyber Attacked Usi We Just Can.0.t....R.r.owv.e..l. 107
Chi na o SACHVIBIDSIPIN @ RISKY WED ..ccoiiiiiee e e e e e e e e 18
Hackers Based in China Break I nt.o..El.or.i.da..Senl8tor d
China Becoming the Warl.dbs..Mal.war.e..Fact.ory. ... 18
Chinese Hackers Crack iTunes Gift Cards AlGOrthmM..........ccuviiiiiiee e 18
6Unafraidéd of Internet, Chi.na..Ap.pe.ar.s..t.o..BlL.acl8 You
Victims Argue Findings of Romanian White Hat Hacker Group .........cccccooiieiiiiii e 19
Ukrainian Cybercriminals Raked in $10K/Day, Finjan REPOIS ........cociiiiiriiieeiieee e siee s seee e 20
New Zealand Telecoms Hire Teenage Hacker to Bolster IT SECUNLY ...........uuvuvviuiiimimimininiiininieinrnnnininnn. 20
Secret AUSSIE BIACKIIST LEAKEM.........cooiiiiiiiiiee et e e e e e 20
BBC Should be applauded for Raising Awareness of Botnet Attacks...........ccccovvvvveeiiiiiiine e, 20
The BritiSh BOINEt COMPOTALION .....ciiiiiiiieiiieit ittt sttt e st e et e e e aeb e e e enbneeeeneee 20
Cyberspace RESEAICH...... ..o 21
YN CTo oo BT T (o] O3] o 1=T (ol 41T =1L 21
NO Business Case for IPV6, SUIVEY FINUS..........uuuiiiiie ittt e e e e 21
The Most Prominent Types of Web Application Vulnerabilities ... 21
Cyberpunks Siphon Off $1.4 Billion AIrliNE REVENUE .........cueiiuiiieiiiiiieiiiiiee s eiiee s sieeeesssaeeessnnaeeessnenees 21
Nearly All Firms Suffer Losses After Cyber AttACKS ............uuuuieiiiiiiiiiiiiieieieieiiinieierneierereeene——.. 22
More Companies Feeling the Strain of Cyber AtACKS. .........cuiii i 22
Stuck in the Middle, Security Departments Turn to OULSOUICING .........ccuevreiiereeeiieiiiieeee e e e e seeeneeeeeeeeeees 22
Experts Warn of e-Commerce Meltdown as ThreatS INCreaSe..........uuuuuuruiriririmimiiiriniiinieierninrernrnrnn. 23
Companies Neglect Security of the LAN and Waste Time on Activities That Could be Automated ...... 23
Security Researchers: Smar t..Gr.i.d..i.s..Mul.ner.ahbhl28 to
Researchers to Report Intel Chip ROOtKIt COUE .........oiouiiiiiiiiiie e 23
Cyberspace Hacks and AMACKS............iiiieiiiieeiiee e e e e e e e enene s 24
Spotify Hacked: Top Recent HacKer StOMES .......ccooieiiiiie e 24
The Conficker Worm: April Fouol.b.s..Joke..ar..Unt.h2dnk ab
Puzzle Over Confi ck.eur..War.md.s..l.nt.ent.i.onsS. ... 24
Conficker Set to Hi.t..on..Apr.i.d. . Eo.0l.6.s..Day. ... 24
FiX fOr CONICKEE TOULEM ...ttt e e e e ettt e e e e e e e s nbbe e e e e e e e e e e nnneenees 24
Expert: Hackers Penetrating Industrial Control SYSIEMS ........cooiiiiiiiiiiiiee e 25
6Secured Mac Cracked...i.n..10..5eC0ndS. ... 25
Crackers Latch onto Year-Old WIindows TOKEN VUIN ......ooiiiiiiiiiiieei it 26

Vul nerability Discovetrietke-MTidaltt e©o WAltd aklklsow nd Ma2éd d ows
110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 3




P CyberPro

Cyberspace
Institute

Volume 2, Edition 6 Keeping Cyberspace Professionals Informed %Wm\\\\\\\x\\@
March 26, 2009
New DNS Trojan Taints Entire LAN From SiNgle BOX..........cceiiiiiiiiiiiiiiiieee et siieeee e 26
Wireless Network Gaps Leave Credit Cards VUulnerable............ccccoiiiieiiiiii e 26
Cyberspace TactiCs and DEfENSE.........cooiiiiiiiiiee e 27
Top Internet Threats: Censorship to Warrantless Surveillance............cccocvveiiiiiiniinc e 27
6 Tips for DoING MOre SECUNtY WILh LESS .....ouuiiiiiiiiii ittt 27
Befuddled Companies Get Checklist for Complying with PCI Security Standard ............cccccceeeeivinnnneee, 27
F N B NS Y=o VA =11 1T T = SRR 27
Comelec Dares Hackers t0 Crack SOWAIE .........cocuueiiiiiiiiieiiiieee ettt 28
Foreign Web Attacks Change Security Paradigm ..........cccuueiiiiioiiiiiiiiiine e e e 28
Multi-si t e Bug Exposes Cloud..Comp.u.t.i.n.g.d.s..Dar.k..Li.28 ng
CyDErspaCe LeGAL........cooiiiiiiiiiiii e 29
Romanian Police Arrest Pentagon HaCK SUSPECT .........uuuuuuiiiiiiiiiiiiiiieiiieiiiiisiiiaieiernierernrerersrnrnrernrnnnnnns 29
Major Cybercrime Busts Take Place in ROMANIA .........cueiiiiiiiiiiiiii e 29
More Countries Sign Up for CyDercrime TrEALY .......ccoiuueeiiiiiiee ittt seree e 30
I nternet at Risk From fWi.ret.a.p.p.i.ng.,.a..s.ay.s..Web30l nve
CyberspaceRelated CONTEIENCES........cooiii i 31
Employment Opportunities With NSClL..........ooiiiiiiiiir e 33
CyberPro Content/DiStribULION.............uuuiii e 33

110 Royal Aberdeen, Smithfield, VA 23430, ph. (757) 8713578

CyberPro National Security Cyberspace Institute Page | 4




= CyberPro

NSCI

i

% S
Gpe, SN
EA\)>

Volume 2, Edition 6 Keeping Cyberspace Professionals Informed
March 26, 2009

THIS WEEKIN CYBER PRO

BYLINDSAY TRIMBINATIONAL SECURCMBERSPACE INSTITIMNTE

A recentU.S. Newarticle page 14 reports thatanincreasing number of cyber attacks aimed at U.S.
military bases are causing concern for military officialsp { ® { NI (i SGeA. evih @hiftdfilisy R Q &
pushing for better training to prepardNt? 2 LJa T2 NJ O o SNJ ot GdtSad Ly (KA
t S NE& LISpAde §, @8 ear rom Lt. Gen. Philip Breedlove, commandef‘di8 Force. His team has
integrated cyber defensive and offensive tactm®itwo of their exercises the recent Unified

Engagement 2008 and the upcoming Austere Challenge 2009. He discusses cyberspace as the current
battlefield and stresses the importance ateam of qualifie¢gpeople in meeting the cyberspace

challenge.

Thesignificancef cyber defense is being recognized worldwidlee International Multilateral

Partnership Against CybérK NS 1a ¢l & NBOSyidfe SaidlofAaKSR | &
terrorism (age 16. Its 191 member countries will have access to an emalgning system with cyber

threat intelligence from around the world.

Also internationally, a investigation is looking into the culprits of tReissiartyber attacks on Georgia
last year. Some angts point to Russian spy agendiasthe sourcépage 16 and othersare blaming a
Kremlinbaclked youth organizationgage 17.

In the United States, cyber securignnains a big topic of discussion. Security experts recently warned
the Senate Commerce, Science and Transportation Committee that the United States is not producing
enough engineers and technicians to combat the increasing threat of cyber atpaaes 10. President
Barack Obama is getting closer to naming a new cybersecurity czaNagiengton Timeseports that
National Security Agency Director Lt. Gen. Keith Alexander is the leading candidate for this position

(page 12.

During this turbulent economic time, organizations are forced to do more with ld3arlAReading

article this weekgage 27 lists six tips for increasing cyber security with less money. With cyber crime
0SO2YAY3a Y2NB fA1S | &0 dza Avaf(Bages . Trénk Midro réldasefl o6 S O
their 2009 annual reprt on cyber threatsfage 20 | Y R (TEl&rapHisty tiiediggest hacker

stories from the past few monthgége 23.

2 AGK !PLINAE C22faQ 51 & N 3I&nedthaN@ndmyVRriani &f he Cofidkit S N&
worm is expected to activate April pgge 24. The Conficker worm has already infected more than 12
million machines worldwideDo you feel prepared for this possible attack?
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SENIOR LEADER PERSPECTIVE : LT. GEN. PHILIP BREEDLOVE

b{/ LQa [ Ay Ral hadtheNppyriritystio sNBo@rSwithi Lit. Sen.
Philip Breedlove, commandef? &ir Force, at Ramstein Air Base, Germany,
FyR GFf1 I 02 dzicyb&rdefensefaRd A¢ thd U.Si Air Fof @sii
Europe component numbered air force for U.S. European ComnibAi, 3
Force supports the USAFE and EUCOM commanders at both the operatio
and tactical level directing all USAFE forces engaged in contingency and
wartime operations in the EUCOM area of responsibility. Along with its
headquarters staff, the command is congad of nine wings, three groupad
the 603" Air and Space Operations Center. It also has a unique mission as
Pof{ ® YAT AGFNE MaBritisNoverniant. t A A a2y

NSCH 246 KI @S @2dz AyiSaN}GSR OeoSNERLI OS 2LISNIrdAzy A
space operations?

LT. GEN?HILIP BREEDLOW®EHr nation is trying to find its way toward a national strategy/policy
construct so that we have that ovarching, wholeof-government approach to cyber. We, as the
military, should help shape this thought at a very national level.

., 2dz NXBI f firand §plhog epératiéng without doing air, space and cyberspace operations because
everything we do is tied to cyberspace. We are unable to function apart from the domain, and the other
LIASOS Aa GKIFG ¢S NBFffe& R2yQaustradresiconsieiitatiemién. | & fi 2
The defense of our cyberspace capability is a 24 x 365 thing. The enemy is pounding at the door
O2ylGAydzrtfte FTYyR FEf AG GF1Sa A& AylLadSyidazy Ay Qt
chosen to do it; we hav® do it. We have to do it, but we also need to do it, because everything we do

is enabled by the use of cyberspace.

I think you would be absolutely surprised if you were to ever totally lose your capability to use the net or
the other things that cybespace represents. We never fully understand just how completely dependent
we are on it.

NSCIYou were the Joint Task Force Commander for Unified Engagement 2008 (UE08). Did that
SESNODAAS LINPOARS |ye AyaArAakKid | y&ageiNduppbing2y a f SIHNY
USEUCOM cyberspace operations?

BREEDLOVEhink that, more than anything else, UEO8 opened my eyes as to how wide this issue is. As
military men and women, we tend to focus on those military things that welde effects of this

cyberspace operation and defense of our networks in cyberspace are so much broader than just the

military that, as thebint TaskForce@2 YYI Y RSNE L NBIff& RARY QG dzyRSNJ Gl
and what the effect was and how wide the effect was of the¥@eQa 2 LISNF GA2ya Ay OfoS
GKSe OFly FFF¥FSOG YdzOK OoNRIFRSNJ GKFy 2dzad Y& YAtAW N
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in Afghanistan and Iraq. This is not a militatgne fight; this is all about the whole of government. And

operations in cyberspace are exactly tigk 1 Qa Fff | o02dzi (0KS gK2tS 2F TP OS¢
Commander, | had to remember and realize that those operations going on in cyberspace would reach

much further and be broader than just my military forces.

We talk about having to be concerned about cyberspace operations in everything we do. | would say
GKFGZ Y2NB (KIFy FyedKAy3a StasSs OeoSNmRLI OS Aa vy
your nets and the defense of your capability to opersieyberspace is something that starts far before
any operations. The planning is key to getting it right.

[N

NSCIThe recentlyreleased Quadrennial Roles and Missions Review emphasized cyberspace areas
such as force development, command and control, and exercises. Can you tell us a little bit about
Austere Challenge 2009 (AC09) and how the exercise is expandingltmécyberspace operations?

BREEDLOVY ! 9ny> L gta GKS W2Ayd ¢Fal C2NOS /2YYIl yJRSH
l dZAGSNB / KIffSy3aSed Ly ! dzaiSNBE / KIffSyasSsz LQff S
Commander. Every servibeings cyberspace capability to the field, but in a true Air Operations Center,
the Air Force and the Joint Forces Air Component Commander will be charged primarily with leading our
cyberspace operations. So, uniquely, the joint team that works in my AlDEawe to bring together all

of those contributing capabilities from outside the Air Force or from outside of the military and bring
them to bear on our cyberspace operationmaking sure the networks are up and usable and
RSTSYRAY3 | Jlatafa i GKS SySvyeQa

(03]

NSCI: Do you have any thoughts on the balance of global and theater command and control as it
relates to cyberspace operations?

BREEDLOVE: | think that the way the global command structure is put together is very important. | know
that the JointStaff and others are wrestling with how that structure plays out; our nation is still working
with how the global command and control is actually going to shake out.

The good news is, in my situation, | am an operational warfighter. So my concernsenbenadoes

that global command structure how is that global series of suppliers, how do the new commands that
are standing ug how do they bring their capability to bear? They bring it to bear through operational
warfighters. So we, in thg® Air Fore and through our Air Operations Center, will put out the request
for capabilities to those that have those capabilities. Then, we will orchestrate how those capabilities
are brought to bear on our operational problem.

My experience so far in UEO8 amdhe planning for AC09 is that there are incredible capabilities that
are offered by our Air Force and other joint partners and interagency partners that do an incredibly
good job of making capabilities available to me, as the warfighter, and then wgramectheir

operations and our operations to, | think, bring good effect to the battle at hand.
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NSCIHow does 3AF organize, traend equip cyberspace forces in support of USSTBOM from a
global perspective?

.W995[ h+9Y 9aaSy i bflthe fratiig asdquip@ng; Wé doR Bt of the orgainizing. |
think that the 24" Air Force and Space Command have the responsibility for truly putting together the
training and equipping of the larger force. Again, | have the luxury of being the apeaahivarfighter,

so | take their products and | bring them aboard and organize them to employ.

We take the people that they send aad we train them in the operational art of employment at our

level. And we train them in how we work as a team. | thih&inything, one of the most important parts

to realize is that cyber is not this new, huge, exciting, totsdlparate entity over here. Cyber is just one
more of those domains that my warfighting Numbered Air Force operates in. The interesting part about
cyber is that, more uniquely than some of the others, it overlays them all. Everything that we do in our
operational warfight is tied to and depends on operations in cyberspace. Our Numbered Air Force, the
24" SpaceCom, and those other entities arendaihe training and equipping piece. They send the
capability to us, we organiieand employ it in the operational warfight.

LQ@S KSFENR 2GKSNJ ! ANJ C2NODS NBLINBaSyidliAar@Sa aLilSify
battlefield domains.

Ishyl 61 &8 FTNBY &l &@Ay3a AlQa cuirécDattiefigld and dverlaps evenith®F A St R A
GSQNB R2Ay3 NRIKG y2ed ¢KIG Aa GKS 1Sed /SNIIFA i
affect them, the effect is limited to that portion difie fight. If you affect cyberspace operations, you are

literally going to affect every portion of our fight because we are so dependent on it.

NSCI: What about USEUCOM from a theater perspective?

BREEDLOVE: Again, | think that what we need to remetieat we are truly a Joint Forces Air

Component CommandgdFACCand for EUCOM, we are the JFACC. We are a joint entity that brings all

the capability of the other services to bear. It would be ridiculous for us to think that just the Air Force is
bringing this to the fight. As the JFACC, we are charged with bringing all of the capability that our
ASNDAOSa AY 9! /ha KI@S (G2 0SFENIIYR (2 F20dza 2y oK
Austere Challenge, for example, as the JFACC, when weddetehd and do the things that we do in
OBO0SNRLI OSz 4SQff ONARy3 Fff GKS G22f1AGa FTNRY dzN.
KAIKSN)I ONPGKSNEB YR aAaiSNBR® 2SQfft oNRy3I FEt (M

NSCINATO recently stoodip the NATO Cooperative Cyber Defence Center of Excellence following the
cyberspace attacks on Estonia. Does 3AF have any interaction with them, or other NATO entities,
regarding international cyberspace operations and lessonsresd?

BREEDLOVE: We are really in the infancy ofteatnot yet, but we will be very soon. We have made
the initial overtures, plans and contacts, but this is something that needs to mature. We certainly are
going to be looking for those future aversief collaboration. We have already seabat these kind of
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attacks are going to happen in Europe, so how we will respond as a member of NATO is something that
gAftf 0SS NBFffe AYLRNIFIYG (2 dzasilazldft@Ns 2dzad Ay W#@KS

R

puli

b{/LY L& GKSNB lyeidKAaAy3d StasS e2dQR tA1S G2 |

BREEDLOVE: | would say the same thing | do about any other mission we have. Cyberspace, and the
whole mission of how we operate and defend in cyberspace, is still a very new mission set. We are going
to discover more than we know.

What makes that happen is really our people. My son amazes me in the ability that he has to pick up
GKAy3a fA1S GKAA YR tSINYy GKSY® ¢KIGQa oKIFGdQa 3N
young officers are so ageat this. This is the life theyrewinto; they understand it, where we older

F2t1a R2yQilo®

What is making cyber happen is truly the young Airmen wargdioth enlisted and officeraVe, as

senior officers, commanders and operational warfightemeedto paint the white lines on the road and

tell them where we need to go, and those young people are going to take us there. | am proud of that
0S0OIFdzaS GKIGQa 1AYR 2F GKS gl e GKS ! ANJ C2NDS KMa
where we ned to be. We need to train them, equip them and organize them and get out of their way

and let them do it.
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%f/’n %“3\\\%\
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CYBER SPACE T BIG PICTURE

Dearth of Technical Experts Leaves U.S.
Open to Cyber Attack, Panel Says

BY: JEFF BLISS, BUBERG

03/20/2009

A panel of security experts recently spoke to the
Senate Commerce, Science and Transportation
Committee, and said that thenited States is
not producing enough engineers and
technicians to combat the increasing threat
from cyber attacks. The panel also said that
limitations on visas for foreign students and the
growth of careers in finance and law have
affected the availabily of computer security
authorities. Legislation proposed by Senators
Rockefeller and Snowe would create
scholarships to encourage more students to
major in computer security.
http://www.boston.com/news/nation/washingt
on/articles/2009/03/20/dearth_of technical ex
perts_leaves us_operto_cyber_attack panel
says/

52Sa Y/ISHAARNIGE Q
Dragnet Surveillance?

BY: TIMOTHY LEE, MEBIRT
03/17/2009

The NSA has been pushing for control of U.S.
cybersecurity efforts lately, claiming that
cybersecurity is a national security issarad
should be under the control of an intelligence
agency. The article explains that most critics of
the NSA feel that the NSA definition of
cybersecurity focuses more on being able to
easily spy on people than it does protecting
networks against third p#y intrusions,

including those that originate from the
government. Amit Yoran, the former head of
GKS 5SLI NIYSYy(d 27
National Cyber Security Division, also says that

aStlty

GKS b{!Qa tI1 01 2F GNIya
daSONBOe ¢ arfrdductivéin thie@#odzy (i
G2 aSOdz2NE 2NRAYINE O02YY

http://www.techdirt.com/articles/20090315/17
47164121 .shtml

Government Needs to Get Its

Cybersecurity In Gear, Eggs Tell

Conagress
BY: TIM WILSON, DARERADING

03/10/2009
Four IT security officials recently spoke to the
House Subcommittee on Emerging Threats,
Cybersecurity and Science and Technology and
said that the government has been slow in
developing cyber defeses. Dave Powner,
director of IT management issues at the
Government Accountability Office says that
federal networks are under attack constantly
both from criminals and hostile governments.
Amit Yoran, CEP of NetWitness, added that the
U.S. government add see a cyberattack that

a @dUNilsaude damage comparable to the 9/11
terrorist attacks.
http://www.darkreading.can/security/cybercri
me/showArticle.jhtml;jsessionid=X1GOF0IBQXJ
QAQSNDLOSKHSCJUNN2JVN?articlelD=2158016
83

Panel: For Good Security, Keep the Back

Door Closed

BY: WILLIAM JACKSOEFENSE SYSTEMS
03/17/2009

A panel of security experts says that security
needs to focus on assessing and managing
information risks and that baseline security
requirements that are recommended by the

I 2 YSt §ovehmdncihAahBe éxpelidd to always
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provide adequate security. Bill Vass, president complete with a user guide, and adds that
and COO of Sun Microsystems Federal, says tha malware writers seem tdéeel like they are
no one level or policy is practical for securing all involved in a legitimate business and that their
data, and that there must also be different customers are the criminals for launching the
types of architecture based on the value of the attacks.
information that could be stolen. The panel was http://www.itnews.com.au/News/98524,cyberc
presented by the Secure Enterprise Network rimeasaservicdakesoff.aspx
Consortium incluaig Cisco, SunMicrosystems,
/'Y YR 1 O0SyildiNBE | yR U KEANEAABBincBwebl O\8trategles Q &
Los Alamos National Laboratory. BY: J. NICHOLAS HEBYINFORMATION WEEK
http://defensesystems.com/articles/2009/03/1 03/10/2009
7/cybersecurit-panet031709.aspx Agencies like the Central Intelligence Agency
and the National Security Agency are now using
Cybercrimeas-a-Service Takes Off Web 2.0 tools. The intelligence community, for
BY: RY CROZIER,EWM$ example, is using a Wikipedi&e site called
03/12/2009 Intellipedia which now includes more than
Vlado Vajdic, Vasco Banking technical account 830,000 pages. Intelligence agency employees
manager, recently said that cyber crime was ~also use instant messaging tools Jabber and IBM
0SO2YAYy3 a2 azLKAEANROE USahetimg, Fhe artftldzexplains thad agencies are
that criminals can now buy malicious code working on many new in#itives including
online that includes support and maintenance search capabilities and SharePoint.
services. Vajdic also predicteubt cybercrime http://www.informationweek.com/news/intern
outsourcing would be a popular trend in 2009. et/web2.0/showAtrticle.jhtml?articlelD=215801
Vajdic says that hacker kits can be bought 627

online for as little as $400 and include the
information necessary to launch an attack

ManTech’s Cyber Solution Center Helps Combat Threats to
our National Infrastructure

International Corporation.

ManTech International Corporation is a leading provider
of innovative technologies and solutions for mission-critical
national security programs for the Intelligence Community; the
departments of Defense, State, Homeland Security and Justice; the
Space Community and other U.S. federal government customers.
It has recently established a Cyber Solution Center that marshals
expertise from across the company to help the U.S. government
and private industry fight the increasing threats to our IT and
communications infrastructure. ManTech has been providing
cyber operations services to the U.S. government and private
industry for 11 years and its cyber security professionals have
authored books and articles on honeypots (catching hackers),
service oriented architecture security and network security
monitoring. They have also taught for leading cyber security

. Y education providers such as SANS, Foundstone, USENIX, HTCIA
N;ﬁf’n‘f,',"?e'fﬁ,-,c,°§nZ’?Zc”ﬁﬁo‘,’ig,~ and Black Hat. For additional information on ManTech'’s Cyber
Solutions contact Mark Root at: mark.root@ManTech.com
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Cyber Czar A Bill to ShiftCybersecurity to White House
BY: BILL GERTZ, WABTON TIMES BY: STEPHANIE CONDPONET NEWS

03/12/2009 03/20/2009

The article reports that National Security Senators Jay Rockefeller{IvV) and Olympia

Agency (NSA) [@ictor Lt. Gen. Keith B. Snowe (RVaine) recently proposed a bill that
Alexander is the leading candidate for President  would transfer cybersecurity responsibilities

NI O1 holYlFQa ySg Oe o Sin&hedbenNdtnaht oidHorneldil Security to
Government officials say that Obama plans to the White House and create an Office of the

promote Gen. Alexander and give him authority National Cybersecurity Advisor as part of the

over the Comprehensive National Cybersecurity ~ Executive Office of the President. The bill would
InitiatA @3S ® ¢KS b{! Aa a2yS regdire schebuled réviedsDf theldyberskclrity

but most effective of the 16 U.S. intelligence program and would also establish a framework
F3SyOAS&¢d YR KIFIA& 0SSy farkpdblink privdtessectirffddation y 3 | o
government efforts to secure computer and sharing. Finally, the bill recommends

other information networks and to block SadlotAakKAyad I a{SOdz2NB t
foreign electronic attacks on U.S.8yS Y & ® ¢ I OljdA aAlA2ya . 2FNRé G2
There has been much controversy recently over  federal acquisitions.

the transfer of cybersecurity authority from the http://news.cnet.com/830113578 3

DHS to the NSA. 1020071638.html
http://www.washingtontimes.com/news/2009/
mar/12/insidering/

White House Urged to Stop Cyber Attacks
BY: BYRON ACOHIDSAUIODAY

03/11/2009

A panel of security experts recently told the
House Subcommittee on Emerging Threats,
Cybersecurity, Science & Technology that the
United States is not ppared for a major cyber
attack, and that the White House should be
overseeing cybersecurity efforts. The experts
said that we are involved in a constant cyber
war because U.S. networks are under attack
constantly, although we do not often see the

Rockefeller Promises to Address Threats to

Cybersecurity

BY: ANDREW NOYESTMINAL JOURNAL
03/20/2009

Senate Commerce Chairman John Rockefeller
has committed to making cybersecurity a top
priority this year and says that threats to the
government network&re not receiving enough
attention. Rockefeller is working with Sen.
Olympia Snowe on legislation that would help

to improve federal cybersecurity. The proposed
legislation would create a framework for cyber
information sharing and also establish a panel
of industry and academic experts that would
advise the president on cybersecurity.
http://www.nationaljournal.com/congressdaily/
cda 20090320 2008.php

damage hat is being done. Mary Ann Davidson,
h NI} Of SQa / KAST
there needs to be some cyber Doctrine similar
to the Monroe Doctrine to prevent cyber
attacks.
http://blogs.usatoday.com/technologylive/2009
[03/the -united-stat.html
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Microsoft Chimes in on Cyberterrorism in
DC

BY: ERIK SANDOVANG6.COM

03/10/2009

Scott Charney, Corporate Vice President for
Trustworthy Computing at Microsoft says that
the U.S. government needs to develop a
G002 YLINBKSYy aA @ordihdtetl i S
yEGA2Yy I adNrGS3e
Charney also explains that Microsoft is waiting
to see what government contract work might

be available that would allow the company to
assist the federal government. Charney believes
that the private sector will be the driving force
behind cyberspace security and regulation.
http://www.king5.conm/business/stories/NW_0
31009TTRyberterrorismES.21d74e27.html

Review Could Relieve Tension Over
Cybersecurity Leadership

BY: JILL R. AITOREXTGOV

03/10/2009

Melissa Hathaway, who is overseeing the White
| 2 dz& Sdaycybersecurity review, says that
the review will address cyber governance
challenges and decide who will be in charge of
cybersecurity. The review team will also
GARSYGATe ¢6SI{ySaaSa

I NOKAGSOUGdzNE ¢
for cybersecurity. Hathaway has also
emphasized the importance of information
sharing and defining the role of the government
in private sector computer networks.
http://www.nextgov.com/nextgov/ng_2009031

0_5306.php
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Put More ITSpending in Stimulus Plans,

Obama Advisor Says

BY: SUMNER LEMONMEORK WORLD
03/25/2009

Robert Atkinson, founder and president of the
Information Technology & Innovation
Foundation, says that the government needs to

| 2 idzdu@ more information and communidans
T 2 NJ Oeah®INGy Inthér BcodoRiOstaNRus @adstand

OGKFG aL/ ¢ KFa f1NABSNJI SO
other kinds of investment areas in the
economyd Atkinson explains that technology
investments were responsible for a large part of
U.S. productivity gains ovéhe lastl0years,

and supports further investments in technology.
Technology investments could provide short
term jobs, but also would provide lorgrm
productivity impacts.
http://www.networkworld.com/news/2009/03
2509 put-more-it-spendingin.html

Obama to Nominate Guthrie to be ODNI

ClO

BY: JASON MILLERDERAL NEWS RADIO
03/23/2009

President Barack Obama is expected to name
Priscilla Guthrie as the new chief infioation

A Y officek i theFGBfiReSoNthe DireCi@ 161 Neetinr&iNJ
YR KSf L) lintglligehéeliQuibrie ks aukently the dirécto™R &

the Information Technology and Systems
Division at the Institute for Defense Analyses
and was previously a deputy CIO for the
Defense Departmentrém 2001 to 2006.
President Obama has announced that Steve
Isakowitz will stay on as the Energy

5SLI NIYSydiQa / Lho
http://www.federalnewsradio.com/index.php?
nid=35&sid=1630883
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