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THIS W EEK IN CYBER PRO  

BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
A recent U.S. News article (page 14) reports that an increasing number of cyber attacks aimed at U.S. 
military bases are causing concern for military officials. ¦Φ{Φ {ǘǊŀǘŜƎƛŎ /ƻƳƳŀƴŘΩǎ Gen. Kevin Chilton is 
pushing for better training to prepare tǊƻƻǇǎ ŦƻǊ ŎȅōŜǊ ōŀǘǘƭŜǎΦ Lƴ ǘƘƛǎ ǿŜŜƪΩǎ ά{ŜƴƛƻǊ [ŜŀŘŜǊ 
tŜǊǎǇŜŎǘƛǾŜέ όpage 6), we hear from Lt. Gen. Philip Breedlove, commander of 3rd Air Force. His team has 
integrated cyber defensive and offensive tactics into two of their exercises ς the recent Unified 
Engagement 2008 and the upcoming Austere Challenge 2009. He discusses cyberspace as the current 
battlefield and stresses the importance of a team of qualified people in meeting the cyberspace 
challenge. 
 
The significance of cyber defense is being recognized worldwide. The International Multilateral 
Partnership Against Cyber-¢ƘǊŜŀǘǎ ǿŀǎ ǊŜŎŜƴǘƭȅ ŜǎǘŀōƭƛǎƘŜŘ ŀǎ ǘƘŜ ǿƻǊƭŘΩǎ ŦƛǊǎǘ ŎŜƴǘŜǊ ǘƻ ŦƛƎƘǘ ŎȅōŜǊ 
terrorism (page 16). Its 191 member countries will have access to an early-warning system with cyber 
threat intelligence from around the world.  
 
Also internationally, an investigation is looking into the culprits of the Russian cyber attacks on Georgia 
last year. Some analysts point to Russian spy agencies as the source (page 16) and others are blaming a 
Kremlin-backed youth organization (page 17). 
 
In the United States, cyber security remains a big topic of discussion. Security experts recently warned 
the Senate Commerce, Science and Transportation Committee that the United States is not producing 
enough engineers and technicians to combat the increasing threat of cyber attacks (page 10). President 
Barack Obama is getting closer to naming a new cybersecurity czar. The Washington Times reports that 
National Security Agency Director Lt. Gen. Keith Alexander is the leading candidate for this position 
(page 12). 
 
During this turbulent economic time, organizations are forced to do more with less. A Dark Reading 
article this week (page 27) lists six tips for increasing cyber security with less money. With cyber crime 
ōŜŎƻƳƛƴƎ ƳƻǊŜ ƭƛƪŜ ŀ άōǳǎƛƴŜǎǎΣέ ǘƘƛǎ ǿƛƭƭ ōŜŎƻƳŜ ƛƴŎǊŜŀǎƛƴƎƭȅ vital (page 11).  Trend Micro released 
their 2009 annual report on cyber threats (page 21ύ ŀƴŘ ǘƘŜ ¦ΦYΦΩǎ Telegraph lists the biggest hacker 
stories from the past few months (page 24).  
 
²ƛǘƘ !ǇǊƛƭ CƻƻƭǎΩ 5ŀȅ ǊƛƎƘǘ ŀǊƻǳƴŘ ǘƘŜ ŎƻǊƴŜǊΣ ŜȄǇŜǊǘǎ ƘŀǾŜ ǿarned that a new variant of the Conficker 
worm is expected to activate April 1 (page 24). The Conficker worm has already infected more than 12 
million machines worldwide. Do you feel prepared for this possible attack? 
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SENIOR LEADER PERSPECTIVE :  LT.  GEN .  PHILIP  BREEDLOVE  

b{/LΩǎ [ƛƴŘǎŀȅ ¢ǊƛƳōƭŜ ǊŜŎŜƴǘƭȅ had the opportunity to sit down with Lt. Gen. 
Philip Breedlove, commander, 3rd Air Force, at Ramstein Air Base, Germany, 
ŀƴŘ ǘŀƭƪ ŀōƻǳǘ Ƙƛǎ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ cyber defense efforts. As the U.S. Air Forces in 
Europe component numbered air force for U.S. European Command, 3rd Air 
Force supports the USAFE and EUCOM commanders at both the operational 
and tactical level directing all USAFE forces engaged in contingency and 
wartime operations in the EUCOM area of responsibility. Along with its 
headquarters staff, the command is comprised of nine wings, three groups and 
the 603rd Air and Space Operations Center. It also has a unique mission as the 
¦Φ{Φ ƳƛƭƛǘŀǊȅΩǎ ǇǊƛƳŀǊȅ ƭƛŀƛǎƻƴ ǘƻ the British government. 
 
NSCI: Iƻǿ ƘŀǾŜ ȅƻǳ ƛƴǘŜƎǊŀǘŜŘ ŎȅōŜǊǎǇŀŎŜ ƻǇŜǊŀǘƛƻƴǎ ƛƴǘƻ о!CΩǎ ƻǇŜǊŀǘƛƻƴŀƭ ŀƴŘ ǘŀŎǘƛŎŀƭ ƭŜǾŜƭ ŀƛǊ ŀƴŘ 
space operations? 
 
LT. GEN. PHILIP BREEDLOVE: Our nation is trying to find its way toward a national strategy/policy 
construct so that we have that over-arching, whole-of-government approach to cyber. We, as the 
military, should help shape this thought at a very national level.  
 
¸ƻǳ ǊŜŀƭƭȅ ŎŀƴΩǘ Řƻ ŀir and space operations without doing air, space and cyberspace operations because 
everything we do is tied to cyberspace. We are unable to function apart from the domain, and the other 
ǇƛŜŎŜ ƛǎ ǘƘŀǘ ǿŜ ǊŜŀƭƭȅ ŘƻƴΩǘ ƘŀǾŜ ŀ ŎƘƻƛŎŜ ŀǎ ǘƻ Ƙƻǿ ǿŜ ƛƴǘŜƎǊŀǘŜ ōŜŎause it requires constant attention. 
The defense of our cyberspace capability is a 24 x 365 thing. The enemy is pounding at the door 
Ŏƻƴǘƛƴǳŀƭƭȅ ŀƴŘ ŀƭƭ ƛǘ ǘŀƪŜǎ ƛǎ ƛƴŀǘǘŜƴǘƛƻƴ ƛƴ ŀ ƳƻƳŜƴǘ ŀƴŘ ȅƻǳΩǊŜ ŎƻƳǇǊƻƳƛǎŜŘΦ ²Ŝ ǊŜŀƭƭȅ ƘŀǾŜƴΩǘ 
chosen to do it; we have to do it. We have to do it, but we also need to do it, because everything we do 
is enabled by the use of cyberspace.   
 
I think you would be absolutely surprised if you were to ever totally lose your capability to use the net or 
the other things that cyberspace represents. We never fully understand just how completely dependent 
we are on it. 
 
NSCI: You were the Joint Task Force Commander for Unified Engagement 2008 (UE08).  Did that 
ŜȄŜǊŎƛǎŜ ǇǊƻǾƛŘŜ ŀƴȅ ƛƴǎƛƎƘǘ ŀƴŘκƻǊ ƭŜǎǎƻƴǎ ƭŜŀǊƴŜŘ ȅƻǳΩǾŜ ōŜŜƴ ŀōƭŜ ǘƻ ƭŜǾerage in supporting 
USEUCOM cyberspace operations? 

 
BREEDLOVE: I think that, more than anything else, UE08 opened my eyes as to how wide this issue is. As 
military men and women, we tend to focus on those military things that we do. The effects of this 
cyberspace operation and defense of our networks in cyberspace are so much broader than just the 
military that, as the Joint Task Force CƻƳƳŀƴŘŜǊΣ L ǊŜŀƭƭȅ ŘƛŘƴΩǘ ǳƴŘŜǊǎǘŀƴŘ Ƙƻǿ Ƴŀƴȅ ǇŜƻǇƭŜ ǇƭŀȅŜŘ 
and what the effect was and how wide the effect was of the eneƳȅΩǎ ƻǇŜǊŀǘƛƻƴǎ ƛƴ ŎȅōŜǊǎǇŀŎŜΣ ŀƴŘ Ƙƻǿ 
ǘƘŜȅ Ŏŀƴ ŀŦŦŜŎǘ ƳǳŎƘ ōǊƻŀŘŜǊ ǘƘŀƴ Ƨǳǎǘ Ƴȅ ƳƛƭƛǘŀǊȅ ŦƻǊŎŜǎΦ !ƴŘΣ ŀǎ ȅƻǳ ƪƴƻǿΣ ǿŜΩǾŜ ǿƻǊƪŜŘ ǊŜŀƭƭȅ ƘŀǊŘ 
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in Afghanistan and Iraq. This is not a military-alone fight; this is all about the whole of government. And 
operations in cyberspace are exactly that ς ƛǘΩǎ ŀƭƭ ŀōƻǳǘ ǘƘŜ ǿƘƻƭŜ ƻŦ ƎƻǾŜǊƴƳŜƴǘΦ !ǎ Wƻƛƴǘ ¢ŀǎƪ CƻǊŎŜ 
Commander, I had to remember and realize that those operations going on in cyberspace would reach 
much further and be broader than just my military forces.  
 
We talk about having to be concerned about cyberspace operations in everything we do. I would say 
ǘƘŀǘΣ ƳƻǊŜ ǘƘŀƴ ŀƴȅǘƘƛƴƎ ŜƭǎŜΣ ŎȅōŜǊǎǇŀŎŜ ƛǎ ƴƻǘ ǎƻƳŜǘƘƛƴƎ ǘƘŀǘ ȅƻǳ Ŏŀƴ Ƨǳǎǘ άǘǳǊƴ ƻƴΦέ ¢ƘŜ ŘŜŦŜƴǎŜ ƻŦ 
your nets and the defense of your capability to operate in cyberspace is something that starts far before 
any operations. The planning is key to getting it right. 
 
NSCI: The recently-released Quadrennial Roles and Missions Review emphasized cyberspace areas 
such as force development, command and control, and exercises. Can you tell us a little bit about 
Austere Challenge 2009 (AC09) and how the exercise is expanding to include cyberspace operations?  
   
BREEDLOVE: Iƴ ¦9луΣ L ǿŀǎ ǘƘŜ Wƻƛƴǘ ¢ŀǎƪ CƻǊŎŜ /ƻƳƳŀƴŘŜǊΣ ǎƻ L ǿŀǎ ŀ ƭŜǾŜƭ ŀōƻǾŜ ǿƘŜǊŜ LΩƭƭ ŦǳƴŎǘƛƻƴ ƛƴ 
!ǳǎǘŜǊŜ /ƘŀƭƭŜƴƎŜΦ Lƴ !ǳǎǘŜǊŜ /ƘŀƭƭŜƴƎŜΣ LΩƭƭ ōŜ ŦǳƴŎǘƛƻƴƛƴƎ ŀǎ ǘƘŜ Wƻƛƴǘ CƻǊŎŜǎ !ƛǊ /ƻƳǇƻƴŜƴǘ 
Commander. Every service brings cyberspace capability to the field, but in a true Air Operations Center, 
the Air Force and the Joint Forces Air Component Commander will be charged primarily with leading our 
cyberspace operations. So, uniquely, the joint team that works in my AOC will have to bring together all 
of those contributing capabilities from outside the Air Force or from outside of the military and bring 
them to bear on our cyberspace operations ς making sure the networks are up and usable and 
ŘŜŦŜƴŘƛƴƎ ŀƎŀƛƴǎǘ ǘƘŜ ŜƴŜƳȅΩǎ attack.  
 
NSCI: Do you have any thoughts on the balance of global and theater command and control as it 
relates to cyberspace operations? 
 
BREEDLOVE: I think that the way the global command structure is put together is very important. I know 
that the Joint Staff and others are wrestling with how that structure plays out; our nation is still working 
with how the global command and control is actually going to shake out.  
 
The good news is, in my situation, I am an operational warfighter. So my concerns now are how does 
that global command structure ς how is that global series of suppliers, how do the new commands that 
are standing up ς how do they bring their capability to bear? They bring it to bear through operational 
warfighters. So we, in the 3rd Air Force and through our Air Operations Center, will put out the request 
for capabilities to those that have those capabilities.  Then, we will orchestrate how those capabilities 
are brought to bear on our operational problem.  
 
My experience so far in UE08 and in the planning for AC09 is that there are incredible capabilities that 
are offered by our Air Force and other joint partners and interagency partners that do an incredibly 
good job of making capabilities available to me, as the warfighter, and then we integrate their 
operations and our operations to, I think, bring good effect to the battle at hand. 
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NSCI: How does 3AF organize, train and equip cyberspace forces in support of USSTRATCOM from a 
global perspective? 
 
.w995[h±9Υ 9ǎǎŜƴǘƛŀƭƭȅΣ ǿŜ ŘƻƴΩǘ Řƻ ŀ ƭƻǘ of the training and equipping; we do a lot of the organizing. I 
think that the 24th Air Force and Space Command have the responsibility for truly putting together the 
training and equipping of the larger force. Again, I have the luxury of being the operational warfighter, 
so I take their products and I bring them aboard and organize them to employ.  
 
We take the people that they send us and we train them in the operational art of employment at our 
level. And we train them in how we work as a team. I think, if anything, one of the most important parts 
to realize is that cyber is not this new, huge, exciting, totally-separate entity over here. Cyber is just one 
more of those domains that my warfighting Numbered Air Force operates in. The interesting part about 
cyber is that, more uniquely than some of the others, it overlays them all. Everything that we do in our 
operational warfight is tied to and depends on operations in cyberspace. Our Numbered Air Force, the 
24th , SpaceCom, and those other entities are doing the training and equipping piece. They send the 
capability to us, we organize it and employ it in the operational warfight.  
 
LΩǾŜ ƘŜŀǊŘ ƻǘƘŜǊ !ƛǊ CƻǊŎŜ ǊŜǇǊŜǎŜƴǘŀǘƛǾŜǎ ǎǇŜŀƪ ŀōƻǳǘ ǘƘŜ ŎȅōŜǊǎǇŀŎŜ ŘƻƳŀƛƴ ƻǾŜǊƭŀǇǇƛƴƎ ǘƘŜ ƻǘƘŜǊ 
battlefield domains. 
 
I shy ŀǿŀȅ ŦǊƻƳ ǎŀȅƛƴƎ ƛǘΩǎ ǘƘŜ άƴŜȄǘέ ōŀǘǘƭŜŦƛŜƭŘΤ ƛǘ ƛǎ ǘƘŜ current battlefield and overlaps everything 
ǿŜΩǊŜ ŘƻƛƴƎ ǊƛƎƘǘ ƴƻǿΦ ¢Ƙŀǘ ƛǎ ǘƘŜ ƪŜȅΦ /ŜǊǘŀƛƴ ǘƘƛƴƎǎ ǘƘŀǘ ƘŀǇǇŜƴ ƛƴ ƻǳǊ ƻǇŜǊŀǘƛƻƴŀƭ ǿŀǊŦƛƎƘǘΣ ƛŦ ȅƻǳ 
affect them, the effect is limited to that portion of the fight. If you affect cyberspace operations, you are 
literally going to affect every portion of our fight because we are so dependent on it. 
 
NSCI: What about USEUCOM from a theater perspective?  
 
BREEDLOVE: Again, I think that what we need to remember is that we are truly a Joint Forces Air 
Component Commander (JFACC), and for EUCOM, we are the JFACC. We are a joint entity that brings all 
the capability of the other services to bear. It would be ridiculous for us to think that just the Air Force is 
bringing this to the fight. As the JFACC, we are charged with bringing all of the capability that our 
ǎŜǊǾƛŎŜǎ ƛƴ 9¦/ha ƘŀǾŜ ǘƻ ōŜŀǊ ŀƴŘ ǘƻ ŦƻŎǳǎ ƻƴ ǿƘŀǘ ǘƘŜ 9¦/ha ŎƻƳƳŀƴŘŜǊΩǎ Ƴƛǎǎƛƻƴ ŀǘ ƘŀƴŘ ƛǎΦ Lƴ 
Austere Challenge, for example, as the JFACC, when we have to defend and do the things that we do in 
ŎȅōŜǊǎǇŀŎŜΣ ǿŜΩƭƭ ōǊƛƴƎ ŀƭƭ ǘƘŜ ǘƻƻƭƪƛǘǎ ŦǊƻƳ ƻǳǊ Ƨƻƛƴǘ ōǊƻǘƘŜǊǎ ŀƴŘ ǎƛǎǘŜǊǎ ŀƴŘ ŦǊƻƳ ǘƘŜ ƛƴǘŜǊŀƎŜƴŎȅ ŀƴŘ 
ƘƛƎƘŜǊ ōǊƻǘƘŜǊǎ ŀƴŘ ǎƛǎǘŜǊǎΦ ²ŜΩƭƭ ōǊƛƴƎ ŀƭƭ ǘƘŀǘ ŎŀǇŀōƛƭƛǘȅ ǘƻ ōŜŀǊ ŀƴŘ ǇǊŜǎŜƴǘ ƛǘ ŀǎ ŀ Ƨƻƛƴǘ ǘŀǎƪ ŦƻǊŎŜΦ 
 
NSCI: NATO recently stood-up the NATO Cooperative Cyber Defence Center of Excellence following the 
cyberspace attacks on Estonia.  Does 3AF have any interaction with them, or other NATO entities, 
regarding international cyberspace operations and lessons learned?  
 
BREEDLOVE: We are really in the infancy of that ς so not yet, but we will be very soon. We have made 
the initial overtures, plans and contacts, but this is something that needs to mature. We certainly are 
going to be looking for those future avenues of collaboration. We have already seen that these kinds of 
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attacks are going to happen in Europe, so how we will respond as a member of NATO is something that 
ǿƛƭƭ ōŜ ǊŜŀƭƭȅ ƛƳǇƻǊǘŀƴǘ ǘƻ ǳǎΦ ²ŜΩǊŜ Ƨǳǎǘ ƛƴ ǘƘŜ ƛƴŦŀƴŎȅ ƻŦ ǘƘƛǎ ŀƴŘ ǘƘŜǊŜΩǎ still a lot to do. 
 
b{/LΥ Lǎ ǘƘŜǊŜ ŀƴȅǘƘƛƴƎ ŜƭǎŜ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ŀŘŘΚ  
 
BREEDLOVE: I would say the same thing I do about any other mission we have. Cyberspace, and the 
whole mission of how we operate and defend in cyberspace, is still a very new mission set. We are going 
to discover more than we know.  
 
What makes that happen is really our people. My son amazes me in the ability that he has to pick up 
ǘƘƛƴƎǎ ƭƛƪŜ ǘƘƛǎ ŀƴŘ ƭŜŀǊƴ ǘƘŜƳΦ ¢ƘŀǘΩǎ ǿƘŀǘΩǎ ƎǊŜŀǘ ŀōƻǳǘ ǳǎΥ ƻǳǊ ȅƻǳƴƎ !ƛǊƳŜƴΣ ƻǳǊ ȅƻǳƴƎ b/hǎΣ ƻǳǊ 
young officers are so adept at this. This is the life they grew into; they understand it, where we older 
Ŧƻƭƪǎ ŘƻƴΩǘΦ  
 
What is making cyber happen is truly the young Airmen warriors ς both enlisted and officers. We, as 
senior officers, commanders and operational warfighters ςneed to paint the white lines on the road and 
tell them where we need to go, and those young people are going to take us there. I am proud of that 
ōŜŎŀǳǎŜ ǘƘŀǘΩǎ ƪƛƴŘ ƻŦ ǘƘŜ ǿŀȅ ǘƘŜ !ƛǊ CƻǊŎŜ Ƙŀǎ ōŜŜƴ ŀƭƭ ŀƭƻƴƎΣ ǿƛǘƘ ǘƘŜ ȅƻǳƴƎ ƛƴƴƻǾŀǘƻǊǎ ǇǳǘǘƛƴƎ ǳǎ 
where we need to be. We need to train them, equip them and organize them and get out of their way 
and let them do it. 
 

 

http://www.cyberspacesymposium.com/
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CYBER SPACE ï B IG P ICTURE

Dearth of Technical Experts Leaves U.S. 
Open to Cyber Attack, Panel Says 
BY: JEFF BLISS, BLOOMBERG 
03/20/2009 

A panel of security experts recently spoke to the 
Senate Commerce, Science and Transportation 
Committee, and said that the United States is 
not producing enough engineers and 
technicians to combat the increasing threat 
from cyber attacks. The panel also said that 
limitations on visas for foreign students and the 
growth of careers in finance and law have 
affected the availability of computer security 
authorities. Legislation proposed by Senators 
Rockefeller and Snowe would create 
scholarships to encourage more students to 
major in computer security. 
http://www.boston.com/news/nation/washingt
on/articles/2009/03/20/dearth_of_technical_ex
perts_leaves_us_open_to_cyber_attack_panel_
says/ 
 

5ƻŜǎ Ψ/ȅōŜǊ-{ŜŎǳǊƛǘȅΩ aŜŀƴ aƻǊŜ b{! 
Dragnet Surveillance? 
BY: TIMOTHY LEE, TECH DIRT 
03/17/2009 

The NSA has been pushing for control of U.S. 
cybersecurity efforts lately, claiming that 
cybersecurity is a national security issue and 
should be under the control of an intelligence 
agency. The article explains that most critics of 
the NSA feel that the NSA definition of 
cybersecurity focuses more on being able to 
easily spy on people than it does protecting 
networks against third party intrusions, 
including those that originate from the 
government. Amit Yoran, the former head of 
ǘƘŜ 5ŜǇŀǊǘƳŜƴǘ ƻŦ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅΩǎ 
National Cyber Security Division, also says that 

ǘƘŜ b{!Ωǎ ƭŀŎƪ ƻŦ ǘǊŀƴǎǇŀǊŜƴŎȅ ŀƴŘ ǇŜƴŎƘŀƴǘ ŦƻǊ 
ǎŜŎǊŜŎȅ ǿƛƭƭ ōŜ άŎƻǳƴǘerproductive in the effort 
ǘƻ ǎŜŎǳǊŜ ƻǊŘƛƴŀǊȅ ŎƻƳƳŜǊŎƛŀƭ ƴŜǘǿƻǊƪǎΦέ  
http://www.techdirt.com/articles/20090315/17
47164121.shtml 
 

Government Needs to Get Its 
Cybersecurity In Gear, Experts Tell 
Congress 
BY: TIM WILSON, DARK READING 
03/10/2009 

Four IT security officials recently spoke to the 
House Subcommittee on Emerging Threats, 
Cybersecurity and Science and Technology and 
said that the government has been slow in 
developing cyber defenses. Dave Powner, 
director of IT management issues at the 
Government Accountability Office says that 
federal networks are under attack constantly 
both from criminals and hostile governments. 
Amit Yoran, CEP of NetWitness, added that the 
U.S. government could see a cyberattack that 
could cause damage comparable to the 9/11 
terrorist attacks. 
http://www.darkreading.com/security/cybercri
me/showArticle.jhtml;jsessionid=X1G0F0IBQXJ
QAQSNDLOSKHSCJUNN2JVN?articleID=2158016
83 

 
Panel: For Good Security, Keep the Back 
Door Closed 
BY: WILLIAM JACKSON, DEFENSE SYSTEMS 
03/17/2009 

A panel of security experts says that security 
needs to focus on assessing and managing 
information risks and that baseline security 
requirements that are recommended by the 
government cannot be expected to always 

http://www.boston.com/news/nation/washington/articles/2009/03/20/dearth_of_technical_experts_leaves_us_open_to_cyber_attack_panel_says/
http://www.boston.com/news/nation/washington/articles/2009/03/20/dearth_of_technical_experts_leaves_us_open_to_cyber_attack_panel_says/
http://www.boston.com/news/nation/washington/articles/2009/03/20/dearth_of_technical_experts_leaves_us_open_to_cyber_attack_panel_says/
http://www.boston.com/news/nation/washington/articles/2009/03/20/dearth_of_technical_experts_leaves_us_open_to_cyber_attack_panel_says/
http://www.techdirt.com/articles/20090315/1747164121.shtml
http://www.techdirt.com/articles/20090315/1747164121.shtml
http://www.darkreading.com/security/cybercrime/showArticle.jhtml;jsessionid=X1G0F0IBQXJQAQSNDLOSKHSCJUNN2JVN?articleID=215801683
http://www.darkreading.com/security/cybercrime/showArticle.jhtml;jsessionid=X1G0F0IBQXJQAQSNDLOSKHSCJUNN2JVN?articleID=215801683
http://www.darkreading.com/security/cybercrime/showArticle.jhtml;jsessionid=X1G0F0IBQXJQAQSNDLOSKHSCJUNN2JVN?articleID=215801683
http://www.darkreading.com/security/cybercrime/showArticle.jhtml;jsessionid=X1G0F0IBQXJQAQSNDLOSKHSCJUNN2JVN?articleID=215801683
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provide adequate security. Bill Vass, president 
and COO of Sun Microsystems Federal, says that 
no one level or policy is practical for securing all 
data, and that there must also be different 
types of architecture based on the value of the 
information that could be stolen. The panel was 
presented by the Secure Enterprise Network 
Consortium including Cisco, SunMicrosystems, 
/! ŀƴŘ !ŎŎŜƴǘǳǊŜ ŀƴŘ ǘƘŜ 9ƴŜǊƎȅ 5ŜǇŀǊǘƳŜƴǘΩǎ 
Los Alamos National Laboratory. 
http://defensesystems.com/articles/2009/03/1
7/cyber-security-panel-031709.aspx 
 

Cybercrime-as-a-Service Takes Off 
BY: RY CROZIER, IT NEWS 
03/12/2009 

Vlado Vajdic, Vasco Banking technical account 
manager, recently said that cyber crime was 
ōŜŎƻƳƛƴƎ ǎƻ ǎƻǇƘƛǎǘƛŎŀǘŜŘ ŀƴŘ άōǳǎƛƴŜǎǎ-ƭƛƪŜέ 
that criminals can now buy malicious code 
online that includes support and maintenance 
services. Vajdic also predicted that cybercrime 
outsourcing would be a popular trend in 2009. 
Vajdic says that hacker kits can be bought 
online for as little as $400 and include the 
information necessary to launch an attack 

complete with a user guide, and adds that 
malware writers seem to feel like they are 
involved in a legitimate business and that their 
customers are the criminals for launching the 
attacks. 
http://www.itnews.com.au/News/98524,cyberc
rimeasaservice-takes-off.aspx 

 
CIA, NSA Adopting Web 2.0 Strategies 
BY: J. NICHOLAS HOOVER, INFORMATION WEEK 
03/10/2009 

Agencies like the Central Intelligence Agency 
and the National Security Agency are now using 
Web 2.0 tools. The intelligence community, for 
example, is using a Wikipedia-like site called 
Intellipedia which now includes more than 
830,000 pages. Intelligence agency employees 
also use instant messaging tools Jabber and IBM 
Sametime. The article explains that agencies are 
working on many new initiatives including 
search capabilities and SharePoint. 
http://www.informationweek.com/news/intern
et/web2.0/showArticle.jhtml?articleID=215801
627 

 

http://defensesystems.com/articles/2009/03/17/cyber-security-panel-031709.aspx
http://defensesystems.com/articles/2009/03/17/cyber-security-panel-031709.aspx
http://www.itnews.com.au/News/98524,cybercrimeasaservice-takes-off.aspx
http://www.itnews.com.au/News/98524,cybercrimeasaservice-takes-off.aspx
http://www.informationweek.com/news/internet/web2.0/showArticle.jhtml?articleID=215801627
http://www.informationweek.com/news/internet/web2.0/showArticle.jhtml?articleID=215801627
http://www.informationweek.com/news/internet/web2.0/showArticle.jhtml?articleID=215801627
http://www.mantech.com/
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CYBER SPACE ï OBAMA ADMINISTRATION   

Cyber Czar 
BY: BILL GERTZ, WASHINGTON TIMES 
03/12/2009 

The article reports that National Security 
Agency (NSA) Director Lt. Gen. Keith B. 
Alexander is the leading candidate for President 
.ŀǊŀŎƪ hōŀƳŀΩǎ ƴŜǿ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŎȊŀǊΦ 
Government officials say that Obama plans to 
promote Gen. Alexander and give him authority 
over the Comprehensive National Cybersecurity 
InitiatƛǾŜΦ ¢ƘŜ b{! ƛǎ άƻƴŜ ƻŦ ǘƘŜ ƭŜŀǎŜ ǇǳōƭƛŎ 
but most effective of the 16 U.S. intelligence 
ŀƎŜƴŎƛŜǎέ ŀƴŘ Ƙŀǎ ōŜŜƴ ŘƛǎŎǊŜŜǘƭȅ άƭŜŀŘƛƴƎ ¦Φ{Φ 
government efforts to secure computer and 
other information networks and to block 
foreign electronic attacks on U.S. sysǘŜƳǎΦέ 
There has been much controversy recently over 
the transfer of cybersecurity authority from the 
DHS to the NSA. 
http://www.washingtontimes.com/news/2009/
mar/12/inside-ring/ 

 
Rockefeller Promises to Address Threats to 
Cybersecurity 
BY: ANDREW NOYES, NATIONAL JOURNAL 
03/20/2009 

Senate Commerce Chairman John Rockefeller 
has committed to making cybersecurity a top 
priority this year and says that threats to the 
government networks are not receiving enough 
attention. Rockefeller is working with Sen. 
Olympia Snowe on legislation that would help 
to improve federal cybersecurity. The proposed 
legislation would create a framework for cyber 
information sharing and also establish a panel 
of industry and academic experts that would 
advise the president on cybersecurity. 
http://www.nationaljournal.com/congressdaily/
cda_20090320_2008.php  
 

A Bill to Shift Cybersecurity to White House 
BY: STEPHANIE CONDON, CNET NEWS 
03/20/2009 

Senators Jay Rockefeller (D-WV) and Olympia 
Snowe (R-Maine) recently proposed a bill that 
would transfer cybersecurity responsibilities 
from the Department of Homeland Security to 
the White House and create an Office of the 
National Cybersecurity Advisor as part of the 
Executive Office of the President. The bill would 
require scheduled reviews of the cybersecurity 
program and would also establish a framework 
for public and private sector information 
sharing. Finally, the bill recommends 
ŜǎǘŀōƭƛǎƘƛƴƎ ŀ ά{ŜŎǳǊŜ tǊƻŘǳŎǘǎ ŀƴŘ {ŜǊǾƛŎŜǎ 
!Ŏǉǳƛǎƛǘƛƻƴǎ .ƻŀǊŘέ ǘƻ ǊŜǾƛŜǿ ŀƴŘ ŀǇǇǊƻǾŜ 
federal acquisitions. 
http://news.cnet.com/8301-13578_3-
10200710-38.html 

 
White House Urged to Stop Cyber Attacks 
BY: BYRON ACOHIDO, USA TODAY 
03/11/2009 

A panel of security experts recently told the 
House Subcommittee on Emerging Threats, 
Cybersecurity, Science & Technology that the 
United States is not prepared for a major cyber 
attack, and that the White House should be 
overseeing cybersecurity efforts. The experts 
said that we are involved in a constant cyber 
war because U.S. networks are under attack 
constantly, although we do not often see the 
damage that is being done. Mary Ann Davidson, 
hǊŀŎƭŜΩǎ /ƘƛŜŦ {ŜŎǳǊƛǘȅ hŦŦƛŎŜǊΣ ŀƭǎƻ ǎŀƛŘ ǘƘŀǘ 
there needs to be some cyber Doctrine similar 
to the Monroe Doctrine to prevent cyber 
attacks. 
http://blogs.usatoday.com/technologylive/2009
/03/the-united-stat.html 
 

http://www.washingtontimes.com/news/2009/mar/12/inside-ring/
http://www.washingtontimes.com/news/2009/mar/12/inside-ring/
http://www.nationaljournal.com/congressdaily/cda_20090320_2008.php
http://www.nationaljournal.com/congressdaily/cda_20090320_2008.php
http://news.cnet.com/8301-13578_3-10200710-38.html
http://news.cnet.com/8301-13578_3-10200710-38.html
http://blogs.usatoday.com/technologylive/2009/03/the-united-stat.html
http://blogs.usatoday.com/technologylive/2009/03/the-united-stat.html
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Microsoft Chimes in on Cyberterrorism in 
DC 
BY: ERIK SANDOVAL, KING5.COM 
03/10/2009 

Scott Charney, Corporate Vice President for 
Trustworthy Computing at Microsoft says that 
the U.S. government needs to develop a 
άŎƻƳǇǊŜƘŜƴǎƛǾŜ ²ƘƛǘŜ IƻǳǎŜ-coordinated 
ƴŀǘƛƻƴŀƭ ǎǘǊŀǘŜƎȅ ŦƻǊ ŎȅōŜǊǎǇŀŎŜ ǎŜŎǳǊƛǘȅΦέ 
Charney also explains that Microsoft is waiting 
to see what government contract work might 
be available that would allow the company to 
assist the federal government. Charney believes 
that the private sector will be the driving force 
behind cyberspace security and regulation. 
http://www.king5.com/business/stories/NW_0
31009TTB-cyberterrorismES.21d74e27.html 
 

Review Could Relieve Tension Over 
Cybersecurity Leadership 
BY: JILL R. AITORO, NEXTGOV 
03/10/2009 

Melissa Hathaway, who is overseeing the White 
IƻǳǎŜΩǎ сл-day cybersecurity review, says that 
the review will address cyber governance 
challenges and decide who will be in charge of 
cybersecurity. The review team will also 
άƛŘŜƴǘƛŦȅ ǿŜŀƪƴŜǎǎŜǎ ƛƴ ǘƘŜ ŦŜŘŜǊŀƭ ŎƻƳǇǳǘŜǊ 
ŀǊŎƘƛǘŜŎǘǳǊŜέ ŀƴŘ ƘŜƭǇ ǘƻ ŜǎǘŀōƭƛǎƘ ǎǘŀƴŘŀǊŘǎ 
for cybersecurity. Hathaway has also 
emphasized the importance of information 
sharing and defining the role of the government 
in private sector computer networks. 
http://www.nextgov.com/nextgov/ng_2009031
0_5306.php 
 

Put More IT Spending in Stimulus Plans, 
Obama Advisor Says 
BY: SUMNER LEMON, NETWORK WORLD 
03/25/2009 

Robert Atkinson, founder and president of the 
Information Technology & Innovation 
Foundation, says that the government needs to 
include more information and communications 
technology in their economic stimulus plans and 
ǘƘŀǘ άL/¢ Ƙŀǎ ƭŀǊƎŜǊ ŜŎƻƴƻƳƛŎ ƛƳǇŀŎǘǎ ǘƘŀƴ 
other kinds of investment areas in the 
economyΦέ Atkinson explains that technology 
investments were responsible for a large part of 
U.S. productivity gains over the last 10 years, 
and supports further investments in technology. 
Technology investments could provide short-
term jobs, but also would provide long-term 
productivity impacts. 
http://www.networkworld.com/news/2009/03
2509-put-more-it-spending-in.html 
 

Obama to Nominate Guthrie to be ODNI 
CIO 
BY: JASON MILLER, FEDERAL NEWS RADIO 
03/23/2009 

President Barack Obama is expected to name 
Priscilla Guthrie as the new chief information 
officer in the Office of the Director for National 
Intelligence. Guthrie is currently the director of 
the Information Technology and Systems 
Division at the Institute for Defense Analyses 
and was previously a deputy CIO for the 
Defense Department from 2001 to 2006. 
President Obama has announced that Steve 
Isakowitz will stay on as the Energy 
5ŜǇŀǊǘƳŜƴǘΩǎ /LhΦ  
http://www.federalnewsradio.com/index.php?
nid=35&sid=1630883 
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