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THIS WEEKIN CYBER PRO

BYLINDSAY TRIMBINATIONAL SECURCMBERSPACE INSTITINTE

April Fool@ Dayhaspassed without any major backlash from the Conficker worm. Although it received

the most attention of any worm since Code Red in2081Y3 y 1 SO / 2 N1LJPQa ! f FNBR dz=
YIft gl NB YIFE{SNA O0SKAYR (GKS ¢2NY Ydziphge@)SOther & | LILI2 Yy i
analysts warn companies not to let their guard down; the Conficker criminals may be waiting to activate

the botnetunth £ 6 SQNB € Sgdageidy. SELISOGAYI Al 6

Other cyber threats areontinuing tomake the headlinesThe Wall Street Journ@dage 10 reports that
national security officials believe that Chinese and Russian cyberspies have penetrated the U.S. electric
grid, leawng behind software programs that could disrupt the system in the future. Russian and Chinese
officials have denied any connection.

To uniteU.S. governmentdepartmentsin cyber defeniwe and offensive strategiesxperts are
recommending that the Obama administration creatécgber cza€ Recommendations from the
Intelligence and National Security Allianpade 1) as well as frorsome members of the U.S. Senate
(page 29 are calling fothis new positionThe seleted cyber czawould completea comprehensive
security plan to align cyber security across government agencies.

Two of our industry partnér O2 Yy 1 NA 0 dzi SR FSI GdzNBE | NIAOEf Sa GKAafoS
CKNEI G 9y @geNiRY YRYVAGOdzHaSa (GKS OdzZNNByd O8oSNI G KNI G
contribute to cybersecurity initiatives. ITT has partnered lig Naional Science Foundation and the

USAANJ C2NDS (2 ONBIGS I OSyiSNI 2F SEOSttSyO0S ayl| Oe
unique opportunities for students to gain firkkand experience in cybersecurity issues.

An article from Dejavu Techlogies page 9 announces the recent release of iTrafficScape, an
eforensics investigative product that enables IP network eForensics analysis via a simpldi@ogle
search interface. The article discusses the applicationsrftarprise organizationsral government

agencies that wish to tighten their security or support investigations, and financial institutions that need
to track communications and transactions.

The number of cyberelated conferencess picking up this seasoithe Black Hat Europe conference
next week wilhighlight security problems in Apf@eOS X operatingstemand present new tools for
security expertgpagel0). For a list olipcomingcyber conferencesseepage32.
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ENABLING CYBER SECURITYINA HOSTILE THREAT ENVIRONMENT

BYANDREA BELMOSWILT & TRACY NITTT, CYBERSECURITAMANS

As portions of the Comprehensive National Cyber Security
Initiative (CNCI) are released in the media as well a€treer
F2NJ {GNIGSAAO YR LYGSNYLI GA
NELRZ2 NI 2y a{ SOdzNR {Presidency & NE L.
clear cypersecurity is vital to our economic strength andttha
the government is designatireybersecurity as a top priority.
G! YSNROIF Q& LR oSNE ail degeacin |
good measure upon itsconomic strength; our lack of
cybersecurityisstadi @ SNRPRAY3I TikKA& IR

.dzi s AGK a2z YsioDastrugtdre inithe $angslofi

the private sector, it is equally imperative to motivate and -~
educae this sector ornhe financial (and perhaps physical) risk
associated with cyber security #aits and to promote
public/privatecollaboration in defensive efforts. If U.S.
enemies were to launch a denial of service attack against ke
data centerghat renders the Internet useless even for just on
day¢ what would that meana us? How much revereuvould
be lost? How many large corporations would lose millions as
their stock priceplummet? An already troubled.8 economy
g2dzf R ONMXzYof S® CSIFNJ A& aiKS 3NBE liesandvsatisticeshavadgit I+ WR
the increase in cyber &dcks and revealing U.S. vulnerabilities, the private sector shmukhaking in

their collectiveshoes.

Steven Chabinksy, deputy director for the Joint Interagency Cyber Task Force, Office of the Director of
Nationallntelligence, stated the formerresh RSy G Q& A YA GA L+ (A @&iporthld thiE 4 Sy @S R
was uniquec, A sitlgefirst attempt to implement atoth A (0 & | QidN@Bve OKE G A 2 Yy Q&4 O o NI
security posturé.In essencea comprehensive approach includes awareness of insider anddeuts

threats; educaibn and training in response tbose threats; near and far technology portfolio for

dynamic defense; and successful public, private and acadeaminerships.

Already utilizing a comprehensivp@oach and nestled in the fobills ofthe Adirondacks is a center of
excellencecomposed of a coalition of cyber experts fighting against those who seekaitkatur
infrastructure withtheL Y T2 NIY I G A2y | 3SQa Y2 & lthreat® tolsuk ratiol ave i S R 2 2

L4 { SOdNAY I / 80 ENEBROBSFONI & KESYitiSNI F2NJ { GNF 8340 yRfLY
2008
26 Sk Afa 9YSNHS | 62 dzbovernini GoRSutEiNe#d 1/2108 SNJ t f | y 5 ¢
http://www.gcn.com/online/voll no1/476391.html
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grown exponentially ithe pastyears, the need for trained personnel to address these threats has also
grown in sigrficant proportions. In respong® this need for a highhgualified workforce, affiliates of

the cyber coalition ha played a supportive role to@ogram thatis specifically designed to train and
educate ROTC cadets in cyber deske This program, initiated lilge National Science Foundation and
presently funded by th&).S Air Force is known as th&dvanced Course in Engineering (AG&ycribed

inthe Congres A 2 y I f  w S asJERE&por] ISNIIAYSIQGI G SYLIG G2 FdadNT O
information technology professionafs and further described byrigadier General Mark Schissler as
GodzAf RAY3 ySg O&e&r\CybariBSoNGa@pidmbrindinyh tzdbrightest of our

ROTC cadets to learn advanced network operations and cyberspace opeta®@sK y A |j dzS & o ¢

{ dzZLILI2 NIISR Ay O2yedzyOiuAzy oAdK (sESbeddédIntetdogdamNy Y
which provides a uniquepportunity for high school, undergraduate and duate students to gain
handson experience in the field of cybersecurity at various law enforcement agenciesmade. The
foundation of thisprogram is a joint venture between academia and the publicndite sectors in an
effort to expose student$o a challenging experience in support of cybersecurity developments. Both
emanate the innovative approacteeded to address the education and training requirements outlined
in the CNCI and the CSIS commaiseeport and assist in developing a critical talent pool in information
assurance and cyber defense.

Recruiting talented and skilled individuals is the task at hand but an increased investment in training and
educationfor the practicing public sector Wassist in the prosecution and adjudication of cybercrime as

g St f ®ybdrseaitraining vehicles inde seminars, workshops, expasd webinars for first
responders, investigatorgrensicexaminers, prosecutors, judgasd corrections personre both

domestic and international. Training aeducation on topics such as securing digital evidence, data
hiding, phishing, tdmnology exploitation, wired andireless network security, and online fraud

prevention and detection strengthen the public®é £ ddffacity tacombat cybercrime.

Another example of using an innovative approach to address the cyber threat involves a new twist on an
old method.Throughout the Cold War, an era defined by the threat of nuclear annihilation, Weste
nations attemped to preparecivilian populations for atomic attack through stagedldyiévacuations,

field exercisesnd all things neessary tcSy & dzNBX & dzZNBA G+t 2F | LIK&aA ol €
address oul1® century fears that include dzNJ y I { ikaRof &xiiberavezNde solution involves the
preparation and peduction of customized tabletopyber exercises. The exercises evenposed of

mock incidentsnvolving someype of cybersecurity breach eulnerability, public and private

stakeholders ar¢asked with solving the/ho, what, whyand how of theincident. This method

encourages the collaboration of law enforcement, governmaamd those from the public angrivate

sectors and it shows promise as one of the most effective ways of repahid teching stakeholders to
prepare for such an event. The knowledge gained by participants throughout thasexeften propels

S6ALYF2NNEGAZ2Y hLISNI GA2yas 9fSATEMEWMSE 2 lyNF IWNER I (ISYRR t /28
Congressional Research Service (CRS) Report for Cotipdated March 20, 2007
“GvdzSaliA2ya FYR I YASSNE 6AGK . NA I RASNI DSyWemNd Special | NJ
Edition 1 December 242008, National Security Cyberspace Institute (NSCI)
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them to leavewith a central focug, secure their business infrastructure and develop an enterprise
protection plan immediately.

As a result, tabletop exercises not only address incident response and enterprise security but promote
the opportunityto make critical stakeholders aware of the tools and technologies that are alesitab
transition. An effectiveechnology transition agnt will establish a practical, yet comprehensive

approach tathis processcomposedf the following steps: research, acquisition, testing and evaluation,
deploymentand transfer of feedbackBytransitioning technologies to those tasked with protecting
critical infrastructue, the agent is able to provideperational feedback to tdmology developers,

expose enelisers to cuttingedgetools, and better match futurénvestments from technology sponsors
with cybersecurity requirements.

Fosteing the devéopment of a highlyqualified workforce to meet the public and private sector needs

of informationassurance and cyber defense; creating awareness by educating and motivating key
stakeholders; and transitioningchnology to appropriate endsers within tle cybersecurity industry

are a direct result of effecte collaboration. XSy i SNJ 2F SEOSt t Sy0S Aa RSTMyS!
highest standards of achievement are aimed for in a particGuladK SNB 2'F LA Qb XiBA bh&SHé | NJ
center of excellence inybersecurity isiniquely positioned and has theapability to bring subject

matter experts, reseah and development, and cuttirg:igetechnology to the forefront o2 dzNJ ;fl GA2 Q&
OeoSN) RSFSyaSo L¢e¢cQa Oeo SNJiSOdaN@late@wnhtpfeMeMUSJ AdSafly
aBRYAYAAOGNr A2y Qa 1Se I NBY 2F A MithakeRe@rhY@Gnyhiiniy a2 2 N Ay
and UScitizerd = (G KS 32 S NYI¥af §(n'L"effoft t bukldia Yrusyvathylad adeatable

cyber infrastructure thati NB & A £ A Sy (i s cadipdtitivEaivartage, ahG adiadces®ur

nai A2yt FTyR K&%StlyR aSOd2NRGeQ

You need to focus on dozens of tasks each second in order to keep information operations at full speed. Being concerned about the
security of your information shouldn't be one of them. Whether your mission is to secure information from a crime scene or prevent

network intrusions, ITT makes it our mission to relieve that concern. We provide the most comprehensive suite of tools available to ensure
that your information arrives at its destination, without compromising data integrity and timeliness. Learn more at aes.itt.com.

In the world of information security, second place

is not an option.

oA

a I TT Communications « Sensing & Surveillance « Space « Advanced Engineering & Integrated Services

Engineered for life ITT, the Engineered Blocks logo, and ENGINEERED FOR LIFE are registered trademarks of ITT Manufacturing Enterprises, Inc., and are used

LILEGrG2NE / © tHfl RAY2 FYR WHazy 9@ CAYISNNEYS &/ &b B S

December 2008

® Ibid

" http://lencarta.msn.com/dictionary 1861694214/center_of excellence.html

8¢hot YI hdzit AySa YSe {SOdaNRiGe ¢l alasx Aa SCMi@dBne FNRY e

January 27, 200%ittp://www.scmagazineuk.com/Obamautlineskey-securitytasks/article/126414/
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CAPABILITY SPOTLIGHT

DEJAVU TECHNOLOGIES ANNOUNCE S EFORENSICS NEXT GENERATION PRODUCT

BYED GUNDRUM, EXECBENWCE PRESIDENTAME TECHNOLOKIENC.

Dejavu Technologiggecentlyannounced the release of iTrafficScape, an eforensics investigative product
that captures IP network datim-flight traffic, converts it to XMand makes the resulting content plus
associated IP attributes available fearching via a simple Goodilee interface With TrafficScape, all
emails, VolIP, instant messagb#ernet searches, attachmentnd social networking conversations like
Faceboolare available for searchingser searches can detect specific unauthedi or inappropriate
communications, or gather general business intelligence information.

The product is applicable for enterprise organizations and government agencies that wish to tighten
their security or support investigations, and financial instdns that need to track communications and
transactions.

G!yez2yS gKz2 Oly dzasS I 02YY2y aSINOK Sy3aaySé0ry QLIS
says John Rickets, CEO of Dejavu Technologied. (i A & -fisciisBKaihdireqdzasSitd aro
ALISOALE GNIAYAY3I (G2 2LISNI (S o

TrafficScape can operate in either near realdior in historical search mod#.converts captured
network traffic in the form of PCAP files into a documeriented XML database using proprietary
technology, resultingn the compression of captured network traffic by as much as 20 to 1.

O

G9DBSNE ¢NIFFAO{OFLIS AYyljdZANE I O0SaasSa GKS SyidAN
multi-step search processes in order to narrow down the amountaffitrtha is actually searched,
says Rigitson.a ¢ KS &l YS NAOK &St SO0A 2 ytim®Naringandalerts@s y 06 S| dza

y

well searching throughpeta @ 1 S&a 2F LINBQGA2dzaf e OF LIWId2NBR ySig?2 {
TrafficScape is available as awetk appliance, a softwarenly solution or as a hosted service solution.

About Dejavu Technologies

Dejavu Technologies offers pategoénding IP network traffitesting and capture solution#ts world
class development team has been together more thalyd#rs creating leading edge, proven
networking solutions in a series of successful technology startups, including Syntbgtmrké and
Imperfect NetworksBased in Marlboroughilass, the company markets its solutions dirgcand
through partners. Fodetails, visitvwww.dejavutechnologies.comr contact Ed Gundrum at 974874
0187.
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CYBERSPACE T BIG PICTUR E

Innovation and Cybersecurity Regulation
BY: JAMES LEWISGLIRID

03/31/2009

Christopher Cox,@af 2y 34 A YS
RSNBE3IdA I GA2y ¢
OB 0SNBSOdMzZNAGE ONRAAA
NE3Jdz A2y R2Sa yz2i
federal approach to cybersecurity must include
regulations that the private sector has failed to
implement a subsidize. The article also
discusses the risk to innovation that can occur
with mandatory regulations, and emphasizes
the importance of a federal approach to
cybersecurity that works in the public interest,
taking into account both security and
innovaton.
http://www.circleid.com/posts/20090331 _inno
vation_and_cybersecurity regulation/

atkea

Small Businesses a Growing Cyber Crime

Risk

BY: JOHN WAGLEY,\SECY MANASBMENT
04/03/2009

{YIff 0dzaaAySaasa | Nb

FddNF OGADS GF NBS
organizations are improving their network
security. Panelists at the recent annual Visa
Security Summit in Washington say that small
businessesire largely unprepared to protect

their computer networks. Charles Matthews,
president of the International Council for Small
Businesses said that 60 percent of small
businesses do not have wireless encryption, 20
percent do not have even basic antivirus
software, and twethirds of the small

businesses do not have a security plan in place.
Although 85 percent of cyber fraud occurs
among small businesses, many small companies
underestimate their riskor cybercrime and

panelists agree that businesses shoigdus on
implementing simple security measures.
http://www.securitymanagement.com/news/s
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Conference

BY: JEREMY KIRK,\WNBRK WORLD

04/07/2009

The Black Hat Europe conference that will be
held next week is promising participants

& O dziedde grasentations on security
LINPO6t SYya Ay ! LILX SQa h{
well asSAP software and the OpenOffice.org
productivity suite. Organizers of the conference
will also present six new vulnerabilities as well
as 12 new tools for security experts. The article
also provides a preview of the presentations
scheduled for the Blackatconference,

including presentations on tactical
fingerprinting using medata, iPhone
vulnerabilities SAP penetration testing.

0 S IR Mvivw. itwbrklvorldl. soyh Oe\WE/ 2080/047 3 £ &
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revealed.html

Electricity Grid in U.S. penetrated by spies
BY: SIOBHAN GORMANE WALL STREET JAIR
04/08/2009

According to national security officials,
cyberspies from China and Russia have
penetratedthe U.S. electrical grid and left
behind software programs that could disrupt
GdKS
have targeted specific companies, but the
intruders could use their infiltration during a
future crisis or war. Russian and Chinese
officials have denied any connection.
http://online.wsj.com/article/SB123914805204
099085.html#articleTabs%3Datrticle
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Cyberterrorism kghters to Brainstorm in
Omaha

BY: MATTHEW HANSBEIWAHA WORL-BERALD
04/05/2009

Gen. Kevin Chilton will meet with the director of
GKS DblraAz2ylrft {SOdzNAe
LINSAARSY(l IyR 5S8STSyas
right-hand man at a conferenca Omaha next
week to discuss how the U.S. government can
better defend against cyberspace attacks and
modern spies. A Chinese computer system
called GhostNet has been attracting much
attention recently and is estimated to have
infiltrated at least 1,300 aoputers in the

United States and more than 100 other
countries. Officials still do not agree completely
on how to improve cybersecurity organization.
Some are calling for adding a cyber warfare
branch to the military that would be equal to
the Army, Navy iad Air Force, while others
argue that cybersecurity should be integrated
into operations with the existing military
branches.
http://www.omaha.com/index.php?u_page=27
98&u_sid=10603305

White House to Oversee Coordination of

Cybersecurity Efforts

BY: JILL R. AITOREBXTGOV

04/03/2009

Two officials in the Obama administration have
said that the White House would oversee the
coordination of securing government networks,
but that the WhiteHouse will provide guidance
F2N) adyOKNRYAT Ay3
playing an operational role. The officials
explained that the purpose of the &fhy
cybersecurity review was to understand current
requirements and initiatives so that the Obama

{

I ahgly falldntd tha dred dEBGVERnarice &

FRYAYAAUNI GA2y O2dzZ R &
SadlofAaK agSSLIAYy3 LRt
has already used the review to identify more
than 250 requirements that a comprehensive
cybersecurity program should address, all of
dAO0S
&cbiéBuie; nd@nativezbéndvieds and tapaliti Q
building.
http://www.nextgov.com/nextgov/ng_2009040
3_9076.php
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Mr. President, Sew Up Our Cyberseams

BY: CHRIS SCHWARTEBA S MAGAZINE
04/01/2009

t NBaA RSy {-ddy aybersecOriy review

is close to completion, and will reveal flaws in
the technology infrastructure including
GRSTFAOASYOASA Ay GKS Yd
LIN2E OSRdzNBad¢ G6KAOK gAff
task toaddressb the article also says that
cooperation among departments or between
0KS LldzotAO0 FyR LINRARGIGS
difficult to manag& the article also discusses
the importance of automation and technology

in the future of cybersecurity, anigbw hiring

cyber specialists could stimulate the economy
and provide longerm financial returns.
http://www.scmagazineus.com/MPresident
sewup-our-cyberseams/gicle/129877/
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Defense ClOs Seek Czar for Cyber Security

Overhaul
REUTERS UK
04/06/2009

I ASYyORNBaDKTABRAREY a! Ray eyl NIK My 2

of all government cyber operations ends this
month, the Intelligence and National Security
Alliance is also submitting remmendations to

the administration. Some of these include
suggesting there should be a leadership position
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within the White House for cybersecurity, and
that the new cyber czar should complete a
O2YLINBKSyaA@dsS
security priorik Sa | ONR a &
The report also emphasizes the importance of
working with the private sector to develop
industry standards for cyber defense.
http://uk.reuters.com/article/governmentFiling
sNews/idUKN06406438200904067?sp=true

Creation of White House Cybersecurity
Office Remains Uncertain

BY: JAIKUMAR VIJAYS®OMPUTER WORLD
03/26/2009

Melissa Hathaway recently presented a status
report of the 60day cybersecurity review to
members of the U.S. House Cybersecurity
Caucus. Rep. James LangeviR(D and Rep.
Yvette Clarke (IN.Y.) said that it is still unclear
whether Hathaway will recommend the
appointment of a cyber czar or a more
cooperative appach between federal
agencies. Many are calling for the creation of a
cyber czar in the White House, including The
Center for Strategic and International Studies
and the Government Accountability Office.
Hathaway is currently taking input from privacy
andcivil rights groups that are concerned about
the impact of a federal cybersecurity program
on privacy rights.
http://www.computerworld.com/action/artick.
do?command=viewArticleBasic&articleld=9130
635

Lawmakers Get Update on Cybersecurity
Review

BY: BEN BAIN, FEDER®MPUTER WEEK
03/26/2009

During a conference call with reporters, Rep.
James Langevin {R.1.), cechair of the House
Cybersecurity Caucssid he expects the
Obama administration to develop an inter
agency plan for cybersecurity efforts that would
be coordinated at White House's National
Security Council. Currently, different agencies
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have leading roles in various aspects of
cybersecurity vith the Homeland Security
Dépdrtyientrin/cRargé df theAgawérnni@st's S NJ

Security Center coordinating efforts between
civilian, military and intelligence agencies.
http://fcw.com/Articles/2009/03/26/cyber

Langevin.aspx

Obama Cybersecurity Team Consults Rights

Groups
BY: J. NICHOLAS HEBRVINFORMATION WEEK

03/26/2009

Two members of the House of Representatives,
Rep. Yvette Clarke {B.Y.) and Rep. James
Langevin (ER.1.) reported that President
Obama's cybersecurity team is working closely
with civil liberties and privacy groups to make
sure steps to secure the nation's computer
infrastructure don't overstep the bounds of
individual rights. A 6day revew of the

nation's cybersecurity conducted by Melissa
Hathaway, acting senior director for cyberspace
for the National Security and Homeland Security
Councils, should be complete within a month
and will include a public education component.
http://www.informationweek.com/news/securi
ty/government/showArticle.jhtmli?articlelD=216
400462

AT&T Lobbyist Urges More Government

Coordination of Cybersecurity ffrts

BY: MATT HAMBLEN,M@UTER WORLD

04/01/2009

James Cicconi, senior executive vice president

of external and legislative affairs at AT&T, says
that the government needs to do more to
LINEGSOG GKS LYGSNysSd FN
coordinating role it0& 6 SNE SOdzNR (1 & d¢
said that he was encouraged by discussion

about what the Obama administration could do

to improve security, including the creation of a
White House level cyber czar or a specific cyber
federal agency to oversee cybersecuritjoets.
Cicconi also emphasized the importance of the
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U.S. government and foreign governments http://www.washingtonpost.com/wp
working together to bring cyber terrorists to dyn/content/article/2009/04/04/AR200904040
justice. 3162 pf.html

http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9130
939

DNI: Improvement Needed Tracking

Cyberattacks
_ _ BY: BEN BAIN, FEDER®MPUTER WEEK
Report Says Interior Dept. Failed to Secure 03/26/2009

Network Director of Nationalntelligence Dennis Blair

BY: BRIAN KREBS, WIN&TON POST recently told reporters that intelligence

04/05/2009 agencies need to improve their ability to

A report written last spring by Earl A. Devaney,  determine the source of cyberattacks and that
former Interior Departmet Inspector General, there needs to be a legal framework that would

was made public last week and said that the F O02dzy (i TOMIGEGRS Ia §NE @aNB
Interior Department has still not addressed cyberattacls. Blair also said that he supports

many network vulnerabilities, and that the using the technological capabilities of the NSA
department cannot even tell if an attacker had for cybersecurity initiatives. Blair emphasizes

gained access to its networks. Devaney said that the importance of having policy from the White
thedeg NI YSyd & KIR LISNEBEA A U RYse hstvellbd cAdabhify in thé deyfeusm%Hts
YAYAYdZY adlbyRENRA AY AYFudMNWledinfdioles/foSodgeidic €

and that it was determined that almost 70 cybersecurity.aspx
percent of network traffic leaving the
department was sent to hostile countries.

NORTHROP GRUMMAN

World-Class Cyber Solutions

® Proven, complete understanding of the entire cyber environment

®= Combined experience and value of classified & unclassified domains

® Accessible, distributed world-class cyber integration capabilities
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®= Measurable, repeatable cost-effective application of technology
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CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

Pentagon Spends $100 Million to Fix Cyber
Attacks

BY: LOLITA C. BALDASSOCIATED PRESS
04/07/2009

Air Force Gen. Kevin Chilton says that the
military is only beginning to track the costs from
responding to a repairing damage from cyber
attacks, but that the Pentagon spent more than
$100 million in the last six months resulting
from cyber attacks and othelomputer network
problems. Army Brig. Gen. John Davis, deputy
commander for network operations, says that
the money went to hire contractors and
computer technology that was required to clean
up external attacks and internal mistakes.
Military leaders agre that the United States
ySSRa (2 Ay@Sai
computer capabilities rather than spending
money to repair damage from attacks.
http://www.google.com/hostednews/ap/article

[ALegM5i
I6vKmsnP1XSIDouvQ2hcc2mNTAD97DPBPOO0

National Cyber Defense Requires Close

Cooperation

SIGNAL ONLINE

03/2009

The article emphasizes the importance of
sharing ideas, best business practices and
lessons learnedmong military branches and
government agencies in order to meet the
challenges of cyberwarfare. Experts argue that
hoarding information or overprotecting
information can weaken defenses where
cooperation is the key to defense, especially in
cyberspace, Wwere vulnerabilities can be
discovered and exploited within seconds. The
Department of Defense is working with
commands like U.S. Strategic Command and
Joint Forces Command to sponsor cybersecurity
efforts among the military services and
government agenes.

http://www.afcea.org/signal/articles/templates
/Signal Article Template.asp?articleid=1891&z
oneid=255

Cyberwarfare Questions Loom for
Py il 32y Q& ! 1J02YAyYy3
INSIDE DEFENSE

03/26/2009

¢CKS tSyidl32yQa dzLJO2 YAy 3
Review must address the challenges of
withstanding network attacks and preparing
military leaders to oversee cyberspace
operations, according to experts from inside
and outside the Pentagon. During a discussion
on cyberattacks, Defense Department analyst
Anthony Bargar stressed the importance of

Y2 NB Y 2 p¥fiéncyland misdod as¥ufaiicd, BrhpNakifng

the need to develop the capability to sustain
operations even when faced witdevastating
cyberattacks. Bargar stressed the need to
develop resiliency in cyberspace, with flexible
key systems that are adaptable and trustworthy
even in worsicase scenario. This would include
technology, but also people, processes and
knowledge.
https://home.iwpnews.com/clickshare/authenti
cateUserSubscription.do?f=&dochum=PENTAG
ON25-12-

4&DOCID=CYBERWARFARE+QUESTIONS+LOOM

+FOR+PENTAGON
S+UPCOMING+0QDR+(PENTAZEIN-
4)>&CSTargetURL =http%3A%2F%2Fdefense.iwp
newsstand.com%2Fcs

protected%2Fcs _display doc 01.asp&TVS=NOT
OKEN

| KAfG2YyY [/ 20 SNBSOdzNA

Responsibility

BY: DAVID PERERAERAL COMPUTER WEEK
04/07/2009

Air Force Gen. Kevin Chilton says that securing
55SF¥SyasS 5SLINIYSyld ySis
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wide-ranging changes to military culture, The Rise of the Cyber Warriors
O2y RdzOG FyR OIF LI 6Af AlGA Savésok sRRVINI Kaowi Yy SG 62 NJ
users are making the network more vulnerable 04/06/2009
to attacks. Chilton also said that the military is Secretary of Defense Robert Gates believes that
not even sure what machines connect to the Fdzy RAY 30 FQINS (b 0 A LI2 Y &
Secret Internet Protocol Router Neork, a defense budget for 2010 should be cut,
classified DoD intranet, and that there needs to although he supports incread funding for
be better situational awareness of network training of cyber warriors. Gates would like to
status and more automated intervention in see the department spend more money on
network defense. firewalls and cyber defenses rather than
http://fcw.com/Articles/200904/07/Kevin traditional weapons systems including the Air
Chilton.aspx C 2 NDOXRdighter@nd vehicles used in the

I NY & Q& C dziyzie®s prografd |-
http://whatsbrewin.nextgov.com/2009/04/the
rise_of the cyber_warriors.php
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CYBER SPACE T DEPARTMENT OF HOMELAND SECURITY (DHS)

Senate Committe Demands DHS Explain http://www.computerworld.com/action/article.
Alleged Lack of Support for Cybersecurity do?command=viewAtrticleBasic&articleld=9130
Office 519

BY: JAIKUMAR VIJAYE®MPUTER WORLD

03/25/2009 DHS Releases Worm Detection Tool

Sen. Susan Collins, the Senate Homeland BY: MATTEW HARWOOD

{ SOdzNR G & / 2 vrvostiRépBofica & S PERIZNY

recently sent a letter to Department of The Department of Homeland Security recently
Homeland Seurity Secretary Janet Napolitano announced the release of a free detection tool
asking her to explain how the $6 million that can scan networks to detect the Conficker
provided to the department to establish the worm. The tool was developed by the U.S.
National Cyber Security Center has been spent. ~ Computer Emergency Readiness Team (US
Former director Rod Beckstrom said in his CERT) and is dlable for use by federal and
resignation letter that the NCSC had not state agencies as well as privatector

receivel support from within the DHS and that partners. DHS says that you can also test for the
they had only received five weeks worth of worm by attempting to download detection and

funding for all of last year. Collins has requested ~ removal tools online, which will be disabled if
I oNBlF1R26y 2F (GKS b/ {/wamachnesdiected.2 NJ §KS ySE

four years as well as copies of contracts that http://www.securitymanagement.com/news/d
have been entered into to eablish the Center. hsreleasesvorm-detectionttool-005449
Raytheon
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a technology leader specializing in defense, homeland security,
naWhenn and other government markets throughout the world. With a

history of innovation spanning more than 80 years, Raytheon

provides state -of-the -art electron ics, mission systems

integration, and other capabilities in the areas of sensing;

effects; command, control, communications and intelligence
systems, as well as a broad range of mission support services.

CYBER SPACE 1 | NTERNATIONAL

The Fourth Front: Rudsl Q & -Attagkdos NJ  of Georgia last summer included four fronts:

Georgia the ground, the air, the sea and through

BY: DAVID J. SMITEEORGIAN DAILY cyberspace. Tkeshelashvili says that the cyber
03/25/2009 attacks are harder to trace and detect. Russia
Georgian National Security Council Secretary used a distributed denial of service attack to

Eka Tkeshelashvili says that the Russian invasion block access to Georgian websites during the
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attacks, and said that some of the computers http://blog.wired.com/27bstroke6/2009/03/ha
that attacked Georgian wisites were ckersdeface.html

controlled by botnets and not voluntary
participants. Cyber attacks began weeks before  Government Moves on Security as Spy

the traditional invasion of Georgia, and Concerns Increase

continued for weeks, even after Kremlin BY: KAREN DEMWE, AUSTRALIAN IT

announced that Russia had ceased hostilities. 04/07/2009
http://georgiandaily.com/index.php?option=co The National Security Resilience Policy division

m_content&task=view&id=10757&Itemid=132 of the Australian Attorneyp Sy S NI £ Qa
Department was recently established to control

Australia to Spend $31 Billion on National critical infrastructure protection to combat the
Broadband Net surge in foreign spying on private and pabli

BY: NADIA CAMEROKMPUTERWORLD networks. The branch is currently being led by
AUSTRALIA the former Critical Infrastructure Protection
04/07/2009 Chief Mike Rothery. Australian Prime Minister
Prime Minister Kevin Rudd announced that the Kevin Rudd spoke about the importance of
Australian government wants to establish anew  cybersecurity in his inaugural security

public company that would be in charge of statement last December, sayinggtithe

building a nexigeneration National Broadband sophistication of and dependence on computers
Network in Australia. Rudd explained that the and information technology makes the
Australian governmenwill spend $43 billion to Australian government vulnerable to attacks.
create the new network and will partner with http://www.australianit.news.com.a/story/0,2

the private sector to provide access of up to 5197,2529989415306,00.html

100Mbps to end users. Rudd also said that the

project is the largest infrastructure project in | KAVSasS {1LIASa ¢ NH é,l'fl tla

| dza GNJ Al Q& KAAG2NESI | yRKI U GRS J2BSNYYSy
planning on SE”ing its stake in the projeCt within BY: PATRICK WALTHRIE AUSTRALIAN

five years of it being established. 04/03/2009
http://www.networkworld.com/news/2009/04 The Australiameports that Chinese spies
0709australiato-spendus3Zbillion.html targeted Prime Minister Kevin Rudd during a

trip to China last August, in an attgrnto

A

| I O1 SNB 5SF¥I OS | dza & A S infilr@e/fednail Hd Kabikebhon@ I NR Q &

Website communications. Intelligence sources say that

BY: DAVID KRAVETERED BLOG NETWORK the Chinese spies have also targeted Australian
03/26/2009 government and business IT networks as well as

One week after a secret blacklist of web pages foreign embassies that are based in Canberra.

the Australian government is considering Australian government sourée a I & G K[| @ K A
permanently filtering from the Internet was O80SNJ FOGFOl1a 2y ! dza G NI A |
released, Aistralia's official online censorship F2NI yFEGA2y Il f aSOdz2NARGe | PSy
board's web page was defaced by anonymous attacks have intensified over recent years,

hackers. The list included 2,395 websites and prompting a comprehensive review of IT

included sites pertaining to child pornography security in key agencies including the Defence

and extreme violence among others but also and Prime Mirh 1 SNDa RSLI NI YSy i o
included some sites not generally catesied http://www.theaustralian.news.com.au/story/0

offensive, such as YouTube and poker sites. ,25197,2528238%01,00.html
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China Denies Spies Targeted Australia PM,
Rio Tinto

BY: ROB TAYLOR, RERS

04/02/2009

The Australiamewspaper recently reported

that China had targeted Australian Prime
Minister Kevin Rudd during a visit to China last
August, saying that Rudd and his staff were
dzy RSNJ ¢ O02yadltyd O&06SNJ
authorities that were atterpting to access
communications information. China denies the
accusations, and Rudd says that he has not
been informed of a specific attack, but that
Australia is wary of cyber attacks. Mining giant
WA2 CAyG2 ol a faz GKS
S v R dz\Chingé&e&yber attacks while metals
firm Chinalco was attempting to acquire the
mining company.
http://www.reuters.com/article/rbssMiningMet
alsSpecialty/idUSSYD3&320090403

Cyber Warfare A Redlime Threat

BY: GREG SHERIDAM AUSTRALIAN

04/03/2009

The article claims that the Chinese state has
been conducting huge cyber assaults on
Western targets, including Australia, and says
that the Chinese government hatentified
Western information technology as a key social
and military strength as well as a key
vulnerability. The Russians are also involved in
foreign cyber spying and attacks with highly
sophisticated efforts, but they are not on the
same scale as Chise efforts, which are
directed primarily at the United States. Experts
are concerned that the United States is usually
defending against these cyber attacks without
much offensive capability, and say that if the
United States were conducting cyber offersiv
2LISNF GA2ya aAYAL LN G2
consequences would likely be much more
&SN 2 dza o¢
http://www.theaustralian.news.com.au/story/0
,25197,25282374013460,0ttml
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Is China Stepping Towards Cyberwar?
GUARDIAN.CO.UK

03/30/2009

The article discusses recent claims that China
was behind the GhostNet network that infected
1,300 computers worldwide. The article does
point out that it is hard to know for sure who
was behind the attack, and says that although
AP ¢ KFARKE RKAY SGSY0A I S
AYGSNYFGA2y Lt O2YLldzi SN

attacks could have been carried out by the

strong group of Chinesengbl G A2y £ A aia
see it as part of their job to prett the country

S y S Y)\ S aoeg

'-FNQY' 7\u

09/mar/30/|nternet computlnq

Prof. Takes Questions on Cybercrime and
the Net

BY: RONALD DEIBERT, NARTLENEUVE AND
GREG WALTON, GLOBEMNIL.COM

04/02/2009

University of Toronto Professor Ron Deibert and
a team of Canadian researchers recently
NEGSIt SR GKS aDK2alibSi¢
includes more than 1,200 infected computers
throughout the world which targeted some
high@l f dzS GF NBSGa& Ay Of dzRA W3
Ministry of Foreign Affairs and the Indian

Embassy in Kuwait. The researchers believe that

the Chinese government is behind the GhostNet
network, and said that the Chinese state is

expldting victims for military and intelligence
purposes. The article includes questions

submitted to globeandmail.com to Deibert,

including topics such as the increase of online
worms, detection programs, preventative

security measures, privacy and censoring

concerns and cyberespionage.

Itr: vy theglgbgaddmailicpng/sgrviqt/siogy O
[RTGAM.20090401.wgtdiscussion0401/BNStory
[Technology/

110 Royal Aberdeen,

CyberPro

Smithfield,

National Security Cyberspace Institute

VA 23430, (757) 8713578

ph.

Page | 18



http://www.reuters.com/article/rbssMiningMetalsSpecialty/idUSSYD38316420090403
http://www.reuters.com/article/rbssMiningMetalsSpecialty/idUSSYD38316420090403
http://www.theaustralian.news.com.au/story/0,25197,25282370-5013460,00.html
http://www.theaustralian.news.com.au/story/0,25197,25282370-5013460,00.html
http://www.guardian.co.uk/technology/blog/2009/mar/30/internet-computing
http://www.guardian.co.uk/technology/blog/2009/mar/30/internet-computing
http://www.theglobeandmail.com/servlet/story/RTGAM.20090401.wgtdiscussion0401/BNStory/Technology/
http://www.theglobeandmail.com/servlet/story/RTGAM.20090401.wgtdiscussion0401/BNStory/Technology/
http://www.theglobeandmail.com/servlet/story/RTGAM.20090401.wgtdiscussion0401/BNStory/Technology/

Cyberspace
Nscl Institute

P CyberPro =

Volume 2, Edition 7 Keeping Cyberspace Professionals Informed %;yﬂiw\\\\\\a\\*
April 9 , 2009 >
Cyber Espionagerom State Governments? http://www.networkworld.com/news/2009/04
52vQi _6S { dzZNLINR &SR 0109cyberespionage.html
BY: ELLEN MESSMERTWORK WORLD
04/01/2009 A ) 3 __ Tibet Exiles Struggle to ThwiaChinese
' NBOSYU NBLRZNLX OFff SRH4gteNT Ol Ay 3 DK2aubSay
LYy@SaidAaaraAay3a | / 20SN) 9&kdk2)d 3S bSGs2N] ¢
claims that evidence suggests that the Chinese 03/30/2009
state is behind the infiltration of ore than Canadian researchers recently found that the
1,200 computers in more than 100 countries. GhostNet network infiltrated computers around
The report says that China is attempting to the world with the Dalai Lama as one of its

SELX 2A0 GKS GFNBSGSR O2dnNXKiXNB Sé&| NBOSH awAc AddNas | YRA
strategicA Y 1 St £ A3Sy OS LIdzNLJI2 a that ié bodskn§ compterysésyi Sfter
32PSNYYSyli RAAYAAASA (K@podskitheBHndbaseédiespidrddlYiawedk ¢

GKFG | NF I @8 Ox NSRa ¢ ¢ K Sattdch. Spbkedwian for the Tibetan government,

installed malware that could remove Thubten Samphel, says that computers infected
documents, log keystrokes and turn on web with viruses and information have gone missing.

OF YSNI & 2NJ | dzRA 2 Ay Lzl & Andnvestig&iatziby thie KISiversity dBofofit® &
knowledge, beginning with computers of monks found that the pying was coming from

GKFG 62N] TFT2N GKS 51 f I Acomputérs thal wefe RllhéStiekclisively based

Government in Exile, agntity that has been in in China.
conflict with the Chinese government for http://www.spacewar.com/reports/Tibet _exiles
several years. struggle_to_thwart Chinese hadlke 999.htm
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