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THIS W EEK IN CYBER PRO  

BY LINDSAY TRIMBLE, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
April FoolΩs Day has passed without any major backlash from the Conficker worm. Although it received 
the most attention of any worm since Code Red in 2001, SȅƳŀƴǘŜŎ /ƻǊǇΦΩǎ !ƭŦǊŜŘ IǳƎŜǊ ǎŀƛŘ ǘƘŀǘ ǘƘŜ 
ƳŀƭǿŀǊŜ ƳŀƪŜǊǎ ōŜƘƛƴŘ ǘƘŜ ǿƻǊƳ Ƴǳǎǘ ōŜ ŘƛǎŀǇǇƻƛƴǘŜŘ ƛƴ ǘƘŜƛǊ άǿŀǎǘŜŘ ŜŦŦƻǊǘǎέ όpage 24). Other 
analysts warn companies not to let their guard down; the Conficker criminals may be waiting to activate 
the botnet untƛƭ ǿŜΩǊŜ ƭŜŀǎǘ ŜȄǇŜŎǘƛƴƎ ƛǘ όpage 25). 
 
Other cyber threats are continuing to make the headlines. The Wall Street Journal (page 10) reports that 
national security officials believe that Chinese and Russian cyberspies have penetrated the U.S. electrical 
grid, leaving behind software programs that could disrupt the system in the future. Russian and Chinese 
officials have denied any connection. 
 
To unite U.S. government departments in cyber defensive and offensive strategies, experts are 
recommending that the Obama administration create a άcyber czar.έ Recommendations from the 
Intelligence and National Security Alliance (page 11) as well as from some members of the U.S. Senate 
(page 29) are calling for this new position. The selected cyber czar would complete a comprehensive 
security plan to align cyber security across government agencies. 
 
Two of our industry partnerǎ ŎƻƴǘǊƛōǳǘŜŘ ŦŜŀǘǳǊŜ ŀǊǘƛŎƭŜǎ ǘƘƛǎ ǿŜŜƪΦ ά9ƴŀōƭƛƴƎ /ȅōŜǊ {ŜŎǳǊƛǘȅ ƛƴ ŀ IƻǎǘƛƭŜ 
¢ƘǊŜŀǘ 9ƴǾƛǊƻƴƳŜƴǘέ όpage 6ύΣ ŘƛǎŎǳǎǎŜǎ ǘƘŜ ŎǳǊǊŜƴǘ ŎȅōŜǊ ǘƘǊŜŀǘǎ ŦŀŎƛƴƎ ƻǳǊ ƴŀǘƛƻƴ ŀƴŘ L¢¢Ωǎ ŜŦŦƻǊǘǎ ǘƻ 
contribute to cybersecurity initiatives. ITT has partnered with the National Science Foundation and the 
U.S. AƛǊ CƻǊŎŜ ǘƻ ŎǊŜŀǘŜ ŀ ŎŜƴǘŜǊ ƻŦ ŜȄŎŜƭƭŜƴŎŜ ƛƴ ŎȅōŜǊǎŜŎǳǊƛǘȅΦ L¢¢Ωǎ 9ƳōŜŘŘŜŘ LƴǘŜǊƴ tǊƻƎǊŀƳ ǇǊƻǾƛŘŜǎ 
unique opportunities for students to gain first-hand experience in cybersecurity issues. 
 
An article from Dejavu Technologies (page 9) announces the recent release of iTrafficScape, an 
eforensics investigative product that enables IP network eForensics analysis via a simple Google-like 
search interface. The article discusses the applications for enterprise organizations and government 
agencies that wish to tighten their security or support investigations, and financial institutions that need 
to track communications and transactions.   
 
The number of cyber-related conferences is picking up this season. The Black Hat Europe conference 
next week will highlight security problems in AppleΩs OS X operating system and present new tools for 
security experts (page 10). For a list of upcoming cyber conferences, see page 32.  
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ENABLING CYBER SECURITY IN A HOSTILE THREAT ENVIRONMENT  

BY ANDREA BELMONT-GWILT & TRACY NITTI, ITT CYBERSECURITY ANALYSTS 

 
As portions of the Comprehensive National Cyber Security 
Initiative (CNCI) are released in the media as well as the Center 
ŦƻǊ {ǘǊŀǘŜƎƛŎ ŀƴŘ LƴǘŜǊƴŀǘƛƻƴŀƭ {ǘǳŘȅΩǎ ό/{L{ύ ŎƻƳƳƛǎǎƛƻƴ 
ǊŜǇƻǊǘ ƻƴ ά{ŜŎǳǊƛƴƎ /ȅōŜǊǎǇŀŎŜ ŦƻǊ ǘƘŜ ппth PresidencyΣέ it is 
clear cybersecurity is vital to our economic strength and that 
the government is designating cybersecurity as a top priority. 
ά!ƳŜǊƛŎŀΩǎ ǇƻǿŜǊΣ ǎǘŀǘǳǎΣ ŀƴŘ ǎŜŎǳǊƛǘȅ ƛƴ ǘƘŜ ǿƻǊƭŘ depend in 
good measure upon its economic strength; our lack of 
cybersecurity is steadiƭȅ ŜǊƻŘƛƴƎ ǘƘƛǎ ŀŘǾŀƴǘŀƎŜΦέ1  
 
.ǳǘ ǿƛǘƘ ǎƻ ƳǳŎƘ ƻŦ ǘƘŜ ƴŀǘƛƻƴΩs infrastructure in the hands of 
the private sector, it is equally imperative to motivate and 
educate this sector on the financial (and perhaps physical) risks 
associated with cyber security threats; and to promote 
public/private collaboration in defensive efforts. If U.S. 
enemies were to launch a denial of service attack against key 
data centers that renders the Internet useless even for just one 
day ς what would that mean to us? How much revenue would 
be lost? How many large corporations would lose millions as 
their stock prices plummet? An already troubled U.S. economy 
ǿƻǳƭŘ ŎǊǳƳōƭŜΦ CŜŀǊ ƛǎ άǘƘŜ ƎǊŜŀǘ ƳƻǘƛǾŀǘƻǊέ ŀƴŘ ǿƛǘƘ ǊŜŎŜƴǘ ƘŜŀŘƭƛƴŜǎΣ ǎǘǳŘies and statistics showing 
the increase in cyber attacks and revealing U.S. vulnerabilities, the private sector should be shaking in 
their collective shoes. 
 
Steven Chabinksy, deputy director for the Joint Interagency Cyber Task Force, Office of the Director of 
National Intelligence, stated the former presƛŘŜƴǘΩǎ ƛƴƛǘƛŀǘƛǾŜǎ ǊŜǇǊŜǎŜƴǘŜŘ ŀƴ ƛƴǘŜƎǊated portfolio that 
was unique ς άƛǘΩs the first attempt to implement a totaƭƛǘȅ ŀǇǇǊƻŀŎƘέ to improve the nŀǘƛƻƴΩǎ ŎȅōŜǊ 
security posture.2 In essence, a comprehensive approach includes awareness of insider and outsider 
threats; education and training in response to those threats; near and far technology portfolio for 
dynamic defense; and successful public, private and academic partnerships. 
 
Already utilizing a comprehensive approach and nestled in the foothills of the Adirondacks is a center of 
excellence composed of a coalition of cyber experts fighting against those who seek to attack our 
infrastructure with the LƴŦƻǊƳŀǘƛƻƴ !ƎŜΩǎ Ƴƻǎǘ ǎƻǇƘƛǎǘƛŎŀǘŜŘ ǘƻƻƭǎΦ !ǎ ŎȅōŜǊ threats to our nation have 

                                                 
1
 ά{ŜŎǳǊƛƴƎ /ȅōŜǊǎǇŀŎŜ ŦƻǊ ǘƘŜ пп

th
 tǊŜǎƛŘŜƴŎȅΣέ /ŜƴǘŜǊ ŦƻǊ {ǘǊŀǘŜƎƛŎ ŀƴŘ LƴǘŜǊƴŀǘƛƻƴŀƭ {ǘǳŘƛŜǎ ό/{L{ύΣ 5ŜŎŜƳōŜǊ 

2008 
2
 ά5Ŝǘŀƛƭǎ 9ƳŜǊƎŜ ŀōƻǳǘ tǊŜǎƛŘŜƴǘΩǎ /ȅōŜǊ tƭŀƴΣέ Government Computer News, 11/21/08 

http://www.gcn.com/online/vol1_no1/47639-1.html  

http://www.gcn.com/online/vol1_no1/47639-1.html
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grown exponentially in the past years, the need for trained personnel to address these threats has also 
grown in significant proportions. In response to this need for a highly-qualified workforce, affiliates of 
the cyber coalition have played a supportive role to a program that is specifically designed to train and 
educate ROTC cadets in cyber defense. This program, initiated by the National Science Foundation and 
presently funded by the U.S. Air Force is known as the Advanced Course in Engineering (ACE), described 
in the Congresǎƛƻƴŀƭ wŜǎŜŀǊŎƘ {ŜǊǾƛŎŜΩs (CRS) report, άŀǎ ŀƴ ŀǘǘŜƳǇǘ ǘƻ ŀǘǘǊŀŎǘΣ ǘǊŀƛƴΣ ŀƴŘ ǊŜǘŀƛƴ ǎƪƛƭƭŜŘ 
information technology professionals,έ3 and further described by Brigadier General Mark Schissler as 
άōǳƛƭŘƛƴƎ ƴŜǿ ŎȅōŜǊ ƻǇŜǊŀǘƻǊǎ ǘƘǊƻǳƎh their Cyber Boot Camp program bringing in the brightest of our 
ROTC cadets to learn advanced network operations and cyberspace operations ǘŜŎƘƴƛǉǳŜǎΦέ4  
 
{ǳǇǇƻǊǘŜŘ ƛƴ ŎƻƴƧǳƴŎǘƛƻƴ ǿƛǘƘ ǘƘŜ !/9 ǇǊƻƎǊŀƳ ōǳǘ ƻǇŜƴ ǘƻ ŎƛǾƛƭƛŀƴǎ ƛǎ L¢¢Ωs Embedded Intern Program, 
which provides a unique opportunity for high school, undergraduate and graduate students to gain 
hands-on experience in the field of cybersecurity at various law enforcement agencies nationwide. The 
foundation of this program is a joint venture between academia and the public and private sectors in an 
effort to expose students to a challenging experience in support of cybersecurity developments. Both 
emanate the innovative approach needed to address the education and training requirements outlined 
in the CNCI and the CSIS commission report and assist in developing a critical talent pool in information 
assurance and cyber defense. 
 
Recruiting talented and skilled individuals is the task at hand but an increased investment in training and 
education for the practicing public sector will assist in the prosecution and adjudication of cybercrime as 
ǿŜƭƭΦ L¢¢Ωǎ cybersecurity training vehicles include seminars, workshops, expos and webinars for first 
responders, investigators, forensic examiners, prosecutors, judges and corrections personnel ς both 
domestic and international. Training and education on topics such as securing digital evidence, data 
hiding, phishing, technology exploitation, wired and wireless network security, and online fraud 
prevention and detection strengthen the public seŎǘƻǊΩs capacity to combat cybercrime. 
 
Another example of using an innovative approach to address the cyber threat involves a new twist on an 
old method. Throughout the Cold War, an era defined by the threat of nuclear annihilation, Western 
nations attempted to prepare civilian populations for atomic attack through staged drills, evacuations, 
field exercises and all things necessary to ŜƴǎǳǊŜ ǎǳǊǾƛǾŀƭ ƻŦ ŀ ǇƘȅǎƛŎŀƭ ǿŀǊΦ ¢ƻŘŀȅΩǎ ŜȄŜǊŎƛǎŜǎ ƴƻǿ Ƴǳǎǘ 
address our 21st century fears that include ƻǳǊ ƴŀǘƛƻƴΩǎ ǎǳǊǾival of a cyber war. The solution involves the 
preparation and production of customized tabletop cyber exercises. The exercises are composed of 
mock incidents involving some type of cybersecurity breach or vulnerability; public and private 
stakeholders are tasked with solving the who, what, why and how of the incident. This method 
encourages the collaboration of law enforcement, government and those from the public and private 
sectors and it shows promise as one of the most effective ways of reaching and teaching stakeholders to 
prepare for such an event. The knowledge gained by participants throughout the exercise often propels 

                                                 
3
 άLƴŦƻǊƳŀǘƛƻƴ hǇŜǊŀǘƛƻƴǎΣ 9ƭŜŎǘǊƻƴƛŎ ²ŀǊŦŀǊŜΣ ŀƴŘ /ȅōŜǊǿŀǊΥ /ŀǇŀōƛƭƛǘƛŜǎ ŀƴŘ wŜƭŀǘŜŘ tƻƭƛŎȅ LǎǎǳŜǎΣέ 

Congressional Research Service (CRS) Report for Congress, Updated March 20, 2007 
4
 άvǳŜǎǘƛƻƴǎ ŀƴŘ !ƴǎǿŜǊǎ ǿƛǘƘ .ǊƛƎŀŘƛŜǊ DŜƴŜǊŀƭ aŀǊƪ {ŎƘƛǎǎƭŜǊΣ 5ƛǊŜŎǘƻǊ ŦƻǊ /ȅōŜǊ hǇŜǊŀǘƛƻƴǎΣέ CyberPro Special 

Edition 1, December 24, 2008, National Security Cyberspace Institute (NSCI) 
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them to leave with a central focus ς secure their business infrastructure and develop an enterprise 
protection plan immediately. 
 
As a result, tabletop exercises not only address incident response and enterprise security but promote 
the opportunity to make critical stakeholders aware of the tools and technologies that are available for 
transition. An effective technology transition agent will establish a practical, yet comprehensive, 
approach to this process, composed of the following steps: research, acquisition, testing and evaluation, 
deployment and transfer of feedback.5 By transitioning technologies to those tasked with protecting 
critical infrastructure, the agent is able to provide operational feedback to technology developers, 
expose end-users to cutting-edge tools, and better match future investments from technology sponsors 
with cybersecurity requirements.6 
 
Fostering the development of a highly-qualified workforce to meet the public and private sector needs 
of information assurance and cyber defense; creating awareness by educating and motivating key 
stakeholders; and transitioning technology to appropriate end-users within the cybersecurity industry 
are a direct result of effective collaboration. A ŎŜƴǘŜǊ ƻŦ ŜȄŎŜƭƭŜƴŎŜ ƛǎ ŘŜŦƛƴŜŘ άŀǎ ŀ ǇƭŀŎŜ ǿƘŜǊŜ ǘƘŜ 
highest standards of achievement are aimed for in a particular ǎǇƘŜǊŜ ƻŦ ŀŎǘƛǾƛǘȅΦέ7 ¦ǇǎǘŀǘŜ bŜǿ ¸ƻǊƪΩǎ 
center of excellence in cybersecurity is uniquely positioned and has the capability to bring subject 
matter experts, research and development, and cutting-edge technology to the forefront of ƻǳǊ ƴŀǘƛƻƴΩǎ 
ŎȅōŜǊ ŘŜŦŜƴǎŜΦ L¢¢Ωǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƛƴƛǘƛŀǘƛǾŜǎ ŀƴŘ ŜŦŦƻǊǘǎ Ŏŀƴ ōŜ ŘƛǊŜŎǘƭȅ correlated with the new U.S. 
aŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ ƪŜȅ ŀǊŜŀǎ ƻŦ ƛƳǇǊƻǾŜƳŜƴǘΦ ά²ƻǊƪƛƴƎ ǿƛǘƘ ǇǊƛǾŀǘŜ ƛƴŘǳǎǘǊȅ, the research community 
and U.S. citizenǎΣ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ ƛǎ ŀƛƳƛƴƎ ǘƻ Ψlead an effort to build a trustworthy and accountable 
cyber infrastructure that iǎ ǊŜǎƛƭƛŜƴǘΣ ǇǊƻǘŜŎǘǎ !ƳŜǊƛŎŀΩs competitive advantage, and advances our 
naǘƛƻƴŀƭ ŀƴŘ ƘƻƳŜƭŀƴŘ ǎŜŎǳǊƛǘȅΩΦέ8 
 

 

                                                 
5
 {ŀƭǾŀǘƻǊŜ /Φ tŀƭŀŘƛƴƻ ŀƴŘ Wŀǎƻƴ 9Φ CƛƴƎŜǊƳŀƴΣ ά/ȅōŜǊǎŜŎǳǊƛǘȅ ¢ŜŎƘƴƻƭƻƎȅ ¢ǊŀƴǎƛǘƛƻƴΥ ! tǊŀŎǘƛŎŀƭ !ǇǇǊƻŀŎƘΣέ 

December 2008 
6
 Ibid 

7
 http://encarta.msn.com/dictionary_1861694214/center_of_excellence.html  

8
 άhōŀƳŀ hǳǘƭƛƴŜǎ YŜȅ {ŜŎǳǊƛǘȅ ¢ŀǎƪǎΣ ƛǎ .ŀǊǊŜŘ ŦǊƻƳ CŀŎŜōƻƻƪ ōȅ ²ƘƛǘŜ IƻǳǎŜ {ŜŎǳǊƛǘȅ ¢ŜŀƳΣέ SC Magazine, 

January 27, 2009, http://www.scmagazineuk.com/Obama-outlines-key-security-tasks/article/126414/  

http://encarta.msn.com/dictionary_1861694214/center_of_excellence.html
http://www.scmagazineuk.com/Obama-outlines-key-security-tasks/article/126414/
http://aes.itt.com
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CAPABILITY SPOTLIGHT :  

DEJAVU TECHNOLOGIES ANNOUNCE S EFORENSICS N EXT GENERATION PRODUCT  

BY ED GUNDRUM, EXECUTIVE VICE PRESIDENT, DEJAVU TECHNOLOGIES, INC. 

 
Dejavu Technologies recently announced the release of iTrafficScape, an eforensics investigative product 
that captures IP network data-in-flight traffic, converts it to XML and makes the resulting content plus 
associated IP attributes available for searching via a simple Google-like interface. With TrafficScape, all 
emails, VoIP, instant messages, Internet searches, attachments and social networking conversations like 
Facebook are available for searching. User searches can detect specific unauthorized or inappropriate 
communications, or gather general business intelligence information. 
 
The product is applicable for enterprise organizations and government agencies that wish to tighten 
their security or support investigations, and financial institutions that need to track communications and 
transactions.   
 
ά!ƴȅƻƴŜ ǿƘƻ Ŏŀƴ ǳǎŜ ŀ ŎƻƳƳƻƴ ǎŜŀǊŎƘ ŜƴƎƛƴŜ Ŏŀƴ ǇŜǊŦƻǊƳ ŜȄǇŜǊǘ ŜŦƻǊŜƴǎƛŎǎ ǿƻǊƪ ǳǎƛƴƎ ¢ǊŀŦŦƛŎ{ŎŀǇŜΣέ 
says John Ricketson, CEO of Dejavu Technologies. άLǘ ƛǎ ƘƛƎƘƭȅ ǳǎŜǊ-focused and requires little or no 
ǎǇŜŎƛŀƭ ǘǊŀƛƴƛƴƎ ǘƻ ƻǇŜǊŀǘŜΦέ 
 
TrafficScape can operate in either near real time or in historical search mode. It converts captured 
network traffic in the form of PCAP files into a document-oriented XML database using proprietary 
technology, resulting in the compression of captured network traffic by as much as 20 to 1. 
 
 ά9ǾŜǊȅ ¢ǊŀŦŦƛŎ{ŎŀǇŜ ƛƴǉǳƛǊȅ ŀŎŎŜǎǎŜǎ ǘƘŜ ŜƴǘƛǊŜ ŎŀǇǘǳǊŜ ƘƛǎǘƻǊȅΣ ǳƴƭƛƪŜ ƻǘƘŜǊ ŜŦƻǊŜƴǎƛŎ ǘƻƻƭǎ ǘƘŀǘ ǊŜǉǳƛǊŜ 
multi-step search processes in order to narrow down the amount of traffic that is actually searched,έ 
says Ricketson. ά¢ƘŜ ǎŀƳŜ ǊƛŎƘ ǎŜƭŜŎǘƛƻƴ ŎǊƛǘŜǊƛŀ Ŏŀƴ ōŜ ǳǎŜŘ ŦƻǊ ōƻǘƘ ǊŜŀƭ-time filtering and alerts as 
well searching through peta-ōȅǘŜǎ ƻŦ ǇǊŜǾƛƻǳǎƭȅ ŎŀǇǘǳǊŜŘ ƴŜǘǿƻǊƪ ǘǊŀŦŦƛŎΦ !ƴŘ ƛǘ ƛǎ ŦŀǎǘΗέ 
 
TrafficScape is available as a network appliance, a software-only solution or as a hosted service solution. 
 
About Dejavu Technologies 
Dejavu Technologies offers patent-pending IP network traffic testing and capture solutions. Its world-
class development team has been together more than 12 years creating leading edge, proven 
networking solutions in a series of successful technology startups, including Synthetic Networks and 
Imperfect Networks. Based in Marlborough, Mass., the company markets its solutions directly and 
through partners.  For details, visit www.dejavutechnologies.com or contact Ed Gundrum at 978-474-
0187.   

 

  

http://www.dejavutechnologies.com/
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CYBER SPACE ï B IG P ICTUR E

Innovation and Cybersecurity Regulation 
BY: JAMES LEWIS, CIRCLEID 
03/31/2009 

Christopher Cox, a άƭƻƴƎǘƛƳŜ ǇǊƻǇƻƴŜƴǘ ƻŦ 
ŘŜǊŜƎǳƭŀǘƛƻƴΣέ ǎŀȅǎ ǘƘŀǘ ǘƘŜ ŎǳǊǊŜƴǘ 
ŎȅōŜǊǎŜŎǳǊƛǘȅ ŎǊƛǎƛǎ ǇǊƻǾŜǎ ǘƘŀǘ άǾƻƭǳƴǘŀǊȅ 
ǊŜƎǳƭŀǘƛƻƴ ŘƻŜǎ ƴƻǘ ǿƻǊƪΦέ aŀƴȅ ŦŜŜƭ ǘƘŀǘ ŀ 
federal approach to cybersecurity must include 
regulations that the private sector has failed to 
implement or subsidize. The article also 
discusses the risk to innovation that can occur 
with mandatory regulations, and emphasizes 
the importance of a federal approach to 
cybersecurity that works in the public interest, 
taking into account both security and 
innovation.   
http://www.circleid.com/posts/20090331_inno
vation_and_cybersecurity_regulation/ 

 
Small Businesses a Growing Cyber Crime 
Risk 
BY: JOHN WAGLEY, SECURITY MANAGEMENT 
04/03/2009 

{Ƴŀƭƭ ōǳǎƛƴŜǎǎŜǎ ŀǊŜ ōŜŎƻƳƛƴƎ ŀƴ άƛƴŎǊŜŀǎƛƴƎƭȅ 
ŀǘǘǊŀŎǘƛǾŜ ǘŀǊƎŜǘ ŦƻǊ ŎȅōŜǊ ŎǊƛƳƛƴŀƭǎέ ŀǎ ƭŀǊƎŜǊ 
organizations are improving their network 
security. Panelists at the recent annual Visa 
Security Summit in Washington say that small 
businesses are largely unprepared to protect 
their computer networks. Charles Matthews, 
president of the International Council for Small 
Businesses said that 60 percent of small 
businesses do not have wireless encryption, 20 
percent do not have even basic antivirus 
software, and two-thirds of the small 
businesses do not have a security plan in place. 
Although 85 percent of cyber fraud occurs 
among small businesses, many small companies 
underestimate their risk for cybercrime and 

panelists agree that businesses should focus on 
implementing simple security measures. 
http://www.securitymanagement.com/news/s
mall-businesses-growing-cyber-crime-risk-
005465 

 

Internet-wide Problem to be Revealed at 
Conference 
BY: JEREMY KIRK, NETWORK WORLD 
04/07/2009 

The Black Hat Europe conference that will be 
held next week is promising participants 
άŎǳǘǘƛƴƎ-edge presentations on security 
ǇǊƻōƭŜƳǎ ƛƴ !ǇǇƭŜΩǎ h{ · ƻǇŜǊŀǘƛƻƴ ǎȅǎǘŜƳέ ŀǎ 
well as SAP software and the OpenOffice.org 
productivity suite. Organizers of the conference 
will also present six new vulnerabilities as well 
as 12 new tools for security experts. The article 
also provides a preview of the presentations 
scheduled for the Black Hat conference, 
including presentations on tactical 
fingerprinting using metadata, iPhone 
vulnerabilities, SAP penetration testing.  
http://www.networkworld.com/news/2009/04
0709-internet-wide-problem-to-be-
revealed.html 
 

Electricity Grid in U.S. penetrated by spies 
BY: SIOBHAN GORMAN, THE WALL STREET JOURNAL 
04/08/2009 

According to national security officials, 
cyberspies from China and Russia have 
penetrated the U.S. electrical grid and left 
behind software programs that could disrupt 
ǘƘŜ ǎȅǎǘŜƳΦ ¢ƘŜ ŜǎǇƛƻƴŀƎŜ ŘƻŜǎƴΩǘ ŀǇǇŜŀǊ ǘƻ 
have targeted specific companies, but the 
intruders could use their infiltration during a 
future crisis or war. Russian and Chinese 
officials have denied any connection. 
http://online.wsj.com/article/SB123914805204
099085.html#articleTabs%3Darticle

http://www.circleid.com/posts/20090331_innovation_and_cybersecurity_regulation/
http://www.circleid.com/posts/20090331_innovation_and_cybersecurity_regulation/
http://www.securitymanagement.com/news/small-businesses-growing-cyber-crime-risk-005465
http://www.securitymanagement.com/news/small-businesses-growing-cyber-crime-risk-005465
http://www.securitymanagement.com/news/small-businesses-growing-cyber-crime-risk-005465
http://www.networkworld.com/news/2009/040709-internet-wide-problem-to-be-revealed.html
http://www.networkworld.com/news/2009/040709-internet-wide-problem-to-be-revealed.html
http://www.networkworld.com/news/2009/040709-internet-wide-problem-to-be-revealed.html
http://online.wsj.com/article/SB123914805204099085.html#articleTabs%3Darticle
http://online.wsj.com/article/SB123914805204099085.html#articleTabs%3Darticle


 
Volume 2, Edition 7  

April 9 , 2009 

CyberPro  

 

Keeping Cyberspace Professionals Informed     

 

1 1 0  R o y a l  A b e r d e e n  ̧   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 11  

 

CYBER SPACE ï U.S.  GOVERNMENT   

Cyberterrorism Fighters to Brainstorm in 
Omaha 
BY: MATTHEW HANSEN, OMAHA WORLD-HERALD 
04/05/2009 

Gen. Kevin Chilton will meet with the director of 
ǘƘŜ bŀǘƛƻƴŀƭ {ŜŎǳǊƛǘȅ !ƎŜƴŎȅΣ aƛŎǊƻǎƻŦǘΩǎ ǾƛŎŜ 
ǇǊŜǎƛŘŜƴǘ ŀƴŘ 5ŜŦŜƴǎŜ {ŜŎǊŜǘŀǊȅ wƻōŜǊǘ DŀǘŜǎΩ 
right-hand man at a conference in Omaha next 
week to discuss how the U.S. government can 
better defend against cyberspace attacks and 
modern spies. A Chinese computer system 
called GhostNet has been attracting much 
attention recently and is estimated to have 
infiltrated at least 1,300 computers in the 
United States and more than 100 other 
countries. Officials still do not agree completely 
on how to improve cybersecurity organization. 
Some are calling for adding a cyber warfare 
branch to the military that would be equal to 
the Army, Navy and Air Force, while others 
argue that cybersecurity should be integrated 
into operations with the existing military 
branches. 
http://www.omaha.com/index.php?u_page=27
98&u_sid=10603305 

 
White House to Oversee Coordination of 
Cybersecurity Efforts 
BY: JILL R. AITORO, NEXTGOV 
04/03/2009 

Two officials in the Obama administration have 
said that the White House would oversee the 
coordination of securing government networks, 
but that the White House will provide guidance 
ŦƻǊ ǎȅƴŎƘǊƻƴƛȊƛƴƎ ŀƎŜƴŎƛŜǎΩ Ƴƛǎǎƛƻƴǎ ǊŀǘƘŜǊ ǘƘŀƴ 
playing an operational role. The officials 
explained that the purpose of the 60-day 
cybersecurity review was to understand current 
requirements and initiatives so that the Obama 

ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ŎƻǳƭŘ ǎǘŀǊǘ άǿƛǘƘ ŀ ŎƭŜŀƴ ǎƭŀǘŜ ǘƻ 
ŜǎǘŀōƭƛǎƘ ǎǿŜŜǇƛƴƎ ǇƻƭƛŎƛŜǎΦέ ¢ƘŜ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ 
has already used the review to identify more 
than 250 requirements that a comprehensive 
cybersecurity program should address, all of 
which fall into the areas of governance, 
architecture, normative behaviors and capacity 
building. 
http://www.nextgov.com/nextgov/ng_2009040
3_9076.php 

 
Mr. President, Sew Up Our Cyberseams 
BY: CHRIS SCHWARTZBAUER, SC MAGAZINE 
04/01/2009 

tǊŜǎƛŘŜƴǘ hōŀƳŀΩǎ сл-day cybersecurity review 
is close to completion, and will reveal flaws in 
the technology infrastructure including 
άŘŜŦƛŎƛŜƴŎƛŜǎ ƛƴ ǘƘŜ ƳǳƴŘŀƴŜΣ ōŀǎƛŎ ƻǇŜǊŀǘƛƻƴ 
ǇǊƻŎŜŘǳǊŜǎέ ǿƘƛŎƘ ǿƛƭƭ άōŜ ǘƘŜ Ƴƻǎǘ ŘƛŦŦƛŎǳƭǘ 
task to addressΦέ The article also says that 
cooperation among departments or between 
ǘƘŜ ǇǳōƭƛŎ ŀƴŘ ǇǊƛǾŀǘŜ ǎŜŎǘƻǊ ǿƛƭƭ ōŜ άŜȄǘǊŜƳŜƭȅ 
difficult to manageΦέ The article also discusses 
the importance of automation and technology 
in the future of cybersecurity, and how hiring 
cyber specialists could stimulate the economy 
and provide long-term financial returns.  
http://www.scmagazineus.com/Mr-President-
sew-up-our-cyberseams/article/129877/ 

 

Defense CIOs Seek Czar for Cyber Security 
Overhaul 
REUTERS UK 
04/06/2009 

!ǎ ǘƘŜ hōŀƳŀ !ŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ сл-day review 
of all government cyber operations ends this 
month, the Intelligence and National Security 
Alliance is also submitting recommendations to 
the administration. Some of these include 
suggesting there should be a leadership position 

http://www.omaha.com/index.php?u_page=2798&u_sid=10603305
http://www.omaha.com/index.php?u_page=2798&u_sid=10603305
http://www.nextgov.com/nextgov/ng_20090403_9076.php
http://www.nextgov.com/nextgov/ng_20090403_9076.php
http://www.scmagazineus.com/Mr-President-sew-up-our-cyberseams/article/129877/
http://www.scmagazineus.com/Mr-President-sew-up-our-cyberseams/article/129877/
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within the White House for cybersecurity, and 
that the new cyber czar should complete a 
ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǎŜŎǳǊƛǘȅ Ǉƭŀƴ ŀƴŘ άŀƭƛƎƴ ŎȅōŜǊ 
security prioritƛŜǎ ŀŎǊƻǎǎ ƎƻǾŜǊƴƳŜƴǘ ŀƎŜƴŎƛŜǎΦέ 
The report also emphasizes the importance of 
working with the private sector to develop 
industry standards for cyber defense.  
http://uk.reuters.com/article/governmentFiling
sNews/idUKN0640643820090406?sp=true 
 

Creation of White House Cybersecurity 
Office Remains Uncertain 
BY: JAIKUMAR VIJAYAN, COMPUTER WORLD 
03/26/2009 

Melissa Hathaway recently presented a status 
report of the 60-day cybersecurity review to 
members of the U.S. House Cybersecurity 
Caucus. Rep. James Langevin (D-R.I.) and Rep. 
Yvette Clarke (D-N.Y.) said that it is still unclear 
whether Hathaway will recommend the 
appointment of a cyber czar or a more 
cooperative approach between federal 
agencies. Many are calling for the creation of a 
cyber czar in the White House, including The 
Center for Strategic and International Studies 
and the Government Accountability Office. 
Hathaway is currently taking input from privacy 
and civil rights groups that are concerned about 
the impact of a federal cybersecurity program 
on privacy rights. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
635 

 
Lawmakers Get Update on Cybersecurity 
Review 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
03/26/2009 

During a conference call with reporters, Rep. 
James Langevin (D-R.I.), co-chair of the House 
Cybersecurity Caucus said he expects the 
Obama administration to develop an inter-
agency plan for cybersecurity efforts that would 
be coordinated at White House's National 
Security Council.  Currently, different agencies 

have leading roles in various aspects of 
cybersecurity with the Homeland Security 
Department in charge of the government's 
civilian networks and the National Cyber 
Security Center coordinating efforts between 
civilian, military and intelligence agencies. 
http://fcw.com/Articles/2009/03/26/cyber-
Langevin.aspx 

 

Obama Cybersecurity Team Consults Rights 
Groups 
BY: J. NICHOLAS HOOVER, INFORMATION WEEK 
03/26/2009 

Two members of the House of Representatives, 
Rep. Yvette Clarke (D-N.Y.) and Rep. James 
Langevin (D-R.I.) reported that President 
Obama's cybersecurity team is working closely 
with civil liberties and privacy groups to make 
sure steps to secure the nation's computer 
infrastructure don't overstep the bounds of 
individual rights.  A 60-day review of the 
nation's cybersecurity conducted by Melissa 
Hathaway, acting senior director for cyberspace 
for the National Security and Homeland Security 
Councils, should be complete within a month 
and will include a public education component. 
http://www.informationweek.com/news/securi
ty/government/showArticle.jhtml?articleID=216
400462 

 

AT&T Lobbyist Urges More Government 
Coordination of Cybersecurity Efforts 
BY: MATT HAMBLEN, COMPUTER WORLD 
04/01/2009 

James Cicconi, senior executive vice president 
of external and legislative affairs at AT&T, says 
that the government needs to do more to 
ǇǊƻǘŜŎǘ ǘƘŜ LƴǘŜǊƴŜǘ ŦǊƻƳ ŀǘǘŀŎƪǎ ōȅ ǇƭŀȅƛƴƎ άŀ 
coordinating role in ŎȅōŜǊǎŜŎǳǊƛǘȅΦέ /ƛŎŎƻƴƛ ŀƭǎƻ 
said that he was encouraged by discussion 
about what the Obama administration could do 
to improve security, including the creation of a 
White House level cyber czar or a specific cyber 
federal agency to oversee cybersecurity efforts. 
Cicconi also emphasized the importance of the 

http://uk.reuters.com/article/governmentFilingsNews/idUKN0640643820090406?sp=true
http://uk.reuters.com/article/governmentFilingsNews/idUKN0640643820090406?sp=true
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9130635
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9130635
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9130635
http://fcw.com/Articles/2009/03/26/cyber-Langevin.aspx
http://fcw.com/Articles/2009/03/26/cyber-Langevin.aspx
http://www.informationweek.com/news/security/government/showArticle.jhtml?articleID=216400462
http://www.informationweek.com/news/security/government/showArticle.jhtml?articleID=216400462
http://www.informationweek.com/news/security/government/showArticle.jhtml?articleID=216400462
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U.S. government and foreign governments 
working together to bring cyber terrorists to 
justice. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
939 

 

Report Says Interior Dept. Failed to Secure 
Network 
BY: BRIAN KREBS, WASHINGTON POST 
04/05/2009 

A report written last spring by Earl A. Devaney, 
former Interior Department Inspector General, 
was made public last week and said that the 
Interior Department has still not addressed 
many network vulnerabilities, and that the 
department cannot even tell if an attacker had 
gained access to its networks. Devaney said that 
the depŀǊǘƳŜƴǘ άƘŀŘ ǇŜǊǎƛǎǘŜƴǘƭȅ ŦŀƛƭŜŘ ǘƻ ƳŜŜǘ 
ƳƛƴƛƳǳƳ ǎǘŀƴŘŀǊŘǎ ƛƴ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅέ 
and that it was determined that almost 70 
percent of network traffic leaving the 
department was sent to hostile countries. 

http://www.washingtonpost.com/wp-
dyn/content/article/2009/04/04/AR200904040
3162_pf.html 

 
DNI: Improvement Needed Tracking 
Cyberattacks 
BY: BEN BAIN, FEDERAL COMPUTER WEEK 
03/26/2009 

Director of National Intelligence Dennis Blair 
recently told reporters that intelligence 
agencies need to improve their ability to 
determine the source of cyberattacks and that 
there needs to be a legal framework that would 
ŀŎŎƻǳƴǘ ŦƻǊ ǘƘŜ άŎǊƻǎǎ-ŎǳǘǘƛƴƎ ƴŀǘǳǊŜέ ƻŦ 
cyberattacks. Blair also said that he supports 
using the technological capabilities of the NSA 
for cybersecurity initiatives. Blair emphasizes 
the importance of having policy from the White 
House as well as capability in the departments.  
http://fcw.com/Articles/2009/03/26/Blair-
cybersecurity.aspx 

 

  

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9130939
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9130939
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9130939
http://www.washingtonpost.com/wp-dyn/content/article/2009/04/04/AR2009040403162_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/04/04/AR2009040403162_pf.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/04/04/AR2009040403162_pf.html
http://fcw.com/Articles/2009/03/26/Blair-cybersecurity.aspx
http://fcw.com/Articles/2009/03/26/Blair-cybersecurity.aspx
http://www.northropgrumman.com/
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CYBER SPACE ï DEPARTMENT OF DEFENSE (D OD)  

Pentagon Spends $100 Million to Fix Cyber 
Attacks 
BY: LOLITA C. BALDOR, ASSOCIATED PRESS 
04/07/2009 

Air Force Gen. Kevin Chilton says that the 
military is only beginning to track the costs from 
responding to a repairing damage from cyber 
attacks, but that the Pentagon spent more than 
$100 million in the last six months resulting 
from cyber attacks and other computer network 
problems.  Army Brig. Gen. John Davis, deputy 
commander for network operations, says that 
the money went to hire contractors and 
computer technology that was required to clean 
up external attacks and internal mistakes. 
Military leaders agree that the United States 
ƴŜŜŘǎ ǘƻ ƛƴǾŜǎǘ ƳƻǊŜ ƳƻƴŜȅ ƛƴ ǘƘŜ ƳƛƭƛǘŀǊȅΩǎ 
computer capabilities rather than spending 
money to repair damage from attacks. 
http://www.google.com/hostednews/ap/article
/ALeqM5i-
l6vKmsnP1XSIDouvQ2hcc2mNTAD97DPBPO0 
 

National Cyber Defense Requires Close 
Cooperation 
SIGNAL ONLINE 
03/2009 

The article emphasizes the importance of 
sharing ideas, best business practices and 
lessons learned among military branches and 
government agencies in order to meet the 
challenges of cyberwarfare. Experts argue that 
hoarding information or overprotecting 
information can weaken defenses where 
cooperation is the key to defense, especially in 
cyberspace, where vulnerabilities can be 
discovered and exploited within seconds.  The 
Department of Defense is working with 
commands like U.S. Strategic Command and 
Joint Forces Command to sponsor cybersecurity 
efforts among the military services and 
government agencies.  

http://www.afcea.org/signal/articles/templates
/Signal_Article_Template.asp?articleid=1891&z
oneid=255 

 
Cyberwarfare Questions Loom for 
PeƴǘŀƎƻƴΩǎ ¦ǇŎƻƳƛƴƎ v5w 
INSIDE DEFENSE 
03/26/2009 

¢ƘŜ tŜƴǘŀƎƻƴΩǎ ǳǇŎƻƳƛƴƎ vǳŀŘǊŜƴƴƛŀƭ 5ŜŦŜƴǎŜ 
Review must address the challenges of 
withstanding network attacks and preparing 
military leaders to oversee cyberspace 
operations, according to experts from inside 
and outside the Pentagon.  During a discussion 
on cyberattacks, Defense Department analyst 
Anthony Bargar stressed the importance of 
resiliency and mission assurance, emphasizing 
the need to develop the capability to sustain 
operations even when faced with devastating 
cyberattacks.  Bargar stressed the need to 
develop resiliency in cyberspace, with flexible 
key systems that are adaptable and trustworthy 
even in worst-case scenario.  This would include 
technology, but also people, processes and 
knowledge. 
https://home.iwpnews.com/clickshare/authenti
cateUserSubscription.do?f=&docnum=PENTAG
ON-25-12-
4&DOCID=CYBERWARFARE+QUESTIONS+LOOM
+FOR+PENTAGON-
S+UPCOMING+QDR+(PENTAGON-25-12-
4)>&CSTargetURL=http%3A%2F%2Fdefense.iwp
newsstand.com%2Fcs-
protected%2Fcs_display_doc_01.asp&TVS=NOT
OKEN 
 

/ƘƛƭǘƻƴΥ /ȅōŜǊǎŜŎǳǊƛǘȅ ƛǎ 9ŀŎƘ ¦ǎŜǊΩǎ 
Responsibility 
BY: DAVID PERERA, FEDERAL COMPUTER WEEK 
04/07/2009 

Air Force Gen. Kevin Chilton says that securing 
5ŜŦŜƴǎŜ 5ŜǇŀǊǘƳŜƴǘ ƴŜǘǿƻǊƪǎ άǿƛƭƭ ǊŜǉǳƛǊŜ 

http://www.google.com/hostednews/ap/article/ALeqM5i-l6vKmsnP1XSIDouvQ2hcc2mNTAD97DPBPO0
http://www.google.com/hostednews/ap/article/ALeqM5i-l6vKmsnP1XSIDouvQ2hcc2mNTAD97DPBPO0
http://www.google.com/hostednews/ap/article/ALeqM5i-l6vKmsnP1XSIDouvQ2hcc2mNTAD97DPBPO0
http://www.afcea.org/signal/articles/templates/Signal_Article_Template.asp?articleid=1891&zoneid=255
http://www.afcea.org/signal/articles/templates/Signal_Article_Template.asp?articleid=1891&zoneid=255
http://www.afcea.org/signal/articles/templates/Signal_Article_Template.asp?articleid=1891&zoneid=255
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
https://home.iwpnews.com/clickshare/authenticateUserSubscription.do?f=&docnum=PENTAGON-25-12-4&DOCID=CYBERWARFARE+QUESTIONS+LOOM+FOR+PENTAGON-S+UPCOMING+QDR+(PENTAGON-25-12-4)%3e&CSTargetURL=http%3A%2F%2Fdefense.iwpnewsstand.com%2Fcs-protected%2Fcs_display_doc_01.asp&TVS=NOTOKEN
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wide-ranging changes to military culture, 
ŎƻƴŘǳŎǘ ŀƴŘ ŎŀǇŀōƛƭƛǘƛŜǎέ ŀƴŘ ǘƘŀǘ ƴŜǘǿƻǊƪ 
users are making the network more vulnerable 
to attacks. Chilton also said that the military is 
not even sure what machines connect to the 
Secret Internet Protocol Router Network, a 
classified DoD intranet, and that there needs to 
be better situational awareness of network 
status and more automated intervention in 
network defense.  
http://fcw.com/Articles/2009/04/07/Kevin-
Chilton.aspx 
 

The Rise of the Cyber Warriors 
BY: BOB BREWIN, NEXTGOV 
04/06/2009 

Secretary of Defense Robert Gates believes that 
ŦǳƴŘƛƴƎ ŦƻǊ άōƛƎ-ǘƛŎƪŜǘ ǿŜŀǇƻƴǎ ǎȅǎǘŜƳǎέ ƛƴ ǘƘŜ 
defense budget for 2010 should be cut, 
although he supports increased funding for 
training of cyber warriors. Gates would like to 
see the department spend more money on 
firewalls and cyber defenses rather than 
traditional weapons systems including the Air 
CƻǊŎŜΩǎ C-22 fighter and vehicles used in the 
!ǊƳȅΩǎ CǳǘǳǊŜ /ƻƳōŀǘ Systems program. 
http://whatsbrewin.nextgov.com/2009/04/the_
rise_of_the_cyber_warriors.php

 
 
 
 
 

  

http://fcw.com/Articles/2009/04/07/Kevin-Chilton.aspx
http://fcw.com/Articles/2009/04/07/Kevin-Chilton.aspx
http://whatsbrewin.nextgov.com/2009/04/the_rise_of_the_cyber_warriors.php
http://whatsbrewin.nextgov.com/2009/04/the_rise_of_the_cyber_warriors.php
http://www.boozallen.com
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CYBER SPACE ï DEPARTMENT OF HOMELAND SECURITY (DHS)  

Senate Committee Demands DHS Explain 
Alleged Lack of Support for Cybersecurity 
Office 
BY: JAIKUMAR VIJAYAN, COMPUTER WORLD 
03/25/2009 

Sen. Susan Collins, the Senate Homeland 
{ŜŎǳǊƛǘȅ /ƻƳƳƛǘǘŜŜΩǎ ǎŜƴƛƻǊ-most Republican, 
recently sent a letter to Department of 
Homeland  Security Secretary Janet Napolitano 
asking her to explain how the $6 million 
provided to the department to establish the 
National Cyber Security Center has been spent. 
Former director Rod Beckstrom said in his 
resignation letter that the NCSC had not 
received support from within the DHS and that 
they had only received five weeks worth of 
funding for all of last year. Collins has requested 
ŀ ōǊŜŀƪŘƻǿƴ ƻŦ ǘƘŜ b/{/Ωǎ ōǳŘƎŜǘ ŦƻǊ ǘƘŜ ƴŜȄǘ 
four years as well as copies of contracts that 
have been entered into to establish the Center. 

http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9130
519 

 

DHS Releases Worm Detection Tool 
BY: MATTHEW HARWOOD 
03/31/2009 

The Department of Homeland Security recently 
announced the release of a free detection tool 
that can scan networks to detect the Conficker 
worm. The tool was developed by the U.S. 
Computer Emergency Readiness Team (US 
CERT) and is available for use by federal and 
state agencies as well as private-sector 
partners. DHS says that you can also test for the 
worm by attempting to download detection and 
removal tools online, which will be disabled if 
your machine is infected.  
http://www.securitymanagement.com/news/d
hs-releases-worm-detection-tool-005449 
 
 

 

Raytheon  

Aspiring to be the most admired defense and aerospace systems 

supplier through world -class people and technology Raytheon is 

a technology leader specializing in defense, homeland security, 

and other government markets throughout the world. With a 

history of innovation spanning more than 80 years, Raytheon 

provides state -of - the -art electron ics, mission systems 

integration, and other capabilities in the areas of sensing; 

effects; command, control, communications and intelligence 

systems, as well as a broad range of mission support services.  

 

CYBER SPACE ï I NTERNATIONAL  

The Fourth Front: RussƛŀΩǎ /ȅōŜǊ-Attack on 
Georgia 
BY: DAVID J. SMITH, GEORGIAN DAILY 
03/25/2009 

Georgian National Security Council Secretary 
Eka Tkeshelashvili says that the Russian invasion 

of Georgia last summer included four fronts: 
the ground, the air, the sea and through 
cyberspace. Tkeshelashvili says that the cyber 
attacks are harder to trace and detect. Russia 
used a distributed denial of service attack to 
block access to Georgian websites during the 

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9130519
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9130519
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9130519
http://www.securitymanagement.com/news/dhs-releases-worm-detection-tool-005449
http://www.securitymanagement.com/news/dhs-releases-worm-detection-tool-005449
http://www.raytheon.com/
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attacks, and said that some of the computers 
that attacked Georgian websites were 
controlled by botnets and not voluntary 
participants. Cyber attacks began weeks before 
the traditional invasion of Georgia, and 
continued for weeks, even after Kremlin 
announced that Russia had ceased hostilities. 
http://georgiandaily.com/index.php?option=co
m_content&task=view&id=10757&Itemid=132 

 
Australia to Spend $31 Billion on National 
Broadband Net 
BY: NADIA CAMERON, COMPUTERWORLD 
AUSTRALIA 
04/07/2009 

Prime Minister Kevin Rudd announced that the 
Australian government wants to establish a new 
public company that would be in charge of 
building a next-generation National Broadband 
Network in Australia. Rudd explained that the 
Australian government will spend $43 billion to 
create the new network and will partner with 
the private sector to provide access of up to 
100Mbps to end users. Rudd also said that the 
project is the largest infrastructure project in 
!ǳǎǘǊŀƭƛŀΩǎ ƘƛǎǘƻǊȅΣ ŀƴŘ ǘƘŀǘ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘ is 
planning on selling its stake in the project within 
five years of it being established. 
http://www.networkworld.com/news/2009/04
0709-australia-to-spend-us31-billion.html 

 
IŀŎƪŜǊǎ 5ŜŦŀŎŜ !ǳǎǎƛŜ /ŜƴǎƻǊǎƘƛǇ .ƻŀǊŘΩǎ 
Website 
BY: DAVID KRAVETS, WIRED BLOG NETWORK 
03/26/2009 

One week after a secret blacklist of web pages 
the Australian government is considering 
permanently filtering from the Internet was 
released, Australia's official online censorship 
board's web page was defaced by anonymous 
hackers.  The list included 2,395 websites and 
included sites pertaining to child pornography 
and extreme violence among others but also 
included some sites not generally considered 
offensive, such as YouTube and poker sites. 

http://blog.wired.com/27bstroke6/2009/03/ha
ckers-deface.html 

 
Government Moves on E-Security as Spy 
Concerns Increase 
BY: KAREN DEARNE, AUSTRALIAN IT 
04/07/2009 

The National Security Resilience Policy division 
of the Australian Attorney-DŜƴŜǊŀƭΩǎ 
Department was recently established to control 
critical infrastructure protection to combat the 
surge in foreign spying on private and public 
networks. The branch is currently being led by 
the former Critical Infrastructure Protection 
Chief Mike Rothery. Australian Prime Minister 
Kevin Rudd spoke about the importance of 
cybersecurity in his inaugural security 
statement last December, saying that the 
sophistication of and dependence on computers 
and information technology makes the 
Australian government vulnerable to attacks.  
http://www.australianit.news.com.au/story/0,2
5197,25299890-15306,00.html 

 

/ƘƛƴŜǎŜ {ǇƛŜǎ ¢ŀǊƎŜǘ ta YŜǾƛƴ wǳŘŘΩǎ 9-
mail 
BY: PATRICK WALTERS, THE AUSTRALIAN 
04/03/2009 

The Australian reports that Chinese spies 
targeted Prime Minister Kevin Rudd during a 
trip to China last August, in an attempt to 
infiltrate e-mail and mobile phone 
communications. Intelligence sources say that 
the Chinese spies have also targeted Australian 
government and business IT networks as well as 
foreign embassies that are based in Canberra. 
Australian government sourceǎ ǎŀȅ ǘƘŀǘ /ƘƛƴŀΩǎ 
ŎȅōŜǊ ŀǘǘŀŎƪǎ ƻƴ !ǳǎǘǊŀƭƛŀ ŀǊŜ ŀ άǾƛǘŀƭ ŎƻƴŎŜǊƴ 
ŦƻǊ ƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅ ŀƎŜƴŎƛŜǎέ ŀƴŘ ǘƘŀǘ ǘƘŜ 
attacks have intensified over recent years, 
prompting a comprehensive review of IT 
security in key agencies including the Defence 
and Prime MiniǎǘŜǊΩǎ ŘŜǇŀǊǘƳŜƴǘǎΦ 
http://www.theaustralian.news.com.au/story/0
,25197,25282389-601,00.html 

http://georgiandaily.com/index.php?option=com_content&task=view&id=10757&Itemid=132
http://georgiandaily.com/index.php?option=com_content&task=view&id=10757&Itemid=132
http://www.networkworld.com/news/2009/040709-australia-to-spend-us31-billion.html
http://www.networkworld.com/news/2009/040709-australia-to-spend-us31-billion.html
http://blog.wired.com/27bstroke6/2009/03/hackers-deface.html
http://blog.wired.com/27bstroke6/2009/03/hackers-deface.html
http://www.australianit.news.com.au/story/0,25197,25299890-15306,00.html
http://www.australianit.news.com.au/story/0,25197,25299890-15306,00.html
http://www.theaustralian.news.com.au/story/0,25197,25282389-601,00.html
http://www.theaustralian.news.com.au/story/0,25197,25282389-601,00.html
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China Denies Spies Targeted Australia PM, 
Rio Tinto 
BY: ROB TAYLOR, REUTERS 
04/02/2009 

The Australian newspaper recently reported 
that China had targeted Australian Prime 
Minister Kevin Rudd during a visit to China last 
August, saying that Rudd and his staff were 
ǳƴŘŜǊ άŎƻƴǎǘŀƴǘ ŎȅōŜǊ ŀǘǘŀŎƪέ ŦǊƻƳ /ƘƛƴŜǎŜ 
authorities that were attempting to access 
communications information. China denies the 
accusations, and Rudd says that he has not 
been informed of a specific attack, but that 
Australia is wary of cyber attacks. Mining giant 
wƛƻ ¢ƛƴǘƻ ǿŀǎ ŀƭǎƻ ǘƘŜ ǘŀǊƎŜǘ ƻŦ άƛƴŎŜǎǎŀƴǘ ŀƴŘ 
ŜƴŘǳǊƛƴƎέ Chinese cyber attacks while metals 
firm Chinalco was attempting to acquire the 
mining company.  
http://www.reuters.com/article/rbssMiningMet
alsSpecialty/idUSSYD38316420090403 

 
Cyber Warfare A Real-Time Threat 
BY: GREG SHERIDAN, THE AUSTRALIAN 
04/03/2009 

The article claims that the Chinese state has 
been conducting huge cyber assaults on 
Western targets, including Australia, and says 
that the Chinese government has identified 
Western information technology as a key social 
and military strength as well as a key 
vulnerability. The Russians are also involved in 
foreign cyber spying and attacks with highly-
sophisticated efforts, but they are not on the 
same scale as Chinese efforts, which are 
directed primarily at the United States. Experts 
are concerned that the United States is usually 
defending against these cyber attacks without 
much offensive capability, and say that if the 
United States were conducting cyber offensive 
ƻǇŜǊŀǘƛƻƴǎ ǎƛƳƛƭŀǊ ǘƻ /ƘƛƴŀΣ άǘƘŜ ŘƛǇƭƻƳŀǘƛŎ 
consequences would likely be much more 
ǎŜǊƛƻǳǎΦέ 
http://www.theaustralian.news.com.au/story/0
,25197,25282370-5013460,00.html 

 

Is China Stepping Towards Cyberwar? 
GUARDIAN.CO.UK 
03/30/2009 

The article discusses recent claims that China 
was behind the GhostNet network that infected 
1,300 computers worldwide. The article does 
point out that it is hard to know for sure who 
was behind the attack, and says that although 
/Ƙƛƴŀ Ƙŀǎ ƘŀŘ ŀƴ άŀƳōƛǾŀƭŜƴǘ ŀǘǘƛǘǳŘŜ ǘƻ 
ƛƴǘŜǊƴŀǘƛƻƴŀƭ ŎƻƳǇǳǘŜǊ ŎǊƛƳŜέ ƛƴ ǘƘŜ ǇŀǎǘΣ ǘƘŜ 
attacks could have been carried out by the 
strong group of Chinese neo-ƴŀǘƛƻƴŀƭƛǎǘǎ άǿƘƻ 
see it as part of their job to protect the country 
ŦǊƻƳ ƛǘǎ ŜƴŜƳƛŜǎΦέ  
http://www.guardian.co.uk/technology/blog/20
09/mar/30/internet-computing 
 

Prof. Takes Questions on Cybercrime and 
the Net 
BY: RONALD J. DEIBERT, NART VILLENEUVE AND 
GREG WALTON, GLOBEANDMAIL.COM 
04/02/2009 

University of Toronto Professor Ron Deibert and 
a team of Canadian researchers recently 
ǊŜǾŜŀƭŜŘ ǘƘŜ άDƘƻǎǘbŜǘέ ƴŜǘǿƻǊƪΣ ǿƘƛŎƘ 
includes more than 1,200 infected computers 
throughout the world which targeted some 
high-ǾŀƭǳŜ ǘŀǊƎŜǘǎ ƛƴŎƭǳŘƛƴƎ LƴŘƻƴŜǎƛŀΩǎ 
Ministry of Foreign Affairs and the Indian 
Embassy in Kuwait. The researchers believe that 
the Chinese government is behind the GhostNet 
network, and said that the Chinese state is 
exploiting victims for military and intelligence 
purposes. The article includes questions 
submitted to globeandmail.com to Deibert, 
including topics such as the increase of online 
worms, detection programs, preventative 
security measures, privacy and censoring 
concerns and cyberespionage. 
http://www.theglobeandmail.com/servlet/story
/RTGAM.20090401.wgtdiscussion0401/BNStory
/Technology/

http://www.reuters.com/article/rbssMiningMetalsSpecialty/idUSSYD38316420090403
http://www.reuters.com/article/rbssMiningMetalsSpecialty/idUSSYD38316420090403
http://www.theaustralian.news.com.au/story/0,25197,25282370-5013460,00.html
http://www.theaustralian.news.com.au/story/0,25197,25282370-5013460,00.html
http://www.guardian.co.uk/technology/blog/2009/mar/30/internet-computing
http://www.guardian.co.uk/technology/blog/2009/mar/30/internet-computing
http://www.theglobeandmail.com/servlet/story/RTGAM.20090401.wgtdiscussion0401/BNStory/Technology/
http://www.theglobeandmail.com/servlet/story/RTGAM.20090401.wgtdiscussion0401/BNStory/Technology/
http://www.theglobeandmail.com/servlet/story/RTGAM.20090401.wgtdiscussion0401/BNStory/Technology/
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Cyber Espionage From State Governments? 
5ƻƴΩǘ ōŜ {ǳǊǇǊƛǎŜŘ 
BY: ELLEN MESSMER, NETWORK WORLD 
04/01/2009 

! ǊŜŎŜƴǘ ǊŜǇƻǊǘΣ ŎŀƭƭŜŘ ά¢ǊŀŎƪƛƴƎ DƘƻǎǘbŜǘΥ 
LƴǾŜǎǘƛƎŀǘƛƴƎ ŀ /ȅōŜǊ 9ǎǇƛƻƴŀƎŜ bŜǘǿƻǊƪέ 
claims that evidence suggests that the Chinese 
state is behind the infiltration of more than 
1,200 computers in more than 100 countries. 
The report says that China is attempting to 
ŜȄǇƭƻƛǘ ǘƘŜ ǘŀǊƎŜǘŜŘ ŎƻǳƴǘǊƛŜǎ ŦƻǊ άƳƛƭƛǘŀǊȅ ŀƴŘ 
strategic-ƛƴǘŜƭƭƛƎŜƴŎŜ ǇǳǊǇƻǎŜǎΦέ ¢ƘŜ /ƘƛƴŜǎŜ 
ƎƻǾŜǊƴƳŜƴǘ ŘƛǎƳƛǎǎŜǎ ǘƘŜ ŎƘŀǊƎŜǎ ŀǎ άǊǳƳƻǊǎέ 
ǘƘŀǘ ŀǊŜ άŜƴǘƛǊŜƭȅ ŦŀōǊƛŎŀǘŜŘΦέ ¢ƘŜ ƘŀŎƪŜǊǎ 
installed malware that could remove 
documents, log keystrokes and turn on web 
ŎŀƳŜǊŀǎ ƻǊ ŀǳŘƛƻ ƛƴǇǳǘǎ ǿƛǘƘƻǳǘ ǘƘŜ ǘŀǊƎŜǘΩǎ 
knowledge, beginning with computers of monks 
ǘƘŀǘ ǿƻǊƪ ŦƻǊ ǘƘŜ 5ŀƭŀƛ [ŀƳŀΩǎ ¢ƛōŜǘŀƴ 
Government in Exile, an entity that has been in 
conflict with the Chinese government for 
several years. 

http://www.networkworld.com/news/2009/04
0109-cyber-espionage.html 

 

Tibet Exiles Struggle to Thwart Chinese 
Hackers 
SPACE WAR 
03/30/2009 

Canadian researchers recently found that the 
GhostNet network infiltrated computers around 
the world with the Dalai Lama as one of its 
ǇǊƛƳŜ ǘŀǊƎŜǘǎΦ ¢ƛōŜǘΩǎ ŜȄƛƭŜŘ ƎƻǾŜǊƴƳŜƴǘ ǎŀȅǎ 
that it is boosting computer security after 
reports of the China-based espionage network 
attack. Spokesman for the Tibetan government, 
Thubten Samphel, says that computers infected 
with viruses and information have gone missing. 
An investigation by the University of Toronto 
found that the spying was coming from 
computers that were almost exclusively based 
in China. 
http://www.spacewar.com/reports/Tibet_exiles
_struggle_to_thwart_Chinese_hackers_999.htm
l 

 

http://www.networkworld.com/news/2009/040109-cyber-espionage.html
http://www.networkworld.com/news/2009/040109-cyber-espionage.html
http://www.spacewar.com/reports/Tibet_exiles_struggle_to_thwart_Chinese_hackers_999.html
http://www.spacewar.com/reports/Tibet_exiles_struggle_to_thwart_Chinese_hackers_999.html
http://www.spacewar.com/reports/Tibet_exiles_struggle_to_thwart_Chinese_hackers_999.html
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