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BYJIM ED CROUCNATIONAL SECURCVBERSPACE INSTITIMNTE

Although $100 million may be a drop in the bucket compared to new spending recently announced by
GKS ' RYAYAAOGANXr A2y FyR /2y3aNBaaszs AdQa adAatt | 20
over the last six months alone in responding to cyltacks and network problems (pagi$, 15, 16)

In an opinion piece that mirrors the current hot debate over the proper role of government in the
private sector, Rich Mogull, a former Gartner analyst, discusses the drawbacks of federalizing

cybersecuritypage 9).

In proposing legislation that would establish a national cybersecurity adviser, West Virginia Senator Jay
w2O1STFSEESNI KIFa RSAONAOGSR o00KS f1 01 2F0 O80SNJ
He has also called for fumdj for those pursuing a career in cyber secuigge 13.

w
O

Defense Secretary Robert Gates is considering standup of a separate command for cyberspace that
would fall under the U.S. Strategic Command. He hasstdged his belief thathe number of graduates
from cyber schools needs to quadruple by FY 2pat€ 14.

Ly 2dzNJ LYUGSNYFGA2YyE aSOGA2YZ YSOAY [ 2ftSYlFyYy LINHOA
capabilties page 18.

G/ @6 SNELI OS 11101a FyR GGl O01a¢ O2yilk3s 3ot Siiike2 NS )2 N.
Fighter technologypage 23.

In our Senior Leader Perspe@iv 6 KA 4 ¢SS1> b{/LQ&a [AYyRalre& ¢NAYOf )
Commander of the Air Force Communications Agency. This Q&A covers standlip\offetce as a
cyber command and other Air Foreade efforts in preparing for the challenges that lie in the cyber

domain page §.
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SENIOR LEADER PERSPECTIVE . COL. JODINE TOOKE

b{/ LQa mblegfdtantiyiad theMpportunity to interview Col. JodinaiiwT
Toole, vice ommander forthe Air Force Communications Agency, about @ ¥‘

GKS ! o{ &ARCXBER (Pewisip@aa the staneip of the 24' Air *¥
. ' ’!I‘rv

Force.

NSCI: Can you tell us a little bit about where tAg Forcestands with
AFCYBER (Provisional) and the stapdof 24th Air Force?

COL. JODINE TOORH#e Air Force will posture cyber forces to support al
Combatant Commands by creatingyber Numbered AiForce (NAR)

24™ Air Forceg under Air Force Space Command. PH8 Air Force is a
component NAF assigned toSJStrategic Command. A NAF is the senlo
warfighting echelon in the Air Force.

NSCI: Sthe 24™ Air Forcewill work through USSTRATCOM in supporting other Combatant
Commands?

TOOKE: Yes, sincethé"2rForceA & | O2YLRySyid b!C FaaArA3dySR (G2 |
cyber operations are well coordinated, and USSTRATCOM is responsible for thghhvetkier

combatant commands will use established processes for requesting forces to support their missions. A
NAF dedicated to cyberspace will provide comimsdy forces trained and equipped to conduct

sustained cyber operations, fully integrated witin and space operations.

NSCIWhat is the 24th Air Force mission?

TOOKE: The mission of the 24thHdrce is to develop, integratnd command and control robust
cyberspace forces and operational capabilities to establish, maintain, defend and op#ratethe
cyberspace domain to support Joint Force Commanders across the full range of military operations.

NSCI: How does that compare to other Numbered Air Forces?

TOOKE: Other Numbered Air Forces also provide forces and operational capabilitesdamtyatant
commanders to conduct operations.

NSCICan you expand on the devglment and integration aspectsThis seems kind of unique for 24
Air Force

TOOKE: The Air Force is actively addressing the development, integration and cphesentation of
forces that fight in the cyberspace domain. A Cyber NAF under AFSPC enabldero@iassynergy,
aligns common technical expertised facilitates career development, sustainment and acquisition
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programs. Consolidating cyberspace combatds within a cybefocused NAF emphasizes their
operational nature, establishes a nexus of existing Air Force combat experience in the domain, and
allows flexibility for future growth.

NSCI: What is the current stage of"2Air Forcedevelopment and wha do you expect the
organization to be 1I0C / FOC?

TOOKE: A virtual NAF is planned to activate in SP00g.A date has not been determined for the in
place NAF and AFCYBER (P) is currently developing an implementation road map.

NSCI: As technology hdsveloped, the trend in cyber attacks has gone from individual hackers to
organized groups and may now be heading to stegponsored cyber warfare. What is the Air Force
doing to prepare for the increase in cyber attacks and the significant impacts cgltacks may have
on the nation?

TOOKE: Operations in and through cyberspace are a caneelef the Air Force missianwe will

provide robust, fullspectrum cyberspace capabilities to Combatant Commanders for the nation's
defense. The Air Force is ahle force provider to the Combatant Commands and is organizing, training
and equipping Air Force cyber forces to provide the capabilities required to operate in cyberspace and
achieve national security objectives. Cyberspace operations are the emplowgingyiier capabilities

where the primary purpose is to achieve military objees in and through cyberspadhiey are true
operations that create integrated effects, much like operating airplanes and satellites. Airmen engaged
in cyber operations provide @ucial part of operations security and achieve a range of kinetic and non
kinetic effects, from guiding precision strikes to providing persistent surveillance or reconnaissance.

M-
o

b{/ LY /@06SNRALIOS KIF& 0SSY¥INBIRYFENERRERAPdECce ddKS
to incorporate cyberspace iwntits force structure, trainingand/or exercises?

TOOKE: The Air Force identified resources required to ensure it has the capability to defend the Joint
Force's use of the cyberspace domain and couateenemy's use of the domain. Since our defenders
are engaged on a daily badisey are training in a reakorld, realtime environment, lessons are

gathered from these actions anearned for future operations/NVe also conduct NetD exercisés

exampk with which we have had comtgrable success is BLACK DEMOdtarted out as aiir Force

only, tactical NetD exercisbut has grown into the USSTRATCOM sponsored BULWARK DEFENDER
today. We've also begun putting Network Warfare play into exercisebair Force Warfare Center,
such as RED FLAG at NellisArce, Nev

NSCI: Are there any exercises planned in 2009 that will specifically include cyberspace objectives?
TOOKE: The Air Force encourages combatant commanders to include or exppaditiygation of

network warfare and cyberspa@gerations in their exerciseli.is essential that our warfighters have
practical experience integrating all aspects of military force, including cyberspace operations, and
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combined exercises is a superioaywf practicing joint operations that integrate cyberspace operations
with operations in the other domains.

NSClinJanuarg L aL}21S 6AGK A0S ' RYANIf | & 58yoe {dl

SELX I AYSR GKIF{G KA& 2 NBihgferhbers df @hénilitarg Brandhesinytybér dzR S
defense. What are some of the ways the Air Force is working with Combatant Commands and other
services to coordinate their cyber efforts?

TOOKE: The Air Force is committed to a joint capability thatifiidigrates with sister service and

agency partners. Air Force cyberspace forces are diverse and trained in numerous lptaiiociade

Joint facilities. Ouryber warriors come from varied career fields and their training occurs at facilities
dedicatedto their initial career path. In recognition of the pressing need to field greater numbers of
forces, we are increasing schoolhouse capacity and partnering with sister services where appropriate.
We have aoadmap for the development ofyberspace professnals which will enable us to

standardize our training and certification requiremsn

NSCI: What are some of the key challenges facing the Air Force regarding cyberspace operations?

TOOKE: Peopleeaour most valuable resourc&he Air Force outlinethe skill sets and the training

needed for developing cyberspace professionals and has created a roadmap to grow our cyberspace
career force. One of the most immediate needs is to ensure we are training enoughvessers and

cyber operations planners iorder to provide capabilities requested by all combatant commanders in

this growing mission area. In addition, the Air Force will leverage the expertise across the Total Force by
incorporating elements of the Active Duty force, Air Force Reserve aizh#nal Guard.

NSCI: What opportunities do you see for industry, academia and international partners to collaborate
with the Air Force?

TOOKE: The Air Force is pursuing partnerships with academia and industry to ensure that Air Force
cyberspace capalties remain on the leading edge of technology and expertise. As &gavernment
builds capabilities and defines policy to defend national interests in the cyber domain, the Air Force will
be working with various government agencies ardlistry partrers at every stepCooperation with our
allies and international partners will be critical to securing network infrastructure and protecting mutual
interests.

NSCI: Is there anything else you would like to add?
TOOKE: Over the last year, thePorce has made great stridesleliberatelydeveloping gberspace

warriors and more efficiently organizing cyber capabilities. The Air Force will continue to recruit and
retain individuals with the right skills to accomplish a wide array of mission®@nspace.
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Federalizing Cybersecurity: Necessary or
Nitwitted?

BY: BILL BRENNER) CS

04/09/2009

The article discusses what issues the
government may face in federalizing
cybersecurity. Rich Mogull, a former Gartner
analyst, says that government reach into the
private sector only makes sense in certain
circumstances, and that if the government aims
to control general business cybersecyyithey

http://www.cso.com.au/article/297794/federali
zing cybersecurity necessary nitwitted

Big RiskTaking at Small Agencies

BY: SUZANNE KUBOHRDERAL NEWS RADIO
04/13/2009

Jim Russell, vice president of the Public Sector
for Symantec, says that human error and weak
security policies can cause extensive data loss
for small businesses. Russell provides some
simple security measures that small businesses

can use to impree security including staying
informed of security threats, using antirus
software, firewall and security patch updates as
well as reviewing and evaluating existing
comprehensive security policies. Russell also
recommends that small businesses back up
their software in case of a data breach or failure
and defining consequences for violating security
pmllc@SONJSI uS L F taS

are doomed to fail. Mogull explains that the
government has not yet been able to secure its
own networks, and says that the NSA should
play a critical role in cybersecurity, but should
not be given authority over cybersecurity
initiatives. Pete Sman, owner and senior
engineer at Stag Data & Cable, says that the
creation of federal cybersecurity standards for
0KS LINAGIFGS aSOG2N) ¢2d
daSOdzZNRGe Y2y 3a LINRGJIGS
could lead to lax security practices.

Emerging technolgg.ies.

»
»

Unpredictable threats.®
>
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Elusive enemies.

\

Ready for what’s next. Now more than ever, mission success
depends on the ability to continually adapt thinking and operations.

With the perspective, experience, and know-how from battlefields and
boardrooms, the strategy and technology consultants of Booz Allen
Hamilton can help you achieve your cyber goals. Whether you're managing
today’s issues or looking beyond the horizon, count on us to help you be
ready for what's next.

Booz | Allen | Hamilton
Ready for what’s next. www.boozallen.com
— delivering results that endure
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Secret CIOs: Top Intel, Military Execs Talk
Tech

BY: BOB EVANS, INM2RION WEEK

04/15/2009

ClOs from the CIA, NSA, FBI, DoD and other
intelligenceand defense agencies recently met

to share their plans for 2009. The article

discusses the main areas of discussion including
GOf 2dzR O2YLJzi Ay 33 dzLJI NI
network apps, and lots of integration and
O2ftflF02NIGA2YydeE ¢KS | NI
overview of current projects from specific CIOs.
Department of Defense CIO Dave Wennergren
spoke about the importance of implementing

cloud computing to the military branches, and
Central Intelligence Agency CIO Al Tarasiuk said
that the CIA is investigatirgirategies for

bandwidth and solutions to problems with

legacy data.
http://www.informationweek.com/blog/main/a
rchiveg2009/04/cia_and_other_t.html;jsessioni
d=OHPU4AGFCNLDMQSNDLPCKHOCJUNNZ2JVN

How Secure is the U.S. Communications

Network?

BY: MARGUERITE REBRDCNET NEWS
04/13/2009

Fiberoptic communications cables were
recently destroyed in Silicon Valley, leaving
thousands of people without phone, Internet or
wireless service for more than twelve hours last
week. The incident is prompting experts to
guestion the security of the U.S.
communications networks. Sam Greenholtz co
founder and principal of Telecom Pragmatics
says that a couple of small attacks could cause
significant damage to communications
networks. The article discusses various theories
about the criminals that cut the California
cables, and what kind of vulnerabilities the
vandalism may have exposed.
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http://news.cnet.com/83011035 310217550
94.html

Has Cyber Warfare Begun?

INDIA TIMES INFOTECH

04/12/2009

Hackers are becoming increasingly
sophisticated, and numbers of data breaches in
tReJURitecRFBaze$ ave lingreaseq flom 2,172 in
2006 to 5,499 known breaches in 2008. The
Re@tag8n alsd recentlyxepaiteddspediing moye
than $100 million in the last six months alone
responding to cyber attacks and network
problems. An unidentified U.S. offitiecently
said that the electrical grid may have already
been compromised and that federal officials do
not have the authority to monitor the entire

grid.

http://infotech.indiatimes.com/Personal
Tech/HasCyberwarfare-
begun/articleshow/4384379.cms

The Hype Factor at the RSA Conference
BY: JOHN OLSTIK, TNEWS

04/16/2009

The article discusses what are expected to be
the major topics of discussion tite upcoming
RSA conference in San Francisco. Topics include
server/desktop virtualization security, security
virtual appliances, cloud security, the Conficker
worm, datacentric security, desktop security
and desktop operations, identity management
and the recent 66day federal cybersecurity
review. The article discusses each of these
topics in more detail.
http://news.cnet.com/83011009 310221097
83.html
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SCADA Security: What SCADA Segfrit Users Left Open to Attack by Failure to
BY: GADI EVRON, DABADING Patch ThirdParty Apps
04/07/2009 BY: IAIN THOMSON, WNET
Experts agree that SCADA systems are a primary 04/21/2009
target for cyber attacks because they could The Danish company Secunia says that data

provide the most damage to economy and daily ~ from its Persona$oftware Inspection tool
life. The article explains that although SCADA is  shows that unpatched applications are being

making efforts to improveeurity, there are used by malware writers even more than the
still not any measureable results. SCADA hackers are using operating systems to form
systems lack security processes like secure attacks. Secunia chief technical officer Thomas
coding, auditing, and patch distribution Kristensen also said that private users rarely
systems. The article also suggests creating a patchapplications and that programs installed
website that would track SCADA vulnerabilities by the user may be the biggest threat to their
and call out vendis for their slow response or PC. The research was supported by data from
patching time. aAONRaz2FiQa f1ad {SOdaNA e
http://www.darkreading.com/blog/archives/2009/0 which found that 90 percent of serious
4/scada_security.html vulnerabilities are in thirgbarty appications.
http://www.vnunet.com/vnunet/news/2240702/use
Twitter Teen Hacker Hired by Web App rs-patchingthird-party-apps
Developer
BY: GREGEKER, COMPUTERWORLD Terrorists Using Internet as a Weapon:
04/17/2009 Experts
aAOKI St aaAilSeéeee az22ySecambAReniclrad ¢SS GKI G
he was responsible for two of the worms that 04/17/2009
had been attacking the Twitter Web site Mike Smithhead of the UN Counter Terrorism
starting on April 11. Travis Rowland, a Web Committee, says that the Internet has become
application developer and CEO of exgSoft the key tool of terrorist groups as well as a
Solutiond LC, has since announced that he primary target, and that fighting that threat has

hired the teenager to work for hiscompanyasa 6S502YS GSEGNI 2NRAYI NAt & JOK
programmer. Rowland §ays‘that Mooney will be and other §pee}kers at the recent Cordace on
GSadAy3 GKS O2YLI yeQa I tdudridmhdiCybrSécurityistussed the

performing security analysis. Graham Cluley, a importance of balancing fighting cyber threats

senior consultant at security vendor Sophos with protecting individual freedoms. Raphael

PLC, says that the attacks may have been a Perl, head of the Action against Terrorism Unit

publicity stunt for the exqSoftw company. of the Organisation for Security and
http://www.computerworld.com/action/article. Cooperation in Europe, saillat the AtQaeda
do?command=viewArticleBasic&articleld=9131 group is attempting to plan a cyber attack that

37 g2dzf R GRgIFNF dprkmmI GKS 21

-
I?Zéy' GKS =2 SéﬂSNy OF LIA G I tA & |
http:/ /www.google.com/hostednews/afp/article/AL

egM5ioJ SwWAT87AwYDp2InVQBOScWIiQ
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http://www.reuters.com/article/technologyNews/id
Phishers Get More Wily as Cybercrime USTRE53G01620090417
Grows
BY: DIANE BARTZ, RERS Yal TAI dsz2hée Beards BIATB60 on
04/17/2009 Underground Hackers

Experts warn that phishing scams are becoming  BY: JENNIFER KAVOBMPUTERWORLD
more sophisticated, and harder to detect. Many 04/14/2009
criminalsk NB dza Ay 3 @& &YAaKAy 3 #MichakGaloek or Mafiabby, a former teen

phishing fraud sent through SMS text hacker responsible for bringing down various

messaging, and criminals are writing spam that high-profile Web sites, recently spoke at the

appears to have come from a reputable site L¢ocn O2y FTSNByghstoldi 2 & LINBIDA |
such as PayPal. David Marcus, a threat research dzy RSNHNR dzy R KI O] SNJ O2Y Y dly A |
expert at McAfee, says that many online that social engineering is a large part of hacking,

criminak are stealing user passwords and and that international IT hackers in a company

account numbers, and then selling the are more of a threat than remote exploits or

information on the underground market rather denialof-service attacks. Calce also answered

than directly stealing the money. Phishing guestions fom conference participants

campaigns are also able to be sent to tens of including questions about his own systems,

millions of users at the same time, meaning that  zero-day exploits and software certification.

if the attacks are even a small percent http://www.computerworld.com/action/article.

successful the criminals can cause massive do?command=viewArticleBasic&articleld=9131

damage. 571

CYBERSPACE T U.S. GOVERNMENT

t NEBaARSYiQa / &0 SNAS Odzasinéetingswith gtakehaiders irpth® Srivee |
[ 23 2F DNEP dzyPRE Deepliyii 5 2 gegtoy, @presentatives from academia, ten
BY: WILLIAM JACKSGRVERNMENT COMPUTER congressional subcommittees and homeland

NEWS security officials. The review will focus on four

04/13/2009 main areas including governance, architecture,
Administration officials say that the &fay behaviorand capacity building.

cybersecurity review that concluded last week ~  http:/gcn.com/articles/2009/04/13/cybereye ’ A
gAft LINRPOYARS | aadu NI OS3dykersdcliritydview.dspxl 2dzad a ONJ U @K S
0KS adNFIFOS 2F GKS OKIFffSyaSa ¢S Tl O0S¢d ¢KS

review included an evaluation of policies,
executive orders, strategseand studies as well

Administration Addresses Power Grid 5SLI NIYSyYyd G2 GRAA&GNROzYS
Weaknesses stimulus funds to help develop intelligent

BY: ALICE LIPOWIEZDERAL COMPUTERKVEE St SOUNROAGE RAAGNRpérzi A 2 Wl Y
04/17/2009 believe that these smart grids may be

The Obama administration is working to vulnerable to hackers, and the National

develop cybersecurity standards for smgrid Institute of Standards and Technology recently
technologies, including plans for the Energy announced their thregphase program which
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will identify standards for the smart grid by the

end of the year.
http://fcw.com/Articles/2009/04/20/News
PowerGrid-Vulnerabilities.aspx

Lawmakers Plan Cybersecurity Agendas
NATIONAL JOURNAL
04/16/2009

The Internet Kill Switch

BY: MARK GIBBS, CQMER WORLD

04/13/2009

A bill sponsored by Sen. John Rockefeller and

Sen. Olympia Snowe would allow tReesident

G2 RSOtIFINB | a0OeoSNESOdz
2NRSNJ LYGSNYySaG GNIFFAO |

Senators Joseph Lieberman and Susan Collins from any compromised Federal government or

plan to hold a hearing in late April which will
examine the 6@lay federal cybersecurity
review that concluded last week. The review

United States critical infrastructure information
aeaidsSy 2N ySig2N] o¢ ¢KS
several key issuesidluding whether or not an

will impact various bills related to securingU.S.  aLy G SNy SG YAttt {oAdO0OKE

computer networks, the power grid and other
critical infrastructure. Ctihs says that
cybersecurity action is long overdue, and that
since the announcement of the Bush
FRYAYA&GNI GA2yQa Oéo

would also have to clearly define what
constitutes critical infrastructure, and some
argue that if the President has authority to
disconnect Internet communications, that the
S NA& BlIGhzndadddessial typésiof-cdmm@rtcatiangi S NJ

year ago, the Department of Homeland Security ~ which would be impossible.

has not been able to gain authority to set and
enforce cyber paties.
http://techdailydose.nationaljournal.com/

http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleld=9131
479&source=rss_topicl7

You need to focus on dozens of tasks each second in order to keep information operations at full speed. Being concerned about the
security of your information shouldn't be one of them. Whether your mission is to secure information from a crime scene or prevent
network intrusions, ITT makes it our mission to relieve that concern. We provide the most comprehensive suite of tools available to ensure
that your information arrives at its destination, without compromising

In the world of information security, second place

is not an option.

@

for life A nd ENGINEERED FOR LIFE are

I TT Communications « Sensing & Surveillance « Space « Advanced Engineering & Integrated Services

data integrity and timeliness. Learn more at aes.itt.com.

s
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What Will the Cybersecurity Act of 2009 Do discusses creating standards for development

to Your Job and Business?

BY: LARRY SELTZRREEK

04/10/2009

The article discusses the proposed

and compliance that would measure the

security of a specific system and provide
guidelines that all systems and networks must
comply with. The Act also suggests licensing and

Cybersecurity Act of 2009. The first part of the certification for cybersecunt professionals and

act calls for the creation of a national
cybersecurity advisor that would report to the

securing the domain name addressing system.
The article discusses each of these sections and

President and would have authority to approve several others in further detalil.

cybersecurity budget items. The secqpatt
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http://www.eweek.com/c/a/Security/\What espionage, and develop standis for securing

Will-the-CybersecurityActof-2009Do-To-Your personal data which require companies to

Joband-Business768836/ disclose data breaches. The article also
discusses some areas that a cyhewiser might

RockefellerPushes for Security Against address including: the effectiveness of federal

Cvyber Terrorism cybersecurity grants; consistency within

BY: ERIC EYRE, WZENE national regulatios; and expansion of the

04/15/2009 National Centers of Academic Excellence in

Sen. Jay Rockefeller, a member of the U.S. Information Assurance Education program.

Senate Intelligence Committee and chairman of http://www.govtech.com/gt/articles/639028
the Senate Committee on Commerce, Science

and Transportation, says that cybersecurity is Role of Bush NSA Plan Under Review

GKS dab2d m GKNBFG G2 0KS:RAETFSEEA 2ESHNYTENIOO v & €

and recently proposed legislatigdhat would 04/17/2009

establish a national cybersecurity adviser as The Bush administration originally planned to

well as protect businesses from cyber threats dzaS GKS bl aGA2ylt { SOdzNA i

and provide funding for those pursuing a career  for defending military computer networks to

in cyber security. Rockefeller emphasized the protect U.S. government civilian networks,

importance of encouraging students to enter although plans have not progressed as glyick

the field, am the need for improving high as hoped. These plans were part of the recently

speed broadband Internet technology. completed 66day cybersecurity review ordered

http://wvgazette.com/News/200904140915 by the Obama administration. Congressional
committees have voiced concerns over civil

Melissa Hathaway Has Big Cyb®ecurity liberties and the cost and complexity of

Agenda implementing NSA programs on goament

BY: MARK WEATHERFORDVERNMENT networks. The article discusses the recent

TECHNOLOGY debate over the assignment of cyber security

04/14/2009 authority to the NSA in light of DHS

In addition to the recent 6@ay cybersecurity shortcomings in network protection.

review, the Obama administration hopes to http://www.washingtonpost.com/wp

strengthen federal cybersecurity leadership, dyn/content/article/2009/04/16/AR200904160

AUNBY3IUKSY (KS RSTSyaSa4eaummiKS ylFiAz2yQa O8060SNJ
infrastructure, prevent corporate cyber

CYBER SPACE i DEPARTMENT OF DEFENSE (D oD)

Gates Weighs Creation @yberspace OF LI oAfAGASAEdD {¢w! ¢/ ha
Command Under STRATCOM for fighting in cyberspace through the Joint

BY: SEBASTIAN SPRERJENSIDE DEFENSE Functional Component Commaiitetwork

04/17/2009 Warfare, which carries out offensive cyber
Defense Secretary Robert Gates recently said operations, and the Joint Task Fo@ébal

that he is looking into establishing a command Network Operations, which defends DoD

for cyberspace as part of the U.S. Strategic networks. Gates also says that there is a

I 2YYl YR 6KAOK ¢2dzZ R & Sshatage bipeoge windhdve cyberwarfare
National Security Agency and various other capabilities, and that the number of graduates
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from cyber schools needs to quadruple by FY
2011.
http://defense.iwpnewsstand.com/showdoc.as
p?docnum=AIRFOR2E15-19

$100M For Reactive Cyber Defense

BY: BOB BREWIN, NERV

04/07/2009

U.S. Strategic Command reports spending about
$100 million in the pst six months to clean up
after cyber attacks on Defense Department

Specialized Training Crucial for Skilled
Cyberwarriors

BY: JOHN C. ROGERGNAL CONNECTIONS
04/15/2009

A recent report from the U.S. Air Force Scientific
Advisory Board says that the Air Force is
considering creating a new career field
specifically for cyberspace including a new
cyberspace warfare officer. The Air Force says
that there is a lack of speciadid training for
cyber tasks and a lack of officers that hold
computerrelated degrees. Electronic warfare
officers would have computer/electrical
engineering or computer programming degrees,
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networks. STRATCOM commander Air Force
Gen. Kevin Childs says that the Defense
Department needs better cyber defenses to
avoid spending so much money on cleaning up
after incidents. Childemphasizes the
importance of following simple security policies
and guidelines.
http://whatsbrewin.nextgov.com/2009/04/reac
tive_cyber_defense tab_100.php

and the Air Force would expand undergraduate
programs offered athe Air Force Institute of
Technology.
http://www.afcea.org/signal/articles/templates
/200904 SIGNAL Connections.asp?articleid=1912
&zoneid=258

NIST, DoD Move Closer to a Set of Unified
Cyber Guidelines

BY: JASON MILLERDERAL NEWS RADIO
04/13/2009

Ron Ross, a senior computer scientist at the
National Institute of Standards and Technology,
recently announced that NIST and DoD are
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