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THIS W EEK IN CYBER PRO  

BY JIM ED CROUCH, NATIONAL SECURITY CYBERSPACE INSTITUTE, INC. 

 
Although $100 million may be a drop in the bucket compared to new spending recently announced by 
ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ŀƴŘ /ƻƴƎǊŜǎǎΣ ƛǘΩǎ ǎǘƛƭƭ ŀ ƭƻǘ ƻŦ ƳƻƴŜȅΦ  LǘΩǎ ŀƭǎƻ ǘƘŜ ŀƳƻǳƴǘ ǎǇŜƴǘ ōȅ ǘƘŜ tŜƴǘŀƎƻƴ 
over the last six months alone in responding to cyber attacks and network problems (pages 10, 15, 16) 
 
In an opinion piece that mirrors the current hot debate over the proper role of government in the 
private sector, Rich Mogull, a former Gartner analyst, discusses the drawbacks of federalizing 
cybersecurity (page 9). 
 
In proposing legislation that would establish a national cybersecurity adviser, West Virginia Senator Jay 
wƻŎƪŜŦŜƭƭŜǊ Ƙŀǎ ŘŜǎŎǊƛōŜŘ όǘƘŜ ƭŀŎƪ ƻŦύ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ŀǎ ǘƘŜ άbƻΦ м ǘƘǊŜŀǘ ǘƻ ǘƘŜ ǎŀŦŜǘȅ ƻŦ !ƳŜǊƛŎŀƴǎέ.  
He has also called for funding for those pursuing a career in cyber security (page 14).   
 
Defense Secretary Robert Gates is considering standup of a separate command for cyberspace that 
would fall under the U.S. Strategic Command.  He has also stated his belief that the number of graduates 
from cyber schools needs to quadruple by FY 2011 (page 14). 
 
Lƴ ƻǳǊ LƴǘŜǊƴŀǘƛƻƴŀƭ ǎŜŎǘƛƻƴΣ YŜǾƛƴ /ƻƭŜƳŀƴ ǇǊƻǾƛŘŜǎ ŀƴ ŀƴŀƭȅǎƛǎ ƻŦ bƻǊǘƘ YƻǊŜŀΩǎ ƻŦŦŜƴǎƛǾŜ ŎȅōŜǊ 
capabilities (page 18). 
 
ά/ȅōŜǊǎǇŀŎŜ IŀŎƪǎ ŀƴŘ !ǘǘŀŎƪǎέ Ŏƻƴǘŀƛƴǎ ǘǿƻ ǊŜǇƻǊǘǎ ƻƴ ǇƻǎǎƛōƭŜ ŎƻƳǇǊƻƳƛǎŜ ƻŦ ǘƘŜ C-35 Joint Strike 
Fighter technology (page 23). 
 
In our Senior Leader PerspectivŜ ǘƘƛǎ ǿŜŜƪΣ b{/LΩǎ [ƛƴŘǎŀȅ ¢ǊƛƳōƭŜ ƛƴǘŜǊǾƛŜǿǎ /ƻƭΦ WƻŘƛƴŜ ¢ƻƻƪŜΣ ±ƛŎŜ 
Commander of the Air Force Communications Agency.  This Q&A covers standup of 24th Air Force as a 
cyber command and other Air Force-wide efforts in preparing for the challenges that lie in the cyber 
domain (page 6). 
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SENIOR LEADER PERSPECTIVE :  COL .  JODINE TOOKE  

b{/LΩǎ [ƛƴŘǎŀȅ ¢Ǌƛmble recently had the opportunity to interview Col. Jodine 
Tooke, vice commander for the Air Force Communications Agency, about 
ǘƘŜ ¦Φ{Φ !ƛǊ CƻǊŎŜΩs AFCYBER (Provisional) and the stand-up of the 24th Air 
Force.  
 
NSCI: Can you tell us a little bit about where the Air Force stands with 
AFCYBER (Provisional) and the stand-up of 24th Air Force? 
 
COL. JODINE TOOKE: The Air Force will posture cyber forces to support all 
Combatant Commands by creating a cyber Numbered Air Force (NAF) ς 
24th Air Force ς under Air Force Space Command. The 24th Air Force is a 
component NAF assigned to U.S. Strategic Command.  A NAF is the senior 
warfighting echelon in the Air Force. 
 
NSCI: So the 24th Air Force will work through USSTRATCOM in supporting other Combatant 
Commands?  
 
TOOKE: Yes, since the 24th Air Force ƛǎ ŀ ŎƻƳǇƻƴŜƴǘ b!C ŀǎǎƛƎƴŜŘ ǘƻ ¦{{¢w!¢/haΦ LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƘŀǘ 
cyber operations are well coordinated, and USSTRATCOM is responsible for that oversight. Other 
combatant commands will use established processes for requesting forces to support their missions. A 
NAF dedicated to cyberspace will provide combat-ready forces trained and equipped to conduct 
sustained cyber operations, fully integrated with air and space operations. 
 
NSCI: What is the 24th Air Force mission? 
 
TOOKE: The mission of the 24th Air Force is to develop, integrate and command and control robust 
cyberspace forces and operational capabilities to establish, maintain, defend and operate within the 
cyberspace domain to support Joint Force Commanders across the full range of military operations. 
 
NSCI: How does that compare to other Numbered Air Forces? 
 
TOOKE: Other Numbered Air Forces also provide forces and operational capabilities to the combatant 
commanders to conduct operations. 
 
NSCI: Can you expand on the development and integration aspects? This seems kind of unique for 24th 
Air Force. 
 
TOOKE: The Air Force is actively addressing the development, integration and coherent presentation of 
forces that fight in the cyberspace domain. A Cyber NAF under AFSPC enables cross-domain synergy, 
aligns common technical expertise and facilitates career development, sustainment and acquisition 
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programs. Consolidating cyberspace combat forces within a cyber-focused NAF emphasizes their 
operational nature, establishes a nexus of existing Air Force combat experience in the domain, and 
allows flexibility for future growth. 
 
NSCI: What is the current stage of 24th Air Force development and when do you expect the 
organization to be IOC / FOC?  
 
TOOKE: A virtual NAF is planned to activate in Spring 2009. A date has not been determined for the in-
place NAF and AFCYBER (P) is currently developing an implementation road map. 
 
NSCI: As technology has developed, the trend in cyber attacks has gone from individual hackers to 
organized groups and may now be heading to state-sponsored cyber warfare. What is the Air Force 
doing to prepare for the increase in cyber attacks and the significant impacts cyber attacks may have 
on the nation? 
 
TOOKE: Operations in and through cyberspace are a core element of the Air Force mission ς we will 
provide robust, full-spectrum cyberspace capabilities to Combatant Commanders for the nation's 
defense. The Air Force is an able force provider to the Combatant Commands and is organizing, training 
and equipping Air Force cyber forces to provide the capabilities required to operate in cyberspace and 
achieve national security objectives. Cyberspace operations are the employment of cyber capabilities 
where the primary purpose is to achieve military objectives in and through cyberspace; they are true 
operations that create integrated effects, much like operating airplanes and satellites. Airmen engaged 
in cyber operations provide a crucial part of operations security and achieve a range of kinetic and non-
kinetic effects, from guiding precision strikes to providing persistent surveillance or reconnaissance. 
 
b{/LΥ /ȅōŜǊǎǇŀŎŜ Ƙŀǎ ōŜŜƴ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ ƴŜȄǘ άǿŀǊ-ŦƛƎƘǘƛƴƎ ŘƻƳŀƛƴΦέ ²Ƙat has the Air Force done 
to incorporate cyberspace into its force structure, training and/or exercises? 
 
TOOKE: The Air Force identified resources required to ensure it has the capability to defend the Joint 
Force's use of the cyberspace domain and counter an enemy's use of the domain. Since our defenders 
are engaged on a daily basis, they are training in a real-world, real-time environment, lessons are 
gathered from these actions and learned for future operations. We also conduct NetD exercises. An 
example with which we have had considerable success is BLACK DEMON. It started out as an Air Force-
only, tactical NetD exercise, but has grown into the USSTRATCOM sponsored BULWARK DEFENDER 
today. We've also begun putting Network Warfare play into exercises at the Air Force Warfare Center, 
such as RED FLAG at Nellis Air Force, Nev. 
 
NSCI: Are there any exercises planned in 2009 that will specifically include cyberspace objectives? 
 
TOOKE: The Air Force encourages combatant commanders to include or expand the participation of 
network warfare and cyberspace operations in their exercises. It is essential that our warfighters have 
practical experience integrating all aspects of military force, including cyberspace operations, and 
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combined exercises is a superior way of practicing joint operations that integrate cyberspace operations 
with operations in the other domains. 
 
NSCI: In JanuaryΣ L ǎǇƻƪŜ ǿƛǘƘ ±ƛŎŜ !ŘƳƛǊŀƭ IΦ 5Ŝƴōȅ {ǘŀǊƭƛƴƎ LLΣ ŦǊƻƳ ǘƘŜ bŀǾȅΩǎ b9¢²!w/haΦ IŜ 
ŜȄǇƭŀƛƴŜŘ ǘƘŀǘ Ƙƛǎ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǿƻǊƪ ƛƴŎƭǳŘŜǎ ǘǊaining members of other military branches in cyber 
defense. What are some of the ways the Air Force is working with Combatant Commands and other 
services to coordinate their cyber efforts? 
 
TOOKE: The Air Force is committed to a joint capability that fully integrates with sister service and 
agency partners. Air Force cyberspace forces are diverse and trained in numerous locations, to include 
Joint facilities. Our cyber warriors come from varied career fields and their training occurs at facilities 
dedicated to their initial career path. In recognition of the pressing need to field greater numbers of 
forces, we are increasing schoolhouse capacity and partnering with sister services where appropriate. 
We have a roadmap for the development of cyberspace professionals which will enable us to 
standardize our training and certification requirements.  
 
NSCI: What are some of the key challenges facing the Air Force regarding cyberspace operations? 
 
TOOKE: People are our most valuable resource. The Air Force outlined the skill sets and the training 
needed for developing cyberspace professionals and has created a roadmap to grow our cyberspace 
career force. One of the most immediate needs is to ensure we are training enough cyber-warriors and 
cyber operations planners in order to provide capabilities requested by all combatant commanders in 
this growing mission area. In addition, the Air Force will leverage the expertise across the Total Force by 
incorporating elements of the Active Duty force, Air Force Reserve and Air National Guard.   
 
NSCI: What opportunities do you see for industry, academia and international partners to collaborate 
with the Air Force? 
 
TOOKE: The Air Force is pursuing partnerships with academia and industry to ensure that Air Force 
cyberspace capabilities remain on the leading edge of technology and expertise. As the U.S. government 
builds capabilities and defines policy to defend national interests in the cyber domain, the Air Force will 
be working with various government agencies and industry partners at every step. Cooperation with our 
allies and international partners will be critical to securing network infrastructure and protecting mutual 
interests. 
 
NSCI: Is there anything else you would like to add? 
 
TOOKE: Over the last year, the Air Force has made great strides ς deliberately developing cyberspace 
warriors and more efficiently organizing cyber capabilities. The Air Force will continue to recruit and 
retain individuals with the right skills to accomplish a wide array of missions in cyberspace. 
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CYBER SPACE ï B IG P ICTUR E

Federalizing Cybersecurity: Necessary or 
Nitwitted? 
BY: BILL BRENNER, CSO 
04/09/2009 

The article discusses what issues the 
government may face in federalizing 
cybersecurity. Rich Mogull, a former Gartner 
analyst, says that government reach into the 
private sector only makes sense in certain 
circumstances, and that if the government aims 
to control general business cybersecurity, they 
are doomed to fail. Mogull explains that the 
government has not yet been able to secure its 
own networks, and says that the NSA should 
play a critical role in cybersecurity, but should 
not be given authority over cybersecurity 
initiatives. Pete Stagman, owner and senior 
engineer at Stag Data & Cable, says that the 
creation of federal cybersecurity standards for 
ǘƘŜ ǇǊƛǾŀǘŜ ǎŜŎǘƻǊ ǿƻǳƭŘ άŎǊŜŀǘŜ ŀ ŦŀƭǎŜ ǎŜƴǎŜ ƻŦ 
ǎŜŎǳǊƛǘȅ ŀƳƻƴƎ ǇǊƛǾŀǘŜ ǎŜŎǘƻǊ ƘƛƎƘŜǊ ǳǇǎέ ǿƘƛŎƘ 
could lead to lax security practices. 

http://www.cso.com.au/article/297794/federali
zing_cybersecurity_necessary_nitwitted 
 

Big Risk-Taking at Small Agencies 
BY: SUZANNE KUBOTA, FEDERAL NEWS RADIO 
04/13/2009 

Jim Russell, vice president of the Public Sector 
for Symantec, says that human error and weak 
security policies can cause extensive data loss 
for small businesses. Russell provides some 
simple security measures that small businesses 
can use to improve security including staying 
informed of security threats, using anti-virus 
software, firewall and security patch updates as 
well as reviewing and evaluating existing 
comprehensive security policies. Russell also 
recommends that small businesses back up 
their software in case of a data breach or failure 
and defining consequences for violating security 
policies. 
http://www.federalnewsradio.com/index.php?
nid=35&sid=1648513 

 

 

http://www.cso.com.au/article/297794/federalizing_cybersecurity_necessary_nitwitted
http://www.cso.com.au/article/297794/federalizing_cybersecurity_necessary_nitwitted
http://www.federalnewsradio.com/index.php?nid=35&sid=1648513
http://www.federalnewsradio.com/index.php?nid=35&sid=1648513
http://www.boozallen.com
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Secret CIOs: Top Intel, Military Execs Talk 
Tech 
BY: BOB EVANS, INFORMATION WEEK 
04/15/2009 

CIOs from the CIA, NSA, FBI, DoD and other 
intelligence and defense agencies recently met 
to share their plans for 2009. The article 
discusses the main areas of discussion including 
άŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎΣ ǳǇƎǊŀŘŜŘ ŘŜǎƪǘƻǇǎ ŀƴŘ 
network apps, and lots of integration and 
ŎƻƭƭŀōƻǊŀǘƛƻƴΦέ ¢ƘŜ ŀǊǘƛŎƭŜ ŀƭǎƻ ƛƴŎƭǳŘŜǎ ŀƴ 
overview of current projects from specific CIOs. 
Department of Defense CIO Dave Wennergren 
spoke about the importance of implementing 
cloud computing to the military branches, and 
Central Intelligence Agency CIO Al Tarasiuk said 
that the CIA is investigating strategies for 
bandwidth and solutions to problems with 
legacy data. 
http://www.informationweek.com/blog/main/a
rchives/2009/04/cia_and_other_t.html;jsessioni
d=OHPU4AGFCNLDMQSNDLPCKH0CJUNN2JVN 
 

How Secure is the U.S. Communications 
Network? 
BY: MARGUERITE REARDON, CNET NEWS 
04/13/2009 

Fiber-optic communications cables were 
recently destroyed in Silicon Valley, leaving 
thousands of people without phone, Internet or 
wireless service for more than twelve hours last 
week. The incident is prompting experts to 
question the security of the U.S. 
communications networks. Sam Greenholtz, co-
founder and principal of Telecom Pragmatics, 
says that a couple of small attacks could cause 
significant damage to communications 
networks. The article discusses various theories 
about the criminals that cut the California 
cables, and what kind of vulnerabilities the 
vandalism may have exposed. 

http://news.cnet.com/8301-1035_3-10217550-
94.html 
 

Has Cyber Warfare Begun? 
INDIA TIMES INFOTECH 
04/12/2009 

Hackers are becoming increasingly 
sophisticated, and numbers of data breaches in 
the United States have increased from 2,172 in 
2006 to 5,499 known breaches in 2008. The 
Pentagon also recently reported spending more 
than $100 million in the last six months alone 
responding to cyber attacks and network 
problems. An unidentified U.S. official recently 
said that the electrical grid may have already 
been compromised and that federal officials do 
not have the authority to monitor the entire 
grid. 
http://infotech.indiatimes.com/Personal-
Tech/Has-Cyber-warfare-
begun/articleshow/4384379.cms 
 

The Hype Factor at the RSA Conference 
BY: JOHN OLSTIK, CNET NEWS 
04/16/2009 

The article discusses what are expected to be 
the major topics of discussion at the upcoming 
RSA conference in San Francisco. Topics include 
server/desktop virtualization security, security 
virtual appliances, cloud security, the Conficker 
worm, data-centric security, desktop security 
and desktop operations, identity management 
and the recent 60-day federal cybersecurity 
review. The article discusses each of these 
topics in more detail.  
http://news.cnet.com/8301-1009_3-10221097-
83.html 
 

http://www.informationweek.com/blog/main/archives/2009/04/cia_and_other_t.html;jsessionid=OHPU4AGFCNLDMQSNDLPCKH0CJUNN2JVN
http://www.informationweek.com/blog/main/archives/2009/04/cia_and_other_t.html;jsessionid=OHPU4AGFCNLDMQSNDLPCKH0CJUNN2JVN
http://www.informationweek.com/blog/main/archives/2009/04/cia_and_other_t.html;jsessionid=OHPU4AGFCNLDMQSNDLPCKH0CJUNN2JVN
http://news.cnet.com/8301-1035_3-10217550-94.html
http://news.cnet.com/8301-1035_3-10217550-94.html
http://infotech.indiatimes.com/Personal-Tech/Has-Cyber-warfare-begun/articleshow/4384379.cms
http://infotech.indiatimes.com/Personal-Tech/Has-Cyber-warfare-begun/articleshow/4384379.cms
http://infotech.indiatimes.com/Personal-Tech/Has-Cyber-warfare-begun/articleshow/4384379.cms
http://news.cnet.com/8301-1009_3-10221097-83.html
http://news.cnet.com/8301-1009_3-10221097-83.html
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SCADA Security: What SCADA Security? 
BY: GADI EVRON, DARK READING 
04/07/2009 

Experts agree that SCADA systems are a primary 
target for cyber attacks because they could 
provide the most damage to economy and daily 
life. The article explains that although SCADA is 
making efforts to improve security, there are 
still not any measureable results. SCADA 
systems lack security processes like secure 
coding, auditing, and patch distribution 
systems. The article also suggests creating a 
website that would track SCADA vulnerabilities 
and call out vendors for their slow response or 
patching time. 
http://www.darkreading.com/blog/archives/2009/0
4/scada_security.html 

 

Twitter Teen Hacker Hired by Web App 
Developer 
BY: GREGG KEIZER, COMPUTERWORLD 
04/17/2009 

aƛŎƘŀŜƭ άaƛƪŜȅȅέ aƻƻƴŜȅ ǎŀƛŘ ƭŀǎǘ ǿŜŜƪ ǘƘŀǘ 
he was responsible for two of the worms that 
had been attacking the Twitter Web site 
starting on April 11. Travis Rowland, a Web 
application developer and CEO of exqSoft 
Solutions LLC, has since announced that he 
hired the teenager to work for his company as a 
programmer. Rowland says that Mooney will be 
ǘŜǎǘƛƴƎ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀƴŘ 
performing security analysis. Graham Cluley, a 
senior consultant at security vendor Sophos 
PLC, says that the attacks may have been a 
publicity stunt for the exqSoftw company.  
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
737 
 

Users Left Open to Attack by Failure to 
Patch Third-Party Apps 
BY: IAIN THOMSON, VNUNET 
04/21/2009 

The Danish company Secunia says that data 
from its Personal Software Inspection tool 
shows that unpatched applications are being 
used by malware writers even more than the 
hackers are using operating systems to form 
attacks. Secunia chief technical officer Thomas 
Kristensen also said that private users rarely 
patch applications and that programs installed 
by the user may be the biggest threat to their 
PC. The research was supported by data from 
aƛŎǊƻǎƻŦǘΩǎ ƭŀǎǘ {ŜŎǳǊƛǘȅ LƴǘŜƭƭƛƎŜƴŎŜ wŜǇƻǊǘ 
which found that 90 percent of serious 
vulnerabilities are in third-party applications. 
http://www.vnunet.com/vnunet/news/2240702/use
rs-patching-third-party-apps 

 

Terrorists Using Internet as a Weapon: 
Experts 
GOOGLE NEWS 
04/17/2009 

Mike Smith, head of the UN Counter Terrorism 
Committee, says that the Internet has become 
the key tool of terrorist groups as well as a 
primary target, and that fighting that threat has 
ōŜŎƻƳŜ άŜȄǘǊŀƻǊŘƛƴŀǊƛƭȅ ŎƘŀƭƭŜƴƎƛƴƎέΦ {ƳƛǘƘ 
and other speakers at the recent Conference on 
Terrorism and Cyber Security discussed the 
importance of balancing fighting cyber threats 
with protecting individual freedoms. Raphael 
Perl, head of the Action against Terrorism Unit 
of the Organisation for Security and 
Cooperation in Europe, said that the Al-Qaeda 
group is attempting to plan a cyber attack that 
ǿƻǳƭŘ άŘǿŀǊŦ фκммΣ ǘƘŜ Ǝƻŀƭ ƻŦ ǿƘƛŎƘ ƛǎ ǘƻ ōǊƛƴƎ 
Řƻǿƴ ǘƘŜ ²ŜǎǘŜǊƴ ŎŀǇƛǘŀƭƛǎǘƛŎ ŜŎƻƴƻƳȅΦέ 
http:/ /www.google.com/hostednews/afp/article/AL
eqM5ioJ_5wAT87x-wYDp2lnVQB0ScWiQ 

http://www.darkreading.com/blog/archives/2009/04/scada_security.html
http://www.darkreading.com/blog/archives/2009/04/scada_security.html
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9131737
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9131737
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9131737
http://www.vnunet.com/vnunet/news/2240702/users-patching-third-party-apps
http://www.vnunet.com/vnunet/news/2240702/users-patching-third-party-apps
http://www.google.com/hostednews/afp/article/ALeqM5ioJ_5wAT87x-wYDp2lnVQB0ScWiQ
http://www.google.com/hostednews/afp/article/ALeqM5ioJ_5wAT87x-wYDp2lnVQB0ScWiQ
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Phishers Get More Wily as Cybercrime 
Grows 
BY: DIANE BARTZ, REUTERS 
04/17/2009 

Experts warn that phishing scams are becoming 
more sophisticated, and harder to detect. Many 
criminals ŀǊŜ ǳǎƛƴƎ άǎƳƛǎƘƛƴƎέ ǿƘƛŎƘ ƛǎ ŀ 
phishing fraud sent through SMS text 
messaging, and criminals are writing spam that 
appears to have come from a reputable site 
such as PayPal. David Marcus, a threat research 
expert at McAfee, says that many online 
criminals are stealing user passwords and 
account numbers, and then selling the 
information on the underground market rather 
than directly stealing the money. Phishing 
campaigns are also able to be sent to tens of 
millions of users at the same time, meaning that 
if the attacks are even a small percent 
successful the criminals can cause massive 
damage. 

http://www.reuters.com/article/technologyNews/id
USTRE53G01620090417 

 

ΨaŀŦƛŀōƻȅΩ {Ǉƛƭls the Beans at IT360 on 
Underground Hackers 
BY: JENNIFER KAVUR, COMPUTERWORLD 
04/14/2009 

Michael Calce, or Mafiaboy, a former teen 
hacker responsible for bringing down various 
high-profile Web sites, recently spoke at the 
L¢осл ŎƻƴŦŜǊŜƴŎŜ ǘƻ άǇǊƻǾƛŘŜ ƛƴǎƛght into 
ǳƴŘŜǊƎǊƻǳƴŘ ƘŀŎƪŜǊ ŎƻƳƳǳƴƛǘƛŜǎέΦ /ŀƭŎŜ ǎŀƛŘ 
that social engineering is a large part of hacking, 
and that international IT hackers in a company 
are more of a threat than remote exploits or 
denial-of-service attacks. Calce also answered 
questions from conference participants 
including questions about his own systems, 
zero-day exploits and software certification. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
571 

CYBER SPACE ï U.S.  GOVERNMENT  

tǊŜǎƛŘŜƴǘΩǎ /ȅōŜǊǎŜŎǳǊƛǘȅ wŜǾƛŜǿ /ƻǾŜǊǎ ! 
[ƻǘ ƻŦ DǊƻǳƴŘΣ .ǳǘ 5ƻŜǎƴΩǘ Plow Deeply 
BY: WILLIAM JACKSON, GOVERNMENT COMPUTER 
NEWS 
04/13/2009 

Administration officials say that the 60-day 
cybersecurity review that concluded last week 
ǿƛƭƭ ǇǊƻǾƛŘŜ ŀ άǎǘǊŀǘŜƎƛŎ Ǉƭŀƴ ǘƘŀǘ Ƨǳǎǘ ǎŎǊŀǘŎƘŜǎ 
ǘƘŜ ǎǳǊŦŀŎŜ ƻŦ ǘƘŜ ŎƘŀƭƭŜƴƎŜǎ ǿŜ ŦŀŎŜέΦ ¢ƘŜ 
review included an evaluation of policies, 
executive orders, strategies and studies as well 

as meetings with stakeholders in the private 
sector, representatives from academia, ten 
congressional subcommittees and homeland 
security officials. The review will focus on four 
main areas including governance, architecture, 
behavior and capacity building.  
http://gcn.com/articles/2009/04/13/cybereye-
cybersecurity-review.aspx 
 

Administration Addresses Power Grid 
Weaknesses 
BY: ALICE LIPOWICZ, FEDERAL COMPUTER WEEK 
04/17/2009 

The Obama administration is working to 
develop cybersecurity standards for smart-grid 
technologies, including plans for the Energy 

5ŜǇŀǊǘƳŜƴǘ ǘƻ άŘƛǎǘǊƛōǳǘŜ ϷпΦр ōƛƭƭƛƻƴ ƛƴ 
stimulus funds to help develop intelligent 
ŜƭŜŎǘǊƛŎƛǘȅ ŘƛǎǘǊƛōǳǘƛƻƴ ƴŜǘǿƻǊƪǎέΦ aŀƴȅ experts 
believe that these smart grids may be 
vulnerable to hackers, and the National 
Institute of Standards and Technology recently 
announced their three-phase program which 

http://www.reuters.com/article/technologyNews/idUSTRE53G01620090417
http://www.reuters.com/article/technologyNews/idUSTRE53G01620090417
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9131571
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9131571
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9131571
http://gcn.com/articles/2009/04/13/cybereye-cybersecurity-review.aspx
http://gcn.com/articles/2009/04/13/cybereye-cybersecurity-review.aspx
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will identify standards for the smart grid by the 
end of the year.  
http://fcw.com/Articles/2009/04/20/News-
Power-Grid-Vulnerabilities.aspx 

 

Lawmakers Plan Cybersecurity Agendas 
NATIONAL JOURNAL 
04/16/2009 

Senators Joseph Lieberman and Susan Collins 
plan to hold a hearing in late April which will 
examine the 60-day federal cybersecurity 
review that concluded last week. The review 
will impact various bills related to securing U.S. 
computer networks, the power grid and other 
critical infrastructure. Collins says that 
cybersecurity action is long overdue, and that 
since the announcement of the Bush 
ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ƛƴƛǘƛŀǘƛǾŜ ƻǾŜǊ ŀ 
year ago, the Department of Homeland Security 
has not been able to gain authority to set and 
enforce cyber policies. 
http://techdailydose.nationaljournal.com/ 

 

The Internet Kill Switch 
BY: MARK GIBBS, COMPUTER WORLD 
04/13/2009 

A bill sponsored by Sen. John Rockefeller and 
Sen. Olympia Snowe would allow the President 
ǘƻ ŘŜŎƭŀǊŜ ŀ άŎȅōŜǊǎŜŎǳǊƛǘȅ ŜƳŜǊƎŜƴŎȅέ ŀƴŘ 
ƻǊŘŜǊ LƴǘŜǊƴŜǘ ǘǊŀŦŦƛŎ ǘƻ ōŜ ǎƘǳǘ Řƻǿƴ άǘƻ ŀƴŘ 
from any compromised Federal government or 
United States critical infrastructure information 
ǎȅǎǘŜƳ ƻǊ ƴŜǘǿƻǊƪΦέ ¢ƘŜ ŀǊǘƛŎƭŜ ŘƛǎŎǳǎǎŜǎ 
several key issues, including whether or not an 
άLƴǘŜǊƴŜǘ Yƛƭƭ {ǿƛǘŎƘέ ƛǎ ŜǾŜƴ ǇƻǎǎƛōƭŜΦ ¢ƘŜ ōƛƭƭ 
would also have to clearly define what 
constitutes critical infrastructure, and some 
argue that if the President has authority to 
disconnect Internet communications, that the 
bill should address all types of communications, 
which would be impossible. 
http://www.computerworld.com/action/article.
do?command=viewArticleBasic&articleId=9131
479&source=rss_topic17 

 

 
 

What Will the Cybersecurity Act of 2009 Do 
to Your Job and Business? 
BY: LARRY SELTZER, EWEEK 
04/10/2009 

The article discusses the proposed 
Cybersecurity Act of 2009. The first part of the 
act calls for the creation of a national 
cybersecurity advisor that would report to the 
President and would have authority to approve 
cybersecurity budget items. The second part 

discusses creating standards for development 
and compliance that would measure the 
security of a specific system and provide 
guidelines that all systems and networks must 
comply with. The Act also suggests licensing and 
certification for cybersecurity professionals and 
securing the domain name addressing system. 
The article discusses each of these sections and 
several others in further detail.  

http://fcw.com/Articles/2009/04/20/News-Power-Grid-Vulnerabilities.aspx
http://fcw.com/Articles/2009/04/20/News-Power-Grid-Vulnerabilities.aspx
http://techdailydose.nationaljournal.com/
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9131479&source=rss_topic17
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9131479&source=rss_topic17
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9131479&source=rss_topic17
http://aes.itt.com


 

CyberPro  
Volume 2, Edition 8  

April 23, 2009  

 

Keeping Cyber space  Professionals Informed  

 

1 1 0  R o y a l  A b e r d e e n  ̧   S m i t h f i e l d ,  V A  2 3 4 3 0  ̧   p h .  ( 7 5 7 )  8 7 1- 3 5 7 8  
   

CyberPro  National Security Cyberspace Institute  P a g e  | 14  
 

http://www.eweek.com/c/a/Security/What-
Will-the-Cybersecurity-Act-of-2009-Do-To-Your-
Job-and-Business-768836/ 
 

Rockefeller Pushes for Security Against 
Cyber Terrorism 
BY: ERIC EYRE, WV GAZETTE 
04/15/2009 

Sen. Jay Rockefeller, a member of the U.S. 
Senate Intelligence Committee and chairman of 
the Senate Committee on Commerce, Science 
and Transportation, says that cybersecurity is 
ǘƘŜ άbƻΦ м ǘƘǊŜŀǘ ǘƻ ǘƘŜ ǎŀŦŜǘȅ ƻŦ !ƳŜǊƛŎŀƴǎέ 
and recently proposed legislation that would 
establish a national cybersecurity adviser as 
well as protect businesses from cyber threats 
and provide funding for those pursuing a career 
in cyber security. Rockefeller emphasized the 
importance of encouraging students to enter 
the field, and the need for improving high-
speed broadband Internet technology.  
http://wvgazette.com/News/200904140915 
 

Melissa Hathaway Has Big Cyber-Security 
Agenda 
BY: MARK WEATHERFORD, GOVERNMENT 
TECHNOLOGY 
04/14/2009 

In addition to the recent 60-day cybersecurity 
review, the Obama administration hopes to 
strengthen federal cybersecurity leadership, 
ǎǘǊŜƴƎǘƘŜƴ ǘƘŜ ŘŜŦŜƴǎŜǎ ƻŦ ǘƘŜ ƴŀǘƛƻƴΩǎ ŎȅōŜǊ-
infrastructure, prevent corporate cyber-

espionage, and develop standards for securing 
personal data which require companies to 
disclose data breaches. The article also 
discusses some areas that a cyber-adviser might 
address including: the effectiveness of federal 
cyber-security grants; consistency within 
national regulations; and expansion of the 
National Centers of Academic Excellence in 
Information Assurance Education program. 
http://www.govtech.com/gt/articles/639028 
 

Role of Bush NSA Plan Under Review 
BY: ELLEN NAKASHIMA, WASHINGTON POST 
04/17/2009 

The Bush administration originally planned to 
ǳǎŜ ǘƘŜ bŀǘƛƻƴŀƭ {ŜŎǳǊƛǘȅ !ƎŜƴŎȅΩǎ ǘŜŎƘƴƛǉǳŜǎ 
for defending military computer networks to 
protect U.S. government civilian networks, 
although plans have not progressed as quickly 
as hoped. These plans were part of the recently 
completed 60-day cybersecurity review ordered 
by the Obama administration. Congressional 
committees have voiced concerns over civil 
liberties and the cost and complexity of 
implementing NSA programs on government 
networks. The article discusses the recent 
debate over the assignment of cyber security 
authority to the NSA in light of DHS 
shortcomings in network protection. 
http://www.washingtonpost.com/wp-
dyn/content/article/2009/04/16/AR200904160
4291.html 

CYBER SPACE ï DEPARTMENT OF DEFENSE (D OD)  

Gates Weighs Creation of Cyberspace 
Command Under STRATCOM 
BY: SEBASTIAN SPRENGER, INSIDE DEFENSE 
04/17/2009 

Defense Secretary Robert Gates recently said 
that he is looking into establishing a command 
for cyberspace as part of the U.S. Strategic 
/ƻƳƳŀƴŘΣ ǿƘƛŎƘ ǿƻǳƭŘ άŜƴŎƻƳǇŀǎǎ ǘƘŜ 
National Security Agency and various other 

ŎŀǇŀōƛƭƛǘƛŜǎέΦ {¢w!¢/ha ƛǎ ŀƭǊŜŀŘȅ ǊŜǎǇƻƴǎƛōƭŜ 
for fighting in cyberspace through the Joint 
Functional Component Command-Network 
Warfare, which carries out offensive cyber 
operations, and the Joint Task Force-Global 
Network Operations, which defends DoD 
networks. Gates also says that there is a 
shortage of people who have cyberwarfare 
capabilities, and that the number of graduates 

http://www.eweek.com/c/a/Security/What-Will-the-Cybersecurity-Act-of-2009-Do-To-Your-Job-and-Business-768836/
http://www.eweek.com/c/a/Security/What-Will-the-Cybersecurity-Act-of-2009-Do-To-Your-Job-and-Business-768836/
http://www.eweek.com/c/a/Security/What-Will-the-Cybersecurity-Act-of-2009-Do-To-Your-Job-and-Business-768836/
http://wvgazette.com/News/200904140915
http://www.govtech.com/gt/articles/639028
http://www.washingtonpost.com/wp-dyn/content/article/2009/04/16/AR2009041604291.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/04/16/AR2009041604291.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/04/16/AR2009041604291.html
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from cyber schools needs to quadruple by FY 
2011. 
http://defense.iwpnewsstand.com/showdoc.as
p?docnum=AIRFORCE-20-15-19  

 

$100M For Reactive Cyber Defense 
BY: BOB BREWIN, NEXTGOV 
04/07/2009 

U.S. Strategic Command reports spending about 
$100 million in the past six months to clean up 
after cyber attacks on Defense Department 

networks. STRATCOM commander Air Force 
Gen. Kevin Childs says that the Defense 
Department needs better cyber defenses to 
avoid spending so much money on cleaning up 
after incidents. Childs emphasizes the 
importance of following simple security policies 
and guidelines. 
http://whatsbrewin.nextgov.com/2009/04/reac
tive_cyber_defense_tab_100.php 

 

 
 

Specialized Training Crucial for Skilled 
Cyberwarriors 
BY: JOHN C. ROGERS, SIGNAL CONNECTIONS 
04/15/2009 

A recent report from the U.S. Air Force Scientific 
Advisory Board says that the Air Force is 
considering creating a new career field 
specifically for cyberspace including a new 
cyberspace warfare officer. The Air Force says 
that there is a lack of specialized training for 
cyber tasks and a lack of officers that hold 
computer-related degrees. Electronic warfare 
officers would have computer/electrical 
engineering or computer programming degrees, 

and the Air Force would expand undergraduate 
programs offered at the Air Force Institute of 
Technology.  
http://www.afcea.org/signal/articles/templates
/200904SIGNALConnections.asp?articleid=1912
&zoneid=258 
 

NIST, DoD Move Closer to a Set of Unified 
Cyber Guidelines 
BY: JASON MILLER, FEDERAL NEWS RADIO 
04/13/2009 

Ron Ross, a senior computer scientist at the 
National Institute of Standards and Technology, 
recently announced that NIST and DoD are 

http://defense.iwpnewsstand.com/showdoc.asp?docnum=AIRFORCE-20-15-19
http://defense.iwpnewsstand.com/showdoc.asp?docnum=AIRFORCE-20-15-19
http://whatsbrewin.nextgov.com/2009/04/reactive_cyber_defense_tab_100.php
http://whatsbrewin.nextgov.com/2009/04/reactive_cyber_defense_tab_100.php
http://www.afcea.org/signal/articles/templates/200904SIGNALConnections.asp?articleid=1912&zoneid=258
http://www.afcea.org/signal/articles/templates/200904SIGNALConnections.asp?articleid=1912&zoneid=258
http://www.afcea.org/signal/articles/templates/200904SIGNALConnections.asp?articleid=1912&zoneid=258
http://www.mantech.com/

